Tewma 3.4 — [InanupoBaHue U ynpaBlieHHEe HHPOPMAITMOHHON 0€30MacHOCThIO Ha
rocynapctBeHHOM ypoBHe B CIIIA
(ITmanupoBaHue U yrpaBicHHe HHPOPMAIIMOHHON 6€30MacHOCTHIO)

1 O0mass mosmtTnka CIIA B cdepe NIAHMPOBAHHMA M YNPABJICHHUS
HHpOPMALMOHHOM 0€30I1ACHOCTHI0

B cuny Ttoro, uro CIIA o0nagatoT 3HAYUTENIbHBIM (PUHAHCOBBIM,
TEXHOJIOTUYECKUM, HAYYHO-TEXHUYECKHMM W BOCHHBIM IOTEHIIMAJIOM, a TaKXKe
YACTAIOT OO0JbIIOE 3HAYEHUE YCHUJICHUIO HAlMOHAJIBHOM 0€30MacHOCTH, 3allluTe
IpaKJaHCKUX ITPaB U UHTEPECOB OM3HECA, OTBIT ATOW CTPaHbI B chepe YIpaBICHUs
MH(POPMAIIMOHHOW OE€30MaCHOCTBIO SBJISIETCS HAM0O0JIe€ BaXKHBIM JIJISI U3Y4YCHUSI.
3HauuMOCTh ympaBieHuss uHpopmaimonHod oOe3zonacHocThio B CIIA Ha
rOCyJJapCTBEHHOM YPOBHE OIpPEIEIAETCS TaKke TEeM, YTO B JTOM CTpaHe
CKOHIIEHTPUPOBAHBI KpPYIHEWINEe (PUHAHCOBBIE KOMITAHMH, HCCIIEI0BATEIHCKHE
YUPEKIICHUS U KOPHOPALUH, CYIIECTBEHHO BIMSIONINE HA PAa3BUTHUE TEXHOJOTHA,
(MHAHCOBYIO CTaOMJIBHOCTH M 3KOHOMHUYECKOE Pa3BUTHE BCEr0 MHPOBOTO
COO0O011IeCTBaA.

OgHuM M3 KJIIOYEBBIX HANpaBJICHUA pa3BUTUS  WMHOOPMAIMOHHOU
0e30MacHOCTH, TaK € KaK U BO MHOTMX JPYIMX CTpaHaX, BJIAETCS OOecreueHue
HAIMOHAIBHON (TOCYJapCTBEHHOM) 0€30MacHOCTH U, B YACTHOCTHU, 0€30MaCHOCTHU
MH(QOPMAITMOHHBIX CHUCTEM T.H. «CHJIOBBIX» BEIOMCTB: BOOPY>KEHHBIX CHJI,
BHEIIHEN pa3Beaku U np. Haunnas npumepHo ¢ 1992 roma ocHOBHbIE yCUIUS MO
OpraHu3anud  MeponpusTuii B cpepe HMHPOPMAIMOHHON  OE30MACHOCTH
npeanpuHuManuch MunucrepctBoM 000poHbl CIIA B paMkax KOHIEHIMU
«MHpOPMAIIMOHHOTO TPOTUBOOOPCTBA», OPHUEHTHUPOBAHHOW HA PEIICHHE 3a/1a4
OOpbObI C CHCTEMaMH YINPABJICHUS BOOPY>KCHHBIMH CHJIaMU TPOTHUBHUKA Ha
pa3IMYHBIX YPOBHSIX U obOecreueHne Oe3omacHOCTH H  A3(PEGEKTUBHOCTH
cobcTBeHHBIX HHQOopMannOHHBIX cucteM apmun CIIIA. JlanpHelmee pa3BuTue Ta
KOHIENIMs noinydmwia B 1996 rogy B Bulie HOBOro nosieBoro ycraBa apmuu CIIIA
«MHpOpMAIIMOHHBIE OTIEPAITUNY.

B nenom ke HayasioM COBPEMEHHOM LIEJICHAIIPABICHHON CUCTEMATUYECKOU

OpraHU3allMOHHON JesITeNbHOCTH B c(epe mHPOpManmoHHONW O€30MacHOCTH Ha
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HAIlMOHATHPHOM YPOBHE MOXHO CYUTATh W3JaHUE JUPEKTHBBI aTIMUHUCTPAIIUU
[Tpe3unenra bumia KmmatoHa Presidential Decision Directive 63 (PDD 63)
«3amnmTa KpUTHYECKH BaXXHOU MHPpacTpyKTyphl» oT 22 mas 1998 roga. Ha stom
JNOKyMeHTe Oaszupyercss noanucanHbiii buimom Kimmaronom B Hawane 2000 roga
«OO1IeHallMOHANBHBIA TUIAaH 3alIUThl HMH(MOPMAIMOHHBIX CHUCTEM», KOTOPBIN
OTpEJIEIIsIET OCHOBHBbIE HANpPAaBJICHUsS JEATEIBHOCTH TOCYJapCTBa U BCErO
oOmiecTBa B chepe obecneueHnss THOOPMALIMOHHOM 0€30MacHOCTH.

Taxxke B depae 2003 roma agMuHHCTparued mnpesuaeHta Jkopaxa
byma-mmamgmero Opuia omyOnukoBaHa «HamwoHampHash cTpaTerwsl JOCTHIKEHUS
OesonmacHocT B kuOepmpoctpanctBe»  («National Strategy to  Secure
Cyberspace»), ommuchiBaroImas MaTh MNPHOPUTETOB B nesTenbHocTH CIIIA 10
obecrnieueHu0 MHGOPMAIMOHHON OE€30MaCHOCT M OCHOBHBIE 3aJlaud B paMKax
ATUX MPUOPUTETOB HA CPEITHECPOUHYIO U JOJTOCPOUHYIO MTEPCIEKTUBY.

dakTHYeCKH JaHHBIE JOKYMEHTBI MOTYT CYHTAThCA O(HUIIHATBHOU
oOmeHanuoHanbHoU noautukoi CIIA B cepe nnpopmaiimonHoi 0€30MacHOCTH,
HAa OCHOBE KOTOpPOH CTPOMTCS BCSI CHUCTEMa JACSATEIBHOCTH TOCYIapCTBEHHOMN
BJJaCTH B OTOH O00JacTM ®  CTPYKTypa TOCYIAapCTBEHHBIX  OPraHOB,
o0ecreynBaIMX HHHOPMAITMOHHYIO 0€30MaCHOCTh B CTPAHE.

B coorBerctBUM co crparerueil MHGOPMAIMOHHONW  OE30MaCHOCTH
OCHOBHBIMH TOCYAAPCTBEHHBIMH PUOPUTETAMH B 3TON 00JIACTH SIBJISIOTCS:

— CTaHOBJICHHWE W Pa3BUTUE HAIMOHAJIHLHOM CHUCTEMBI PEarupoBaHUs Ha
MIPOUCIIECTBUS B chepe HHPOPpMAITMOHHOMN 0€30I1aCHOCTH;

— peanum3anys KOMIUIGKCHOM CHCTEMBI MEp 110 YMEHBIICHUIO Yrpo3
nH(pOopMaTMOHHOM 0€30TaCHOCTH;

— o0ecrieueHHe TOJTOTOBKH CHEIUAINCTOB B c(epe KOMIBIOTEPHOM
0€30MacHOCT U OO0ECMEUEeHHE OTBETCTBEHHOI'O OTHOIICHHUS BCErO0 HACEJICHHS

CTpPaHbI K BOIIPOCAM 3alllUThI I/IH(l)OpMaLII/II/I;
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— oOecrnieueHne  3amUTHl  WHOOPMAITMOHHBIX  CHUCTEM,  HMMEIOIIUX
OTHOIIIEHUE K TOCYAapPCTBEHHBIM OpTaHaM;

— pa3BUTHE pa3NU4HBIX QopM Koomepauud (B TOM UHUCIE H
MEXIyHapOoIHOH) B cpepe oOecreueHuss nHOOPMaIMOHHOM 0€30acHOCTH.

1) TIpuopurer 1. Pa3BuTHE CHUCTEMBI pearupoBaHHs HA MPOWCIISCTBUS B
chepe uHPOpMaMOHHOW  0€30MaCHOCTH  TpeAroJiaraer, 4ro  OBICTpOe
oOHapy>KeHHE aTaK U CBOEBPEMEHHBI OOMEH MHOpMalHel 0 HUX BO MHOTHX
Clly4asiX MOTYT 3HAUUTEIbHO CHU3HUTH yuiepO. g obecnedeHus: G€30MacHOCTH
Crpaterus npe/noyiaraeT peayu3aiuio CIeIyIOIUX OCHOBHBIX MEPOTIPUSITHI:

— pa3paboOTKy apXHTEKTYpPhl B3aWMOJICHCTBUS KaK IPAaBUTECIbCTBCHHBIX,
TaK U HEMPABUTEIBCTBEHHBIX CTPYKTYP, KOTOpas obecrednia Obl pearupoBaHUE Ha
WHIUJICHTBI;

— o0ecrnevyeHne Kak TaKTHYECKOTO, TaK W CTPATETHYECKOro aHalln3a aTak
Ha WH(OPMAITMOHHBIE PECYPCHI, & TAK)KE OIICHKU UX YSI3BUMOCTH;

— TIOOIIPEHUE PACHpPOCTPAHEHUS! YACTHBIMH KOMITAHMSIMU WMEIOIICHUCS y
HUX uHpopMamuu 00 oO0meM cocTosHuM jaen B chepe HHOOPMAIMOHHON
0e30macHOCTH;

— pacmmpenue padotel «MHbOpMAIIMOHHON CeTH ISl MPEeayNPEekKICHHIMA
00 yrpozax kputruueckoi wuHppacTtpykrype» (CWIN) mnsa mommepX ku poiu
MunHncTepcTBa HAIMOHANBHOW O€30MAaCHOCTH B pa3pelieHud KPU3HCOB U
HEKOTOPBIX JIPYTHUX.

2) Ilpwopurer 2. Peanmuzamuss mnporpamMmbl YCTpaHEHHsS YIrpo3 JUis
MH(OPMAIMOHHOW 0€30MacHOCTU U YS3BUMOCTE B MH(OPMAIIMOHHBIX CHCTEMAax
MpeanojaraeT, 4ro HaJW4YUe YSA3BUMOCTEH B pPa3IUYHBIX HH(POPMAIMOHHBIX
CHCTEMax caMo 1o ce0e B oIpeieJIeHHONH Mepe 00yClIaBIUBAET BOZMOKHOCTh aTaK
HAa HUX WM, COOTBETCTBEHHO, SIBJISICTCSI MCTOYHUKOM OITACHOCTEW JJISi DJIEMEHTOB
KPUTUYECKA BaXXKHOW WHOPACTPYKTYpBI CTpaHbl. TakuMm o0pa3oM, yCTpaHEHUE

y}IBBI/IMOCTCﬁ ABIIACTCA OJHHUM U3 HanOoJIee BaXKHBIX HaHpaBJIeHI/Iﬁ pa6OTI>I 110
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obecrieueHunto nHGopMaImoHHOU Oe3onacHocTH. Jljis obecrieueHnus 6€30MacHOCTH
Crparerus npeamnoiaraeT peaau3auio ClIeIyI0IINX OCHOBHBIX MEPOTPUATHN:

— pacumpeHue BO3MOXHOCTEH MIPOBEICHUS paccie10BaHui
KOMIBIOTEPHBIX MPECTYIUICHUH SISl MTOCJIETYIOMIETO MPEeIOTBPALICHUS BO3MOKHBIX
aTak;

— coszJlaHue OOIIEeHAIMOHAIBHOTO MEXaHU3Ma JJIsi OLEHKH YS3BUMOCTEH C
Henblo odecrieyeHus: 0oJiee MOJMHOIO MOHHMMAHUS HETaTUBHBIX MOCJHEICTBUN OT
pean3aiyy yrpo3 U UCIOIB30BaHUs yI3BUMOCTEHH;

— TOBblIIEHHE 0e30macHOCTU ceT MHTepHeT myTeM COBEpILEHCTBOBAHUS
UCIIOJIb3YEMBIX MPOTOKOJOB W MEXAaHU3MOB MapIIPyTU3AlUd W HEKOTOPBIX
JIPYTHX.

3) Ilpuopurer 3. Pa3BuTHE OTBETCTBEHHOTO OTHOIICHUS K BOIPOCAM
nHpOpMAIIMOHHON OE€30MacHOCTH, W TMOJArOTOBKAa KaJapoB B 3ToM cdepe
IpeanoiaraeT, 4To UCTOYHMKOM MHOTUX YSI3BHUMOCTEH SBISETCS HEIOCTATOYHO
OTBETCTBEHHOE  OTHOIIEHHE  HEKOTOPbIX  IOJIb30BaTeNel,  CHCTEMHBIX
aJIMUHUCTPATOPOB U pa3pabOTYMKOB HMH(DOPMAIMOHHBIX CHCTEM K BOMpPOCaM
3aIUTHI uHdopmauu, 179 HEJ0CTaTOYHAs OCBEJIOMJICHHOCTb U
nH(GOpMHUPOBAHHOCTHL B 3TOU chepe. [ns obecneuenus 6e3onacHoctu Ctparerus
MpEenoiaraeT pealn3alnio CISAYIONINX YeTHIPEX OCHOBHBIX MEPOTIPUSATHI:

— TPOABMXEHHE MHOTOCTOPOHHEH OOUIEHAIIMOHAIBHON NpOrpamMMmbl IO
WH(OOPMUPOBAHHUIO M PA3BUTHIO OTBETCTBEHHOTO OTHOIICHMS TPaK/laH CTPAHbBI K
oOecreyeHnto 0e30MacCHOCTH Te€X HH(POPMALMOHHBIX CHUCTEM, K KOTOPBIM OHH
UMEIOT KaKON-JIN0O JOCTyT,

— TIOOHIPEHUE CO3JIaHUsl MPOTPaMM TMOATOTOBKHU CIICIUAINCTOB, KOTOPHIE
obecnieuryii Obl yJI0BJIETBOPEHHE MOTPEOHOCTH B MEPCOHAIE;

— ToBblIIEHHE 3(PPEKTUBHOCTH CYUIECTBYIOIIUX MPOrpaMM MOJATOTOBKHU

CTIEIUAINCTOB B cepe nHPOpMaIMOHHON 0€301MaCHOCTH;
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— TOAAEPKAHWE  YCWIMM  YacCTHbIX  KOMIIAHUKA  TI0  CO3/JaHMIO,
pacmlpoCTpaHEHUIO U OOECIEUEHUI0 BCEOOIIero MpHU3HAHUS CepPTU(PHUKAIIMOHHBIX
nporpaMm B cepe HHPOpMAITMOHHON 6€301TaCHOCTH.

4) Tlpuopurer 4. OXpaHa rocyJapCcTBEHHbIX WH()OPMAIMOHHBIX PECypCOB.
Jna pemenus 3agad B 9Tol cdepe Crparerus mnpeArnoiaracT peaau3aiuio
CJIETYIOIIUX OCHOBHBIX MEPOTIPUSTHIA:

— oOecrieueHHe HENPEPHIBHOTO OLEHUBAHUS YIpO3 AJIA IOCYIapCTBEHHBIX
MH(OPMAIMOHHBIX CUCTEM M CYIIECTBYIOUIMX B HUX (CUCTEMAX) ysI3BUMOCTEW;

— o0ecnieueHne  0€30MACHOCTH  JIOKAIBHBIX  I[PaBUTEJILCTBEHHBIX
OCCIIPOBOJIHBIX CETeH;

— oOecrnieueHre OE30MaCHOCTH MpU Mepeiaye NPOLECCOB Ha ayTCOPCUHT U
IPOBEJCHUM 3aKyTMOK JUIsl IPAaBUTEIbCTBEHHBIX HYK/] 1 HEKOTOPBIX APYTHUX.

5) Ilpuopwurer 5. Pa3Butne Koomepanuu MEeXIy pa3IndHbIMU BEIOMCTBAMH
Y KOMIIAaHUSIMHM, a TaKXe MEXIyHapOJHON Koomepauuud B cdepe obOecrnedeHus
uH(OpPMAIMOHHONW 0€30MacHOCTH OO0YCIOBJICHO TE€M, YTO MPAKTHUYECKH BCE
WH(GOPMAIIMOHHBIE CHCTEMEI (M B CTpaHe, U B MUPE) SBIISIOTCS B3aMMOCBSI3aHHBIMU
U TpeOyIOT ria00aJbHOT0 CUCTEMHOTO MOAX0a K BOMPOCaM 3alllUThl HH(pOpMaLuu.
Jna pemenust 3agad B 3ToM cdepe Crparerus mnpeanosiaraeT peaau3aiuio
CJIEAYIOIINX OCHOBHBIX MEPOIIPUATHM:

— yCUJICHHE KOHTPPa3BeIbIBATEIbHOMN JIEATENBHOCTH B c(hepax, UMEIOIINX
OTHOIIIEHHE K NH(POPMAIIMOHHBIM CHCTEMAaM U TEXHOJIOTHSM;

— TIOOMIPEHUE CO3[aHUS HAlMOHAIBHBIX M MEXIYHApPOIHBIX CceTei
HaOmroeHuss  w  mpenynpexaeHus  («watch-and-warning networksy),
00eCreunBalOIINX BBISBJICHHE U TMPEAYNpeKICHHE aTaKk Ha HH(POPMAIMOHHBIE
pecypcebl;

— TmoomipeHue mnpucoequHenus Apyrux crpaH k Konsenmum Coseta
EBponbl 1Mo KuHOEpHpECTyIJIEHUSIM WJIA COBEPIICHCTBOBAHUSA HAIMOHAIBHBIX

3aKOHOJATCIIbCTB U HCKOTOPLIX APYTHUX.
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2 Opraspl IUIAHUPOBAHMS W ynpaBjieHUs: HWH(OPMAIMOHHOM
0esonmacnocTsio B CLIA

B coorBeTrcTBHME ¢ OOIIEH HOJIUTHKOM, a TaK)Ke HMEIOIIElcsT 0a30BOU
UHPPACTPYKTYPOU U CIOKHUBIICHCS MPAKTUKON TOCYJapCTBEHHOTO YNPaBJICHUS B
CIHIA B TeyeHHME HECKOJbKMX JIET OblJa OpraHuM3OBaHa U TMOCTOSHHO
COBEPUICHCTBYETCSI CHUCTEMA TOCYJAPCTBEHHBIX OPraHOB, OCYIIECTBIISIOMINX
JeATeNIbHOCTh B cdepe HHPOpMAIMOHHOW O0€30MacHOCTU: OBUIM  CO3/1aHbl
CIEUHAJIBHBIE BEJIOMCTBA M PACIIMPEHBl 3aa4d U TOJHOMOYHMS paHEe
cymecTBOBaBIIMX. OIHUM W3 OCHOBHBIX MOJPA3ICICHUN MPE3UICHTCKON
aJIMUHUCTPAIINH, CTICIIMAIIBHO CO3JJaHHBIX JUIsl PEIIeHUs 3a7a4 UHPOPMaIUOHHOM
Oe3omnacHocTH, siBNsieTcs KoMuTeT mo HalMOHAIbHBIM CHCTEMaM Oe30MacCHOCTH
(Committee on National Security Systems, CNSS).

Taxke B cucTeMe€ WCIOJHUTENBHOW BIIACTH OBUIM CO3JIaHBI HOBBIC
oTHeNIbHbIC (eepaTbHble YUPEXKACHUS, MPUOPUTETHBIMU 3aJlauaMH KOTOPBIX
ABJIIETCSl pEIIeHHE 3ajady O0e30MacHOCTU TrOCylapcTBa M pelIeHHEe MpodieM
nH(popMarmoHHOM 0e30macHOCTH Ha (enepalbHOM YPOBHE:

1) MuHucTepcTBO HaloHaabHOU 0e3omacHocTH (Department of Homeland
Security, DHS), co3nanHoe B COOTBETCTBHU ¢ AKTOM O BHYTpEHHEH 0€30MacHOCTH
ot 25 Hos6ps 2002 T.

2) VYmnpaenenue BHyTpeHHew O0e3onacHoctu (Office of Homeland Security),
co3nanHoe Ykazom [Ipesugenta CIIIA No13228 ot 8 oktsa0ps 2001 r.

3) Coser mo BHyTpennerr Oe3omacHoctn (Homeland Security Council),
Tak)ke co3gaHHbId Yka3zoM Nel3228.

Bxotouenue ¢yHkiuii mo obecrnedueHno nHPOPMaIMOHHON 0€30MacHOCTH B
coctaB (QyHKIMHA MuHHUCTEpCTBA HAIMOHAIBHOM 0€30MacHOCTH U JAPYTUX
AQHAJIOTUYHBIX YUPEKICHUA OOBSCHACTCS TEM, YTO aTaku Ha WH(OPMAIMOHHYIO

UH(QPACTPYKTYpy TMOTEHLUUAIBHO MOTYT TIOBJ€Yb 3a CO0Oil HeraTuBHbIC
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MOCJEACTBUS ISl PAa3INYHBIX KU3HEHHO BaKHbIX oTpacieil skoHomuku CIIIA:
(HMHAHCOBOTO CEKTOPA, SHEPTETHKH, TPAHCIIOPTA U PYTHX.

Kpome Toro, B pamkax oTaenbHBIX (eepaibHbIX MUHHUCTEPCTB U BEJOMCTB
OBLTM CO37aHBI CIICIMAIBHBIE MOAPA3ICICHNUs, PEIIAIONINEe OTACIbHBIC 3a7a4 B
paMKkax oO1ei crpareruu ooecneueHus nHbopmaimonHon 6ezomacHoct CIIA:

1) I'pymma roToBHOCTH K YPE3BBIYAWHBIM CHTYAIMsIM B HH(GOPMAIHOHHBIX
cuctemax — United States Computer Emergency Readiness Team, US-CERT
(moapasnesenue, GyHKIMOHHUpYOIee B coctae DHS);

2) Apwmeiickuil IEHTp O€30MacCHOCTH U TMOIICPKKH pabOThI TII0OATBHBIX
cereii — Army Global Network Operations and Security Center, AGNOSC
(mompaznenenue, pyHKIMOHUpYIOlIee B cocTaBe MunuctepctBa 00oponsl CIIA);

3) AreHTCTBO OOOpPOHHBIX HWH(GOPMAIMOHHBIX CHCTEM MUHHCTEpPCTBA
o6oponsl CIIA (DISA), moa ynpasiaeHueM Kotoporo Haxoautcs: OO0beTMHEHHBIN
HeHTp olecreueHusi pabOThI KOMITBIOTEpHBIX ceTeir — Joint Task Force for
Computer Network Operations, JTF-CNO;

4) llentpanbHas ciyxba OezomacHoctu (Central Security Service, CSS)
ArenTcTBa HanmoHanbHOro Oe3omacuoctu, National Security Agency — NSA.

Takum o0pa3om, 00IIasi OpraHu3alMOHHAS CTPYKTypa TOCYIapCTBEHHOTO
ynpasienuss B cdepe uHpopmarmonHoi Oe3omacHoctu B CIHIA  siBhsiercs
JOCTAaTOYHO CJIO’KHON M COCTOUT M3 MHOXKECTBA OTHOCHUTEIIBHO CaMOCTOSITEIIBHBIX
Y TIPY 5TOM B3aWMOCBSI3aHHBIX 3JIEMEHTOB, OCHOBHBIE M3 KOTOPBIX MPEICTABICHbI

Ha pUCyHKe 1.
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IIpe3ugent CIIA

AQMUHUCTpaUMA Npe3uaeHTa

Pucynok 1 — CrpykTypa opranos ympasieHus ucnognutensHon Biactu YUB B CIITA

1) Komwurer mo HanumoHaJdbHBIM cucTeMaMm Oe3omacHocti (Committee on
National Security Systems, CNSS) coctout u3 21 unena u 11 Habmogatenci us
Yucia CHEIUAINCTOB pa3nyHbIX (emepanbHbix BemoMcTB. Pabora Komwurera
BEJIETCS B paMKaX HECKOJIbKUX pabouux rpyni. JlaHHBINM KOoMUTET (popMupyeT
LHEHTPAIU30BAaHHYKO TOCYJAPCTBEHHYK) TMOJHUTUKY B OTHOLICHHM OTIEJIbHBIX
TEXHOJOTMA W  METOAOB, BaXHBIX JUI  3allUThl  WUHGOPMAIMOHHON
MHQPACTPYKTYphl Ha OOIICHAIIMOHATLHOM ypoBHE. B wactHOCTH, paboTa Beaercs
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— YIOPAaBJICHHE PUCKAMU;

— CpeacTBa UACHTU(UKAIINY MOJIb30BATENCH U yCTPOUCTB;

— YCTOWYHMBOCTB CETEBOM MH(PACTPYKTYPHI;

— pa3BUTHE CHUCTEMBbI MOJTOTOBKM KaJapoB B cdepe HHPOPMAIMOHHOM
0€30IIaCHOCTH;

— o0ecrneyeHre HAIEKHOCTU TMPHU PACHIMPEHUH COBMECTHOTO JOCTYMa K
MH(POPMAITMOHHBIM peCypcam.

OCHOBHBIMM MHCTPYMEHTAaMH JOCTHKECHHMSI LI€JIEW B TaHHBIX HAIPABIICHUAX
SBIIFOTCS:

— Ppa3BUTHE HAUUOHAJIBHOW TMOJMUTUKH B chepe HHGPOPMALMOHHON
0€30I1acHOCTH, a TaKKe pa3paboTKa CTaHIapTOB;

— OLEHKA YPOBHS Pa3BUTOCTH CYIIECTBYIOIIUX U MCIOJb3YEMBIX CPEICTB
3alUThl HHPOPMALIUY;

— BBIMYCK JUPEKTUB, HHCTPYKUMH M TEXHUYECKUX OIOJIJIETEHEeH 110
OTpeIeICHHBIM MTpobIeMaM HH(DOPMAITMOHHOM 0€3011aCHOCTH;

— YUpEXIEHUE HOBBIX MPABUTEIBCTBEHHBIX CTPYKTYp MJIs pELICHUS
CHEeUaIu3UpPOBaHHBIX 33]1a4;

— y4yacTHe B peryJMpOBaHUH 3KCIOPTA CPEICTB 3aLUThHl HHPOPMALIUK.

2) MuHnuctepcTBO HarmoHaasHOU Oe3omacHocTu (Department of Homeland
Security, DHS), co3manHoe B HosiOpe 2002 rToma B mporecce KpyIHEUIIeH
peopraHu3aly TOCyAapCTBEHHOrO amnmapara Kak CaMOCTOSTEIbHBIM MOCTOSHHO
JNEUCTBYIOMN opraH QeaepanbHON BIACTH, HApSALY C PEIICHHEM pa3IdYHbIX
3amay, CBs3aHHBIX ¢ Oe3omacHocThio CIIIA (Takmx Kak MPOTHUBOACHCTBUE
TEPPOPU3MY U BHEIIHMM Yrpo3aMm, a TakXKe MpeAoTBpalleHue MOCIeICTBUN
CTUXMUHBIX OEICTBUI1), MPU3BAHO BBIMOJIHATH CICAYIOIINE OCHOBHbIE ()YHKIIHUU B

chepe nHPpOPMAITMOHHON OE30ITaCHOCTH:
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— pa3paboTKa W COBEPIICHCTBOBAaHHE OOIIECHAIMOHAIBHOTO TUTAHA TIO
oOecrieueHnt0 6E30MaCHOCTH KITFOUEBBIX PECYPCOB M AJIEMEHTOB HHPPACTPYKTYPHI
Coeaunennsix Iltatos;

— OCYIIECTBJICHHE YIIPABJICHUS KPU3WCHBIMHU CHUTYAIlMsSIMH NPHU aTakax Ha
HanOoJIee BayKHbIC HHPOPMAIIMOHHBIE CUCTEMBI;

— TMpPEeAOCTaBIICHUE TEXHUYECKON TMOAJIEP)KKM YACTHBIM KOMIIAHUSAM H
pPa3IMYHBIM MPABUTEILCTBEHHBIM OPTraHU3AIUsM JUIsl YCTpaHEHUs IOCIEICTBUIMA
cOOEB MpHU HAPYIICHUAX paOOTHl KPUTHICCKHA BAXKHBIX HHPOPMAITMOHHBIX CHCTEM;

— KOOpAMHALMS JCUCTBUU C (denepanibHbIMU CTPYKTypaMH B IEJSAX
CBOCBPEMEHHOTO OTIOBEIICHUS] PA3JIUYHBIX MPEANPUSTAR U OpraHu3aiui o
BO3HHKAIOIINX YIPO3axX U Mepax, KOTOpble HEOOX0IMMO TIPEATPUHSITH;

— BBINIOJIHEHHE, a Takke (PUHAHCUPOBAHME HAYYHO-HCCIIEIOBATEIbCKUX
paboT, HeOOXOAUMBIX JIJIsl PEIICHUS 3a7]a4 BHYTpEHHEN 0€30MacHOCTH.

OyHKMU obecrneueHuss HHPOPMALMOHHON O0€30MacHOCTH TMPUHAJJIEKAT
Ynpasnenuio kubep-6e3onacHoctd u kommyHukanuid (Office of Cyber Security
and Communications). B cocraBe »3Toro ympaBieHHs (YHKIHOHHPYET
no/ipasieJiecHue, HEMOCPEICTBEHHONW (PYHKITMEH KOTOPOTO SBJSETCS pas3pericHue
npoOJieM, CBS3aHHBIX ¢ WH(pOpMaIMOHHON Oe3omacHocThio, — Nationa Cyber
Security Division, B koTopoe, B cBoto ouepeb, BkitoueH USCERT.

3) I'pyrmima roTOBHOCTH K YpE3BBIYAMHBIM CHUTYAIUsAM B WH()OPMAIMOHHBIX
cucremax (United States Computer Emergency Readiness Team, US-CERT)
SBIIICTCSI  LEHTPAIBHBIM  KPYIJIOCYTOYHO  (DYHKITMOHHPYIOUIUM  OPTaHOM,
OTBEYAIOIINM 32 B3aMMOJICWCTBHE C MPABUTEIHLCTBEHHBIMU CTPYKTypaMu (Kak
dbenepalbHBIMU, TaK U MECTHBIMHU), & TaKKe APYTUMHU CYOBEKTaMHU 10 BOMpPOCaM
3amuThl  uHGopmanuu. Ee OCHOBHOW 0053aHHOCTBIO SIBJIAETCS COOp U
pacnpocTpaHeHue uWHGOPMAIIMKM C TEJIbI0 pEarupoBaHUs HA HWHIUICHTHI,
MOBBINICHUS YPOBHS CKOOPAMHUPOBAHHOCTH JCHCTBUM, CHWXKCHUS YpPOBHS

YA3BUMOCTH.
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['pynn BKIItOUYaeT B ce0s NATh MOAPA3IEICHUM.

A) Otmen texkymen pgestenpbHocTH (Operations branch). OtBewaer 3a
o0paboTky modydaemo wuwHbopManuu 00 HHIMACHTaX, oOecleuynBaeT
pearnpoBaHre HA WHIUACHTBI, PACIPOCTPAHSICT HEOOXOIUMYI0 HH(POPMAIHIO, a
TaK)Ke 00eCIeUYrBaeT aHAIN3 Pa3IUYHBIX JAHHBIX C LEIbIO MOBBIIICHUS KauyecTBa
OLICHKM W3BECTHBIX WM HOBBIX Yrpo3 [JIsi KPUTHYECKH BAXKHBIX 3JIEMEHTOB
HallMOHAJIBHOW WHMPACTPYKTYyphl (BKIIIOYash aHAIU3 CETEBON HUHQPPACTPYKTYpHI,
aHanu3 BpeaonocHoro 10 u mp.).

b) Otmen cutryaunonHoil uHdopmupoBanHoctu (Situational Awareness
branch). OTBeuaeT 3a KOMIUIEKCHBIN aHAIU3 CETEBOW aKTUBHOCTH (TEHACHIMHN U
XapakTepa W3MEHEHHM 3arpy3kd MarucTpalibHbIX ceTel) U HHGOPMHpPOBaHUE
dbeneparbHBIX CTPYKTYP C IEJbIO MOBBIICHUS YPOBHS WX 3aIMIICHHOCTH. Tarke
oOecrieynBaeT MOJIEPKKY B pa3pelieHUu WHIIUIEHTOB.

B) CnencrBennniit otmen (Law Enforcement and Intelligence branch).
OOecnieunBacT B3aUMOJICUCTBHE C MPABOOXPAHUTEIBHBIMA OpPTaHAMH  TIPH
BBISIBJICHUU U PACCIICIOBAHUHU TTPOTUBO3AKOHHBIX JICHUCTBUM.

I') Otnen nepcnektuBHoro passutus (Future Operation branch). OTBeuaet
32 pa3pabOTKy  TEPCIEeKTUBHBIX  IUJIAHOB,  MPOIEAYp,  PErJIaMEHTOB,
obecneunBaromux padoty US-CERT mo pearmpoBanuio Ha HHITUACHTHI.

) Ornen moanmepkku  (Mission  Support  branch). OGecneunBaer
MOJJICPKKY CPEACTB KOMMYHHUKaru, HeoOxomumbix st paboter USCERT,
BKJIFOYAsl TIOJJICPKKY BeO-caliTa, a Takke OTBEUaeT 3a aJMUHUCTPATHBHYIO
MOJJICPKKY, O€30MaCHOCTh TepcoHala, CHaOKEHHE W JIPYTHEe BCIOMOTaTeNIbHbIC
byHKIINN.

[Tomumo obecnieuenus pabotsl US-CERT, MunucTepcTBO HallMOHAIBHOM

0Ee30I1aCHOCTH TaK)K€ BBITTOJIHSICT pa60Ty IO CJICAYIOIINM HaIIPpaBJICHUAM:
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— mpoBoaMT mepuonnmyeckue (pa3 B nBa roxa) ydenms Cyber Storm c
[ENbI0 TPOBEPKM TOTOBHOCTH K YpE3BbIYAHBIM cHUTyalusiM B cdepe
nH(popMaIIMoOHHOM 6€301aCHOCTH;

— TPOBOAUT €XKErOJHBIH HHPOPMAIIMOHHO-00pa30BaTEIbHBIA MECIUYHUK
o0 KuOep-0€301acHOCTH;

— KOOPAMHHUPYET padoTy rpyIiibl U3 13 dhenepalbHbIX BEJOMCTB (BKIIIOUYas
pa3BenKy, mnpaBooxpaHutesbHble CTpYKTypel #u  US-CERT) Ha chyudaii
BO3HWKHOBEHUS MHIMICHTOB OOIIEHAIIMOHATFHOTO MacITaba;

— TOJJEPXKUBAET  CUCTEMY  MH(POpPMAIMOHHOTO  OOMEHa  MEeXAy
pabOTHUKAMU TPABOOXPAHUTENIBHBIX OPraHOB C IIE€JIbI0 BBISBICHUS U PO3bICKA
MPECTYIHUKOB, coBepMBIIMX knbep-npectyrmieHus (Cyber Cop Portal).

4) ArentcTtBO 000pOoHHBIX HH(popMaloHHBIX cucTeM (Defense Information
Systems Agency, DISA) MunucrtepctBa 060poHbl CIIIA BBIMOTHSET MHOXKECTBO
GYHKIWNA, CBSI3aHHBIX C MOIJACPKKOW BOCHHBIX MH(GOPMAIMOHHBIX CHCTEM, W, B
YaCTHOCTH, (YHKLUHU, CBsI3aHHbIE C OO0ECIeuYeHWeM UX HaJAECKHOCTHU U
0€30MacHOCTH.

Hupexkropy DISA mnomuunsiercss OOBEAMHEHHBIM MEHTP OOECIeUYeHUs
pabothl koMmmbrOTepHBIX ceredt (Joint Task Force for Computer Network
Operations, JTF-CNO?!) Munucrepcta o60ponsr CIIA, KoTOpbIi ObLT CO31aH B
1998 rony kak eIuWHBIA LEHTP KOOPJAWHAIMHU ACHCTBHM 1Mo 3ammTe OOOpOHHOU
nH(OPMAITMOHHONW HH(PPACTPYKTYPHI.

OcnosabIMHU 3agadamu JTF-CNO sBisrorcs:

— oOHapyxeHue BTOP>KEHUH B uH(OPMAITIOHHBIE CUCTEMBI
nojpaszeneHuit MuHucTepcTBa 0OOPOHBI U JPYTUX BEAOMCTB;

— aHanu3 OOHapyXEHHBIX BTOPXKEHMM B KOHTEKCTE TEKYLIEH BOEHHOM
00CTaHOBKH C YY€TOM UMEIOIICHCS pa3BebIBaTeIbHON HH(DOPMAITNH;

— OIIEHKA BJIMSHUS BTOPKEHUHN HA (PYHKIIMOHUPOBaHUE WH(POPMAITMOHHBIX

CeTeN U BOCHHBIC ornecpanuru,
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— TOATOTOBKAa  IUTaHAa  JCHCTBHM 1O  BOCCTAHOBICHHIO  PabOTHI
KOMIIBIOTEPHBIX CETEH;

—  KOOpAMHALIMS HEO0OXOUMBIX NEeNUCTBUN C Pa3IUYHBIMU
nojpaseneHussMu MuHuctepcTBa 000pPOHBI M IPYTUMHU BEIOMCTBAMU;

— CaMOCTOSITEJIBHOE OCYILECTBICHHE KOHKPETHBIX MEp MO 00ECIEeUEHUIO
0e30macHOCTH HH(OPMALIMOHHBIX CHCTEM.

B cocraB cui, oTBedaromux 3a MH(OOPMALMOHHYIO 0€30IaCHOCTh apMUU
CIIA, Takxe BXOT:

1) Tlepsoe KOMaH/JI0BaHUE UH(OPMAITMOHHBIMU orepanusIMu
amepukanckor apmuu (U.S. Army's 1st Information Operations Command
(LAND) (1ST IOC[L])), panee mu3BectHoe Kak IlompasnmenieHre 1o Ha3eMHBIM
BoeHHBIM HH(popmarmonHsiM onepanusiM (Land Information Warfare Activity,
LIWA).

2) Mopckoe KOMaH/J0BaHUE 000pOHHBIMU oneparusIMu B
kuoeprnpoctpanctse (Navy Cyber Defense Operations Command).

3) ApMeiickuii TIEHTp pearupoBaHusl Ha Yrpo3bl  UHQPOPMAIMOHHOM
oezonacuoctu (ACERT).

Kpome mnepeunciieHHbIX (QYHKUMNA OpraHoB (enepanbHOW  BIACTH,
rocyJapCTBeHHass  MOJUTHKA  WH(POPMAIIMOHHOM  OE30MacHOCTH  TaKXke
OPEINUChIBACT APYTUM YUPEKICHUSAM OKa3blBaThb HEOOXOJUMOE COJEHCTBUE
pelieHuto mpodeM HHPOPMAITMOHHON O€30MaCHOCTHU

1) HamwonaneHoMy Hay4HoMy (oHAy — OKa3biBaTh (PHHAHCOBYIO
MOIJICPYKKY HAYYHBIX UCCIIEIOBAHMM B chepe MHPOPMAIMOHHOM 0€301MacHOCTH.

2) TocynmapcTBeHHOMY JAeMapTaMEHTy — OKa3bIBaTh Pa3jIMYHBIM OpraHam
HE00X0MMOe COJIEHCTBUE npu OCYLIECTBJIECHUHU MEXAYHapOIHOIO
COTpyaHUYECTBa B chepe MHPOPMAITMOHHON O€30TTaCHOCTH.

3) lleHTpanbHOMY pa3BEABIBATCILHOMY VIIPABICHUIO — TIPOTUBOCTOSTH

POHUKHOBEHUSIM B HH(GOPMAIIMOHHBIE CUCTEMBI U3-32a pyOeKa.
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4) HamumonanpHOMy MHCTHTYTY ctanmaptoB (NIST), B mure YnpaBieHus
M0 KOMIBIOTEPHOM OE30MaCHOCTHU, COCTOAIIETO W3 4YeThIpexX Trpynm, —
pa3pabaThiBaTh ~ HEOoOXOJMMbIE CTaHAApThl B  chepe uHDOpMAIMOHHOU
0€30MacHOCTH.

5) MuHucTepcTBY OOOPOHBI — OKa3bIBaTh TEXHUYECKOE COJACHUCTBUC IPH
pa3paboTKe ¥ BHEAPEHUH CUCTEM 3alUThl HH(OPMAIUH.

6) MunucrepctBy toctuin U DeneparbHOMYy OIOpO paccieOBaHHA —
oOecrieunBath >PGEKTUBHOE pacClieJOBAaHUE U MpeceUeHUue KUOepIpecTyIICHUH,
a Tak)Ke OCYIIECTBIIATh IOPUIMUECKYIO TTOAACPKKY OpraHoOB (efiepaibHOIl BIacTU
Ipy  paspelieHud Pas3IMYHBIX BOMPOCOB, CBS3aHHBIX C HWHGOPMAIIMOHHON
0€30I1aCHOCTHIO.

Taxxe AnMuHHCTpaTUBHO-010/KeTHOE yripaBienue (Office of Management
and Budget, OMB) ymnoJIHOMOYEHO OCYIIECTBIIATh HAA30P 3a BHEAPECHHEM Mep
uHpopMaliMoHHOW  Oe30macHOCTH  (MPUMEHEHUEM  TOJUTHK  O€30MacHOCTH,
COOTBETCTBHEM  JCHCTBYIOIIMM  CTaHAApTaM,  BBIMOJHECHUEM  Pa3TUIHBIX
TpeOOBaHMI U Mp.) BO BceX ¢efepalbHbIX OpraHax BJIAcTH 3a HCKIIOYEHHUEM
OpraHOB IrOCYJIapCTBEHHOM 0€30MaCHOCTH.

Takum oOpazom, u3 onucanust GyHKIUNA pa3IMYHBIX BEIOMCTB, BXOISAIINX B
cuctemy ucnonautensHoi Binactu CIIIA, noHATHO, YTO YacTh U3 HUX (OPMUPYET
OOITyI0 MOJUTUKY W KOOPJAWHUPYET ACHCTBUS Ha YPOBHE MHUHHUCTEPCTB, YacTh —
perraeT BOMPOCHl METOJINYECKON M TEXHUYECKON TOMEPIKKH MPOIIECCOB 3aIUTHI
nHpopMalu, a YacTb — BBINIOJHSIET ITOBCEAHEBHYIO pPabOTy, CBI3aHHYIO C
paspernieHueM OTACIbHBIX HWHIUACHTOB M COBEPIICHCTBOBAHUEM OT/CIBHBIX
CUCTEM 3aIUTHI HHPOPMAIIUH.

B cocraBe 3axkononarenbHoM BeTBH BiiacTH — Konrpecca CIIIA — oCHOBHBIM
CTPYKTYPHBIM  TOJApA3JCICHNEM, OTBEYAIOIIMM 3a  pelieHue  mnpodsem
nH()OPMAITMOHHON 0€30MMacHOCTH, SBISICTCS OAWH U3 22 MOCTOSHHBIX KOMHUTETOB

[Tanater npencraButeneit — OcoObI KOMUTET MO HAIlMOHAJIBLHOW 0€30MacHOCTH
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(Select Committee on Homeland Security). OcHOBHBIM TPOQHIBLHBIM
MOJIKOMHUTETOM SIBJIsIeTCS [I0MKOMUTET 10 HOBBIM yrpo3aM, KHOepOe30MacHOCTH U
Hayke (Subcommittee on Emerging Threats, Cybersecurity, and Scienc and
Technology). B cdepy ero wuHTEpecoB BXOAIT BOIPOCH, CBS3aHHBIC C
0€30IMacHOCThIO KOMITBIOTEPHBIX CHUCTEM, TEICKOMMYHHUKAIIUH, HH)OPMAITHOHHBIX
TEXHOJIOTHI, CHCTEM aBTOMAaTHYECKOTO YIIPABIICHHUS B MPOMBIIUICHHOCTH, & TaK)Ke
BOIIPOCHI MPEIOTBPAIICHUS BHYTPEHHUX W BHEITHUX aTaK HA MPaBUTEIHLCTBCHHBIE
¥ YacTHBIC CETH, yliepOa, HAHECEHHOTO TPaXKIAHCKOMY HACEJICHUIO BCIIEIACTBUE
aTak Ha HHGOOPMAITMOHHBIE CUCTEMBI.

Hekortopsle ciymanuss 1mo BompocaM HHPOPMAIUMOHHON O€30MacHOCTH
Takke MOXKeT mpoBogauTh KomuteTr mo sHeprertvke u Topromie (Committee on
Energy and Commerce). B yacTHOCTH, 3THMH NPOOJIIEMaMH MOXET 3aHHUMAaThCS
[TogxomMuTeT MO TeleKOMMYyHHKanusM u ceth HWutepHer (Subcommittee on
Communications, Technologies, and the Internet).

B cocraB 3amau Konrpecca B cdepe ympaieHus uHGOpMaIMOHHON
0e30macHOCThIO, TaK >K€, KaKk M BO BCEX JAPYrux cdepax rocyaapCTBEHHOTO
yIpaBJICHHS, B COOTBETCTBUM ¢ KOHCTUTYITMEH CTpaHBI BXOJISAT:

— TPUHATHE 3aKOHOJIATEIHCTBA,;

— TpuHATHE OI0/DKETa U yIpaBiieHHe PUHAHCAMU;

— KOHTPOJIb 32 JIeATeIbHOCTHIO MPABUTEIHLCTBEHHBIX YUPEIKICHUN;

—  BBINIOJIHEHHE KBA3UCYIEOHBIX (DYHKIIMIA;

— (opmupoBaHHE CTPYKTYpPHI UCIIOJIHUTEILHOW B CyICOHOM BIIACTH.

Onnoit 3 ocHOBHBIX (popm padotel Konrpecca u, B yactHocTH, Komurera
M0 HaIMOHAJIBHOW Oe3omacHOCTH M KomuTera Mo HSHEPreTUKE W TOPTOBIIE,
SBJIICTCSI TIPOBEACHHUE CICIUANBHBIX CIyIIaHWH W pacciemoBaHuid. CoymaHus
MPOBOJATCA C LETBI0  OMpEACNICHUS  HAMpaBlIEeHWH  COBEPIICHCTBOBAHUS
3aKOHOJIATEIbCTBA, BBIABJICHHS W TIPECCUCHHUS HEAOPaOOTOK W HapyIIEHUH B

pa60Te OpraHoB HUCIIOJTHUTEIbHOM BETBH BJIACTU U IIp. KOHFpﬁCC MOXCET
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paccMaTpuBaTh Kak BOIPOCHI, CBSI3aHHBIE C HAIMOHAIBHOW OE30MaCHOCTHIO U
UHGOPMAIIMOHHON 0€30MacHOCThIO TOCYIapCTBEHHBIX CTPYKTYP, TaK U MPOOIEMbI
UHPOPMAITMOHHON 0€30MaCHOCTH YaCcTHOTO CEKTOpa W TpaxkIaH cTpaHbl. Jlms
y4acTHs B CIYIIAHUAX 0 Pa3IMYHBIM BOMPOCAM, CBSI3aHHBIM C MH()OPMALIMOHHON
6e3omacHocThiO, B KOHrpecc, kak MpaBWJIO, MPUTIAIIAIOTCS PYKOBOAUTEIU |
OKCIIEPTHI, MPEACTABISIONINE PA3TUIHBIE 00JIACTH JICSITEILHOCTH:

— TPEICTaBUTENIN MPABUTEIHLCTBEHHBIX YUPEKICHHUH, B UbI0O KOMITETECHITHIO
BXOMT obecrieueHre nHPOPMaIMOHHOM Oe3omacHocTH (Takux kak NSA u ip.);

— PYKOBOAMTENH KPYMHBIX YACTHBIX KOMITAHHM, SBIISIOUINXCS JHIEPaMHU B
MPOM3BOJCTBE MH(POPMAIIMOHHBIX CHCTEM W OKa3aHWU HWH()OPMAIIMOHHBIX YCIyT
(Takux, kak Microsoft, ISS u npyrux);

— TpeICTaBUTENU aABTOPUTETHBIX HAy4YHO-UCCJIEI0BATENbCKIX
YUPEXKJIEHUH, KOHCAITUHTOBBIX KOMIAHHUH, MPO(ECCHOHATBHBIX W OTPACIEBBIX
oObeauHeHun (Takux, kak Electronic Industries Alliance).

JlesiTenbHOCTh KOMHUTETOB U MoAKoMHUTETOB KoHrpecca mnopanep:kuBaercs
['maBHBIM KOHTpOJIBHBIM yrpaBieHueM Konrpecca (Government Accountability
Office, GAO), B uuncino (yHKIIMOHAJIBHBIX TOJAPA3JCICHUN KOTOPOTO BXOIUT
CTelMaibHas TPYIIa, 3aHUMAIOIIAsCS BOPOCAMU MH(POPMAITMOHHBIX TEXHOJIOTUI
u uHpopmanuonHoi Oe3omacHocTu (Information Technology Team). B crucok
3aJ1a4 3TOTO MOAPA3/IEIICHUS BKIIIOUEHBI:

— UW3Yy4YeHUE  COCTOSHMS  MHGOPMAIIMOHHOM  WMH(QPACTPYKTYphl U
WHPOPMAITMOHHOKW O€30MacHOCTH Ha pa3HbIX YPOBHAX W B  Pa3IMUHBIX
NPABUTENBCTBEHHBIX OPraHM3alMsIX C 1eJbl0 YCTPAHEHUS PHUCKOB B HX
JeSITEIbHOCTH;

— U3y4YEHHE U NPOJBHKEHHUE MEPEJIOBOTO OMbITa (WIyULIMX MPAKTHK») B
cepe moCTpOeHUsI HaJIeXKHBIX U 0€30MacHbIX HH(POPMAIIMOHHBIX CHUCTEM, a TaKkKe
COBpEMEHHBIX HH(OPMAIIMOHHBIX TEXHOJOTHH, HAa OCHOBE KOTOPBIX TaKHe

CHUCTCMbI MOT'YT CTPOUTBLCA,
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— OIIEHKA OTJCIBHBIX TEXHOJOTUN 3aIUThl MH()OPMAIIUU C TOYKU 3PCHUS
MX BO3MOKHOT'O MPUMEHEHHUSI B TE€X WJIM UHBIX MTPABUTEIILCTBEHHBIX CTPYKTYpaX;

— KOHTPOJIb 32 0OOCHOBAaHHOCTHIO OIO/IPKETHBIX PACXO/0B Ha O0OECIieUeHHE
nH(pOopMaIIMOHHOM 06€301aCHOCTH;

— H3y4YCHUE BO3MOXKHOCTEW MPAKTHUYECKOTO PAa3BUTHSL KOHIICHIUU T.H.
«3JICKTPOHHOTO MPaBUTEIILCTBA» (€-government).

Ha ocHoBe pe3ynbTaToB cBOEH aHamuTH4ecKoil padoTel GAO MOXET nenaTh
3aKJTIOYCHMS, TMPEJCTABIATh AHAIUTHUYECKUE MaTepuaibl 3auHTEPECOBAHHBIM
KOHTpeccMeHaM, GopMyJIUpPOBATh PEKOMEHAAINH U TIP.

3 @eaepajbHble NPOrpaMMbl W HWHHIHMATHBBI, MOJIEPKUBAEMbIE
rocyaapcTBoM

[TomuMo opranuzanuu pabOThl OTJAEIBHBIX BEIOMCTB, OJHUM K3 Ba)KHBIX
HaIlpaBJI€HU JIEATEIbHOCTH TOCYJapcTBa SBISIETCS MOJAEpP)KKa Mporpamm
COBMECTHOM J1eATebHOCTH B cdepe HuH(GOPMAIMOHHOW O€30IMacHOCTH BCEX
rOCyIapCTBEHHBIX YUPEKICHUM, 4 TAKKE YACTHBIX KOMITAHUH.

OnHOM W3 OCHOBHBIX TaKMX WHHIMATUB SIBIACTCA MeEXKpEruoHAIbHBIN
[lentp oOmena u ananusa uHpopmarmu (Multi-State Information sharing and
analysis center, MS-ISAC), 0oOBEOUHSIIOIIUN CTPYKTYphI, OTBEUAIOIIAE 32
MH(OPMAIIMOHHYIO 0€3011aCHOCTh, B MPABUTEILCTBAX MPAKTUYECKHU BCEX IITATOB.
3amaun ATOro O0HETMHECHHUS:

— oOMeH undopmalet 00 UHIIUICHTAX;

— pacnpocTpaHEHUE MPAKTHYECKH OMPOOOBAaHHBIX METOJOB U MPUEMOB
oOecnieueHuss 0€30IMacHOCTH;

— pacnpocTpaHEHue MpEeaYNPEKICHUMN 0 HOBBIX yrpo3ax
MH(OPMAITMOHHOW 6€30MaCHOCTH.

Kpome Toro, omHoit u3 (enepaibHbIXx MHALIUATUB sBIsieTcss HanmonansHOE
NapTHEPCTBO IO MOBBINICHUIO HaaexkHOcTH mHpopmanuu — National Information

Assurance Partnership, NIAP, cozmannoe s moajiep Kk pa3paboTKu HaASKHBIX
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Tewma 3.4 — [InanupoBaHue U ynpaBlieHHEe HHPOPMAITMOHHON 0€30MacHOCThIO Ha
rocynapctBeHHOM ypoBHe B CIIIA
(ITmanupoBaHue U yrpaBicHHe HHPOPMAIIMOHHON 6€30MacHOCTHIO)

WUT-nponykToB uU TPOBEPKH HMHPOPMAIIMOHHBIX CHCTEM Ha COOTBETCTBHE
MEXIYHApOJHBIM CTaHIapTaM B cepe MH(POPMALMOHHON O€30MacHOCTH. 3a1auu
ATOU CTPYKTYPHI:

— ONTUMU3ALMS PACXOJ0B MPABUTEIICTBEHHBIX M YACTHBIX CTPYKTYp Ha
OLIEHKY MH(OPMAIIMOHHBIX CUCTEM;

— TOOUIPEHUE CO3JaHUSl YACTHBIX CTPYKTYP, 3aHUMAIOIIMXCS MPOBEPKOU
0e30macHOCTH MH(OPMALIMOHHBIX ITPOTYKTOB;

— TMOBBIIIEHHE JOCTYMHOCTH WH(MPOPMALMOHHBIX CHUCTEM, MPOIIEIIINX
HaJUIEKAIYI0 IPOBEPKY HA COOTBETCTBUE COBPEMEHHBIM CTaHIAAPTAM.

Takxe K  yucily  oOmedenepanbHbIX IPOrpaMm OTHOCHUTCS
NudopmanmonHass ceTb I MNpeAyNpeXAeHH 00 yrpo3ax KpHUTHYECKOU
unppactpykrype (Critical infrastructure Warning Information Network, CWIN),
OCHOBHOM 3ajaueil KOTOpPOM SIBISIETCS MPEIOCTABICHHE BO3MOXKHOCTH OOMEHa
NpEeayNnpeXICHUSIMH U MEpeadyr CUTHAJIOB TPEBOTU MEX]y TPABUTEIBCTBEHHBIMHU
OpraHu3alusIMH, a TAaK)KE€ YaCTHBIMU KOMITAHMSIMU U HEKOTOPBIMH 3apyOeKHBIMHU
napTHepamu. [lo 3ambicity MuHHCTEpCTBAa HAIIMOHATBHON 0€30MaCHOCTH, JaHHAS
CeTb JOJDKHA OOECHEeYMTh HAJEKHYIO CBS3b C PA3IUMYHBIMU CYOBEKTaMH, Ybe€
y4acTHe MPUHUMUIIMAIBHO HEOOXOIUMO ISl BOCCTAHOBJIEHUSI KPUTHUUYECKH BaXKHOMU

MH(PACTPYKTYpPHI B Cllydae MPOUCILIECTBUI HALIMOHAIBLHOTO MacIiTaoa.

18



