Tewma 2.4 — Jleranu3upoBaHHas MOJTUTHKA 0€30MaCHOCTH TIPEATIPUATHS
(ITnanupoBaHue U yrnpapieHHe HHOOPMALMOHHON 0€30MaCHOCTHIO)

1 BHYyTpHOOBEKTOBBIH PeKUM; OXpaHa NMOMeIllleHUii U TepPUTOpPHid

Opranuzaiusi BHYTPUOOBEKTOBOTO pEXKHMMAa W OXpaHbl IOMEUICHUH W
TEPPUTOPUI SBISIETCS YacThio OOIIEeH paboThl MPEeANnpUsATHS MO 00eCHeYSHUIO
COXPAaHHOCTH HMYIIECTBA M HENPEPBIBHOCTH TEKYIIEW AeATeNbHOCTH. OCHOBHOM
3ajayeil obOecrieyeHHs BHYTPHOOBEKTOBOTO pEXKMUMa SBJSICTCS  HEIOIYIICHHE
MOCTOPOHHUX JIMI[ K HMHPOPMAIMOHHBIM AaKTUBaM U MPEIOTBPAILEHUE YIPO3
uH(OpMaIIMOHHOM 0€30MaCHOCTH.

OCHOBOIl BHYTPHOOBEKTOBOIO pEXUMa SBISIETCS MPOIYCKHOW pEXKUM, B
paMKax KOTOPOro, KaK IPaBUJIO, YCTAHABIMBAIOTCS:

— JIOKYMEHTHI, JAroII1e MPaBo MpoXoa Ha TEPPUTOPUIO MPEAIPHUITHS — KaK
MPOITYCKAa W KapThl AOCTYyNa, BbIJAHHBIE CAMUM NPEANPUATUEM, TaK U JOKYMEHTHI,
BbIIAHHbIE CTOPOHHHMMHU OpraHU3alusMU (HampuUMep, CIIy>KEOHbIE YJOCTOBEPEHHUS
JOJKHOCTHBIX JIMI] HEKOTOPBIX OPraHOB rOCYAapCTBEHHOM BIIaCTH);

— KaTeropuu NpOIyCKOB, UCIOJIb3YEMbIX Ha MPEANPUITHH, B COOTBETCTBHUHU C
KOTOPBIMU (KaTErOpUsIMM) OTPAaHUYMBACTCA CPOK JECUCTBUS IPOIMYCKOB, BpeMs
BO3MOXXHOT'O MPOXOJa Ha TEPPUTOPHUIO MPEANPUATUS (IHU HENEIH, 4achl CYTOK) U
HEKOTOpbIE APYTHUE MMapaMeTpPhl;

— TOpSAAOK BblAaud, OOMEHa, MPOJUICHUS U HU3BATHS IMPOIYCKOB, a TaKKe
MOPSIIOK JIEHCTBUN COTPYAHUKOB U JOJDKHOCTHBIX JIAILL ITPH YTPaTe MPOIYCKa;

— TIOpPSIIOK OpraHU3allMM MpOIyCKa JIMI, AaBTOTPAHCIOpPTa MW MpOHOCA
(mMpoB03a) UMYNIIECTBA: pa3MEIEHUE U MOPSIOK PabOThl KOHTPOJIBHO-TPOIYCKHBIX
IIyHKTOB, BO3MOXHOCTH IPOITyCKa T€X WJIH WHBIX JUL, CPEIACTB aBTOTPAHCIIOPTA U
rpy30B uepe3 Te uiu unbie KIIT u mp.;

— OCHOBHBIE MOJIOKEHUSI JOKYMEHTOO0OpOTa, UCIOJIb3yEMOTO MPHU MPOX0JIe
MOCETUTENIeH Ha TEPPUTOPHUIO Mpeanpustus — TpeOoBaHus K BeaeHuto JKypHana
perucTpalMu MpoxoAa MOCeTuTeNed, TpeOoBaHUS K JIOKYMEHTaM, Ha OCHOBE
KOTOPBIX BBIJAIOTCS pa30BbI€ MIPOITYCKA, MOPSIIOK BBIJAYH PAa30BbIX MPOIYCKOB U IIP.;

— TOPSIOK IOCMOTPa TPAHCHOPTHBIX CPEACTB, HOMYCKAEMbIX Ha TEPPUTOPHUIO

peanpUsTUSL.
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(Ynpasienue nHGoOpMaMOHHON 0€30MaCHOCTHIO)

Kpome Toro, B paMkax OpraHu3aldd BHYTPUOOBEKTOBOTO PEXKUMa MOMKET
OBITH MPEYCMOTPEHO pa3JiejeHUe MOMEIICHUI U TepPUTOPUN HA OTIIETbHBIE 30HbI C
OrpaHUYEHUEM JIOCTyNa (B TOM YHUCJIE€ HAa OCHOBE pa3JelieHuss NOMEIICHHN u
TEPPUTOPHIl Ha pa3IMUHbIC KATETOPUH), a TAKXKE pa3TpaHUUYCHHUE TOCTYyNa OTAEIbHBIX
COTPYIHHMKOB (KaTEropui mepcoHana) W MOCETUTENEd B PAa3JM4YHbIE 30HBI, TaKXKe
MOTYT OBITh OIpENEJECHbl OCHOBHBIE TpPEOOBaHUSA K TEXHUYECKHM CpPEICTBAM
pa3rpaHUYCHHUsS JOCTYIA U OPTAaHU3ALNH UX UCTIOJIb30BaHUS.

C TEeXHUYECKON TOYKH 3pEHHS MEpPbl IO OOECHEYEHUIO0 MPOMYCKHOTO H
BHYTPUOOBEKTOBOTO PEXUMOB MOTYT OBITh PEAJIM30BAHBI TEMHU K€ CpPEACTBAMH,
KOTOPBIE UCTIOIB3YIOTCA I oOecreueHus: 0€30MacHOCTU B IpYrux chepax, HIOMUMO
MH(POPMAITMOHHON (3allUTa UMYIIIECTBA U MEPCOHAa, 00ECIICUCHUE HEMPEPHIBHOCTH
IPOU3BOJACTBEHHOIO  Ipolecca), —  CPEACTBAMU  KOHTpPOJIL  JOCTyIa,
BUJICOHAOITIOICHM ], CHTHAJIM3ALUU U (PU3NUECKOM 3aLIUTHI.

B OCHOBe cpeACTB  KOHTPOJISL JOCTYIIA JIEKAT MEXAHU3MBbI OITO3HABAHUS
JMYHOCTH U CPABHEHHs C YCTAHOBJIEHHBIMM napameTrpaMu. [lonuThka npeanpuarus
MOKET YCTAaHaBJIMBaThb KaK YIPOIICHHbIE TMOAXOJAbl K ONO3HABAHMIO, KOTIJa
OXpPaHHUKH TPEINPHUATHS TPOBEPAIOT JTOKYMEHTHI (IMOATBEPKICHHE JIMYHOCTH,
MOATBEPKJIEHUE BO3MOKHOCTH MPOXO0Ja HAa TEPPUTOPUIO B JIAHHOE BpeMs uepes
nannabii  KIIIT), Tak W uCnoib30BaHME aBTOMATHU3UPOBAHHBIX CPEACTB, KOTaa
OTIO3HaHUE MOCETUTENS U MOATBEPXKACHUE (JJMOO 3ampeT) BO3MOKHOCTH MPOX0/a Ha
TEPPUTOPUIO  (BBIXOJA  C  TEPPUTOPUM, M3  3AaHUS)  IPOU3BOAMUTCS
aBTOMATU3UPOBAHHOM CHCTEMOM KOHTpOJIA JOCTylla Ha OCHOBE HMMEIOLIUXCS Y
MOCETUTENs] ~ MAIIMHOYMTAEMbIX  CPEACTB  MEPCOHAIBHOM  MAEHTU(UKALUU
(TJTaCTUKOBBIX KapT, )KETOHOB U Ip.) JUOO HA OCHOBE CUMTHIBAHUS M aHAJIU3a €ro
¢busznueckux ocoOeHHOCTeH (reoMeTpuM Julla, OTIEYaTKOB MallbleB, PUCYHKA
paay)HOM 000JIOUKM Trja3a, rojoca W mp.). IIpu BBIOOpE KOHKPETHBIX CPEACTB
OMOMEeTpUYECKON MACHTU(UKALMU CIIEUUATUCTaM U PYKOBOJIUTENSAM MPEANPUATUS
CJIelyeT IOMHUTb, YTO Pa3HbIE TEXHOJIOTMU UMEIOT PA3HYIO CTENEHb HA/IEKHOCTH, a
TaKke MOTYT ObITh OoJiee WM MEHee yIOOHBIMH B MOBCEJHEBHOM MCIOJIb30BAHUU

00JIBIIMM KOJMUYECTBOM Jtofel. Tak, Hampumep, CUUTAeTCA, YTO OJHA U3 MEPEIOBBIX
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(Ynpasienue nHGoOpMaMOHHON 0€30MaCHOCTHIO)

TEXHOJIOTM OMOMETPUUYECKON UICHTU(PUKAIUU — UACHTU(UKALNS 110 KPOBEHOCHBIM
cocyiaM maiblia (Korja HH(QpakpacHbI JIyd IPOCBEUMBAET NaJlEll U CO3/AeT
TpeXMEpHOE H300paKEHUE YHHUKAJIbHOW ISl KaXJIOrO0 dYelOBEKa CTPYKTYPHI
KPOBEHOCHBIX COCYJIOB) — CYIIECTBEHHO MEHee YysI3BUMa s oOMaHa, 4YeM
JAKTUJIOCKOMMYECKast UICHTU(UKALINS.

®duznyeckas 3aliuTa OObEKTOB, KaK MPAaBWIO, MPEANOJAraeT YCUICHHE
KOHCTPYKLMM OrPaKACHUH, DSJIEMEHTOB 3/1aHUW, COOPYKEHHH U OTIEIbHBIX
nmoMemeHnii. K Takum cpenctBaM  OTHOCATCS  3allliTa  OKOHHBIX —HPOEMOB
METAJUIMYECKUMU PEIIETKAMU M CTaBHSAMM, CIEHUAIBHOE OCTEKJIECHHE OKOH,
HCIIOJIb30BaHUE OPOHHUPOBAHHBIX JIBEPEH, 3alUPAONINX YCTPOWCTB, CEU(POB s
XpaHEHHsI CPEACTB BBIYMCIMTEIBHON TEXHUKHM M HocuTened wuHopmanuu. B
COOTBETCTBUM C OCOOEHHOCTSAMM HCIIOJIb3YEMBbIX MOMEIIEHUH U TEeppUTOpUi
MOJIUTUKA  OE€30MaCHOCTH  NPEANpPUATHS  TakKKe  MOXKET  IpedyCMaTpuBaTh
pacnojoXeHue MECT XpaHEeHUs! U 00paboTku MHPpopMauu (HanpuMmep, apX1UBOB WIH
CEpBEpPHBIX KOMHAT) B IOMEIICHUSAX, HAUMEHEEe IOCTYIHBIX ISl MPOHWKHOBEHUS,
HauOoJee YAAJIEHHBIX OT MECT XpaHEHUs B3PBIBOOMACHBIX u
JIETKOBOCIUTAMEHSIOIIMXCST BEIIECTB, HAaUMEHEE IOJBEPKEHHBIX 3aTOIUICHUIO (IUIs
O00OBEKTOB pACMOJOXKEHHBIX B JOJMHAX pPEK MU Ha TMo0epexbe), HauboJiee
3AIIMILIEHHBIX OT YIapOB MOJIHUU U TIp.

C (¢usnueckoil 3amMTONM HEMOCPEICTBEHHO CBSI3aHO  HMCIOJIb30BaHUE
CPEICTB CUTHAJM3allul M BUJEOHaOMoeHUs. B  3aBUCHMOCTH OT XapakTepa
OXpaHseMoro o0beKTa (TEppUTOpHUs, 31aHUE, POXO/, TOMEILEHUE, OTACIbHBIN HIKad
WK ceil) B CpeacTBaX CUTHAIM3AIMKM MOTYT MPUMEHSTHCS AATYUKU, paboTaromme
Ha pa3IMYHBIX (U3MUECKUX NpUHIMNAX ((POTOANEKTPUUECKUE NATYUKHU, NATYUKU
o0beMa, aKKyCTUYECKHE JaTYMKH M IIp.), MUMEIOIIHE pa3InyHble HACTPOUKU U
HCIIOJB3YIOIINE Pa3IMYHbIE KaHAIBI CBSA3U. B OTiMuYME OT CPEeACcTB CUTHAIU3ALMHU
CpeICTBa BUACOHAOIIONCHHS MO3BOJISIIOT HE TOJBKO YCTAaHOBHUTH (DAaKT HApPYIICHHUS,
HO M B JCTAISAX OTCIEKHUBATH €ro, KOHTPOJMPOBATH CHUTYAlMIO, a TAKXKE BECTH
BUJIE03AMHUCh, KOTOPYIO MOYXHO OYJ€T UCMOIb30BaTh JUIsl IPUHATUS JAJIbHEUIINX MEp

(mouck HapyIIUTENeH, YTOJIOBHOE TIPECIICOBAHUE U TIP.).
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Tewma 2.6 — Ynpasnenue nHPpopManoHHON 0€30MacHOCTHIO TIPEATIPUATHS
(Ynpasienue nHGoOpMaMOHHON 0€30MaCHOCTHIO)

OTtnenbHOM 3amauelt siBisgeTcs obecriedeHrne MHGOPMAIMOHHONW 0€30MacHOCTH
OpU TMPOIECCe TPAHCIOPTUPOBKU HoOcHUTeNed HHMOpMAMU U JAPYTUX OOBEKTOB,
TpeOyrolllee MCIONIb30BAHUS KAK CHELUATbHBIX OPraHU3alMOHHBIX MPUEMOB, TAK U
CIIEHHAIBHBIX TEXHUYECKUX CpeACTB. K OpraHuM3allmOHHBIM METOJAaM OTHOCHUTCS
IIPUBJICYCHUE CHELUAIBbHO IOATOTOBJIEHHBIX KypbEPOB, a TAaKXKE pa3/ICIICHHUE
HocuTenel nadopmanuu (0ObEKTOB) HA YaCTH U MX Pa3jelibHas TPAHCIIOPTUPOBKA C
HEeIbl0 MUHUMHU3AIMK BO3MOXKHOCTEH yTeuku wuHpopmanuu. K TexHuyeckum
CpencTBaM, MPUMEHSEMbIM MpPU  TPAHCHOPTUPOBKE  OOBEKTOB, OTHOCATCSA
3alUIICHHBIE KOHTEHHEPHI, CIEIUAJbHBIE YNAaKOBOYHBIE MAaTEpUajbl, a TaKXKe
TOHKOIUIEHOYHbIE ~ MaTepHalibl M  TojJorpapuyeckue METKH, TO3BOJIAIOIINE
UIEHTU(PULIUPOBATh NOJJIMHHOCTh 00BEKTOB 17§ KOHTPOJIMPOBATH
HECAHKIIMOHUPOBAHHBIN IOCTYI K HUM.

2 ®uznyeckas 3a1UTA 00bEKTOB

dusnueckas 3alMTa OOBEKTOB, KakK IMpaBWIO, NPEANOJaraeT yCHJICHUE
KOHCTPYKIIMK OTPAXKACHHUM, DOIEMEHTOB 3JIaHUW, COOPYKECHUHW U OTIEJIbHBIX
noMemeHnnii. K Takum cpenctBaM  OTHOCATCS  3allliTa  OKOHHBIX MPOEMOB
METANIMYECKUMHU PELIETKAMU W CTaBHSAMM, CIELUAJIBbHOE OCTEKJIEHUE OKOH,
MCIIOJIb30BaHUE OPOHUPOBAHHBIX [BEpPEH, 3aMMPAIOIIUX YCTPOMCTB, CEUOB A
XpaHEHHsI CPEACTB BBIYMCIWTEIBHOM TEXHUKM M HocuTened wuHdopmauuu. B
COOTBETCTBUM C OCOOCHHOCTSIMH UCIIOJIb3yeMbIX TOMEIICHHH | TEepPUTOpUi
MOJIUTUKA  O€30MacHOCTH  NPEANpUsATHS  TakKke MOXKET IpeaycMaTpuBaTh
PacIoioKeHUE MECT XpaHeHus1 U 00paboTku nHpopmaIuu (HarpuMep, apXrUBOB UIIH
CEpPBEPHBIX KOMHAT) B IMOMEUIEHUSX, HAUMEHEE IOCTYIHBIX UIsl MPOHUKHOBEHHS,
HauOoJee yYAAJIEHHBIX OT MeCT XpaHEeHUs B3PBIBOOMACHBIX u
JIErKOBOCIUIAMEHSIFOLIUXCSl BELIECTB, HAUMEHEE IOJBEPKEHHBIX 3ATOILIEHUIO (IS
0OBEKTOB pACMOJOKEHHBIX B JOJMHAX PEK M Ha TMoOepexne), Hauboiee
3alMIIEHHBIX OT y/1apOB MOJIHUU U TIp.

C ¢usnueckoil 3amMTON HEMOCPEACTBEHHO CBSI3aHO HCIIOJIb30BAHUE CPEICTB
CUTHAJIM3AIMM W BHJIEOHAOMoAeHUs. B 3aBUCHUMOCTH OT XapakTepa OXpaHsSeMOro

oOBeKTa (TeppuTopus, 3/1aHNE, POXOJ, TOMEIICHUE, OTACIbHbIN MmKad uiu ceid) B
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(Ynpasienue nHGoOpMaMOHHON 0€30MaCHOCTHIO)

CpelICTBaX CUTHAIM3AIMU MOTYT MIPUMEHSATHCS TaTYUKU, paO0TaIOIINE HA PA3IMYHBIX
¢usnueckux npuHOUNAX  ((POTOINEKTPUUECKUE JATUYUMKH, JaTYUKW oObeMma,
AKKyCTUYECKHUE JTATYUKU U TIp.), UMEIOUIUE PA3IUYHbIE HACTPOUKHU U UCIIOIb3YIOIINE
pa3IMYHbIE KaHajbl CBS3U. B OTIMYME OT CPEACTB CHUTHAIM3ALUHA CpPEICTBA
BHJICOHAOJTIOICHHSI TTO3BOJIAIOT HE TOJIBKO YCTAaHOBUTH (DaKT HAPYIICHUS, HO U B
JeTajsX OTCICKUBATH €r0, KOHTPOJIMPOBATH CUTYAIMIO, a TAK:KE BECTU BUCO3AINCH,
KOTOPYI0O MOXXHO OyJeT HCHOJb30BaTh ISl MPUHATHUS JajdbHEHIIMX Mep (IOUCK
HapYIIUTENEH, yroJIOBHOE MPECIICA0BaHUE U TIP.).

OTtaenbHOM 3amauelt sBisgeTCs obdecredeHrue HHGHOPMAIIMOHHON 0€30MacHOCTH
Py TIPOIECCE TPAHCIOPTUPOBKU HOCHUTENEW uHMOpMaUM W APYTUX OOBEKTOB,
TpeOyrolee MCMOAb30BaHUs KaK CHEIUAbHBIX OpPraHU3alMOHHBIX MPUEMOB, TaK U
CIEHHAIBHBIX TEXHUYECKUX CpeAcTB. K OpraHuM3alluOHHBIM METOJaM OTHOCHUTCS
MIPUBJICYCHHUE CHEIUAIBLHO TOATOTOBJIEHHBIX KYphEPOB, a TaKXKe pa3/eliCHHUe
HocuTenel nHpopmaruu (00bEKTOB) HA YACTU M UX paslielibHasl TPAHCTIOPTHUPOBKA C
IEJbI0 MUHUMHU3AIMU BO3MOXKHOCTEH yTeukn wuHpopmaruu. K TexHuyeckum
CpeACTBaM, TMPUMEHSEMBIM TIPU  TPAHCIOPTUPOBKE  OOBEKTOB,  OTHOCSTCS
3alIUIICHHBIE KOHTEHHEpHI, CHEIUaJIbHbIE YMNAaKOBOYHBIE MAaTepUalbl, a TaKXKe
TOHKOIUICHOYHBIE  MaTepualibl U  Tojorpaduueckue METKH, IO3BOJISIONIUE
UJICHTUPUIIUPOBATH MOJIMHHOCTh 00BEKTOB u KOHTPOJIMPOBATH

HECAaHKIMOHUPOBAHHBIN JTIOCTYII K HUM.
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3 Opranu3anus pe;KMMa CeKpPeTHOCTH

Opranuzanus pexuMa CEKpETHOCTH B YUPEKACHUAX U HA NpeanpusaTusx B PO
OCHOBBIBAETCS Ha TpeOOBaHUAX (HENEPATBHOIO 3aKOHOJIATEIbCTBA, KACAKOLIErocs
BOIIPOCOB T'OCYJIAPCTBEHHOW TaillHbl, U COOTBETCTBYIOIIMX IMOA3aKOHHBIX aKTOB. B
COOTBETCTBUH C JEHCTBYIOIIMMH HOPMaMH K TOCYJapCTBEHHOH TailHE MOXKET OBITh
OoTHeceHa MH(opMaIys, Kacawolascs 000pOHOCIIOCOOHOCTH CTPaHbl, €€ YKOHOMUKH,
MEXIYHApPOJIHbIX  OTHOIICHHWH, TOCYyJIapCTBEHHOM 0€30MacHOCTM M  OXpaHbl
MpaBOMNOpPsAAKA (B TOM YHUCJIE CBEAEHHUS O METOAAX U CPEACTBAX 3alIUThl CEKPETHOU
uH(pOpMalnH, a TAaKXKe O FOCYAapCTBEHHBIX IpOrpaMMax M MEPONPUATUAX B 00JacTH
3alUTBl TOCYJAAPCTBEHHOW TalHbl); B 3aKOHOJATENbCTBE TAKXKE CHEUUATBHO
YTOUHSAIOTCS OOJIACTH JESATENbHOCTH, MH(OpPMAIMS O KOTOPBIX HE MOXET OBITh
OTHECEHa K TOCyJIapCTBEHHOM TaiiHe. OTHeceHHe KOHKpeTHOW HuH(popManuu K
rOCyJapCTBEHHOM TaWHE NPOU3BOAUTCA PELIEHUEM CIENUAIBHO HA3HAYAEMBIX
JOJKHOCTHBIX JIULI, @ o0mmid [lepeueHs cBeneHnil, OTHECEHHBIX K rOCYAapCTBEHHOM
taiiHe, yTtBepxknmaerca llpesmpentom PO wu  nomuexur  o0s3aTeNbHOMY
onyOnukoBaHuo0. Jlsi CBeJEHM, COCTAaBJSIOIIMX TOCYJApPCTBEHHYIO TailHY,
YCTaHABJIMBAIOTCS TPU CTENEHU CEKPETHOCTH: «OCOOON BaKHOCTHUY», «COBEPIIEHHO
CEKPETHO» M «CEKPETHO», & HOCUTENH TaKUX CBEIECHUMN (JOKYMEHTHI) 1OJKHBI UMETh
COOTBETCTBYIOIINE PEKBU3UTHI.

OCHOBHBIM 3JIEMEHTOM OpPraHU3aLUH PEKUMA CEKPETHOCTH SIBIISIETCSA JOITYCK
NOJDKHOCTHBIX JIMII M TpaXJaH K CBEIAEHUSAM, COCTABIIIOIIMM TOCYAAapPCTBEHHYIO
taiiHy. OH OpeanosaraeT  BBIIOJIHEHUE  PYKOBOJACTBOM  NPENNPUATHS U
MOAPA3JEICHUNA 1O 3allUTe TOCYJApCTBEHHOW TaillHbl (BO B3aUMOJACHCTBHH C
YIOJIHOMOYEHHBIMU [PABOOXPAHUTENbHBIMU OpPraHAMH) CIIEAYIOIIMX OCHOBHBIX
MEPONPUSATHI:

1) OsHakomiieHHE  JOJDKHOCTHBIX JIMII M  TpaXIaH C  HOpMaMu
3aKOHOAATENbCTBA, IPEIYCMATPUBAIOIIMMH  OTBETCTBEHHOCTh 3a  HApyILICHUE
TpeOOBaHUil.

2) Ilomyuenwe coriacusi Ha BPEMEHHBIC OrPAaHUYCHHS WX TMPaB B

COOTBCTCTBUH C 3aKOHOAATCIIbCTBOM.
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3) Ilosyuenue coryiacusi Ha MPOBEJCHWE B OTHOIICHUM WX IMPOBEPOYHBIX
MEPOTIIPUATHUH.

4) TlpuHATHE peIICHUs O JIOMYCKe K CBEACHHSM, COCTABJISIOIIAM
roCyJIapCTBEHHYIO TalHY.

5) 3aknrodeHue C JHMIAMH, TONYYHUBIIUMH JIOMYCK, TPYAOBOTO JIOTOBOpA
(KOHTpaKTa), OTPAXkKAIOLIEr0 B3aMMHBIE 00S3aTENbCTBA TAKUX JIMI] M aIMUHHCTPALUN
npennpusatds (B T.4. o00s3aTenbcTBa TaKUX JMI[ Tepel TOoCYJapCTBOM IO
HEPACIPOCTPAHEHUIO JOBEPEHHBIX UM CBENCHUM, COCTABILIIOIIUX TOCYAAPCTBEHHYIO
TalHy).

[ToMmuMO OTHECEHHsI CBEACHUW K TOCYJApPCTBEHHOW TaWHE U JOITyCKa
JOJKHOCTHBIX JIMI[ M TPAXKJAaH K 3aCEKPECYCHHBIM CBEJICHUSM, BAXKHBIM 3JIEMEHTOM
CUCTEMBI ~ OOECIeYeHHUs]  peXUMa  CEKPETHOCTH  SIBIISIETCA  OpraHM3aIus
MH(POPMAITMOHHOTO O0OMEHA MEXIy MPEANPUSTUIMHU MPU COBMECTHOM BBHITIOJTHEHUU
pabot. B wacTHOCTH, IIepe/iaya 3aCEKPEUCHHBIX CBEJICHUN OT OJJHOTO MPEANPUATHS K
ApYyrOMy  JOJDKHA  IPOU3BOJUTBCA € pa3pelieHUss  YIOJHOMOYEHHOTO
roCyJ1apCTBEHHOTO oprasa, JIOTOBOP Ha BBINIOJIHEHUE PA0OT JOJIKEH
MpeaycCMaTpuBaTh 00s3aTENIbCTBA CTOPOH MO 0OECIIEYCHUIO COXPAHHOCTU CBEACHUIA,
a 3aKa34yuK padOT JOJIKEH KOHTPOJUPOBATH BHINIOIHEHNE HOPMATUBHBIX TPEOOBAHUM
KOHTpareHTaMM MO TakUM JOroBopaM (Hajaudue JUIEH3Uul, oopMIIeHHE AOIyCKa
COTPYIHHKOB U TIp.) U NPUHUMATh HEOOXOJUMBIE MEpPhl B CIlly4ae BBISBICHUS
HapyIIECHUN.

Taxke BaXHBIM DJIEMEHTOM OOECIEUYEHHUS PEeXHMa CEKPETHOCTH SIBIISETCS
Opra”u3anys Nepeaayu CBEACHUN, COCTABISIONIMX FOCYIapCTBEHHYIO TalHY, IPYyTUM
rocyjgapcrtsam (B TOM  4YHCJ€ O3HAKOMJIEHHE C TakKUMHU  CBEACHUSIMHU WU
MPEOCTABICHUE BO3MOKHOCTH JIOCTyNa K HUM). B KaXIOM OTAENbHOM CcCllydyae
pelieHne o mnepengade cBeaeHur BbIHOCUTCA IIpaBurensctBomM PP Ha ocHOBaHuu
3KCIIEPTHOTO 3aKITFOYEHUS MexBeIOMCTBEHHOMN KOMUCCHH 10 3aIIUTe
rOCyJJapCTBEHHOM  TaWHbI, KOTOpass, B  CBOIO OYEpElb, PYKOBOJACTBYETCS
MOTUBHPOBAHHBIM XOJAaTaliCTBOM MPEANPUATHS, 3aUHTEPECOBAHHOTO B Iepeaaye

CEKPETHBIX CBEACHUM, U PEIICHHEM OpraHa roCyAapCTBEHHOU BJIACTH, KYPUPYIOILIEro
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KpPYyT BOIPOCOB, K KOTOPOMY OTHOCATCS TepenaBaeMbie cBeneHud. s obecneuenus
3allUThl UHTEpecoB P® co CTOpPOHOMN, NPUHUMAIOIIEH CEKPETHbIE CBEICHMUS,
3aKJIFOYACTCS  JIOTOBOP, COJAEPKAIIUKA HEO0OXOAMMBIC 00s3aTEIhCTBA IO 3aIUTE
noJiydaeMoil “HQOpMalKHY, a TaKKe MOPSJIOK pa3penieHus] KOHMIUKTHBIX CUTYyallui
Y KOMIIEHCAIIMX BO3MOXHOTO yiiepoa.

4 XapaKkTepuCTHKH NOJUTHK 0€30MacCHOCTH

4.1 MoauTnka onyoJTUKOBAHUSI MATEPHAJIOB B OTKPBITHIX HCTOYHUKAX

[TomuTrka omMyOIMKOBAHUS MATEPHUAIOB B OTKPBITHIX MCTOYHHKAX (TaKUX Kak
ra3erbl, JKypHajibl, BBICTaBKH, ceTb VHTepHeT, paaumo- u Telenepenayw,
KOH(pEpeHIIMU, My3€HHbIE JKCIO3UIMU U M[Op.) JOJDKHA  0oOecreuuBaTh
MPEIOTBpAIICHUE CIAydalHBIX W OPTraHW30BaHHBIX YTEYCK KOHQPHUIACHITUATHHON
uHpoOpMaIUU TPU  B3aUMOJICUCTBUM TMPEANPUITHS CO CPEICTBAMH MacCOBOMU
uH(opMaIuu, OOIIECTBEHHBIMA H TOCYJapCTBEHHBIMA OpTaHAMH, HAy4YHBIM,
aKaJleMUYecKUM U OusHec-cooOmiecTBoM. Jljis Toro 4roObl u30exarh yiiepba
WHTEpecaM MpeAnpUsTHsl, Takas MOJMTHUKA JOJKHA COACPKAaTh OCHOBHbBIC MPABHIIA U
MpOIEIyphl  MOATOTOBKM  WH(POPMAIMOHHBIX  MAaTEPHAIOB K  OTKPBITOMY
OIyOJIMKOBAHUIO.

B wacTHOCTH, B MOIUTHKE O€30MACHOCTH CIIEIYET MPEAyCMaTPUBATh CO3AaHHE
CIEIUAIBLHOTO DJKCIEPTHOTO COBETA, OTBETCTBEHHOTO 3a PAcCMOTPEHHE BCEX
MH)OPMAIIMOHHBIX MaTepUalioB, KOTOpBIE TMpeArojaraeTcss OmnyOJuKOBaTh B
OTKPBITBIX MCTOYHUKAX (MOJUTHKA OE30MacHOCTH JOJDKHA COICPKAaTh KOHKPETHBIC
OTpaHWYCHHS Ha OMyOJMKOBaHWE WH(POPMAIMOHHBIX MaTepHalioB 0€3 ux
PACCMOTPEHHUSI PKCIIEPTHBIM coBeTOM). OCHOBHOM 3a7adyeil TaKOrO0 COBETA SIBIISACTCS
MMOJATOTOBKA 3aKIIOYCHUH O BO3MOXKHOCTH WJIM HEBO3MOXXHOCTH ONYyOJIMKOBAaHHUS
OTIpEICTICHHBIX WH()OPMAITMOHHBIX MATEPHAJIOB, & TAKXKE MOJATOTOBKA KOHKPETHBIX
MIPEIOKCHHUH 110 U3BSITHIO OTIpEICIICHHBIX CBEJICHUN u3 MaTepHaoB,
MOATOTABIMBAEMBIX K OMyOIMKOBaHMIO. [Ipy OTCYTCTBUU €MHOTO MHEHHUSI y WICHOB
DKCIIEPTHON KOMHCCHUU PEIICHHE O BO3MOXKHOCTH OMYOJIMKOBAHUS MOXKET OBITH
OPUHATO PYKOBOJUTENEM MPEANPHUATHS C YY€TOM pPEeKOMEHJauui sKkcrepToB. s

3(1)(13GKTI/IBHOFO peuICHU 3a/la4 YJICHBI SKCIICPTHOTI'O COBETA AOJDKHBI ACTAJILHO 3HATDH
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BCE CYILIECTBYIOIIHE OTPaHUYCHHUS (B YaCTHOCTH, YCTaHOBJICHHBIE
3aKOHOJIATEILCTBOM) M BIAJETh CUTYyallMel B TOU cdepe, B KOTOpor (PyHKIIMOHUPYET
npeanpusitue. [lpm  3TOM, Kak TpaBUIIO, CaMm aBTOP MOATOTABIMBAEMBIX K
OIMyOJIMKOBAaHUIO MaTEPHAJIOB HE MOXKET BXOAHUTH B SKCIEPTHBIA COBET, a PEAAKTOP
WM PYKOBOAMUTENb, OTBEYAIONIMA 3a MOATOTOBKY MATEpPHAIOB, HE MOXKET OBITh
MpeJICeaTENEM IKCIIEPTHOTO COBETA.

XapakTepHbIM IPUMEPOM MTOJIUTUKH HCTIOJIb30BaHUS CETU IHTEpHET SBISAIOTCS
HEKOTOphIe TonoxeHus: Ykasza [Ipesunenta PO or 12 mas 2004 roga Ne 611 «O
Mepax 1o obecrnieueHuto nHGopMaMoHHon 0e3omacHocTu Poccuiickoit denepannn B
chepe MeXIyHApPOJHOTO HWH(MOPMALIMOHHOTO OOMEHa», perjIaMEeHTUPYIOIIEro
BOIPOCHI MOJKIIOYEHHUS JIOKAIBHBIX CETEH M MEPCOHATBHBIX KOMIBIOTEPOB K CETH
WNurtepHet, a Takke pasmenieHue uHdopmanuu B cetd MHTEpHET 111 HEKOTOPBIX
KaTEropuu Mojap30BaTeneil. JlJaHHbIN JOKYMEHT:

- 3amnpeaeT BKJIOYEHUE WH(OOPMAIMOHHBIX CHUCTEM, CETEeH CBSI3U H
ABTOHOMHBIX TIEPCOHAJBHBIX KOMITBIOTEPOB, TAe oOpabarbiBaeTcs HH(pOpMAIIUS,
cojepiKaillasi CBEACHUS, KOTOpPbIE COCTAaBISIOT TOCYJApCTBEHHYIO TalHy, H
ciyxebHasi uHpopMaIlisg OTPAaHUYCHHOTO PACTIPOCTPAHECHUS, a TAKKE ISl KOTOPHIX
YCTaHOBJICHBI OCOOBIE MpaBWJIa JOCTyIMa K WH(POPMAIMOHHBIM pecypcaMm, B COCTaB
CPEACTB MEXIyHAapOJHOrO HUHGPOPMAIMOHHOTO OOMEHa, B TOM UHCIE B CETh
«HTEpHETY;

— NpEANUChIBACT  BIAJENblIaM  OTKPBITBIX W OOIIEIOCTYIHBIX
roCyJIapCTBEHHBIX HMH(POPMAIMOHHBIX PECYPCOB OCYIIECTBISATH MX BKJIIOUCHHE B
COCTaB OOBEKTOB MEXKIYHAPOAHOTO WH(POPMAIMOHHOTO OOMEHAa TOJBKO TIpHU
HCIIOJIb30BaHUU CepTU(PUITUIPOBAHHBIX CPEACTB 3aIIUTHI uHdopmaIu,
obecnieynBaIIMX €€  IEJOCTHOCTh M JOCTYINHOCTb, B  TOM  4YHCJE

Kpunrorpadguueckux Jisi MOATBEPKICHUSI TOCTOBEPHOCTU MH(DOpMAIuu.
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4.2 IloauTHKa ynpapJjeHUs1 NapoJIsaMu

[lonutuka ynpaBieHus napoysiMu (wid, B Oosiee 0o0IIeM BHUIE, MOJIUTHKA
UACHTU(DUKAIINKY U ayTeHTU(UKAIIMH) MOXET OMPEACNATh MePUOIUIHOCTh 3aMEHBI
napojei, AeNCTBUS, KOTOpble HEOOXOAMMO OCYIIECTBUTh MPHU KOMIIPOMETAINH
naposeif, OCHOBHbIE TpeOOBaHHMS K WX KadecTBYy, IpOLEAypaM HX TeHepaluw,
pacupeeseHuI0 OCHOBHBIX OOSI3aHHOCTEH, CBSI3AHHBIX C T€HEepauuend maposiei, ux
CMEHOM U JOBEACHHEM JIO0 TMOJb30BaTeNieid, a TaKkKe OCHOBHBIE MEpHI
OTBETCTBEHHOCTH 33 HapylLIEHUE YCTAHOBJICHHBIX NIpaBui U TpeboBanuil. [lonutuka
Ha 3TOM YpPOBHE TaKK€ MOKET YCTAaHABJIMBATh 3alpeT XPaHEHUsS 3alMCAHHBIX
napoJiei, 3ampeT coodmaTh KOMy-JI1M00 CBOM MapoJib (B TOM YKCIIE PYKOBOJIUTEISM
U aJIMHHHUCTPATOpaM HWH(DOPMAIMOHHBIX CHCTEM) U JIpyrM€ AaHAJIOTMYHbIE
OTrpaHUYCHUS.

4.3 TlonuTHKa YCTAHOBKH M OOHOBJIEHUSI BepCHil NPOrpamMMHOIO
o0ecnieyeHnst

[TonuTuKa yCTAaHOBKM M OOHOBJIEHUS BEpCUM MPOTrPaMMHOIO obOecreueHus
MOXET BKJIOYaTh B Ce€0sl HEKOTOpPhIE OrPAaHMYEHUS Ha CAMOCTOSTEIBHOE
npuoOpeTeHue U YCTAHOBKY  IPOrPaMMHOTO  OO€cleyeHUs  OTAEIbHBIMU
MO/APA3ICNECHUSIMA M TMOJIb30BATENIIMH, a TAaKXE OINpEIeTICHHbIE TPEOOBAHUS K
KBATM(PUKALMKA CIEHUATMCTOB, OCYIIECTBISIIONIMX WX YCTAaHOBKY, HACTPOWKY U
MOJJIEPKKY.

4.4 ToanTuka npuodpereHuss MHPOPMAIMOHHBIX CHCTEM U MX 3JIEMEHTOB

[Tonmutuka npuobpeTeHUs HHPOPMAIMOHHBIX CHUCTEM W HUX 3JIEMEHTOB
(mporpaMMHBIX M ammapaTHBIX CPEJCTB) MOXET BKIIOYaTh B ceOs TpeOOBaHUS K
JUUEH3UPOBAHUIO U CEPTU(PUKALMK HCIIONb3YEMBIX MPOrPAMMHOTO OOECIEYEHUS U
0o00OpyZI0BaHUs, a TAK)KE OIMpEJCIICHHbIe TPpeOOBaHU K GupMam, OCYIIECTBISIONIAM

HX IMOCTAaBKY U BHCAPCHHUC.
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4.5 IMoauTHKa J0CTYNA CTOPOHHMX MOJIb30BaTe el (OpraHu3anmii)

[TomuTuka  gocTyma  CTOPOHHUX — IoJb3oBaTeNnedl  (opraHusauuil) B
WH(GOPMALIMOHHBIE CUCTEMbI MPEINPHUITHSI MOXKET COAEpKAaTh MEPEYCHb OCHOBHBIX
CUTyallMii, KOTJa TaKOW JOCTyI BO3MOXKEH, a TaKKe OCHOBHBIE KpHUTEpUU U
MPOLIETYPbI, B COOTBETCTBUU C KOTOPBIMHU OCYLIECTBIISIETCS JOCTYI. Takxke noJMTuKa
MOXET NpelycMaTpUBaTh PacHpee€HUE OTBETCTBEHHOCTH COTPYAHHKOB CaMOIO
OPEANpUATHS 3a JEUCTBUS BHEIIHMX I10Jb30BaTENICl, KOTOPBIE IOJYyYarOT TaKOW
JOCTYIL.

4.6 IosmuTuka B OTHOIIeHNHU pa3padorku 10

[Tonutuka B oTHOWIEHNHU pa3padoTku I10 MoxkeT coaepkarh TpeOOBaHUS KakK K
BOIIPOCaM 0€30MaCHOCTH U HAAEKHOCTU MPOrPAMMHBIX CPEICTB, CAMOCTOSTEIBHO
pa3palaTbhiBaeéMbIX MpPEANPHUATHEM, TaK M B OTHOIICHHWU MepeAaud pa3padboTKu
MPOTrPaMMHBIX  CPeICTB  (Monayneld HWH(DOPMAIMOHHBIX CHCTEM, OTJIEJIbHBIX
IPOrpaMMHBIX OMOJIMOTEK M Ip.) CTOPOHHUM CIIEHUATM3UPOBAHHBIM OpraHU3alUsIM
(T.H. «ayTCOPCHHTI»),» a TaKKe B OTHOIICHUH NPUOOPETCHUS W HCIOJIb30BaAHHS
TUPAXUPYEMBIX  IPOrpaMMHBIX  OHONMMOTEK  (MOAyJiel), pacmpoCTpaHsSEMbIX
KOMITAHUSIMU-TIPOM3BOJUTENSIMUA. B 4acTHOCTH, TIOJWTHKA MOXKET COJEpXKaTh
TpeOOBaHUsI K TECTUPOBAHUIO CAMOCTOATENILHO pa3pabarbiBaemoro 10, ananuzy ero
MCXOJIHBIX KOJIOB, ONIMCHIBATh OCHOBHBIE KPUTEPUU HAJIECKHOCTHU U TIP.

4.7 IHonuTukn HCI0JIb30BAHMA OTACNBbHBIX  YHHMBEPCAJIBHBIX
HHGOPMALMOHHBIX TEXHOJIOTIUH

[TonmuTUKKM HCMONB30BaHUS OTHENBHBIX YHHUBEPCAIBHBIX HHPOPMAIIMOHHBIX
TEXHOJIOTHH B MaciTabe BCEro MpeanpusThs MOTYT BKJIIOYATh B ce0sl:

— TOJIUTUKY HUCTIOJB30BAHMS AJICKTPOHHOM oUTHI (e-mail);

— TIOJUTHUKY KCIIOJIb30BAHUS CPEICTB HIN(PPOBAHUS JAHHBIX;

— IIOJIUTHKY 3alIUThl OT KOMIIBIOTEPHBIX BUPYCOB M APYIMX BPEIOHOCHBIX
Iporpamwm;

— TIIOJIUTHKY  HUCIIOJIB30BAaHUSA  MOJEMOB M JIPYIMX  AHAJOTMYHBIX

KOMMYHHKAIIMOHHBIX CPCICTB,
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— TIOMUTHKY HUCTIONIb30BaHus MHPpacTpyKTyphl MyOJUIHBIX KITFOUCH;

— TIONUTHKY WCIIOJIb30BAHMUS TEXHOJOTUH BUPTyadbHBIX YaCTHBIX CETEU
(Virtual Private Network — VPN).

[TonmuTHKa WCTIONB30BAHUS DJICKTPOHHOW MOYTHI MOKET BKJIIOYATh B CeOsl Kak
oOIye OrpaHWYeHHs Ha €€ HCIOJb30BaHUE OMNpPEACICHHBIMA KAaTETOPUSIMHU
COTPYIHHKOB, TaK ¥ TpeOOBaHUS K YIPaBICHUIO JOCTYIIOM K COXPaHEHUIO
KOH(DMICHIIMAIEHOCTH COOOIIECHNN, a TakkKe K aJIMHUHUCTPUPOBAHHUIO ITOYTOBOU
CUCTEMBbl U XPAHEHHUIO BJIEKTPOHHBIX cooOIeHud. Kpome TOro, moiauThKa MOMKET
MpeTyCMaTpPUBATh:

— 3ampeT Ha UCIOJIb30BAHUE DJICKTPOHHOM MOYTHI B TUYHBIX IIEJISIX;

— CIeluaIbHble TPeOOBaHUS K OTIPABKE U MOJYYCHHUIO MPUCOCIUHEHHBIX
(haiIoB, KOTOPBIEC MMOTEHITMATHLHO MOTYT COAEPKATh BPEAOHOCHBIE TIPOTPAMMBI;

— 3ampeT Ha  WCMOJB30BAHWE  DJICKTPOHHON  IMOYTHI  BPEMEHHBIMH
COTPYIHUKAMU;

— TpeboBanus mudpoBaHus nepeaaBaeMbIX COOOIECHUH;

— HaOIIoZICHUE 3a BCEMH TepeaBaeMbIMU U TIOJTy9aeMbIMUA COOOITICHUSMU;

— OrpaHWYeHUs Ha Tepefady KoHPUIACHIHAIbHONW uWH(OpMaIuu Tpu
MTOMOIIIY AJIEKTPOHHOMN TIOUTHI U JIPYTHE TIOJI0KECHHUSI.

4.8 IMoauTHKA UCNIOJIH30BAHUSI KOMMYHUKAIIMOHHBIX CPEICTB

[TomuTHKa WCIIONB30BAHUS KOMMYHHKAIIMOHHBIX CPEICTB MOXKET OMPEICIAThH
TPaHUIIBl WCTIOJIB30BAHUS TEXHOJOTHH, TMO3BOJSIOMIUX TMOJAKIIOYUTh KOMITBIOTEPHI
1 UHOOPMAITMOHHBIC CHUCTEMBl TPEANPUATHS K HWHOOPMAIMOHHBIM CHCTEMaM M
KOMMYHHUKAITMOHHBIM KaHajaM 3a ero mpeneilaMud. B 9yacTHOCTH, Takas MOJUTHKA
MOET BBOJUThH OMPECICHHBIC OTPAHWYCHUS Ha WCIOJIb30BAaHUE MOJEMOB IS
TeAe(OHHBIX JIMHWUW, YCTPOWCTB, HCIOJB3YIOIMIMX COBPEMEHHBIE OECIPOBOIHBIC

texHosoruu, Takue, kak GSM (GPRS), Wi-Fi, nepenaua 1aHHbIX B CETAX CTaHIapTa

CDMA u mip.
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4.9 IoauTHKa UCNOJIB30BAHNS MOOWIbHBIX ANIMAPATHBIX CPEACTB

[lonuTka WCHONB30BaHUST  MOOWJIBHBIX  allapaTHBIX  CPEJICTB MOXKET
OTHOCHUTBCS K Pa3IMIHBIM YyCTpoicTBaM, TakuM kak mMoOmibHbIe T1K, KIIK (PDA),
NEepeHOoCHbIe ycTpoiicTBa XpaHeHus uHpopmanuu (aucketsl, USB-flash, kapthi
MaMsTH, TOJKIIOYaeMble JKECTKHE JUCKM U 1p.). OHa MOXKET OTpaxaTh
00l11lee OTHOIIECHUE NPEANPUATASI K  HCIOJB30BAHUIO  COTPYJHUKAMU  TaKUX
YCTPOMCTB, ONpEneNsiTh TpeOOBaHUS M YCTAaHABIMBATh KOHKpPETHbIE 00JIacTH, B
KOTOPBIX MX HCIHOJb30BaHUE JIOMYCTUMO. Takke MOryT YCTaHaBJIMBATHCS
JIOTIOJTHUTENIbHBIE 00IMe TpeOOBaHUs K CTAallMOHAPHOMY OOOpPYAOBAHHUIO B IEISIX
OTPAaHUYCHHUS TIOAKIIOUCHUSI K HUM MOOWJIBHBIX KOMIIBIOTEPOB M CPEACTB MEPEHOCca

JTAHHEBIX.
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