Tema 2.1 — IIpeanochbIKM U1 OCHOBHBIE HAMPABJICHUS PA3BUTHS TIJITAHUPOBAHUS U YIIPABICHUS
MH(POPMAIIMOHHOH 0€301MacHOCTHIO
(ITnannpoBanue U yrpasiieHHE HHPOPMALIMOHHOH 0€30I1aCHOCTHIO)

1 Hean, 3amayM, NPeANOCHUIKM W HANPABJICHUS OPraHM3ALMOHHON U
ynpasBJjieHYecKoil padoThl B chepe nHGOpMAITMOHHON 0€30MACHOCTH

Ilog nousatueM «uH(pOpPMaIIMOHHAsT O€30MaCHOCTh» IMPUHATO HMETh B BUIY
cocTostHMEe  (YpOBEHb)  3alMUICHHOCTH  HMH(MOPMAIMOHHBIX  pPECypcoOB  —
UHPOPMALIMOHHBIX OOBEKTOB M HMH(POPMAIMOHHBIX CHCTEM OT HETaTUBHBIX
BO3JICHCTBUI (KakK CIy4alHBIX, TaK M OCYIIECTBISIEMBIX MPEIHAMEPEHHO), KOTOPHIE
MOTYT HaHECTH yiepO caMoil uHpopmaluy U cpesicTBaM ee nepesauu U oopadoTkH, a,
CJIEIOBATEIbHO, OTPHUILATEIBHO OTPA3UThCS Ha BiaAeNblUaX HH(POPMALMOHHBIX
pecypcoB, rocymapctse, oOlIEeCTBE W JAPYIMX  YYAaCTHHKaX  IMPOIECCOB
UHPOPMALIMOHHOTO  OOMeHa. bBONBIIMHCTBO  COBPEMEHHBIX  HH(POPMAIMOHHBIX
pecypcoB, a Takke HMHPOPMALHUOHHBIX CHCTEM MPAKTHYECKM HE MOTYT
paccMaTpuBaTbCsi B OTPBIBE OT KOMILJIEKCA 3JIEMEHTOB ((haKTOPOB), CBSI3aHHBIX C
oOecrieueHueM HMH(GOPMAIIMOHHON O€30MACHOCTH — Yrpo3 sl HH(POPMALMOHHBIX
pPECYpPCOB, Pa3IUYHBIX CPEACTB M MEp 3alllUThl, OapbepoB sl MPOHUKHOBEHHUS, a
TaK)Ke YA3BUMOCTEN B CUCTEMAaX 3alIUThl HHPOPMAIUH.

Takum 00pa3oM, 1Moj MHPOPMAITMOHHON 0E30MacHOCThIO B Oojiee 00IIeM BHUIE
ClleqyeT MOHMMATh COBOKYIHOCTb CpPEICTB, METOJOB M MpPOIECcCOB (IpoLeayp),
00eCreunBaOIIUX  3alIUTy HMHQOPMAIMOHHBIX  aKTHUBOB M,  CIIEJJOBATEJbHO,
rapaHTUPYIOIIMX coxXpaHeHue H((PEKTUBHOCTH M TMPAKTHUECKOW TMOJE3HOCTH Kak
TEXHUYECKON MH(PPACTPYKTypbl HHPOPMAIIMOHHBIX CUCTEM, TaK U CBEJIEHUH, KOTOpbIE
B TAKMX CUCTEMax XpaHATcA U 00pabaThIBatOTCA.

[TonsiTne nHGOpMaIMOHHON 0€30MACHOCTH HEPA3PHIBHO CBSA3aHO C pUCKAMU IS
UH(GOPMAILIMOHHBIX PECYpPCOB, MOJ KOTOPHIMH (pUCKaMU) MOHUMAETCS BO3MOXKHOCTb
(BEpOATHOCTD) HaHECEHUS yiepOa NH(OPMAILIMOHHBIM PeCypcaM,CHUKEHHUS YPOBHSI UX
3aIMIIEHHOCTH. PUCKM MOTYT MMETh Pa3iu4Hy0 MPUPOIY U XapaKTEPUCTUKU; OJHOU
U3 OCHOBHBIX KJIACCU(UKALUN PUCKOB [ HH()OPMALIMOHHONW 0€30MacHOCTH (TaK XKe,

KaK 1 MHOTHUX APYI'UX PHUCKOB B OKOHOMHUKE U yr[paBJ'ICHI/II/I) SABIIAACTCA UX pa3aCICHUC!:
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— Ha CUCTEMHBIE PHCKHU: HEYIPABISEMbIE PUCKH, CBSA3aHHBIE C TOM Cpeaod U
TEXHUYECKON HMHPPACTPYKTypOoH, B KOTOPOH (PYHKIHMOHUPYIOT UHPOPMALIUOHHBIC
CUCTEMBI;

— ONEpalOHHBIE PHUCKHU: KaK MpPaBWJO, YNPABISIEMbIE PUCKH, CBSI3AHHBIE C
OCOOCHHOCTSIMU HMCHOJIb30BaHUS  ONPEICIICHHBIX HMH(POPMALMOHHBIX CHUCTEM, UX
TEXHUYECKOHN peanu3aluu, IPUMEHSIEMbIMHU aJlTOPUTMAMU, alllapaTHBIMU CPEICTBAMHU
U TIp.

B kauecTBe METOAMYECKOW OCHOBBI JUIS IETAJIU3UPOBAHHOTO aHAJIM3a PUCKOB B
npakTHueckoi padote moxeT ObITh mcnonb3oBaHn ['OCT P 51275-2006 — «3ammra
uHpopmamuu. OO0bekT wuHPopMaruzanuu.  DakTopbl, BO3JIEUCTBYIOIIME Ha
uHpopManmto. OOmue moNoXKeHUs». Bce  HeratuBHble  BO3ACHMCTBUS — HA
WH()OPMAIIMOHHBIE AKTUBBI, 3aIIUTY OT KOTOPbIX (BO3ACHCTBUI) MpeAnoaraet
uHpopmaImoHHas 6€30MacHOCTb, MOTYT OBITh pa3/ieJIeHbl Ha TP OCHOBHBIX BHUJIA:

— HapyuieHue KOHPUIESHINATBHOCTH UH(POPMAIUK;

— paspyienue (yreps, HeoOpaTuMoe U3MEHEHHE) UH(POpMaIUK;

— HEJIOCTYIMHOCTb MH(OPMAIMOHHBIX PECYPCOB — BO3HUKHOBEHHE CHUTYaLIU,
KOrJa MOJIb30BaTeNu (BCE WJIM HMX 4YacTh) HAa HEKOTOPBIA MEPUOJI BPEMEHH TEPSIOT
BO3MOXXHOCTh JIOCTYIa K HEOOXOIMMBIM JTaHHBIM (WS UH(POPMAITMOHHBIM CUCTEMAaM ).

HenocpencTBeHHBIM HWCTOYHMKOM PHUCKOB W HETATUBHBIX  BO3JACHCTBUU
ABJISIFOTCSL  YIPO3bl, MOJ KOTOPHIMU TOHUMAIOTCA MOTEHUUAJIbHBIE WU PEATbHO
BO3MOYKHBIE IEUCTBUS MO OTHOIICHHIO K MH(OPMAIIMOHHBIM pecypcaM, HapylIarolre
UH(GOPMAIIMOHHYIO 0€30MaCHOCTh. Bhijensercs MHOKECTBO TUIIOB YTPO3 U MHOXKECTBO
KpUTEpHUEB ISl KilacCUPUKAIMKU Yrpo3 HHPOPMAIMOHHON Oe3omacHocTu. OqHUM U3
OCHOBHBIX TaKUX KPUTEPHUEB SIBISETCS PACIOJIOKEHUE HCTOYHMKA HApYIICHUH K
WH()OPMAITMOHHBIM pecypcaM, B OTHOIICHWU KOTOPBIX OCYIIECTBIISICTCS HETaTHBHOE

BOBHCﬁCTBHG. B cootBeTCTBUM C 3TUM KPpUTCPHUEM HAPYILICHUA MOT'YT OBITH pasaciICHBbI:
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— Ha oOyCIIOBJICHHbIE BHYTPEHHUMH (hakTOopamu (IIEPCOHATIOM IMPEIPUITHSA,
paboToit COOCTBEHHBIX HH(POPMAITMOHHBIX CUCTEM);

— 0O0yCJIOBJIICHHbIE = BHEUIHUMHU  ¢dakTopamMu  (3JIOYMBIIUICHHUKAMH, HE
UMEIOIIMMH  HEMOCPEACTBEHHOTO  OTHOLIEHHS K  KOMOAHUM —  BJIAJEJbILY
MH(OPMAIMOHHBIX aKTUBOB, IPUPOTHBIMU (PaKTOPAMH U TIp.).

Jpyrum BakKHBIM KpPUTEpPHUEM SIBJISETCS HAIMYME HAMEPEHHM OCYIIECTBUTh
HapylieHue. B cOOTBETCTBUYU ¢ HUM BBIIETISIOT:

— ICJICHAIIpaBJICHHbIE BO3JEUCTBUSA (MOTYT OBITH OCYIIECTBIEHBI Kak
COOCTBEHHBIM IIEPCOHAJIOM, TaK U BHEITHUMHU IIPOTUBHUKAMH);

— CclyyailiHble BO3JEWCTBHS (OIIMOKU TMOJb30BaTENEd W aJIMUHUCTPATOPOB,
coom u ciydallHble HapylleHHs B paboTre 000pyIoBaHUs, HENpPEIBUICHHbIC
BO3/ICICTBUS PUPOIHBIX (PAKTOPOB).

Taxkxe MOXKHO BBIJICIHUTD CIIEIYIOIINE KIACCU(PUKAIIUU YTPO3:

— 1o oObekTaMm (TepcoHall, MaTepualibHble W (UHAHCOBBIE CPEJCTBA,
uHdopmarus);

— 10 BeJIMUUHE yiiepoa (MpeaeabHbli, 3HaUUTeIbHbIA, HE3HAYUTEIbHBIN);

— TI0  BEpPOSTHOCTH BO3HMKHOBEHHsS (BECbMa BEpOSTHBIC, BEpOSTHHIC,
MaJIOBEPOSITHBIE);

— 1o TUmy yuepoa (MopalbHbIN, MAaTEPUATIbHBIN)

Ha npakTuike OCHOBHBIMH  HamOoJiee  pacHpOCTPaHEHHBIMH  CIOCOOaMHU
HapylieHus: HOOPMAITMOHHONW O€30MaCHOCTH SIBIISIOTCS:

— TIOJyYeHUE HECaHKIHOHUPOBAHHOTO JOCTyna (B TOM 4YHCIE M IyTeM
NPEBBIIIICHUST TIpaB MPU  CAaHKIMOHUPOBAHHOW pabore ¢ HHDOPMAIMOHHBIMU
CHUCTEMaMHU) K OINpPEAEICHHBIM CBEICHUSM WM MAacCHUBaM JaHHBIX, paCIpOCTpaHEHUE
KOTOPBIX OTrPAaHUYEHO, C LEJIbI0 MX M3Y4YEHUS, KOIMUPOBAHHUS, PACIPOCTPAHEHUS,
HE3aKOHHOT'O MCIOJIb30BAHMS U TIP.;

— HECAaHKIMOHHUPOBAHHOE  HCIOJIb30BaHHWE HH(OPMALMOHHBIX  PECYPCOB

(pecprOB BBITHUCJIIUTCIIBHBIX U TCIICKOMMYHUKAIIUMOHHBIX CI/ICTeM) C OCJIbIO
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MOJIyYeHHUs] BBIFOJBI WJIM HaHEceHUs yuiepOa (Kak TeM CHCTeMaM, KOTOpbIE
HE3aKOHHO HCIIOJIb3YIOTCSA, TaK U TPETHUM JIULAM);

— HECAaHKIMOHHUPOBAHHAs  3JIOHAMEpPEHHas  MoAuduKanus  (U3MEHEHHE)
JAHHBIX;

— Kpaxa JIEHEXHBIX CpEACTB B DJJIEKTPOHHBIX IIIATEKHBIX CUCTEMAX H
CUCTEMAaX «KIMEHT-0aHK», a TaKXkKe Kpaka 0€310KyMEHTApHBIX LIEHHBIX Oymar U UHbIE
(OopMBI HE3aKOHHOTO IMPUCBOEHUS UMYIIIECTBEHHBIX IIPaB;

— BBIBOJ M3 CTpOsl (IOJHBIA WJIM YaCTUYHBIN) MPOrPaMMHBIX M ammapaTHBIX
CpeACTB 00pabOTKH, IEpelauu U XpaHEeHUs] HHPOpMaIIIH;

— OCYIIECTBJICHHE aTaK THUIIA «OTKa3 B 00CIyxuBaHUM» — DOS (BuacTHOCTH, B
OTHOILIEHUU cepBepoB B cetu MIHTepHET);

— pacupoCTpaHEHUE BHUPYCOB M JAPYIMX  BPENOHOCHBIX  IPOTPaMM,
OCYUIECTBIISIIOIIMX PA3JIMYHbIE HETATUBHBIE BO3JEHCTBU.

CoBpeMeHHass  NpakTUKA  HMCIHOJIb30BaHUS  MH(POPMALMOHHBIX  CHUCTEM
XapaKTepu3yeTcs OOJbIINM KOJUYECTBOM M MOCTOSIHHBIM POCTOM 4YHCJIa HapyUICHHM
uH(popmanmoHHo Oe3onacHocTH. OAHMM U3 BaXHbBIX (PAKTOPOB ATOrO SBIISIETCS
MOCTOSTHHO pacTyliasi JOCTYITHOCTh COBPEMEHHBIX MH(OPMALIMOHHBIX TEXHOJIOTUH 115
MPECTYIHUKOB, a TAaK’K€ MOCTOSHHO PACTyIIas IPUBJIEKATEIbHOCTh HH(POPMALIMOHHBIX
CUCTEM KaK MOTEHIMAIbHBIX O0BEKTOB HanaJeHUs. Takke BaKHBIM OOCTOSITEIbCTBOM
SBIISIETCS. TOCTOSIHHOE  YCJIOXKHEHHE M POCT Ppa3HOOoOpasus  HCIOJIb3YEeMbIX
MH(OPMAIMOHHBIX CUCTEM U, B YACTHOCTHU, MPOTPAMMHBIX MPOAYKTOB. C y4eToM Toro,
YTO B CPEIHEM Ka)asl ThICSYa CTPOK MPOrPaMMHOTO KOJIa MOKET COJIepKaTh OT S 110
15 ommbOK, MOosABIEHUE BCE OONBILErO YMCIA PA3NUYHBIX YS3BUMOCTEH, CO3AIOIINX
yrpo3bl  Ajig  UHPOPMALMOHHONW  0€30MacHOCTH, CTAHOBUTCA  MPAKTHYECKHU
HEU30EKHBIM.

[Ipu sTOM, pOCT MHOrooOpa3usi BO3MOKHBIX HAPYLIEHUH, YBEJIUYEHUE HX
KOJIMYECTBA, YBEJIWYEHHUE CIIOKHOCTU HMH(OPMALMOHHBIX TEXHOJOIHM, MOCTOSHHO

BOo3pacTaromas JOCTYIIHOCTb KOMIIBIOTCPOB W TCICKOMMYHUKAIIMOHHBIX CPCIACTB
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JUISL TIPECTYIHUKOB OOBSCHSIOT POCT MOTPEOHOCTH BIAJENbLEB HHPOPMAIIMOHHBIX
pecypcoB (MpeanpusiTUi, OpraHu3alfii, OpraHoB TOCYIapCTBEHHON BJIACTH U
yIOpaBieHUs) B  peaqu3allid  CHCTEMaTHYECKHX, BCEOOBEMITIONIUX MeEp IO
obecnieueHuto MHGOPMAITMOHHON O€30MMaCHOCTH.

OTtaenbHbIE MPOILIECCHI, MPOLEAYPHl, MEXaHU3Mbl W HWHCTPYMEHTBHI 3alllUTHI
uHbOpMaIlMK, UCHOJb3yeMble BIaJeNbllaMd WH(OPMALMOHHBIX PECYpCOB U
UH(POPMAILIMOHHBIX CUCTEM, MOT'YT ObITh HaIllpaBJICHBI:

— Ha OTpaHUYECHHE U Pa3rpaHUYCHUE JOCTYIIA;

— MH(OPMALMOHHOE CKPBITHE;

— BBeJCHME U30BITOYHON HWH(OpPMAIUMU U HCHOJIB30BAHHE W30BITOYHBIX
MH(OPMAITMOHHBIX CUCTEM (CPEJICTB XpaHEHHUsI, 00pabOTKU U nepeaaunHGOpMaIINH );

— HCIOJNb30BaHHWE METOJOB HAAEKHOIO XpaHEHHs, mpeoOpa3oBaHud U
nepeaayn uHpopmaluu;

— HOPMaTUBHO-aJMUHHUCTPATUBHOE MOOYXJICHUE U IPUHYK]ICHUE.

Ha npaktuke cOBpeMEHHbIE TEXHOJOTMH 3alllUThl MH(OPMALUU OCHOBAaHBI Ha
pa3IMuHbIX 0a30BBIX CepBUCax (TakuX, Kak ayTeHTU(UKalus, oOecreueHue
LEJIOCTHOCTH, KOHTPOJb JOCTYNa U Mp.), U HUCHOJIB3YIOT pa3InYHbIE MEXaHU3MbI
oOecrieyeHusi 0Oe30macHOCTH (Takue, Kak MHU(poBaHUe, LHUPPOBbIE MOAMUCH,
yIOpaBieHHe Mapupytuzanued u mp.). OJIHAKO KOMIUIEKCHOCTh M MacCOBOCTb
UCIOJIb30BaHUSl MH(MOPMAIIMOHHBIX TEXHOJOTUH, WX HWHTETpalus B IMOBCEIHEBHYIO
NESTEIIbHOCTh TPEANPUATHI, OpraHW3aIfii, MPaBUTEIHCTBEHHBIX YUPEXKICHUN HE
MO3BOJIAIOT pellaTh 3aJaud  MH(OPMALMOHHONW O€30MaCHOCTH TOJIBKO OJHUMU

TCXHUYCCKHMMHU CPCACTBAMMU.



Tema 2.1 — IIpeanochbIKM U1 OCHOBHBIE HAMPABJICHUS PA3BUTHS TIJITAHUPOBAHUS U YIIPABICHUS
MH(POPMAIIMOHHOH 0€301MacHOCTHIO
(ITnannpoBanue U yrpasiieHHE HHPOPMALIMOHHOH 0€30I1aCHOCTHIO)

2 CTpykTypa ynpapjieHus HHPOPMALHOHHOI 0€30NaACHOCTHI0

Bo Bcem KoMIuIeKkce JeATENbHOCTH IO 3aluTe HH(OpPMALMKU OJJHO U3 Hauboiee
BXHBIX MECT 3aHMMaeT OpraHu3allMOHHO-YNpaBJICHUYECKas JEATEIbHOCTh —
OpraHM3alMoHHOEe  o0ecnedyeHne  HMH(OPMALMOHHOW  0€30MacHOCTH,  KOTOpOE
IpEJCTaBIsIET COOOM OJHO M3 YEThIPEX OCHOBHBIX HaNlpaBleHUl paboThl B 0OIIEH
cucreme Mep B chepe HHPOpMAIMOHHOM 0€30MacHOCTH, BKIIOYAIOIICH B ce0sl TakkKe
pa3paboTKy CIEeUUaIM3UPOBAHHOTO MPOTPAMMHOIO OOECTEeUeHUs, M3TOTOBJICHUE U
UCTIONb30BAaHUE  CIICLMATBHBIX  alllapaTHBIX CPEJICTB, M COBEPUICHCTBOBAHUE
KpUNTOrpaguIecKuX (MaTeMaTHUECKUX) METOIOB 3aIIUThHI HHPOpMAUH (pUCYHOK 1).

OCHOBHBIMU ~ 3aJjauaM{  OpPraHU3ALMOHHO-YIIPABICHUYECKON  J1€ATEIbHOCTH
(MeHemxMeHTa) B chepe MH(POPMAITMOHHON O€30MaCHOCTH SIBISIOTCS:

— o0ecrnieyeHne KOMILUIEKCHOCTH BCEX PELICHHH, peaiu3yeMbIX B IpoLecce
obecnieyeHrss ”HPOPMAILIMOHHOMN 0€30M1aCHOCTH;

— o0ecrnievyeHrne HEeMIPEPhIBHOCTH U LETOCTHOCTH MPOIIECCOB MH(DOPMATMOHHON
0e30macHOCTH;

— PpelieHre MEeTOJAMYECKHX 3a]ad, JIeKaluX B OCHOBE 3(P(HEKTUBHOTO
ynpasieHus: MHGPOPMALMOHHONW O€30MacHOCThIO, TAKMX, KAaK BOIPOCHI YIPABJICHUS

PUCKAMH, SKOHOMHWYCCKOC MOACIIMPOBAHUC U TIP.;

NMHO®OPMALIMOHHASA
BE30MNACHOCTb
I
: | | |
FoGecnmianme | | Amapanice Mporpawmnoe | | Kpanorpachun
(MeHeaXMeHT) obecnevenue obecneuenune MareMaTuka

Pucynok 1 — CtpykTtypa aestenbHOCTH B chepe nHHOpMaIMOHHONW O€301MacHOCTH
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—  YIOpaBJICHHE YEJOBEUECKMMM pecypcaMyd M TOBEACHHEM TIIepcoHala C
y4eTOM HEOOXOIMMOCTH PEIIeHuUs 3a]a4 HH(POPMAIIMOHHON 0€30M1aCHOCTH.

[Tog KOMIUIEKCHOCTBIO pelieHust 3aaad  WHOOPMAIMOHHONW 0e30MacHOCTH
MOJIpa3yMeBaeTCs B3aUMOYBSI3aHHOE BBISBICHHUE BCEX 3HAUYMMBIX HH(POPMAIIMOHHBIX
OOBEKTOB, a TaKXKE€ CYIIECTBYIONIMX M MOTEHIMAIBLHO BO3MOXHBIX yrpo3. Ha ocHoBe
ATOTO aHaIM3a HEOOXOAMMO OOECIEYUTh HCUYEPIBIBAIONIEC TOJHOE (KOMIUIEKCHOE)
BHEJIPEHUE U MPUMEHEHHUE CPEACTB 3aIUThl HHPOPMAIMH, KOTOPHIE B TOW WM MHOU
Mepe MOIJIM Obl HEUTPaIM30BaTh BCE CYIIECTBEHHBIE YIpO3bl HA BCEX MOTEHLUAIbHO
YSI3BUMBIX y4YacTKax MPOXOXKACHUs WH(GOPMAIMOHHBIX TOTOKOB B TEYEHHE BCEX
ATAlOB KU3HEHHOTO IMKJIa WH()OPMAIMOHHBIX CHUCTEM M OpPraHU3AIMOHHBIX
npouenyp. Mepsl Mo HEWTpaau3allid PUCKOB TaKXKe JOJKHBI ObITh pealin30BaHbl B
KOMIUIEKCE C JPYrUMH MEXaHH3MaMH, TaKUMH, Kak, HampuMep, CTpaxoBaHHE.
Jpyrumu cioBamu, 3a/1ayeil MEHEPKMEHTA SIBJISIETCS CUCTEMHOE MCIIOJIb30BAaHHUE BCEX
HEOOXOJMMBIX YaCTHBIX (Y3KOCIEIUANbHBIX) TEXHOJOTHHA W PEIIEHUN s KaKIou
KOHKPETHON CHUTyallUM TakuM 00pa3oM, 4yTOObl BO BCEW CHCTEME MEp IO 3allluTe
WH(GOPMAIIMOHHBIX PECYPCOB HE OCTAJIOCh «Y3KHUX MECT» — YSA3BHUMBIX yUaCTKOB, Yepes
KOTOpPbIE MOTYT OBITh OCYIIECTBJICHBI HAMaJeHUS U B KOTOPBIX MOTYT IPOU3OUTH
HenpeaHaMepeHHble HapymieHus. CI0KHOCTh TaKOTO POja 3ajJad CBA3aHa C TeM, YTO
OHM TPEANONaraloT IO BO3MOXXHOCTH  HCUEPIBIBAIONIUMN aHAMM3, Kak BCeX
WH(OPMAITMOHHBIX PECYPCOB, TaK U BCEX BO3MOXKHBIX CIIEHAPUEBHAIAJICHUS HA HUX H
MoCJeAYIONIMN oAO00p HauboIee MOAXOAAIIUX CPEACTB 3AIIUTHI.

HemnpepsiBHOCTE mporieccoB obecrnedueHuss WHGOPMAIIMOHHONW 0€30MacHOCTH
IpearnoiaraeT BbIJIEHHE HEOOXOIUMBIX PECYpPCOB W OpPraHU3aLUIO BBIOJHEHUS
HEOOXOAMMBIX (YHKUMA 1O 3amuTe HWHOpMAnuu B TEYEHUE BCETO BPEMEHH
GyHKIIMOHUPOBAHUS WH(POPMAIIMOHHBIX CHCTEM W BBIMOJHEHUS OusHec-QyHKIUN (B

TOM YHCJIE U B peXUMEe «24x7x365» B TeX ciiydasx, Korja 3To HEOOX0IUMO).
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Pa3paboTka, cOBEepIICHCTBOBAHHWE W TOJACpXKAHHE B aKTyalbHOM COCTOSHUU
METOJMYECKUX OCHOB YIpaBJICHHUsS HH(POPMAIMOHHON O€30MacCHOCTHIO BKJIIOYAET B
ce0s, TIaBHBIM 00pa3oM, MPUMEHEHHE OOIMX Ui MHOTHX cep MeHeIKMEHTa
KOHIENIMM M TEOpUd — TAaKUX KaK, HAalpuMep, MaTeMaTH4YEeCKHE MOJENIU OLEHKU
PUCKOB WJIM TEOPHUs MHBECTHIIMOHHOTO aHalu3a — IPUMEHUTENIBHO K pecypcawm,
UCIIOJIB3yeMbIM 1111 oOecrniedeHHs  MHPOPMALMOHHOM  0O€30IaCHOCTH, H
MH(POPMALMOHHBIM IPOLECCAM.

YropaBrneHue ~— YENOBEUYECKHMMH  pecypcamMd B paMKax  YIpaBJICHUSA
MH(QOPMAIIMOHHOW  0€30IacHOCThIO  BKJIOYaeT B ce0sd  KOMIUIEKC — 3ajad,
OXBAaThIBAIOIIUKA BCE OCHOBHBIE AaCIEKTHI JEATEIbHOCTU JIOAEH: OTOOp M JOMYyCK
nepcoHana Juisi paboThl C  OMNpeNeleHHBIMH WH(OPMALMOHHBIMU  PECYPCaMH,
oOyueHue, KOHTPOJIb HPABWIBHOCTH  BBINOJIHEHHUsS OOS3aHHOCTEH, CO3/1aHue
HEOOXOIMMBIX YCIOBH 1711 pabOTHI U TIp.

[Tpu 5TOM KOHKpETHasi CTPYKTypa U COCTaB BCEX OCHOBHBIX 3a/1a4 YIIPaBJICHUS U
opraHuzanuu B cepe MHPOPMAIMOHHON OE30MaCHOCTH, a TaKKe HEMOCPEJICTBEHHO
UCTIONIb3yeMbIe  METOAbl OyAyT ONpenensThcss KaKk ypOBHEM, Ha KOTOPOM
OCYILIECTBIISIETCSl  yIpaBlieHUYeCKass W OpraHU3alMOHHAsl JAESITEeNbHOCTH, TaK U
KOHKPETHBIMHU YCJIIOBUSMHU, B KOTOPHIX (DYHKLIMOHUPYIOT UH(POPMALIMOHHBIE CHCTEMBI,
HY)KJaromnpecs B 3amure. HacTosmmii Kypc OCHOBaH Ha KOHIICTILIUN Pa3/IeICHUs BCETO
MHOroOOpa3usi METOJOB M 3aJady OpraHM3alliM W YOpaBleHUss B  cdepe
UHGOPMAIMOHHON 0€30MacHOCTH HAa HECKOJIBKO OCHOBHBIX YPOBHEH M JalbHEHIIEro
NPEJICTABICHUS OPTaHMU3AIIMOHHO-YIPABICHUYECKIUX METOMOB ISl KaKIOTO M3 ITHX
YPOBHEN.

[lon opraHu3anMoOHHBIM OOECTIIEUEHHEM W  MEHEIKMEHTOM B  cdepe
WHOOPMAITMOHHONW  O€30MacHOCTH  OOBIYHO  TMPHUHATO  TOHHUMATh  PEIICHHE
YIPaBICHYECKMX BONPOCOB Ha YPOBHE OTAEIBHBIX CYOBEKTOB (MpEeANpUATHi,

OpraHu3alnuii) WJIM Tpynn TakuX CyObeKkTOB (mMapTHEpoB 1o  OwusHecy,



Tema 2.1 — IIpeanochbIKM U1 OCHOBHBIE HAMPABJICHUS PA3BUTHS TIJITAHUPOBAHUS U YIIPABICHUS
MH(POPMAIIMOHHOH 0€301MacHOCTHIO
(ITnannpoBanue U yrpasiieHHE HHPOPMALIMOHHOH 0€30I1aCHOCTHIO)

OpraHu3aluii, KOTOpPbIE COBMECTHO pEIIAIOT OMpeAeNICHHbIE 3a7auu, TpeOyrolme
3aIUThl HHPOPMAITUN ).

OpHAaKO CIOXKHOCTh U KOMIUIEKCHOCTh COBPEMEHHBIX IMpobieM B cdepe
nH(OPMAIMOHHONW 0€30MacCHOCTH, rio0anu3anus HHPOPMAIMOHHBIX B3aUMOICHCTBUIM
TpeOyIoT 0oJiee MOJHOTO M IIUPOKOTO0 IMOHUMAHUS OPraHU3allMOHHOW paboThl H
MEHEIKMEHTA B 3TOI 00J1acTH.

B wyactHOcTH, MO Mepe rnoOanu3auuu HH(MOPMAIIMOHHBIX B3aWUMOJAECUCTBUA,
YCIIOKHEHUsI TPOrpaMMHBIX M amlapaTHbIX CpeACcTB 00paboTku uH(OpManuwy,
MPOHUKHOBEHUS MH(POPMAIIMOHHBIX TEXHOJIOTHI B TIOBCETHEBHYIO JEATEIBHOCTh BCEX
OpraHM3alMii ¥ KU3Hb OOJBIIMHCTBA JIOAEH MOSBUJIACh HEOOXOAUMOCTh B
CTHEIMAFHBIX OPTaHU3AIMOHHBIX W YIIPABICHUYECKUX YCHUIIUSX, HAMPABICHHBIX HE Ha
o0ecrieueHre 3allMIIEHHOCTH OTAENbHBIX HMH(DOPMAIMOHHBIX AaKTHUBOB, a Ha
HOJIIEpKAaHUE PA3TMYHBIX 3JIE€MEHTOB HH()OPMAIIMOHHONW HHPPACTPYKTYPHI, KOTOpas B
TOM WM MHOW Mepe paboTaer Ha obecnedeHue HHPOPMALMOHHON Oe30MacHOCTH
OIpe/IeNICHHBIX COOOIIECTB (3apaHee HE ONPEEICHHOTO MHOXECTBa MOJb30BaTeNeh
UHGOPMAIIMOHHBIX CUCTEM U BIIAJIEIbIIEB HHPOPMAIIMOHHBIX PECYPCOB).

Takum  oOpazoM, ¢ pa3BuTdeM HWHOOPMAIIMOHHBIX  TEXHOJOTHA U
uHTeHCcH(UKauen HHPOPMAIIMOHHOTO OOMEHa OpTraHM3aIllMOHHAs U YIpaBlIeHYECKas
pabota B cdepe MHOOPMALMOHHONW OE30MAaCHOCTU OKA3bIBACTCS HAIMPABJICHHOW HE
TOJIbKO Ha COOCTBEHHO 3allIUTy OMpPEIEICHHBIX HH(OPMAIMOHHBIX PECYPCOB, HO U Ha
Oonee «rino0aabHBINY 00BEKT — CO3/IaHKEe U pa3BUTHE 0€30MacHOM MH(OPMAIMOHHON
UHPPACTPYKTYPH! (B Pa3HBIX CMBICIAX STOTO TEPMHUHA U C YYETOM Pa3jIHYHBIX €ro

acniekToB). Ha mpakTuke Takas ”HGPaCTPyKTypa MOKET BKJIFOYATh B CEOS:



Tema 2.1 — IIpeanochbIKM U1 OCHOBHBIE HAMPABJICHUS PA3BUTHS TIJITAHUPOBAHUS U YIIPABICHUS
MH(POPMAIIMOHHOH 0€301MacHOCTHIO
(ITnannpoBanue U yrpasiieHHE HHPOPMALIMOHHOH 0€30I1aCHOCTHIO)

—  HaJeXHYI HHPPACTPYKTypy Mepenayr WHOOpPMAIMU W PHIHOK YCIYT
JIOCTyTa K TaKUM KaHajaM CBSI3U;

—  PBIHOK MPOTPaMMHBIX W alllapaTHBIX CPEJCTB, OOCCIICUMBAOIINX 3AIIUTY
uHbOpMaIny;

—  CHCTEeMYy IIOJIFOTOBKU, TMEPENOJATOTOBKM W TOBBIMICHHUS KBalu(pUKAIIMN
CIIEIUAIIMCTOB B chepe nHPOopMaIMOHHOM 0€30MaCHOCTH;

—  o0mue TpaBWIa HWCIIONB30BaHUA WHGOPMAIMH, a TaKXe €€ Iepeaadd,
COBMECTHOM OKCIUTyaTallud WH(POPMAIMOHHBIX ceTel (B TOM YHCIE MPOTOKOJIBI
UH(OPMAITMOHHOTO 0OMEHA);

—  cucreMy obOmeHa uHpoOpMauuMeld M pacnopoCTpaHEHUs 3HAHUU O
CYIIECTBYIONMINX YSA3BUMOCTAX TEX WM WHBIX WH(OOPMAIIMOHHBIX TEXHOJIOTHH,
BO3MOXHBIX  yrpo3ax HWH(QOpMAIMOHHOW  0€30macHOCTM W crmocobax — uXx
HEWUTpaIu3auuu;

—  3aKOHOJATEIHHYIO U IPaBOTNPUMECHHUTEIEHYIO CUCTEMY,
00€eCIEeYnBAOINIYI0O OXPaHy HMYIIECTBEHHBIX U HMHBIX HHTEPECOB BCEX YYACTHHKOB
MH(OPMAIMOHHOTO OOMEHA U TIp.

[TotpeOHOCT, B IIEJICHANPABICHHOM pAa3BUTHA W TOMJICPKAHUM  TaKOU
HHPPACTPYKTYphl  TOPOXKIAAET HEOOXOAWMOCTh B  BBIPAOOTKE  CHEIU(PUIHBIX
OpPraHU3alMOHHBIX M YMPABJICHUYECKUX MPHUEMOB, KaK MPABUJIO, HE XapaKTEPHBIX IS
nH(OpPMAITMOHHONW O€30MacHOCTH B TPHUBBIYHOM («y3KOM») €€ TMOHUMaHuU. Takoe
pacmupeHue cdepbl HHTEPECOB MEHEKMEHTa HH(POPMAIMOHHOW 0€301macHOCTH
OOBSCHSET MPUUYUHBI, TT0 KOTOPHIM HEOOXOJIMMO Pa3ACisITh HECKOIBKO OTHOCUTEIHHO
CaMOCTOSTEIbHBIX OpraHU3aIMOHHBIX YPOBHEH, XapaKTePU3YIOIINXCS
cnenupUYEeCKUMH 33JladaMu, TTOJAXO0JaMH K PEIICHUIO0 3THX 3a7a4 M UCIOJIb3yeMbIMU

OpraHU3allMOHHBIMHU MCTOAAMM:
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Tema 2.1 — IIpeanochbIKM U1 OCHOBHBIE HAMPABJICHUS PA3BUTHS TIJITAHUPOBAHUS U YIIPABICHUS
MH(POPMAIIMOHHOH 0€301MacHOCTHIO
(ITnannpoBanue U yrpasiieHHE HHPOPMALIMOHHOH 0€30I1aCHOCTHIO)

1) YpoBeHb MEKIAYHAPOIHBIX TMPOPECCHOHAIBHBIX OOBCIUHEHUH  (Kak
MpaBUJIO, HETPABUTEIHLCTBEHHBIX U HEKOMMEPUYECKHX), TaK WJIM MHAYE CBSI3aHHBIX CO
chepoit MHPOPMAITMOHHBIX TEXHOJOTHUM, TEICKOMMYHHUKAMA W HWH(POPMAITMOHHOM
0€30MacHOCTH.

2) YpoBeHb KPYIIHBIX KOMIIaHHH, paboTaromux B chepe HHPOPMAIMOHHBIX
TEXHOJIOTMA W B 3HAYMTEIBHOH Mepe ompenessonux (TmpsMo WA KOCBEHHO)
COCTOSIHUE UH(OPMAIMOHHOM  O€30MacHOCTH B COOOIECTBE IMOJIb30BaTeNeh
WHOOPMAITMOHHBIX CHCTEM, a TaKXKe BIUIIOMUX Ha O€30MacHOCTh Pa3IMYHBIX
AJIEMEHTOB HH()OPMALIMOHHOU HHPPACTPYKTYPHI.

3) TocymapcTBeHHBIH  ypOBEHb  —  YPOBEHb  TIOCYIApCTBEHHBIX |
MEXIPABUTEIHCTBEHHBIX OpraHW3alliid, TaK WM WHAYC BIMSIONUX Ha JKU3HD
0OIIIECTBA, COCTOSIHUE TTPABOBOM CUCTEMBI, Pa3BUTUE IKOHOMHUKHU U TEXHOJIOTHH.

4) YpoBEHb OTIENBbHBIX KOMIAHWUK (MPEANPHUSITAA W OpTaHU3alui) —
COOOIIECTBO  TMOJb30BaTeNe  MHGOPMAIMOHHBIX  CHUCTEM, TaK WM  HWHa4e
3aMHTEPECOBAHHBIX B COOCTBEHHOM  WH(MOpMAIMOHHOW  0€30mMacHOCTH |
00eCIIeYnBAOIINX 3aIUTYy HMMEIONUXCS y HUX HWH()OPMAIMOHHBIX PECypCcoB
COOCTBEHHBIMHU CUJIAMHU.

Takxe OTHEIbHO MOXHO BBIICIUTh JIONOJHUTENBHBIA  ITPOMEXKYTOUYHBIN
YPOBEHb, BKIIOYAMOIMIMA B Ce€0S KOHCAITHMHTOBHIE W BHEAPEHUYCCKHE KOMIIAHUH,
y4deOHbIE TEHTPHI (BKJIIOYAs TakXKe COOOIECTBO CIEIHUATUCTOB, 3aHUMAIOIIXCS
KOHCYJIbTAIIMSIMU, BHEJIPCHUSAMH W OOyYEeHHEM B WHAUBUIYAJLHOM IOPSJIKE),
pabotaromue B chepe uHPOPMANMOHHOM OE30MACHOCTH U JCHCTBYIOIIME Kak
CBSZYIOIIEE 3BEHO MEXKIY PAa3IMYHBIMU OpPTaHWU3AIMOHHBIMU YPOBHSMH, a TaKkKe
MPEACTABISIONINE  WHTEPEChl  PA3IMYHBIX  yYaCTHUKOB  WH(OPMAIMOHHOTO
B3aUMOJCHUCTBU.

Bce »atu cocraBusiomue  00pa3yloT  CBOEOOpPA3HYI0  OpraHU3alMOHHYIO

Uepapxulo, MPEJACTABICHHYIO HA PUCYHOK 2.
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Tema 2.1 — IIpeanochbIKM U1 OCHOBHBIE HAMPABJICHUS PA3BUTHS TIJITAHUPOBAHUS U YIIPABICHUS
MH(POPMAIIMOHHOH 0€301MacHOCTHIO
(ITnannpoBanue U yrpasiieHHE HHPOPMALIMOHHOH 0€30I1aCHOCTHIO)

Mesxaysapoauste opranusauss (ITU ...)

/

Vposens kpynesx UT-kommannii (Microsoft ...)

["ocyaapeTBeHHBI YPOBCHD

MALHELIITAIHOM
AITHHIHEREDH]

OPI'AHH3BAIIHH - BJIAJIE/IBIIBI HH®OPMAITHOHHBIX PECYPCOB

Pucynox 2 — Hepapxusi ypoBHEH OpraHM3allMOHHOW paboOThl B cdepe HHPOPMAITMOHHON
6e301acHOCTH

Crnenyer moOHUMAaTh, UYTO CYOBEKTBI, HAXOMSAIIMECS HA BEPXHUX CTYIMEHSIX
JAHHOW uWepapxuud (B YACTHOCTH, TOCYAApCTBEHHbIC OpraHel, KpymHbie |T-
KOpIOpalnu), BEICTYIIAIOT HE TOJIBKO KaK BJIaI€NbIbl COOCTBEHHBIX HH(GOPMAIIMOHHBIX
pECYpCcoOB, TPeOYIOUIMX 3allUThl, HO M KaK CYOBEKTHI, KOTOpbIE BO3JCHCTBYIOT Ha
HHPPACTPYKTYpPy, JISKAIIYI0O B OCHOBE OOMEHA U XpaHEHUs WH(pOpMAIUH, a TaKKe Ha
OOIIIECTBEHHO-DKOHOMUYECKHE OTHOIICHHS, BIMSIONME Ha WHGOPMAIMOHHYIO
oe3zonacHocTh. M TOT (akT, 4TO Takue CyOBEKThl CaMU YIESIOT 3HAYUTEIbHOE
BHUMaHUE 3allluTe COOCTBEHHBIX PECypcoB (BKJIAABIBAIOT CYILIECTBEHHBIE CPEICTBA B
oOecrieyeHne MHMOPMAIIMOHHON 0€30MaCHOCTH, MHULIMUPYIOT HOBbIE Pa3pabOTKU AJis
COOCTBEHHBIX HYXK/I, UCIIOJIB3YIOT HanboJiee mepeoBbie TEXHOJIOTHU B 3TON chepe u
np.), He JOJDKEH OTBJIEKaThb BHUMAaHHE OT TOrO OOCTOSITENBCTBA, UYTO 3THU CYOBEKTHI
(daKkTUYECKU CO3AI0T HHPPACTPYKTYPY ISl TIOBCETHEBHOU ACSITETLHOCTH MHOXECTBA
KOMITaHWUM, OpTaHu3alui, Jojeld, NpodecCHOHATBHBIX W OW3HEC-COOOIIECTB W
UCTIONB3YIOT JIJISl 3TOTO OPTaHU3AIIOHHBIE METOJIbI U TIPUEMBI, KOTOPBIE CYIECTBEHHO
OTJMYAIOTCA 10 CBOEH NpUpOJE OT METOAOB, XapaKTepPHBIX JUid paboOThl IO
o0ecnieyeHn0 MH(OOPMALIMOHHONW O€30MacCHOCTH OTIENbHBIX CYOBEKTOB W 3allUTe

OTACIBHBIX I/IH(bOpMaIII/IOHHBIX AKTHUBOB.
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Tema 2.1 — IIpeanochbIKM U1 OCHOBHBIE HAMPABJICHUS PA3BUTHS TIJITAHUPOBAHUS U YIIPABICHUS
MH(POPMAIIMOHHOH 0€301MacHOCTHIO
(ITnannpoBanue U yrpasiieHHE HHPOPMALIMOHHOH 0€30I1aCHOCTHIO)

Htak, HeE0OXOIMMOCTh  CaMOCTOSITEIBHOTO  PAacCMOTpPEHHs]  CyOBEKTOB,
OTHOCAIIUXCS K BEPXHEMY YPOBHIO, C TOUYKH 3PEHUSI OPTraHU3allMOHHOTO HCIOIb3YIOT
U METO/[IbI, XapaKTEepPHBIE JIJIsl CYOBEKTOB HIKHETO YPOBHS MPEICTABICHHON HEPapXHH,
T.K. SIBJIIIOTCS BJa/IeNIbIIaMH COOCTBEHHBIX MH(POPMAIIMOHHBIX PECYPCOB.

[IpencraBienHoe pa3jelieHHe Ha YpPOBHHU JOJDKHO OBITh OCHOBOM miig Ooliee
I[EJICHAIIPABICHHOTO Pa3BUTHSI CUCTEMbI MEHEIP)KMEHTA U HaJaKWBAHUS B3aWMOCBSI3EH
MEXy pa3IMuHbIMH YPOBHSIMU OPIaHU3AallMOHHOW palboThl. BakHOCTH BbLAENEHUS U
CaMOCTOATENIHOTO PAaCCMOTPEHHUS] BEPXHUX YPOBHEW yIpaBIEHUECKOW padOThI
0OyCIIOBJIGHAa TEM, YTO IEJCHANPABICHHOE OCO3HAHUE OPraHMU3AIMOHHBIX BOMPOCOB,
CHEUM(PUUHBIX JUIsI BEPXHUX YPOBHEH HEpapXuM, U HMX pElICHHE IO3BOJUT Ooiiee
3¢ ($EeKTUBHO pemiaTh 3aJa4d Pa3BUTHS HAIIMOHAIBHBIX M PErMOHATBHBIX SKOHOMHK B
LEJIOM U OTJEIBHBIX OTpaciel (TeIeKOMMYHHUKAIMHU, (PMHAHCOBBIE YCIYTH U IIp.), & HE
TOJIKO peIIaTh 3a/Ja4dl OTAEIBHBIX CYOBEKTOB, YYaCTBYIOIIMX B HH()OPMAIIMOHHOM
oOMeHe.

OcHOBHBIE OCOOEHHOCTH OpPTaHU3AIMOHHONW pabdOThl Ha KaXIOM U3

MEePEYUCIICHHBIX YPOBHEN OpraHU3alluy MpeICTaBIeHbI B Tadsmile 1.

//’—’\\N KOHCAaTTHHIOBRIE KOMIAaHHH

MexIyHapoIHEe OpPraHH3alHe & /‘/ . |—'|
< / \
e Y b\
o/ Hngpacrpyk- |\ \ \
I'mobansnse HT-kommammn | —~_/ Typa uudo- l
— - )
/,}.\ pPManHOHHOM / l ||
y rd \ ‘/
"\ De30macHoCTH /. {7
[ocyaapcTBeHBER s — \ P e \V
o J g
CIPYKTYPHL = \""‘*-\ - - Coobmectso
-t N :\_._‘ - —\\_,/'-(
S~ 2 noJb30BaTe/ 1k
~—m T
T HHEGOPMANHORHEIX
cHCTeM

Pucynox 3 — BzaumocBsi3u ypoBHe# opranuzanuy HHGOpMaImoHHOH 0€301acHOCTH
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Tema 2.1 — IIpeanochbIKM U1 OCHOBHBIE HAMPABJICHUS PA3BUTHS TIJITAHUPOBAHUS U YIIPABICHUS
MH(POPMAIIMOHHOH 0€301MacHOCTHIO
(ITnannpoBanue U yrpasiieHHE HHPOPMALIMOHHOH 0€30I1aCHOCTHIO)

Tabnuna 1 u pucyHok 3 HArMAAHO JEMOHCTPUPYIOT MPUYHHBI, 1O KOTOPHIM
KOKIBIH W3 YPOBHEW OpraHu3allMOHHOM paboTel B cdepe HHDOPMALMOHHON
0€30MMacHOCTH HYX/IaeTCs B UHAMBHAYAIBHOM IMOIX0/I€ U MPUMEHEHUH CHEIM(PUUHBIX
METOJIOB OpraHM3allMi M YIpaBieHHUs. B COOTBETCTBUM C 3TUM pa3JeleHUEM U
CTPOUTCS CTPYKTypa HACTOSILEro Kypca, OHa BKJIIOYAaeT B ce0sl pPaccMOTpEHHE
OCHOBHBIX (GOopM U© TmNpueMOB  OpraHu3alu  padOTBl MO  OOECIEeUEHUIO
UH(POPMAIIMOHHON 0€3011aCHOCTH Ha OCHOBHBIX NIEPEUNCIIEHHBIX YPOBHSIX:

— Ha YpOBHE MEXIYHapOJIHBIX MPO(ECCHOHANBbHBIX OpraHu3anuii u OusHec-
COOOIIECTB;

— Ha YPOBHE KpPYIHBIX ITOCTaBUIMKOB TEXHMYECKUX (IPOrpaMMHBIX M
anmapaTHbIX) CPEICTB 00pabOTKH U mepeAauu MH(POpMalMK, UMEIOIINX BIHUSHUE Ha
COCTOSIHUE HWH(OPMAIMOHHOW 0€30MacCHOCTH  OOJIBIIOTO 4YHCJIa MPEANpPUATUH,
OpraHu3alyii U MHAUBUIYAIBHBIX I10J1b30BaTENEH;

— Ha YpPOBHE TOCYJapCTBEHHBIX OpPraHoB (B YaCTHOCTH, HPABUTEIbCTB
OTJIEIbHBIX CTPAH);

— HAa YPOBHE OTHEIBHBIX NPEANPUATHH, YUYPEKICHUM UM OpraHu3alni,
SBJISTFOLIUXCSI HENOCPEACTBEHHBIMU BJIa/I€JIBLIAMU " 10JIb30BATEISIMU
MH(POPMAIIMOHHBIX PECYPCOB.

Taxxe paccMaTpuBarOTCsl BONPOCHI pPabOTHl CHENUATU3UPOBAHHBIX KOMITAHUHN
(KOHCQJITHHIOBBIX, TEXHOJIOTMYECKUX, CTPAaxOBBIX), MPEIOCTABISAIOIINX pa3InYHbIC

YCIIYTH, KOTOPBIE CBS3aHbI ¢ o0ecriedueHueM HH(POPMAIMOHHON OE30MMacHOCTH.
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Tema 2.1 — IIpeanochbIKM U1 OCHOBHBIE HAMPABJICHUS PA3BUTHS TIJITAHUPOBAHUS U YIIPABICHUS
MH(POPMAIIMOHHOH 0€301MacHOCTHIO
(ITnannpoBanue U yrpasiieHHE HHPOPMALIMOHHOH 0€30I1aCHOCTHIO)

Tabmuua 1 — 3agauu, poar U METOJIbI, UCIIOJIb3YeMbIe HA PA3IMYHBIX YPOBHSIX
OpraHU3aIMOHHON paboThI B chepe HHPOPMAITMOHHON 0€30MacHOCTH

Oprasn3zaumoHHbIN OcHoBHBIC 321244 U POJIH OcHoBHbIe cienupuIHbIC
YPOBeHb MeTO/Ibl OPraHU3aLMOHHOM
padoThI
MesxayHapoiHble Pazpabotka IpaBUII u | Koopaunauus paloThI
OpraHu3aluu CTaHJapTOB (B TOM 4YHUCIE U | CHEIUAIUCTOB,  BKCIEPTOB U
CEeTEBbIX IIPOTOKOJIOB), | MCCIIE0BATENEH,
HUMEIOLINX r700abHOE | TPEAICTABIISIONINX pa3iuuHbIe
3HayeHne. OOMEH akTyalbHOM | 3aMHTEPECOBAHHBIE CTOPOHBI
nHpopmanuen u
NPESYIPEXKACHUIMI O HOBBIX
yrposax
I'moGansuble UT- Merononornueckas u | I'nbkoe B3aUMO/ICHICTBUE c
KOMITaHUU OpraHu3aliOHHasl MOJEP)KKA | KIIMEeHTaMHU (moJip30BaTENAMU
WCIIOJIb30BAHUS TPOAYKTOB U | IPOAYKTOB MU YCIYr) C ILEJbIO
yCIyr,  TOCTaBJISE€MBbIX  Ha | MOBBILICHUS 3¢ EeKTUBHOCTH
PBIHOK UCTIOJIb30BaHUs NH(OPMAIIMOHHBIX
CHCTEM M IMOJYYECHHUsI OT3bIBOB IS
JAIbHENIIETO IIOBBIIIECHUS
KayecTBa MOCTaBJISIEMbIX
IPOAYKTOB U YCIIYT
['ocynapcTBeHHbIE PerynupoBanue PazpaboTka  HalMOHATIBHBIX H
OpraHU3alMH HCIIOJI30BAHHUS MEXKTYHApOIHbIX IpaBUI
MH(GOPMAIIMOHHBIX CUCTEM MU | (3aKOHOB, KOHBEHIIUIA,
pacrpocTpaHeHus COTJIAIICHU I u np.),
uHpopMaIu C LENbI0 | PETYIMPYIOIIMX  OTHOLIEHUS B
HEJONYIEHUs UH(POPMALIMOHHOM cepe;
MIPOTUBONPABHBIX  JEHCTBHM, | OCylleCTBIEHHE  KOHTposd (B
yuepba JpyruM Y4acTHUKAM | pa3iMyHbIX dopmax).
uHpOpMallMOHHOTO  oOMeHa, | OcylecTBIeHHE
oOLIECTBY U TOCYJIapCTBEHHBIM | IPABOIPUMEHHUTEIBHOM U
oprasam IIPABOOXPAHUTEIBLHOU
JESITEIBHOCTH
[Tonp30Barenu 3ammra cOOCTBEHHBIX Briaenenue noapasneneHuil u
UH(POPMAIIMOHHBIX MH(POPMAIIMOHHBIX PECYPCOB CIEMAINCTOB, OTBeYaromux 3a M1b.
CUCTEM — BJIJIENbIIbI Pa3pabotka u npumeHeHHE
uHpopMaun BHYTPEHHUX TMOJUTUK U TpPaBUII

0€e30I1aCHOCTH

Koncanruurossle u
BHEJIPEHYECKUE
KOMITaHHH, paboTaronme
B chepe Ub

BrinonHenne HEKOTOPBIX
¢bynkuuit b Ha ycrnoBusx
ayrcopcunra. Pazpabotka u
BHEJIPEHHE WHINBUIYATbHBIX
pemenuii B cpepe UMb Oonee
3¢ (HEeKTHBHO, YEM 3TO MOTIHU
ObI crenaTh CaMM BIIAJEIbIIbI
MH(POPMAIIMOHHBIX PECYPCOB

Haxormuienne u 00001eH1Ee
TEOPETUYCCKUX 3HAHUU U
HpaKTI/I‘ICCKI/IX HABBIKOB C IICJIBHO
CO3JaHusI U BHeI[peHI/IH
OpFaHI/ISaHI/IOHHLIX U TCXHUYCCKUX
pelleHH B MHTEepecax KIIMEHTOB
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Tewma 2.2 — [ImanupoBaHue U ynpaBlieHHEe HHPOPMAITMOHHON 0€30MacHOCThIO Ha
rOCyJapCTBEHHOM YPOBHE: OOIIUE MPUHIIUIIBI U POCCUIICKAs TPAKTHKA
(ITmanupoBaHue U yrpaBicHHEe HHPOPMAIIMOHHON O6€30IMacHOCTHIO)

1 IlpeAnochbUIKH Pa3BUTHS TOCYJAPCTBEHHOI0 YNpaBJjieHHs B cdepe
HH(poOpMaALMOHHOI 0€301aCHOCTH

OcHOBHBIE 337]a4i TOCYJapCTBEHHBIX OpraHoB B cdepe MHGOPMAIMOHHON
0€30MMacHOCTH, TaKXe KaK U BO MHOTHX JpYruX cdepax, CBSI3aHBI C OXpaHOU
OOIIIECTBEHHBIX UHTEPECOB, MPEIOTBPAILIEHUEM IPOTUBOIIPABHOMN NEATEIBLHOCTH, a
TaKKe C 3allUTOM MHPOpMalMU, UMEIONEH TOCYJAapCTBEHHYIO Ba)XKHOCTb
(BOGHHBIX CBeleHUM, WHPOPMALMU O KOCMHUYECKUX M SACPHBIX TEXHOJOTHUSX U
np.). IIpu 3TOoM pemieHne BonpocoB MHPOPMAITMOHHON OE€30MaCHOCTH B YAaCTHOM
CEKTOpE HSKOHOMHUKH, KakK TMPaBUJIO, SBISETCS MPEPOTaTUBON CaMUX YACTHBIX
KOMIIAaHUM U OpraHu3aluii, a BMEUIaTEeIbCTBO TOCYIapCcTBa B 3Ty cepy TOJIKHO
ObITh MUHUMHU3UPOBAHO. TakuM oOpa3oM, Ha MPAKTHKE MAESITEIbHOCTh OpPraHOB
BJIACTH, KaK MPABUJIO, KOHIICHTPUPYETCS HAa PEIIEHUU BOIPOCOB HHGOPMAITMOHHON
0€3011acHOCTU BHYTPH OTAENIBbHBIX c(hep, KOTOpbIE CUMTAIOTCS HarboJiee BaKHBIMU
U 00ecTiedeH s TOCYJapCTBEHHOM 0€30MacHOCTH U JOCTHKEHHUS MOJTUTHIECKIX
eJIei: BOOPYKEHHBIC CHIIbI, BHEIIHAS pPa3BEAKa, CTPATETHUYECKHE TEXHOJOTHUHU
(Hampumep, KOCMHUYECKHE, aTOMHBIE W BOEHHBIE), TOCY/IapCTBEHHbIE (DUHAHCHI,
OOIIIECTBEHHAss CTa0WJIBHOCTh W HEKOTOphle Jpyrue. Perennio BOMpPOCOB
uH(OpMAITMOHHONW 0€30MacHOCTH B JAPYIMX O00JacTsIX TOCYJIapCTBEHHBIMU
opraHamu, Kak IMpaBUJIO, VYAENAETCS MEHbIIe BHHUMaHHS. [ OCynapCTBEHHBIC
OpraHbl MOTYT pelIaTh OnpejesieHHbIe 3a7aud MH(POPMAIMOHHON 0€30MacHOCTH,
HE OTHOCAIIMECS HAMpsAMYI0 K 3alUTe TOCYAapCTBEHHBIX HMH()OPMAIIMOHHBIX
CHCTEM, B T€X CIlydasx, KOTJa BBITOJBI OT TOCYJAapPCTBEHHOTO BMeEIIATEIhCTBA
CYIIECTBEHHO MPEBBIMIAIOT 3aTPAThl M PEUICHUS, TIpe/iaracMblie TOCYAapCTBOM, HE
COCTaBJISIFOT KOHKYPEHIIMU aJIbTEPHATUBHBIM pEICHUSIM (yCIyraMm, TEXHOJIOTHSIM,
METOJMKaM M TIp.), KOTOpbIE Mpejaratorcs (Wil TOTEHIMAIbHO MOTYT OBITh

HpeI[J'IO)KeHBI) HYaCTHBIMHU KOMITaHUSIMH.
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JlesiTenbHOCTh TocyAapcTBa B cepe MHGOPMAIMOHHON OE30MacHOCTH, Kak
MPaBUJIO, CTPOUTCA Ha Oosiee OONIMX 3aJadax TroCyJAapCTBEHHOW BJIACTH, TAKUX
KaK:

— o0ecreyeHne  COIMATBbHO-PKOHOMHUYECKOTO  pPa3BUTHS  CTpaHbl U
YCTOHYMBOCTH (PMHAHCOBOM CHUCTEMBI;

— COXpaHEHHE TOCYJapCTBEHHOW U TMOJUTUYECKOM CTaOMIIBHOCTH B
CTpaHE;

— COXpaHEHHE MU pa3BUTHE JAEMOKPATHUYECKMX HMHCTHUTYTOB OOILIECTBA, a
Tak)ke o0ecrieueHre npas U CBOOO rpakiaH;

— COXpPaHEHHE CyBEpPEHHUTETA IOCY1apCTBa;

— YKpeIuieHHe 3aKOHHOCTH U MPaBOIOPSIIKA;

— YYacCTHE B JKU3HU MEXIYHAPOHOTO COOOIIECTBA.

ITo cBoeli npupoae GpaxTopsl, ONPEAEISIONINE COCTOSHUE HHPOPMALIMOHHON
0€30MacHOCTH U, COOTBETCTBEHHO, JEATENIbHOCTh TIOCYAapcTBa B 3TOHl cdepe,
MOJIPA3JIETSIOTCS Ha:

— OpraHM3alMOHHO-TEXHUYECKUE,;

— IOJIUTHYECKHUE;

—  COUMaIbHO-3KOHOMUYECKUE.

OpranuzanuoHHasi JAeSTeNbHOCTh rocyaapcTBa B cdepe mHGOpMalMOHHON
0€3011acHOCTH, KaK MPaBUJIO, CBOJUTCS K IPOTUBOJIECHCTBUIO PA3IMUHBIM YyTPO3aM:

1) BHemHMM, TakMM KakK JeSTeIbHOCTh WHOCTPAHHBIX CIEICITYKO U
BOOPY)KEHHBIX CHJI, BpaxJeOHas SKOHOMHUYECKAs M TEXHUYECKas IMOJUTHKA
OTIEIbHBIX TOCYJAapCTB, arpECCHBHBIE PBIHOYHBIE CTPATETHMH  KPYIIHBIX
MEXIYHAPOJHBIX KOPHMOPALMUA U (PMHAHCOBO-TPOMBIIIICHHBIX TPYII, HE3aKOHHAs
JEATEIbHOCTh MEXIYHAPOJHBIX MPECTYIHBIX U TEPPOPUCTUUYECKUX TPYIITHUPOBOK
U Tp.

2) BHYTpeHHHM, TakuM KaK JAEATEIbHOCTh KPUMUHAIBHBIX CTPYKTYp B

chepe obOpamieHus: nHGOpMAIUK, HEMPABOMEPHBIC IEHUCTBHS TOCYAAPCTBEHHBIX
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CTPYKTYp, XaJaTHOCTh WJIM IIeJICHANpaBiICHHbIC HaAPYIICHUS, OIyCKaeMble
rpaXAaHaMUd ¥ OpraHU3alUsIMU MPU UCTIOIb30BAaHUH WH(OPMALIMOHHBIX CUCTEM U
oOpamenun uHGOpPMAILUM, HapylieHUs B pabore HWHGOPMAIUOHHBIX U
TEJIEKOMMYHUKAIIMOHHBIX CUCTEM U TIP.

Takum oOpazoM, JIesTeIBLHOCTh TOCYAApCTBA B 3TOM cepe HampapiieHa Ha
HEUTpaIM3aIMIO CYIIECTBYIOIUX Yrpo3 HHPOPMAIMOHHON 0€30MacHOCTH ¢
y4eTOM BceX (aKTOpOB, BO3JACHCTBYIOIIMX KaK Ha CaMd YIPaBISIONINE
roCyapCTBEHHBIE CTPYKTYPHI, TAK U Ha HH(POPMAITMOHHBIE CHCTEMBI.

2 O01masi MeTo0J10THS U CTPYKTYpPa OPraHu3alMOHHOTO0 o0ecrneyeHus
nHGpOPMALMOHHO 0€30I1ACHOCTH HA YPOBHE rOCy/1apcTBa

JUis peleHusi OCHOBHBIX 33/1ay B cepe MHPOPMAIMOHHON 0e30macHOCTH
JICHCTBYIOT BCE OCHOBHBIE OpraHbl TOCYJapCTBEHHOW BIIACTH W YIPABICHUS:
CylneOHbIe, OpraHbl HCIOJHUTEIBHOW BJIACTH, IPABOOXPAHUTEILHBIE OpPraHbI,
OpTraHU3alH ¥ TPEIIPUITHS, KOTOPbIE KOHTPOIHUPYIOTCS TOCYIaPCTBOM M UMEIOT
JOCTYI K MH(QOpPMaIMHU, COCTABIISIIONIEH rOCyJapCTBEHHYIO TallHy, U TIp.

Hist  obecrnieuenus HWHPOPMAIMOHHOW OE€30MACHOCTH TOCYJApPCTBEHHBIC
OpTaHbl BHIOJHAIOT CIEAYIONINE OCHOBHBIE (DYHKITHH:

1) BeimonHaOT CcyaeOHble (YHKIMA B OTHOLICHWH JIMI, KOTOPBIC
JIOTYCTUJIU TIPABOHAPYIIICHUSI, CBSI3aHHBIE C MCMOJIb30BAHUEM HH(POPMAIIMOHHBIX
PECYPCOB, U Y4YacCTBYIOT B XO3SHCTBEHHBIX CIOpax, CBS3aHHBIX C HApPYIICHUSMHU
nH(OPMAITMOHHON OE30MTaCHOCTH.

2) OcCyIIecTBISIOT MPABONIPUMEHHUTEIHHYIO JeSITENIbHOCTb,
HETMIOCPEAICTBEHHO PEATM3YIOT MEphl MO 3aluTe WH(OPMAIMOHHBIX PECypCOB
rOCyJapCTBEHHOTO  YIIPAaBICHUS, a TaKXKe BBINOJHIIOT BCE  (PYHKIUH,
HEOOXOMMBIC JJIs pealiu3alii TpeOOBaHU 3aKOHOIaTEIhCTBA.

3) Co3aarwT 3aKOHOAATENIbHYIO 0a3y, 00eCIeYHBAIONIYIO 3alIUTy 0a30BBIX
NpaB YaCTHBIX JIMI, MPEANPUATANH M TOCYAapCTBa, TaKUX KaK MPaBO Ha 3alIUTY

4YacTHOW MH(OpMaIuu, MpaBO Ha 3allUTy KOMMEPUECKOW U OAHKOBCKOW TailHBI,
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paBO Ha OECHPENATCTBEHHBIM NOCTyN K wHpopMmanuu u np. [lanHas GyHKus
OCYILECTBISICTCS 3aKOHOAATENbHBIMH OpraHAMH B COTPYJHHYECTBE C OpraHamH
UCIIOJIHUTENIbHOM ~ BJAcCTH,  OOIIECTBEHHBIMHM  OpraHu3alusIMH,  HAay4dHO-
UCCIIEIOBATEIbCKUMUA ~ YUPSXKICHUSIMU M JIPYTUMH  3aUHTEPECOBAHHBIMU
YYaCTHUKAMHU.

OYHKIIUU CO3[IaHUsI U MOCTOSSHHOTO COBEPIICHCTBOBAHUS 3aKOHOIATEIbHO-
paBoBOM 0a3bl, 00ECIEUNBAIOIICH 3aIIUTY 3aKOHHBIX YAaCTHBIX, KOMMEPYECKHX,
OOIIIECTBEHHBIX U TOCYJapCTBEHHBIX HHTEPECOB, PEATU3YIOTCS 3aKOHO1aTEIbHBIMU
opraHamu (mapiiamMmeHTaMu) rocyaapctB. Kak mnpaBuiio, Bce 3aKOHOJIATENIbHbBIC
GyHKIIMM B JaHHOM cdepe B OOJBIIMHCTBE CTpPaH  OCYILIECTBIISIFOTCS
LHEHTpaIbHBIMU ((penepanbHbIMU) OpraHaMu 3aKOHOJATEIbHON BIaCTH, 4 MECTHbBIE
(peruoHanbHBIE) OpPraHbl TaKUX IMOJHOMOYMH He uMeroT. [[ns co3manus u
HNOJIEpKaHUSI B AKTyaJlbHOM COCTOSSHUM  3aKOHOJaTelabcTBa B cdepe
UHGOPMAIMOHHOK OE30MaCHOCTH B 3aKOHOATENIbHBIX OPraHaX MOTYT CO3/1aBaThCs
npoduIbHBIE KOMUTETHI M KOMHCCHH, KOTOPBIE COCTOSIT M3 WICHOB JaHHOTO
3aKOHO/IATEJIbHOIO OpraHa, UMEIIMX HEKOTOpble 0a30Bble 3HAHUS M HABBIKU B
chepe MHPOPMAIMOHHBIX TEXHOJIOTHA M TPABOBOTO PETYIMPOBAHUS BOMPOCOB
uHpopMalmoHHoro oOmeHa. Kpome TOro, BOIpPOCH COBEPIICHCTBOBAHUS
3aKOHOJIATEIhCTBA B cepe obecnieueHuss HPOPMAIIMOHHON 0€30MaCHOCTH TaKkKe
MOTYT pEIaThCS B Pa3IMYHbIX NPOPWIBHBIX KOMHUTETaX, IOJAKOMHUTETaX |
pabounx  rpymnmax, CHCHHATU3UPYIOIIMXCS  HAa  CMEXKHBIX  mpoliemax
TOCYIapCTBEHHOTO YMPABICHHUSI U COIMAIBLHO-KOHOMHYECKOTO DPETyTUpOBaHUS,
TaKUX KakK:

— HayKa 1 00pa3oBaHUE,;

— HaIMOHaJbHas 0€30ITaCHOCTD;

— o00opoHa;

— MOJMUTHKA B cepe CBA3U, MHPOpMaLUK U MH(DOPMATU3ALINH;

— HPOMBIIIJICHHAA U SKOHOMHWYCCKAA ITOJIMTHKA U IIP.

4



Tewma 2.2 — [ImanupoBaHue U ynpaBlieHHEe HHPOPMAITMOHHON 0€30MacHOCThIO Ha
rOCyJapCTBEHHOM YPOBHE: OOIIUE MPUHIIUIIBI U POCCUIICKAs TPAKTHKA
(ITmanupoBaHue U yrpaBicHHEe HHPOPMAIIMOHHON O6€30IMacHOCTHIO)

Jnsg  pa3paOOTKM  COOTBETCTBYIOIIMX  HOPMATHBHO-TIPABOBBIX  aKTOB
nojpaszeneHuss (KOMUATETbl M MOJKOMHTETHI) OPraHOB 3aKOHOAATENbHOW BJIACTH
MOTYT TpPHUBJIEKaTh JUIsi COBMECTHOM pabOThl OTBETCTBEHHBIX CIICIMAIIMCTOB,
PYKOBOAMTENEH, aHATUTUKOB U SKCIIEPTOB, pabOTAIOIINX B!

1) Hay4HO-HMCCenOBaTEIbCKUX OPTaHU3aLUAK, CHCIHATM3UPYIOIIUXCS Ha
COOTBETCTBYIOIIUX MpoOiemMax HHPOPMAITMOHHBIX TEXHOJIOTUHN U YIIPABICHUS.

2) OpraHax HCIOJHHUTEIBHON BiacTH (MHHHCTEPCTBAX, OTBEUAIONIMX 32
HAay4YHOE U TEXHUYECKOE Pa3BUTHUE, T.H. «CWIOBBIX» MUHHUCTEPCTBAX U BEIOMCTBAX,
IOPUIUYECKUX BEAOMCTBAX U Ip.).

3) YacTHBIX MPEANPHUATHAK, & TAKKE OOIIECTBEHHBIX U POPECCHOHATBHBIX
OpraHu3alusX, KOTOpbIe 3aHUMAIOTCS OKa3aHUEeM WH()OPMAIMOHHBIX YCIYT,
MOCTaBKOM MH()OPMAIMOHHO-TEXHUYECKUX MPOAYKTOB, CIEIUAIU3UPYIOIINXCS Ha
pa3BUTHU UHGOPMAIIMOHHBIX TEXHOJIOTHH U TIp.

[Ipouenypsl coriacoBaHusi, NMPUHIATHS W YTBEPKICHHUS 3aKOHONATEIBHBIX
aKTOB, a TAKXE MPOLEIYPbl KOHTPOJIS 3a JEUCTBUSIMH OPTaHOB HCITOJIHUTEIBHON
BJIACTU B KaXKJIOM CTpaHE OIPEHCISAIOTCS B COOTBETCTBUM C JEHCTBYIOLIUM
3aKOHO/IAaTEIbCTBOM (KOHCTHTYIIUCH).

JlesITeNnbHOCTh UCTIOJIHUTENBHBIX OPraHOB IOCYJapCTBEHHO BiIacTu B cepe
obecnieueHnss WHGOPMAIMOHHOM O€30MaCHOCTH HaNpaBlieHA Ha pealu3aluio
JEUCTBYIOIIMX B TOCYAAPCTBE 3aKOHOB W HEMOCPEACTBEHHYIO 3aIlIUTy MHTEPECOB
rOCyIapCTBEHHOM  BJIACTH, TPaXJAHCKUX IMpaB MW  IIpaB  KOMIIAHWH,
OCYILECTBIISIFOIINX XO3SUCTBEHHYIO IEATENBHOCTD.

Konkpetrnass paboTa OpraHoB HCIOJHUTENBHOW BJIAaCTU B cdepe
uHGOPMAIIMOHHON 0€30MaCHOCTH, KaK MPaBUIIO, OCYLIECTBISIETCA MO0 HECKOIbKUM
OTHOCHUTEJIBHO CAMOCTOSITEIIbHBIM HAITPABIICHUSIM:

1) JlunensupoBaHue u cepTUUKALUS TPSANPUATHA W OpPraHU3aAIHM,
3aHUMAIOIIUXCSA  IPOU3BOACTBOM, IPOJAKEW YCTAHOBKOM M  HACTPOMKOU

IMPOIrpaMMHBIX W allllapaTHBIX CPEACTB 3alIUThI I/IH(I)OpMaHI/II/I.
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2) HenocpencTBeHHOE OCyIIECTBICHUE (YHKIUH 3amuThl HHOOpPMAIUKN B
TOCY/IapCTBEHHBIX YUPESKICHUSAX U CHyk0ax (IpaBUTEIBCTBO, BOOPY>KEHHBIC
CHJIBI, OPTaHbl BHYTPCHHHUX JICJT U TIP.).

3) OcymecTBIIeHUE MEXKIYHAPOJHOTO COTPYIHUYECTBA B c(hepe 3alluThl
uHpopmaluu (B3aMMOJCICTBUE C MPABUTEIHCTBAMH U TPABOOXPAHUTEILHBIMU
opraHamMu Tp. CTpaH) Kak B IelsIX OOIIero pa3BUTUA HHPPACTPYKTYpPHI
UHGOPMAITMOHHON OE30MaCHOCTH, TaK U I pa3pelIeHUs OTACTbHBIX HHIIUJACHTOB
(pacKpbITHS IPECTYIUICHUHN | TIp. ).

4) OcymIecTBICHHE MPAaBOOXPAHUTEIBHON JIEATCIBHOCTH B chepe 3amuThl
uHpopMaluu (YroJOBHOTO MPECIENOBaHUS JIUI U MPECTYIHBIX TPYHNIUPOBOK,
COBEpUIAIOIINX IPOTUBONpPABHBIE JIEUCTBUSA, COJIEPKALIUE MPU3HAKU YTOJOBHBIX
IpeCTyIICHU B COOTBETCTBHUH C JIEUCTBYIOLTUM YTOJIOBHBIM
3aKOHO/IaTEIbCTBOM).

5) Tlomnmepkka Hay4YHBIX HCClieioBaHME B chepe wuHDOpMAITMOHHOM
0€30MacHOCTH.

6) IMomnmepkka oOpa3oBaHWUS W  TOATOTOBKM  KaJapoB, a  TaKke
peryiMpoBaHue JCSITEIbHOCTH  O00pa30BAaTENBbHBIX  YUPEXKICHUH  (BKIFOYAS
YCTaHOBKY 00pa30BaTeNbHbIX CTAaHIapTOB).

7) PaspaboTka  TOCYIapCTBEHHBIX  CTaHIAPTOB,  OTHOCAIIMXCS K
OpraHM3alMid ¢ TEXHOJOTUSAM 3amuThl uHpopMammu (IPOrpaMMHBIM |
anmapaTHbIM CPEJCTBAM, CPEACTBAM KPUIITOTpapuu U 1p.).

8) VYcraHOBJICHHE KOHKPETHBIX MPABHII IIPOU3BOJICTBA, IPOIAKH, IKCIIOPTa,
UMIIOPTa U UCTIONIB30BAHUS CPEACTB 3aIIMThI HHPOPMAIIUH, a TAKXKE OpraHU3aIUsI
CUCTEMBI KOHTPOJISl 32 COOJIIOICHHEM JACUCTBYIOUIMX 3aKOHOB M YCTaHOBJIEHHBIX
TIPaBHIL.

Cynebnple GyHKIMHM, KaK TMPABWIO, PEATU3YIOTCA CyJaMH O0OIen
IOPUCIUKIINH, TaK K€, KaK M JIJIsl BCEX OCTAIbHBIX TPAKAAHCKUX U YTOJOBHBIX JIEII.

CnenuanbHbIX CyneOHBIX WHCTAHIIMH, KOTOpble ObUIM OBl MpeaHa3HAYEHBI IS
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pPacCMOTPEHHUS JIeJI, CBSI3aHHBIX C WH(OpPMAIMOHHONW 0€30MacHOCThIO (TaKUX Kak,
HaIpUMep, CyIbl TI0 TIpaBaM YeJIOBEKa WIIM BOSCHHBIC Cy/bl), HE cymecTByeT. [Ipu
’TOM MOTYT CO3/1aBaThCsl CyAeOHbIE J1Ta0opaTOpuu, CHEUATU3UPYIOIIUECS Ha
MPOBEICHUM DKCIEPTU3, AHAIMW30B M HCCICAOBAHUN PAa3JIMYHBIX 3JIEMEHTOB
WHOOPMAIIMOHHBIX CHUCTEM B CBA3M C PacCielOBaHUSIMH U  CyIeOHbIMU
pazOupaTenbCTBAaMU MO JejlaM O HapymeHusix B cdepe uHbOpMaAIMOHHOM
0€30MacHOCTH.

OcHOBOI  opraHu3alMi TOCYAApCTBEHHOW JESATeNIbHOCTH B  cepe
HH)OPMAITMOHHONW OE30MaCHOCTH SIBIISICTCS HAITMOHAJIbHAS TOJNMTHKA (JIOKTPUHA,
HAllMOHAIBHBIA  IJIaH, HAIlMOHAJIbHAsE ~ cTparerusi)  MHGOPMAIIMOHHOMN
O6e3omacHOCTH. JTOT  JIOKYMEHT, W3JaBaeMblii, Kak MpaBWiIo, TJIaBOU
WCITOJTHUTEIILHON BETBU BIIACTH (TIPE3UACHTOM CTPAHBI) OTPAXKALT:

— OCHOBHBIE HANpaBJICHHS, B KOTOPBIX TOCYJapCTBO  HaMEpPEHO
OCYHIIECTBJISATh  aKTHUBHBIE  JCHCTBUS C  IIEJIbIO  TOBBIIMICHUS  YPOBHS
WH()OPMAITMOHHONW O0E€30MacHOCTH Ha HAIMOHAJIBLHOM YPOBHE (CO3JMaHUE CHUCTEM
0€30MacHOCTH, YHOPSAIOYMBAHUE B3aMMOOTHOIICHUM Pa3IMYHBIX CYOBEKTOB,
MIPECCUCHUE TMPaBOHAPYIICHUHN, pa3BUTHE WHPPACTPYKTYPHl W  TEXHOJOTHI
0€30MacHOCTH U TIP.):

— TMPU3HAHME TOCYJApCTBEHHON BJIACTHIO CYIIECTBEHHOW 3HAYMMOCTH
npobJieM 3amuThl HHGOPMAIIUK sl 00IIeCTBA, JTUYHOCTH, SJKOHOMHUKH U CaMOT'O
rocyJ1apCcTBa;

— COBpEMEHHOE TIOHMMaHWe o0miero gagamadra UHPOPMAIUMOHHON
0e30macHOCTM  HA  HAlMOHAJIBHOM  ypPOBHE:  TOTCHIMAIBHO  YSA3BUMBIC
nH(pOopMaIIMOHHBIE O0BEKThI, UCTOYHUKHU YTPO3 U TIP.

B pamkax yTBep >IeHHOW TOCYIapCTBEHHON IOKTPUHBI WH(DOPMAIMOHHOM
0€30MacHOCTH:

1) OrtnenbHbIC NIPABUTEIHCTBEHHBIC YApEKACHUS HAJCIISTFOTCS

CHeI_II/I(bI/I‘-IeCKI/IMI/I (bYHKI_II/IHMI/I U MOJHOMOYMAMH, CBA3AHHBIMU C YIIPABJICHHCM



Tewma 2.2 — [ImanupoBaHue U ynpaBlieHHEe HHPOPMAITMOHHON 0€30MacHOCThIO Ha
rOCyJapCTBEHHOM YPOBHE: OOIIUE MPUHIIUIIBI U POCCUIICKAs TPAKTHKA
(ITmanupoBaHue U yrpaBicHHEe HHPOPMAIIMOHHON O6€30IMacHOCTHIO)

nH()OPMAITMOHHONW 0€30MacHOCTRIO (KaK B 00IIErocyJapCTBEHHOM MaciiTade, TakK
U B paMKax OIpeneleHHbIX c(ep OTBETCTBEHHOCTH), a TaKXe CO3Jal0TCs
CTHCIMANIbHBIC CTPYKTYPHBIE TOJpa3/ielICHIs], OTBEYAIOIINE 32 PEIICHUE BOIPOCOB
3aiUThl HGOpMAIUU 1 HHPOPMAIMOHHON HHPPACTPYKTYPHI.

2) Cosmaercs cHCTeMa JIOKQJIBHBIX IPABOBBIX aKTOB, PErYJIHPYHOLIUX
OTHOIIICHUSI B cepe 3amuThl HHPOPMAIIHH, a TAKXKE CHCTEMa TOCYAapCTBEHHBIX
CTaHJIaPTOB, OTHOCSIIIUXCS K TEXHOJIOTHUSAM U OPTaHU3AINH 3alUThl HH(OPMALIUH.

3) Co3naroTrcsi CHeNHMaTN3UPOBAHHBIC TPAaBUTEIBCTBEHHBIC OPraHH3alluH,
OTBEUAIONLIME 32 peaTU3alUi0 TOJUTHKH HWH(POPMAIMOHHON O€30MacHOCTH H
pelIeHre OTENbHBIX 3a/1a4 B 3TOM cdepe.

Crienmanu3upoBaHHbIE Oprasl, CO3/1aBaeMble B CTPYKTYpE
WCIIOJHUTEILHOM BJIACTH ISl PEIIeHUs 3a]1a4 MHPOPMAITMOHHOW O€3011acCHOCTH Ha
rOCy/lapCTBEHHOM YPOBHE, KaK MPaBUJIO, MOJYUHSAIOTCS HEMOCPEACTBEHHO TIJIaBe
UCTIOTHUTENILHOM BETBHU BJIACTH, HOCIT CTAaTyC (peiepaibHBIX areHTCTB, KOMHUTETOB
WIM KOMHCCUW M HaJEJCHBl MPaBOM CAMOCTOSITEIbHO H37aBaTh HOPMATHBHBIC
aKThl B paMKax UMEIOIMIUXCS TMOJHOMOYHM, YCTAaHOBJICHHBIX JCHCTBYIOIIUM
3aKOHO/IATeIhCTBOM. M31aBaeMblie TaKM 00pa3oM JOKaJTIbHBIE HOPMATHUBHBIE aKThI
(YKa3bl, IOCTAHOBJIEHUS, UHCTPYKIUH, TIOPSIIKH, ITPaBUIIA U IpP.) HENOCPEACTBEHHO
pEryJMpyloT OTHOLIEHUS B cepe CO3JaHusl, paclpOCTPAHEHUS U HCIOJIb30BaHUs
CPEICTB aBTOMATH3ALIUU U 3aIUTHl HHPOPMAITHH.

['ocynapcTBeHHast cTaHAApTU3ALMS TEXHOJIOTUNA U METOOB, UCIOIB3YEMBIX
B TMpoleccax 3amuThl WH(GOPMAIMH, OCYIIECTBISETCS YIOJHOMOYCHHBIMU
TOCyIapCTBEHHBIMU OpPTaHaMU C IIENIbI0 YIIOPSIOYMBAHMS 3HAHUN O COBPEMEHHOM
COCTOSIHUM TEXHOJIOTUH M METOJOB 3aIlMThl W YCTAHOBJIEHHUS YHHBEpPCAIbHBIX
KpUTEPUEB HAZC)KHOCTH U (DYHKITMOHATLHOCTH JJIsI OTIPEACIICHHBIX TEXHOJIOTHH.

['ocynapcTBeHHass cTaHAApTU3aLUs TO3BOJSET JOCTHYb YHHUBEPCAIbHOCTH

IIpH OHLCHKC HCIIOJIB3YEMbIX TEXHOJIOTUN H METOOOB M, TaKHUM o6pa30M, a0
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ONPEJEICHHONW CTENEHH YINOPSA0YUTh MHOTME B3aMMOOTHOIICHHS, CBSA3aHHBIE C
VCITOJIb30BAHUEM TAKUX TEXHOJOTUN U METOJIOB.

Cranmaptuzanys, OCYyLIECTBIsSIEMass OTHENbHBIMM  T'OCYJAPCTBEHHBIMU
opraHamu, Kak IpaBWJIO, OMHUPAETCS Ha CYIIECTBYIOIIYIO CHCTEMY HMEIOLIUXCS
MEXIYHApOAHBIX CTAHJAPTOB, a HAUWMOHAJIBHBIC OpraHbl, 3aHUMAOLIUECS
CTaHJapTHU3allei, MOIyT NPUHUMATh ydacTue B pa3pabOTKE MEXITYHapOIHbBIX
ctaHaapToB. OCHOBHBIMH OOBEKTaMU TOCYAAPCTBEHHOM U MEXIYHAPOIHOM
CTaHAAPTU3ALMU MOTYT BBICTYNaTh:

— METOAbl ayTEHTU(UKALIHH;

— METOJbl TECTUPOBAHUS (IIPOBEPKHU) U OLIEHKU HH(POPMALIMOHHBIX CHCTEM
Ha IIPEeIMET UX 3alUIICHHOCTH;

— MeToJbl M(POBAHUSA U KPUNITOIpadhUUECKON 3aIUThI JaHHbIX;

— HEKOTOpbI€ JIPYrue 3JIEMEHTHl CUCTEeM oOecrieueHus nHHOPMaIMOHHON
0€30MacHOCTH;

— TEXHOJIOTMHM WACHTU(UKAIMK  TOoJb3oBaTeNell  MHPOPMAIMOHHBIX

CHCTCM.
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3 O6mas noautuka P® B chepe nndopmaunonHoii 6e3onacHocTH

OcHoBoii coBpeMeHHOW monuTuku P® B cdepe uHDOpMALIMOHHON
0€30MacHOCTH MOXKHO cuuTaTh «JlokTpuHy HHPOopManmoHHOM 6e3omacHocTU POy,
yrBepxaeHHyIo [Ipesunentom PO B.B. ITytunsim 05.12. 2016 r. 3TOT 1OKYMEHT:

— OIHUCHIBAET OCHOBHBIC HAIPABIEHUSI MEXKIYHAPOIHOTO COTPYIHUYECTBA
B cpepe nHbDOpMaMOHHON 0€301MacHOCTH;

— OMMHCHIBAET OCHOBHBIE MPEANOCHUTKA (POPMUPOBAHUS TOCYIAPCTBEHHON
MOJUTUKK B JaHHOW cdepe (moTpeOHOCTh B 0€30MacHOCTH, CYILIECTBYIOLINE
MHTEPECHI, yTPO3bl, ICTOYHUKH YIPO3 U 1p.);

— OMNMHCBHIBACT pACHpPEEICHHEe OTBETCTBEHHOCTH MEXIy OCHOBHBIMHU
OpraHaMyd TOCYIapCTBEHHOM  BJIAcTH, peHIalomMMHU  3agadn B cdepe
nH(OPMAITMOHHON 6€30MaCHOCTH;

— ONUCBHIBAET COCTOSIHME Jel B cdepe  00IIerocyJapcTBEHHOro
pEeryIMpoOBaHUs MPOILECCOB MHGPOPMAIMOHHON O€30MacHOCTH Ha MOMEHT
yTBepxaAeHUs JJoKTprHBI (OCHOBHBIE JOCTUKEHUS U HEJJOCTATKH);

— TMEpPEYMCIIIET OCHOBHBbIE HMH(POPMALMOHHBIE OOBEKTHI (B Pa3IMYHBIX
chepax), Ha OXpaHy KOTOPBIX JOJKHA OBbITh HampaBlieHa TOCyJapCTBEHHas
MOJIUTHKA,;

—  TIEPEUYUCISET OCHOBHBIC OpraHHU3aIMOHHBIC WHCTPYMEHTHI,
UCTIONIb3yeMbIe TSI peau3alliil TOCYJapCTBEHHON MOJUTHKU U OCYIIECTBICHUS
rOCyAapCTBEHHOTO yIpaBjeHus B cepe nHGOPMAIIMOHHON O€30TTaCHOCTH,

— TEpevyUCNIseT NMPUOPUTETHBIC HANpaBlICHUS ACSITENbHOCTH TOCYIdapCTBa
(3amauu, TpeOyromme 0e30TiaraTeIbHOTO  pelIeHUsl)) MO  O00EeCleUYCHUIO
nH(OPMAITMOHHON O€30TTaCHOCTH;

— (opmynupyer 6a30BbIe 3a7a4d TOCYAapCTBAa U OOIIECTBA, OCHOBAHHBIC
HETMIOCPEICTBEHHO Ha HEOOXOJMMOCTH BBINMONHEHUsS TpeOoBaHWi KoHcTuTynuwm,

o0ecrieueHuns: CyBepeHUTETa CTpaHbl U 1p.;
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— ¢opMynupyeT OCHOBHBIE METOAMKH, KOTOpbIE TOCYAApCTBO IOJIKHO
UCIIONB30BaTh [UIsi oOecrieyeHuss MHGPOPMAIMOHHON O€30MacHOCTH, a TakKkKe
crnenuuKy NPUMEHEHHS] 3TUX METOJIOB B OTIEIbHBIX 00JIACTSIX OOIIECTBEHHOM
KU3ZHU.

B coorBercTtBHM ¢ [IOKTpMHON TOCYIapCTBO JOJDKHO YAENSATH BHUMAaHUE
nH(OPMAIMOHHON O€30MTaCHOCTH B TAKUX OCHOBHBIX cpepax, Kak:

—  BHEUIHSAS MOJIUTHUKA;

— BHYTPCHHSIA MMOJUTHUKA;

— JIyXOBHAas KW3HB;

— UHGOPMAIIMOHHBIE CUCTEMBI T'OCYAAPCTBEHHOTO YIIPaBJICHUS;

— HayKa U TEXHUKAa;

— 000poHa;

— DKOHOMHKA.

K uymcny mnepBoouepeqHbIX MEpONPUATUN, KOTOPbIE JOJKHBI OBITH
peann30BaHbl HA TOCYAapCTBEHHOM YPOBHE, /[JOKTpHMHA OTHOCHT:

— TMOJrOTOBKY KaapoB sl paboTel B cdepe uHGOPMAIMOHHON
0e30IacHOCTH;

— TPUHATHE U peanu3aiuio (QeaepaabHbIX MPOTPaMM, peHIaronuX
ompenesieHHble 3a7auu  uHopMatuzauuu W oOecrnedeHus: HHPOpMalMOHHON
0e30MacHOCTU: CO3/laHue HWH(OPMAIMOHHBIX AapXUBOB U HMH(OPMAIIMIOHHO-
TEJICKOMMYHUKAIIMOHHBIX CHUCTEM OPTaHOB BJIACTH, pa3BUTHE WHOOPMAIMOHHOU
KyJbTYpbl HACEJICHNUS;

— pa3paboTKy MEXaHM3MOB YIPABJICHUS T'OCYIAapPCTBEHHBIMU CPEICTBAMU
MaccoBOil WHGOPMAIIMM ¥ peaTu3ali TOCYIapCTBEHHONW WHOOPMAIMOHHON
MOJIUTUKH;

—  COBEPILECHCTBOBAHUE 3aKOHOAATEIbHOMN 0a3bl B chepe

WH()OPMAITMOHHBIX OTHOIICHUH;
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— COBEpIICHCTBOBAHME W  PAa3BUTHE  CUCTEMbl  TOCYJApPCTBEHHBIX
CTaHAapTOB B cdepe wHHPOpMATH3AIMN H OOecledeHus HWHPOPMAIMOHHON
0€30MacHOCTH U TIp.

Kak MO0XHO BHIIETh U3 AITOrO MEPEUYHS, a TaKXKEe B IEJIOM H3 TEKCTa
JIOKTpUHBI, OHa  MPEANoJaraeT  ONPEACICHHOE  pacCUIMpPEHUE  MOHSITHUS
«uH(pOpMalMOHHAsE 0€30MaCHOCTh» M BKIIIOUEHHE B HEro0 HEKOTOPHIX BOIPOCOB,
KOTOPBI€ CBSA3AHBI C JEATECIIBHOCTHIO CPEJICTB MACCOBOM MH(POPMAIMUA U APYTUMHU
acniekTaMu MHGOPMAIIMOHHON TOJIUTHKY, HE UMEIOIUMHU MPSIMOTO OTHOIICHUS K
Kareropun «uHdopMaImoHHasi 0€30MacHOCTh» B €€ IEPBOHAYATILHOM MOHUMAHUH.

[Tomumo JIOKTpHUHBI Tak)Ke Ba)KHBIM OCHOBOIIOJIArarOIIUM JTOKYMEHTOM, B
3HAUUTEILHOM Mepe ONpeAeNAoNMM TMOJUTUKY TocydapctBa B cdepe
uHpopMaTuzaM W OOECIeUYeHUs 3alluThl HHPOpPMAIUU, MOXHO CYHUTATh
denepasibHYI0 1IEJIEBYIO mOporpammy «OJekTpoHHass Poccus», peanuzarus
KOTOpOH MutaHupyeTcs B Tpu 3tana B nepuoj ¢ 2002 o 2010 rox. B yactHoCTH,
ONHOW W3 3asBJICHHBIX ILENed peamm3auuu AaHHOM IIporpammsl sBisieTCS
obOecricueHUEe peanu3alnu MpaB Ha «obecrieueHue KOH(PHUIACHIIMATBHOCTH 000
OXpaHsieMON 3akoHOM HWH(opMalMK, uUMeIIeics B  WHOOPMAIIMOHHBIX
cucremMax». B 1enoMm mnpenamnonaraeTcs, YTO BECh KOMIUJIEKC MEPONPUSITHH,
peaycMOTpeHHbIX [IporpamMmoii, JoiKeH O0O0eCreyuTh NPUHIMIUAILHO OoJee
BBICOKMI ypOBEHb HAJEKHOCTH KIIOUEBBIX HMH(GOPMAIMOHHBIX TMOTOKOB Ha
rocyJJapCTBEHHOM YpPOBHE.

Kpome Toro, BaxKHbIMU OPTaHU3YIOIIUMHU JOKYMEHTAMHU, JIEHCTBYIOIIUMH B
3TOM cdhepe Ha roCyITapCTBEHHOM YPOBHE, SIBJISIOTCS:

1) denepanbHbiii 3akoH «O rocy1apcTBEHHOM TaitHE».

2) ®cnpepanbubii  3akoH  «O0  wHpOpManuM,  WHPOPMAIMOHHBIX
TEXHOJIOTHSX U O 3allUTe UHPOPMAITUN.

3) denepanbHbIii 3aKkoH «O0 y4acTuu B MEKTyHAPOIHOM

“H(pOpMAITMOHHOM OOMEHEY.
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CtpykTypa OpraHoB TOCYJapCTBEHHOM BJIACTH, 0O€CHEeYHMBaOLIUX
uH(GOPMAIIMOHHYIO 6€30MacHOCTh B PD:

1) BaxHyio poJib B CHCTEME OPraHOB TOCYJapCTBEHHOW BIIACTH,
OTBEUAIOLINX 3a pElIeHHE 3a/1a4 MHPOPMAIMOHHON O€30MaCHOCTH, UTPACT TaKkKe
Cnyx0a cnenuanbHol cBsa3u U uHpopmaiuu («Creucssizb POy»), ¢ 2004 roga
BXOJIs1as B coctaB DeiepaibHON CITyKObl OXpPaHBI.

2) Bemymmm  rocynapcTBEHHBIM — YUPEXKICHUEM,  HEIOCPEIACTBEHHO
OTBETCTBEHHBIM 3a pPEANU3alMI0 TOCYJapCTBEHHOM MOJMTUKH B  cdepe
MH()OPMAIIMOHHOW ©O€30MacHOCTH M 3allUTy TOCYJAapCTBEHHBIX WHTEPECOB Ha
OOIIeHAlIMOHAJIBHOM YpOBHE, siBJsieTcsl DenepasibHas ciry»k0a 0 TEXHUYECKOMY U
AKCIIOPTHOMY KOHTpOoJit0 — PCTOK.

3) OCHOBHBIM TOCYIapCTBEHHBIM OPTaHOM, OMPEICIISIONIIM MOJUTHKY PD
B cepe 0e30MacHOCTU CTpaHbl B LIEJIOM M HMH(OPMALMOHHONW 0€30MacHOCTH B
qacTHOCTH, sABjsgeTcst Coet Oe3omacHocTH PD.

Bompocsl  moBbIIIEHHMS ~— KadecTBa ~ MHMOPMALMOHHOM  paboOThl |
nH(OpPMAITMOHHOW 0€30MMaCHOCTH pelIaloT TaKxke Apyrue dheaepaibHble OpraHbl (B
npenenax CBOe KOMIETEHIINH):

1) MunHHCTEpCTBO BHYTpEHHHX Jie1 PD.

2) MUHHCTEPCTBO CBSI3U U MAaCCOBBIX KOMMYHHKaIuii PD;

Takke oTAeNbHbIE TOCYAapCTBEHHBIE BEAOMCTBA, MPEIBSABISIONINE 0COObIE
TpeOOBaHMsI K YPOBHIO 3alIMIIEHHOCTH HH(POPMAINH, PEATU3YIOT COOCTBEHHBIC
MEpOTPUATHS 110 00ECTICUEHHUIO AU Thl UH(OPMAIUK:

1) ®Cb (YmupaieHre KOMIBIOTEPHONH U MHPOPMAIIMOHHOW 0E€30MaCHOCTH,
a Taxke LleHTp mo nMMIeH3upoBaHUIO, CEPTUPHUKAIIMN U 3aIIUTE TOCYIapCTBEHHOM
TaliHbl, YpaBiieHue crnenuanbHoi csizu 1 HUM nHbopMaliMOHHBIX TEXHOJIOTH);

2) Munatrom P® u cuctema MOABEIOMCTBEHHBIX €My MPEANPHUITHH (B

cocraBe KoToporo pyuHkuuoHupyet LleHTp « ATom3armmTanuGopm»);
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3) Uentpanbubrii 6ank PO (B coctaBe koToporo GpyHkuuonupyet [ maBHoe
yIpaBiieHHE 0€30MIaCHOCTH U 3aUThI MH(OpMALUK) U TIp.

Coger bezonacnoctu P®, Bosrnasnsiemsiil [Ipesugentom P®D, coctout u3
KJIFOYEBBIX MHUHUCTPOB M pPACCMATPUBAECT BONPOCHl BHYTPEHHEH W BHEUIHEH
nosutuku PO B o6sactu obecrieyeHus: 6€30MacHOCTH, CTPATETUYECKUE MPOOIeMbl
rOCyJlapCTBEHHOM, YKOHOMHYECKOM, 0OIIIECTBEHHOM, 000pOHHOI,
MH()OPMAITMOHHOM, PKOJIOTHYECKOM M MHBIX BUAOB 0Oe30macHOCTH. OCHOBHBIMU
bynkuusmu CoBera be3omacHOCTH SBISIOTCS:

— mnoxaroroBka pemennit Ilpesunenta PP 1o  cooTBETCTBYHOIIUM
BOIIpOCaM, B T.4. IO BompocaMm UHGOPMAIMOHHON O€3011aCHOCTH;

— paccMOTPEHHE 3aKOHOIMPOEKTOB, B pAMKAX CBOEH KOMIIETCHIINY;

— OpraHu3aiusi W KOOpAMHAIuUs pa3paboTKH cTpaTeru B 001acTH
BHYTPEHHEW, BHEIIHEW W  BOCHHOW MOJWATHKH, BOCHHO-TEXHUYECKOIO
COTpyJaHUYECTBa U MH(OPMALIMOHHON Oe3omacHOCTH PD;

— OCYULIECTBJICHHE KOHTPOJIS 3a peajlu3alMeil 3TOM CTpaTeruu OpraHamu
BJIACTHU, OIICHKA BHYTPEHHUX M BHEIIHUX YIpO3 >KU3HEHHO Ba)KHBIM HHTEpEcaMm
00BEKTOB OE30MACHOCTH U BBISIBJICHUE UX UCTOYHUKOB M TIP.

st pemeHust 3amad, CBSI3aHHBIX € oOecredeHueM WH(POPMAIMOHHOM
oeszomacHoct, B coctaBe Cb ¢yHkuuoHupyer co3ganHoe B 1997 rony
VYrpasnenue uHPOpMAIMOHHON 0€30macHOCTH (OJHO W3 BOCHBMHU MPOGUIBHBIX
yIOpaBJICHH), a Takke MeXBEIOMCTBEHHAsS KOMHUCCHA MO0 WH(OOPMAIMOHHON
oe3zonacHocTH. @DYHKIUSAMU YTOpaBieHHs HUHPOPMALMOHHOM OE30MaCHOCTH
SABJISIFOTCSI:

— aHaJIu3 W TMPOTHO3UPOBAHUE CHUTyallud B 001acTH HHGOPMAIMOHHOMN
oe3omacHoctu PD;

— BBISIBICHUE HWCTOYHUKOB OIACHOCTH, OLIEHKAa BHEIIHMX W BHYTPEHHHUX
yrpo3 HHQPOPMAIMOHHON 0€30MacHOCTH W TOATOTOBKA mpemtoxkeHuil CoBery

be3onacHocTH 1o UX MpCAO0TBPAICHHUIO,
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— TMOJrOTOBKAa  NpeMIOKEHUW 1o  mnpoektam  pemenuii  CoBera
be3onacHocTH M HHPOPMALIMOHHO-aHAIUTUYECKUX MAaTEPHAIIOB K €ro 3aceJaHusIM
1o Borpocam odecriedeHus: nHdopmarmonHon 6ezonacHoct Pd;

— moaroToBka mpemioxkeHnii CoBeTy be3omacHOCTH MO BBIPAOOTKE W
peanu3aliid OCHOBHBIX HAIMpaBJIEHWW TIOJMTHKKA TOCyJapcTBa B 00JlacTu
obecnieueHus: nHPpopMarmoHHoM 6e3onacHocty PD;

— mnoxarotoBka mpemioxkenuit Comery beszomacHoctn mo pa3paboTke
MPOCKTOB HOPMATHUBHBIX IPABOBBIX AaKTOB, HAIPABJICHHBIX Ha OOecreyYeHue
nHpopMarmornHou 6e3onacHoctu PD;

— PpacCMOTPEHHUE B YCTAHOBIEHHOM TOPSJIKE MPOEKTOB (eaepabHbIX
LEJEBbIX MporpamMM, HalpaBJICHHBIX Ha o0ecrnedeHrue HWHEGOPMALIMOHHOM
6e3onacHocTu PD, moAroToBKa COOTBETCTBYIOIIMX MPEITIOKECHHI;

— ydYacThe B TMIOJArOTOBKE MAaTEpHaIOB [0 BOMpOcaM OOeCTeUeHHUs
uH(popmamonHon 6e3zonacHoctu PO nns exxeroanoro nocnanus [Ipesunenra PO
OenepanibHOMY CoOpanuto u jyis fokianaos [Ipesunenra PO.

OdenepanpHas Ciayx0a MO TEXHUYECKOMY UM OSKCHOPTHOMY KOHTPOJIIO
(®CTIK), no asrycra 2004 roma u3BecTHasi kKak ['ocygapcTBEHHAss TeXHUYECKas
komuccus nipu [Ipesunenre PO (I'ocrexkomuccust PD), Obuta co3nana B siHBape
1992 rona na 6a3e I'ocrexkomuiccun CCCP no mpoTUBOJAEHCTBHUIO MHOCTPAHHBIM
TEXHOJIOTUYECKUM pPa3BeAKaM, KOTOpas, B CBOKO OYEpEelpb BEIET OTCYET CBOETO
cyiecTBoBanus ¢ ekabps 1973 rona.

[Tpousomeniee B 1992 rogy mpeoOpa3oBaHue OBLJIO CBSI3aHO CO CMEHOMU
MOJIUTUYECKUX  NPUOPUTETOB,  HHTEHCHUBHBIM  PAa3BUTHEM  3JIEKTPOHHBIX
KOMMYHHKAIIMN U CPEICTB BBIYUCIUTEIbHON TEXHUKHA, OTMEHON TOCYIapCTBEHHOM
MOHOIIOJIMM Ha MHOTHUE cephl IKOHOMHUECKONW M TEXHUYECKOW AEATETbHOCTH,
Pa3BUTHEM PBIHOYHBIX OTHOILIECHHUM, PACUIMPEHUEM MEXKIYHApPOJHBIX CBSI3€d U
npyrumu pakropamu. @CTIK, panee nomumHsBmasca Hanpsmyio [lpesupenrty

P®, B npouecce arMuHUCTpaTUBHON pedopmbl OblIa MOAUMHEHA MHUHUCTEPCTBY
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oboponbl. @CTIK sBusieTcss KoyernaabHbIM OpraHoM — B coctaB Kosteruu
BXOJSAT OKOJIO JBaJLATH MPEACTABUTENCH Pa3IMYHbIX MUHUCTEPCTB U BEIOMCTB
(rmaBHBIM 00pa3oM, B paHIe 3aMeCTUTENIed MHUHUCTPOB U JUPEKTOPOB
nenaprameHToB), Takux kak MBI, MUJI, ®Cb, Munatom, ®CO, CBP u mp.

OcunoBubiMu GyHKuuAMH OCTIK sBasitores:

— OpraHu3aiusi ¥ KOHTPOJb 3a TMpOBEJACHUEM pabOT 1O 3aluTe
uH(poOpMalMu B OpraHax TOCYJApCTBEHHOIO YHPABICHUS, OOBEIUHEHUSX,
KOHIIEpHAX, Ha MPEINPUATHSIX, B OPraHU3AMIX U YUPESKICHUAX (HE3aBUCUMO OT
dbopM  COOCTBEHHOCTH) OT YTEYKM IO TEXHUYECKUM  KaHajlaM, OT
HECAaHKIIMOHUPOBAHHOTO  JIOCTynma K  uH(popmanuu,  oOpabaTbiBaeMOi
TEXHUYECKUMHU CPEACTBAMU, U OT CHEIUATbHBIX BO3JIEUCTBUIM Ha MHGOPMAIIHIO C
LEbI0 €€ YHUUTOKEHUS U NCKAKEHUS;

— MOAJEpX aHUE CUCTEMBbI JTULEH3UPOBAHUS JEATEIBHOCTH MPEANPUSIITHI,
OpraHu3alui U YYPExKACHUHN MO OCYIIECTBICHUIO MEPOTIPHUATHI U (UJTH) OKa3aHUIO
yCcIIyr B O0JacTH 3allUThl MHPOPMALMH W CEPTHU(PHUKALMH CPEACTB 3aALIUTHI
uH(popmauuy,

— TMPOBEACHHUE €IMHOW TEXHUYECKOW MOJUTUKU U KOOpIAUHAIUS paboT 1o
3amuTe nHpopmanuu;

Jns peanuzanuu  QyHKIUNA 10 JMieH3upoBaHuio B coctaBe DCTOK
GYHKIMOHUPYIOT 7 pETMOHANBHBIX yMpaBlieHud (1Mo QenepanbHbIM OKpyram), a
Takke 20 oTpaciieBbIX aTTECTALMOHHBIX (JTUIEH3MOHHBIX) IEHTPOB.

Crnyx0a cneruanbHOM cBsa3u U uHpopmaruu (Crerncssass PD), cozganHas B
mapte 2003 rtoma B pamkax DenepasbHONW CIyKObI OXpaHbl Ha 0ase
ynpazgHeHHoro  @efepaqbHOrO  areHTCTBa  NPABUTEIBCTBEHHOW CBS3M U
unpopmaruu (OAIICH), B nienom nmpusBaHa obecreynBaTh (HYHKIIMOHUPOBAHUE
MPE3UJECHTCKON CBSI3M, OPraHU3ALMIO, SKCIUTYaTallMi0 U Pa3BUTHE CHEIUATbHON

CBA3HU AJISI TOCYAAPCTBCHHLIX OPTraHOB W PpC€IIATh APYIMC aHAJIOTUYHLIC 3a1a4u.
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Tewma 2.2 — [ImanupoBaHue U ynpaBlieHHEe HHPOPMAITMOHHON 0€30MacHOCThIO Ha
rOCyJapCTBEHHOM YPOBHE: OOIIUE MPUHIIUIIBI U POCCUIICKAs TPAKTHKA
(ITmanupoBaHue U yrpaBicHHEe HHPOPMAIIMOHHON O6€30IMacHOCTHIO)

[Ipu 3TOM 3amavyamu CHenCBA3U TaKKe SBISIOTCS:

—  BBINIOJIHEHUE TpeOOBaHU obecrieueHus uH()OPMAITMOHHON
0e30macHOCTH 00bEKTOB IOCYIaPCTBEHHON OXpaHbl;

— oOpraHm3zaiysi B CHCTEME CHEIHaTbHOM CBs3M  IMIHM(POBATBHON
JIeSITeIIbHOCTH, OTHECEHHOM K KommeTeHInu CriercBs3u PO;

— OpraHuzainus U OIpOBEACHUE MEPOIIPUATHI MO MPEAOTBPALLICHUIO YTEUKU
M0 TEXHUYECKHM KaHajlaM HWH(OpMaluu B CHCTEMaxX CICHHAIbHON CBS3H,
MH(OPMAIMOHHO-TEXHOJOTUYECKHUX, MH(pOpPMAITMOHHO-aHATUTHYECKHUX u
UH(OPMAITMOHHO-TEJICKOMMYHUKAIIMOHHBIX CHUCTEMax, HAXOMSIIUXCA B BEICHUU
Crerncsssu PO;

— mpoBeAeHHE pPabOT MO 3alIUTe TEXHUYECKUX CPEICTB CHEHUaTIbHOU
CBSI3W, YCTAHABJIMBAEMbBIX B KaTETOPUPOBAHHBIX IMOMEIICHUSIX TOCYIAapPCTBEHHBIX
OpraHoB, BKJII0UYasi 0CO00 BaKHbBIE;

— ydacThe B pa3padoTke | peaju3auud Mep M0 00eCleyeHHUIo
uHopmarmonHot 6e3onacHoctu Poccuiickoii denepanuu, 3amuTe CBEACHUH,
COCTaBJISIIOIINX F'OCYIAPCTBEHHYIO TaliHY;

— yyacTue B pa3paboTKe HOPMATUBHOM TEXHUUYECKOW JOKYMEHTAIMHU IO
BOIIPOCAM 3alIUThl HH(OPMAIIMU B CUCTEMAX CIIELIMAIBHON CBA3H;

— yd4acTHhe€ B CO3J]aHUU, OOCCIICUCHUH U PA3BUTUU CUCTEMBI 3JIEKTPOHHOTO
JTOKyMEHTO000pOoTa rocyJapCTBEHHBIX OpraHoB C UCIIOJIb30BaHUEM
YIOCTOBEPSIOIINX [IEHTPOB.

MUHHUCTEPCTBO CBSI3M M MAaCCOBBIX KOMMyHMKauud PO B juue
noauuHsAomerocss emy @enepalbHOrO areHTCTBa MO  MH(GOPMAIMOHHBIM
TeXHOJOTUsIM (POCMH)OPMTEXHOIOTHUN) OCYIIECTBIISIET U OPraHU3YET CIEIYIOIINe
BU/JIBI paboT B cpepe nHPOpMAITMOHHOM 0€30TTaCHOCTH:

— BEJIEHHE E€JIMHOTO TOCYAapCTBEHHOIO peecTpa CEepTHU(PHUKATOB KIHOUEH
MOJMKICEH YAOCTOBEPSIONINX IIEHTPOB U PEECTpa CepTUDUKATOB KITHOUEH TOHCEH

YIOJIHOMOYEHHBIX JIUL (peIepaNbHbIX OPraHOB rOCYJAapCTBEHHOM BIACTH, a TAKXKe
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Tewma 2.2 — [ImanupoBaHue U ynpaBlieHHEe HHPOPMAITMOHHON 0€30MacHOCThIO Ha
rOCyJapCTBEHHOM YPOBHE: OOIIUE MPUHIIUIIBI U POCCUIICKAs TPAKTHKA
(ITmanupoBaHue U yrpaBicHHEe HHPOPMAIIMOHHON O6€30IMacHOCTHIO)

oOecrieueHre J0CTyINa K HUM TpaKiaaH, OpraHU3aluid, OPraHOB TOCYIapCTBEHHOM
BJIACTU U OPTAaHOB MECTHOT'O CAMOYIIPABJICHUS;

— BBINIOJIHEHHE  (QYHKIMM  TOCYJApCTBEHHOTO  3aKa3uMka Hay4dHO-
TEXHUYECKUX W HWHBECTHIIMOHHBIX TpPOrpaMM H TIPOEKTOB B  cdepe
WH(OPMAITMOHHBIX TEXHOJIOTHH,

— TMOJTBEPXKICHUE MOJTMHHOCTH ANEKTPOHHBIX oAnucen
YIOOJHOMOYEHHBIX JIMI  YJOCTOBEPSIOIIMX LEHTPOB B  BBIJAHHBIX HUMU
cepTuduUKaTax KIO4e moanucei.

YHNOTHOMOYEHHBIM  OpPraHoOM [0  BEACHUIO PEECTpa  JIOBEPEHHBIX
yaoctoepsitommx 1eHTpoB aBisiercs OI'YIT HUU «Bocxony.

OdenepanpHas ciyx0a 1Mo Ham3opy B cdepe CBA3M, MHPOPMAIMOHHBIX
TEXHOJIOTM W  MacCcoBbIX kommyHukanuid  (PockoMHam3op) — sBisercs
YIOJITHOMOUYEHHBIM (pe/iepaibHbIM OPraHOM HMCIOJHUTEIBHON BIACTH MO 3alllUTe
npaB CyOBEKTOB NEPCOHATBHBIX JAHHBIX. B MOTHOMOYMS TaHHOTO OpraHa BXOJUT
MpeceyeHrne HapylIeHU, KOTOpble MOTYT BO3HHUKaTh TMpu 00paboTKe
MEPCOHANBHBIX JaHHBIX TpaxaaH PO.

B cucreme 3akoHOAATENBHOM  BJIACTM  OCHOBHBIM  CTPYKTYPHBIM
nojApa3iejeHueM, MPU3BAHHBIM pPelIaTh BOMPOCHl (POPMHUPOBAHUS U peaM3aluu
rOCyapCTBEHHON MOJUTHKU B chepe nHDOpMaImoHHONW 0€30MacCHOCTH, SIBISETCS
Komurer mo Ge3omacHoctu ['ocymapctBeHHOM aymbl dDenepaqbHOTO COOpaHUs
Poccuiickoii  ®eneparuu. B cocraBe »storo Komwmrera ¢yHKUHOHUpPYET
[ToaxkomuTeT IO MHGOPMAIIMOHHON Oe30macHOCTH. B 3akoHOmaTensHON paboTe B
pamkax 3toro Komurera npuHUMAIOT y4acTHE:

— TMPEICTaBUTEIN BEAYIIUX HAYYHO-UCCIEIOBATEIbCKUX YUPEKICHUN U
y4eOHBIX 3aBE/ICHUM;

— TMPEICTaBUTEIU KPYIMHBIX KOMMEPYECKMX KOMIIAHMM — JIMJIEPOB B
Pa3BUTUM OpPraHU3AIMd M TEXHOJOTUN MHGOPMAIMOHHON Oe30macHOCTH (B TOM

yucie 0aHKOB, TEXHOJOTHYECKUX KOMITAHUW U TIP.);
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Tewma 2.2 — [ImanupoBaHue U ynpaBlieHHEe HHPOPMAITMOHHON 0€30MacHOCThIO Ha
rOCyJapCTBEHHOM YPOBHE: OOIIUE MPUHIIUIIBI U POCCUIICKAs TPAKTHKA
(ITmanupoBaHue U ympaBicHHE HHPOPMAIIMOHHOMN O€30MMaCHOCTHIO)

— IPEeACTABUTENH 0OIIECTBEHHBIX OpraHH3alnu, ¢doHI0B U
npohecCHOHANBHBIX 00BETUHEHUH;

— pykoBoautenn Cosera OezonmacHoctd P® u mp. mpaBUTEIBCTBEHHBIX
OpraHoOB;

— CHEIHAIUCTBI M PYKOBOAMTENH MpodunbHbIX mnoapasaenenuit dCh,

CBP, ®CTOK, MB/] u np. BE1OMCTB.
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Tewma 2.3 — [InanupoBanue u ynpapiieHHe HHPOPMAITMOHHON 6€30MacHOCThIO HA TIPEANPUATUN
(ITnanupoBaHue U yrnpapieHHe HHOOPMALMOHHON O€30MaCHOCTHIO)

1 TIlpeamochblIKM K YHNPABJEHHID HHMOPMAIMOHHOI 0€30MACHOCTHIO
npeanpuATHs

Obecnieuenrie  COOCTBEHHOM  HMH(POPMAIMOHHOW  0O€30macHOCTH  Ha
NPEANpUsATUAX, KaK MPaBUIIO, SBISETCS HEOTHEMJIEMOM YacThiO OOIEH CUCTEMbI
yrpaBieHus, He0OOXOTUMOM ISl TOCTHXKEHUSI YCTaBHBIX LIeTIeH U 3a1a4y. 3HAYUMOCTD
CUCTEeMAaTUYECKOM  IIeJICHANPABICHHOM  JIEATEIbHOCTH IO  OOECIEeYEHUIO
UH(GOPMAIIMOHHON 0€301TaCHOCTH CTAHOBUTCS TeM 00Jie€ BLICOKOM, YEM BBIIIE CTEIIEHb
aBTOMATH3AIMK OM3HEC-TIPOIECCOB MPEATNPHUATHS U UeM OOJIbIIEe «MHTEIUIEKTyalbHas
COCTaBJISIOLIA) B €M0 KOHEUHOM IIPOAYKTE, T.€. YeM B OOJIbILIECH CTENEHH YCIIEUTHOCTh
ACSTENIbHOCTH 3aBHCUT OT HAJIW4YUS M COXpAHEHHs OMpeeNeHHON wuHbopmanuu
(TexHonoruil, Hoy-xay, KOMMepYEeCKUX 0a3 JaHHBIX, MAPKETUHTOBOM MH(pOpPMALIHH,
pe3yJIbTaTOB HAYYHBIX MCCIIEIOBaHUM U Mp.), o0ecreueHns ee KOHPUIEHIUAIbHOCTH
¥ IOCTYITHOCTH JIJIs BIQICTBIEB U TOJIb30BaTenell. Poib nHbopMaluu 1, B 4aCTHOCTH,
T.H. «3HAaHUEBBIX AKTHBOB» B JIEATEIbHOCTH MPEINPUATUN BO3pacTaeT MO Mepe
TuOepanu3aiy MUPOBBIX PHIHKOB, KOTJIa MaTepHUAJIbHBIE aKTHUBBI BO BCE MEHBIIICH
CTCTICHH SIBJSIFOTCSI MCTOYHUKAMU  KOHKYPEHTHBIX TPEUMYINECTB B  CHIY
3HAUUTETFHOTO YMEHBIICHHS TOPTOBBIX OaphepoB. HemarepuanbHble AaKTHUBHI,
CYIIECTBYIONIME OOBIYHO B BHJAE MH(POpPMAIMH, B ITUX YCIOBHUSIX HAYUHAIOT UTPATh
POJTb OJTHOM U3 BEIYIIUX OCHOB JIJIsl TOBBIIIICHHUSI KOHKYPEHTOCTIOCOOHOCTH U PA3BUTHSA
OusHeca.

Ob6ecrnieuenne MHMOPMAIIMOHHOM OE30MACHOCTU TaKXKe, KaK MPaBUIIO, UMEET
00JbIIOE 3HAUYEHHE HE TOJBKO ISl CTPATETMYECKOTO PAa3BUTUS MPEINPUSITHS U
CO37IaHUsI OCHOBHOTO TPOJIYKTa, HO W IS OTACIbHBIX (MHOTZIa BCIIOMOTATEIbHBIX)
HANPaBIICHUN JEATENFHOCTH W OW3HEC-TPOIIECCOB, TaKUX KaK KOMMEPUECKHe
MIEPETOBOPHI U YCIIOBUS KOHTPAKTOB, IIEHOBAS TIOJIUTHKA H TIP.

Kpome Ttoro, 3HaunMocth oOecrieueHus: WHPOpMAIMOHHOW 0€30MacHOCTH B
HEKOTOPBIX CIydasiX MOXET ONpEeAeNATbCd HaluyueM B oOmel cucreme
MH(POPMALIMOHHBIX TOTOKOB MPEANPHUATHS CBEIECHUHN, COCTABISIIOIIMX HE TOJIBKO
KOMMEPYECKYI0, HO M TOCYAapCTBEHHYIO TaiHy, a TaKXe JIpyrue BHUJIbI
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Tewma 2.6 — Ynpasnenue nHPpopManoHHON 0€30MacHOCTHIO TIPEATIPUATHS
(Ynpasienue nHGoOpMaMOHHON 0€30MaCHOCTHIO)

KOH(DUIEeHIUaNbHON MHMOpMaIuu (CBElIEHUS, COCTaBISAIONINE OAHKOBCKYIO TaiHY,
BpaucOHYIO TaliHy, HHTEIUICKTYaJIbHYI0 COOCTBEHHOCTh KOMITAHUI-ITAPTHEPOB U TIp.).
Obecnieuenne HHPOPMAIIMOHHON O€30MacHOCTH B 3TOM cdepe U, B YACTHOCTH,
OCHOBHBIE TPEOOBaHUS, OPTraHU3AI[MOHHbIE MTPABHIIA U MIPOLIETyPbl HETIOCPEACTBEHHO
pernamMeHTHpYIOTCs defepalbHbIM 3aKOHOAATEILCTBOM, U HAJI30p 32 BBIMOJIHCHUEM
TpeOoBaHUil OCyIeCTBIsIETCS PeepalbHBIMU OpraHaMH BJIACTH:

1) Jns cBemeHuUi, COCTaBJISIONIMX TOCYIapCTBCHHYIO TaliHy — DenepanbHbIi
3ak0oH P® ot 21 urons 1993 rona Ne5485-1 «O rocynapcTBEHHOM TallHE» U CBSI3aHHBIE
C HUM II0JI3aKOHHBIE aKTBHI.

2) Jlns cBeeHMi, COCTaBISAIONIMX 0AHKOBCKYIO TaliHy — DenepalibHbIi 3aKOH
«O Oankax M O0AHKOBCKOW AESATENbHOCTU» U CBSI3AHHBIE C HUM CMEXHBIE 3aKOHBI U
ITO/13aKOHHBIE aKTHI.

3) [isa cBemeHWi, COCTaBISIIONMX BpadeOHYro TaiiHy — OCHOBBHI
3akoHosaTeabcTBa PO «O6 oxpane 310poBbs rpaxkaan» (cr.61) u 3akon PO «O
TpPaHCIUTAHTAIIMKM OPTaHOB U (WJIH) TKaHel uyenoBeka» (cT.14).

4) Jlnst cBeeHMI, OTHOCSAIIMXCS K HEKOTOPBIM JPYTUM BHUJIaM TaWHBI, TAKUX
KaK BOCHHAas TalHa, HOTapuaJibHAasl TailHA, aJBOKATCKas TaiiHa, TalHA CTPAXOBAHU,
TailHa yCHIHOBJICHUS, HAJIOTOBAs TallHA, TallHA CJIEACTBUS U CYJONPOU3BOACTBA U IIp.

COOTBETCTBEHHO, JIMIlA, Hapyllalompe TpeOoBaHUd HHPOPMALIMOHHON
0€30MacCHOCTH, MOTYT OBITh HE TOJBKO MOABEPTHYTHI IUCHUIUIMHAPHBIM B3bICKAHUSM,
HO U MOJIeKAT YyrOJIOBHOMY M aIMUHUCTPATUBHOMY ITPECIIEIOBAHUIO.

Tax >xe, Kak U Ha TOCYJapCTBEHHOM YpOBHE, yrpaBiieHHe WH(POPMaIMOHHON
0€301MacHOCThIO HAa YPOBHE NPEANPUATHN HANIPABICHO Ha HEUTPAIU3ALMIO Pa3IMUHBIX
BUJIOB yTpoO3:

— BHEIIHUX, TAKUX KaK HEIIPAaBOMEPHBIE IEUCTBUS OCYJaPCTBEHHBIX OPraHOB
(B TOM uymcie U 3apyOeXHBIX), MPOTUBOIPABHAS AEATEIbHOCTh MPECTYMHUKOB U
MPECTYIHBIX TPYNITUPOBOK, HE3aKOHHBIE JEHCTBUS KOMITAHU-KOHKYPEHTOB U JPYTUX
XO3SICTBYIOIUX CYOBEKTOB, HEJOOPOCOBECTHBIE ACHCTBUSI KOMIIAHUK-TIAPTHEPOB,
HECOOTBETCTBUE JICUCTBYIOIIEW HOPMATUBHO-TIPABOBOM  0a3bl  (haKTHUYECKOMY

Pa3BUTHIO TEXHOJOTUN U OOILIECTBEHHBIX OTHOIICHHM, COOM U HapyIlIeHUs B paboTe
2



Tewma 2.6 — Ynpasnenue nHPpopManoHHON 0€30MacHOCTHIO TIPEATIPUATHS
(Ynpasienue nHGoOpMaMOHHON 0€30MaCHOCTHIO)

rJ100aNpHBIX ~ MHOOPMALIMOHHBIX U TEJICKOMMYHHUKAIlMOHHBIX  CHUCTEM U
MH(POPMALIMOHHBIX CUCTEM KOMITAHUN-NTAPTHEPOB (KOHTPAreHTOB) U MIp.;

— BHYTPEHHHX, TAKUX KaK OIIMOKHU U XaJaTHOCTh MepCcoHaa MpeAnpusiTus, a
TaKK€ HAMEpPEHHO JOIyCKaeMble HapylleHus, cOOM U HapylleHus B pabote
COOCTBEHHBIX UHPOPMAILIMOHHBIX CUCTEM U IIP.

Taxkum obOpazom, ympaBieHrne WHGHOPMAIIMOHHONW O€30MacHOCThIO Ha KaXKIOM
OTJEJIBHOM NPEIUPUATHN JOJDKHO OCYILECTBIATBCS B KOHTEKCTE €ro ooOIein
XO35MCTBEHHOM JIESITEIbHOCTU: C YYETOM XapakTepa MAesATeNbHOCTH KOMIIaHUU
(TEXHONOrUU MPOU3BOACTBA, CIEUU(UKN PHIHKOB COBITA U TIP.), @ TAKKE (PAKTUYECKH
CKJIa/IbIBAIOLICICS CUTYallud B PHIHOYHOW KOHKYPEHTHOM O0phOe, rocyiapCcTBEHHON
MOJIUTHUKE, Pa3BUTHUS MPABOBOM M MPABOOXPAHUTEIBHON CUCTEMBI, YPOBHS pa3BUTHUSA
OTJENbHBIX  HUCHOJb3YEMBIX HH(OPMALMOHHBIX U  TEJIEKOMMYHHUKAIMOHHBIX
TEXHOJOTMM u Jpyrux (akTopoB, (HOpMHUPYIOIIKUX OOIIME YCIOBUS TEKYyIIEH
NS TENbHOCTH.

@dopmallbHbIM ~ OCHOBaHMEM  (IPEONOCBUIKOW)  JJIi  OCYLIECTBIICHUS
LEJICHANIPABJICHHONW JICSITENIbHOCTH B cdepe 3aluThl HHPOPMalUUHU, TTOMHMO
00IIerocy1apCcTBEHHBIX TPEOOBAHWM K 3alUTe HH(POPMAIMH, COCTaBIISIOIICH
roCy/IapCTBEHHYIO, BOCHHYIO, BpaueOHYI0 M OaHKOBCKYIO TalHy, TakXe SBISETCA
IIEpEYEHb CBEACHUM, COCTABIIIONIMX KOMMEPUYECKYIO TalHY NPEANPUATHSA, KOTOPBIN
OTIpeIEIIAETCS MPEANPUATUEM CAMOCTOSATENBHO C yUeTOM TpeOOBaHUM JeCTBYIOIIETO

3aKOHOAATCJIbCTBA.



Tewma 2.6 — Ynpasnenue nHPpopManoHHON 0€30MacHOCTHIO TIPEATIPUATHS
(YmpaBnenue nHPOPMALMOHHOM OE30MACHOCTHIO)

( \ / \ ¢/

Tpebopauiu TpeSopaniia OdbexTiBHAA
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Pucynok 1 — [penmnocsuiky pa3paOOTKH MOTUTUKHA 0€30IaCHOCTH MPEATIPUSATHS

Kpome Ttoro, HeoOXoaumocTh pa3pabOTKM U  BHEIPEHUS  TOJUTUKH
uHpopMaMOHHOW  0€30MaCHOCTH  MOXKET  ObITb  O0yCIOBJI€HAa  TaKUMH
00CTOSITEILCTBAMU, KaK:

- HE00XOIMMOCTh YMEHBILICHUS CTOMMOCTH CTpaxOBaHUs
MH(OPMAIMOHHBIX PUCKOB WJIA OTIPEIETICHHBIX OM3HEC-PUCKOB;

— HEOOXOJIMMOCTh BHEJPEHUS MEXIYHAPOJHBIX CTaHIAPTOB, TaKMX Kak
ISO 17799 unu BS 7799.

[Ipeanocbuiku  pa3pabOTKH  TIOJUTUKH  O€30MACHOCTH  MPEANPUSITHS
IIPEACTABIICHBI HA PUCYHKE 1.

2  Crpykrypa  ynpapjeHuss  HHGPOPMAIUOHHOW  0€30MACHOCTHIO
npeanpuATHS

Jlnst HeTpanu3auy CyecTBYIONIMX YTpo3 U o0ecreueHus UHPOpMaImoOHHON
0€30MacHOCTH TPEANPHUATHAS OpPraHU3YyIOT CHUCTEMY MEHEIXMEeHTa B cdepe
nH(pOpMAITMOHHOM 0€30MaCHOCTH, B paMKaX KOTOPOU (CUCTEMBI) MPOBOAT PabOTy 1O
HECKOJILKUM HalpaBJICHUSIM:

— (dopmupoBaHue u MpaKTU4eCcKast peanuzanus KOMILIEKCHOM
MHOTOYPOBHEBOM TMOJUTUKM HMHGPOPMAIMOHHON O0€30MacHOCTH MPEINPUATHS U
CUCTEMBI BHYTPEHHUX TPEOOBaHUHN, HOPM U TIPABUII;

— opraHuzamnus aenapramMedTa (CiyxkObl, OTAena) HMHPOPMAIUOHHOM

0€e30IMacHOCTH;



Tewma 2.6 — Ynpasnenue nHPpopManoHHON 0€30MacHOCTHIO TIPEATIPUATHS
(YmpaBnenue nHPOPMALMOHHOM OE30MACHOCTHIO)

Ynpasnexue nHgpopmaumoHHOM
©e3onacHOCTLIO Ha NPeanpUATUU

[ | l |

Opranu3ayma Mposeaexne
dopmuposanue P Y Paspaborka cucremol POROA
aenaprameHTa ayauToB
NONUTHKK . MEep Mo pearupoBaHuin .
HHDOPMaUMOHHON HHDOPMaUUOHHON
BesonacHocTu Ha UHUMAEHTBI
besonacHocTH DesonacHocTH

Pucynok 2 — Ctpykrypa ynpasieHus *HGOpMalmOHHON 0€30M1aCHOCTHIO MPEATIPUSATHUS

— pa3paboTka CHCTEMBI Mep M JEWUCTBUH Ha Cclydall BO3HUKHOBEHUS
HETIPEIBUICHHBIX CUTYaIuid («YTIpaBlIeHHE UHIHICHTAMMN);

— IIPOBEJICHHE ayJIuTOB (KOMILJIEKCHBIX IPOBEPOK) COCTOSIHHMSI
MH(GOPMaLlMOHHON 0€30M1aCHOCTH Ha MPEAIPUATUH.

Kaxxmoe ©3 3THX HampaBIeHWd OpPraHUW3allMOHHOM pabOThl HMMEET CBOM
OCOOCHHOCTH U JOJDKHO pEalM30BBIBATHCSA C HCIIOJIB30BAHUEM CHEIU(PUUECKUX
METO/JI0B MEHEPKMEHTa M B COOTBETCTBHMM CO CBOMMM mHpaBwiaMmu. [lomutukn u
npaBuiaa  HMHPOPMALMOHHON  O€30MAaCHOCTH  SIBJISIOTCS  OPraHU3allMOHHBIMU
NOKYMEHTaMU, PETYIUPYIOIUMH AESATENBHOCTh BCEW OpraHU3allMi WM OTAEJIbHBIX
nojpaszeaeHui (KaTeropuii COTpyIHUKOB) B 4aCTH 00OpallieHus ¢ *HOOPMaIIMOHHBIMU
cUCTeMaMH M HWHGOPMAIMOHHBIMU MOTOKaMHu. JlemapramMeHT HH(OpPMaLMOHHON
0€30MacHOCTH SIBJSIETCS Y3KOCHEMATU3UPOBAHHBIM TOPA3JICIICHUEM, PEIIAIOIIUM
cnenupuyecKre BOMpPOChl 3alIUThl THHOPMALIIH.

Cucrema Mep Mo pearnpoBaHHIO Ha MHIUACHTHI 00eCIIeYnBaeT TOTOBHOCTH BCEH
opranuzanuu (Bkiouas JlemaprameHT uWH(OpMaMOHHOW 0€30MacHOCTH) K
OCMBICJICHHBIM 1I€JICHATIPABICHHBIM JIEUCTBUSIM B CITy4yae KaKux-1100 MPOUCIIECTBUM,
CBSI3aHHBIX ¢ MH(OpMaMOHHON Oe3o0macHOCThIO. [IpoBeieHe BHYTPEHHUX ayIUTOB
nH(}OpMaMOHHOM 0€30MacHOCTH (IEPUOAUYECKHUX UITU CBSI3aHHBIX C ONPEICICHHBIMU
COOBITUAMHU) JTOJKHO 00ECTIEYUTh KOHTPOJb 38 TEKYIIIUM COCTOSIHUEM CHUCTEMBI Mep
no 3amuTe MHGOPMAlKUU M, B YaCTHOCTH, HE3aBUCHUMYIO MPOBEPKY COOTBETCTBUS

PE€AIbHOI0 MMOJOKCHUA AC]T YCTAHOBJICHHBIM IIpaBUJIaM U TpC6OBaHI/I$[M.
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[Ipu »TOM KaxJa0oe€ U3 HANpaBICHUM MAESITEIBHOCTU JIOJDKHO TIOCTOSIHHO
COBEpLIEHCTBOBATHCS 10 MEPE PAa3BUTHSI OPraHU3AIMH, & KOHKPETHBIE 337]a4t TOJIKHbBI
IIOCTOSIHHO YTOYHATHCSI B COOTBETCTBUM C HW3MEHEHUEM B OPraHU3alUOHHOU
CTPYKTYp€, IPOU3BOJACTBEHHBIX ITpOLIEccaxX UM BHELIHEH cpene. Tak, Hanpumep, eciu
MPEANPUATHE HAYMHAET BBITYCK MPOAYKIWM BOEHHOTO HAa3HAYEHMS IMMAPATUIEITBHO C
BBIITYCKOM T'PaKJaHCKOW MPOAYKIMHU, TO 3TO MOKET MOTPeOOBaTh U3MEHEHUN BCEX
OCHOBHBIX HAIpPAaBJICHUM OpraHM3allMOHHOM paboTel B cdepe obecrneueHus
MH(}OpMaAIMOHHOW 0€301TaCHOCTH:

— KOPPEKTUPOBKM  CTPaTErMM M  OCHOBHBIX  IIOJIOXKECHUH  IOJINTUKU
nH(}OpPMAITMOHHON 0€30MacCHOCTH (Ha BCEX €€ YPOBHSX);

— U3MEHEHUS OPraHU3alMOHHOW CTPYKTYpPhl ¥ (PYHKIIMOHAJIBHBIX 3a]a4
nenapraMeHTa HHGOpMaIMOHHON O€3011aCHOCTH;

— COBEPIICHCTBOBAHMS CUCTEMBI pEarupOBaHUsl HA NHLINCHTHI,

— HCHOJb30BaHUE Oo0Jiee COBEPLICHHBIX METOAMK IPOBEACHUS ayAMTOB
MH(}OpPMATMOHHOW 0€30MaCHOCTH.

CrpykTypa ynpaBieHUS HHPOPMAIMOHHON O0€30MacHOCThIO MPEANPUATUS
MPEJCTaBJICHA HA PUCYHKE 2.

3 IloauTuka uHGOPMALMOHHON 0€30I1ACHOCTH NPEeANPUATHS

3.1 CTpykrypa noJMTUKN MH(OPMALMOHHOMH 0e30MaCHOCTH M TPOoIleCcC ee
pa3padoTKu.

[Tonutuka MHPOPMALMOHHOW 0E30MaCHOCTH MPEACTaBIAET COOOM KOMILIEKC
JOKYMEHTOB, OTPa)KaloIlMX BCE OCHOBHbIE TpeOOBaHMSI K OOECIEUEHHUIO 3alllUThl
uH(pOopMauu U HampaBiIeHUs: padoThl npeAnpusTUs B 3Toi cdepe. [Ipu noctpoenun
MOJIMTUKKA O€30MaCHOCTH MOXKHO YCIIOBHO BBIIETUTH TPU €€ OCHOBHBIX YpPOBHS:

BEPXHUH, CPEIHUMN U HUKHUMU.
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BepxHuuii ypoBeHb MNOJUTUKH UHPOPMALMOHHOW O€30MACHOCTH MPEIIPUITHS
CITYKUT:

— ani  QOopMyJIMpOBaHUS U JIEMOHCTpPAIMM OTHOIICHHS PYKOBOJCTBA
NpeanpusiTis K BompocaM HHGOPMAIMOHHON O€30MacCHOCTH U OTpPa)KEHUsS OOIIMX
1eJiel BCero mpeanpusiTys B 3Toi o0nacTu;

— OCHOBOW ISl pa3paOOTKH WHIUBUAYAJIbHBIX MOJUTHK O€30MacHOCTH (Ha
0ojee HHU3KUX YpPOBHAX), MPaBUJI U HWHCTPYKUUH, PETYIUPYIOMIUX OTICIbHbBIC
BOIIPOCHI;

— cpeAcTBOM WH(MOPMHUPOBAHMS NEPCOHANA MPEANPUITHS 00 OCHOBHBIX
3a/1layax U MPUOPUTETAX NPEANpUATUs B chepe nHDOPMAITMOHHON OE301IaCHOCTH.

[Tonmutukn MHGOPMAIMOHHON O€30MAaCHOCTH CPENHEr0 YpPOBHS OINPEAEISIOT
OTHOLIEHUE MpeAnpUaTHs (pPyKOBOJCTBA MPEANPHUITHS) K ONPEIACICHHBIM acCeKTaM
€ro JEATEIbHOCTU U PYHKIIMOHUPOBAHUS HHPOPMALITMOHHBIX CUCTEM:

— OTHOILIEHUE U TpeOoBaHuUs (0ojee AETAIbHO MO CPAaBHEHUIO C MOJIUTUKON
BEPXHETO YypOBHS) MPEANPHUATHS K OTIACIbHBIM HH(POPMAIMOHHBIM IIOTOKaM H
MH()OPMAITMOHHBIM CUCTEMaM, OOCITYKUBAIOIIUM Pa3IUYHbIe CPEepbl NeATeTbHOCTH,
CTENEHb UX BAXHOCTU U KOH(PHUACHLUUAIBHOCTH, a TaKKe TPEOOBAHUS K HAJIEKHOCTH
(Hanpumep, B OTHOILIEHUH (PUHAHCOBOW HMH(OpPMALMHU, & TaKKe MHPOPMALMOHHBIX
CUCTEM U NepCOoHaNa, KOTOPbIE OTHOCSTCS K HEM);

— OTHOLIEHHWE U TpeOOBaHMUS K OMNPEIEICHHbIM HHPOPMALMOHHBIM U
TEJICEKOMMYHUKAIIMOHHBIM TEXHOJIOTHSIM, METOJlaM M MojaxojJaM K oOpaboTke
uH(}OpMAIUU U TTOCTPOCHUS NH(GOPMAITMOHHBIX CUCTEM;

— OTHOIIIEHWE U TPeOOBaHUS K COTPYTHUKAM MIPEINPHUITHS KaK K y9acTHUKaM
npoiieccoB 00paboTKU HHPOPMALIMH, OT KOTOPBIX HAMIPSAMYIO 3aBUCUT 3(PPEKTUBHOCTD
MHOTHX TIPOLIECCOB M 3allMIIEHHOCTh HH(POPMAIMOHHBIX PECYPCOB, a TaKXke
OCHOBHbIE HAIPaBJICHUSI U METOJbI BO3JACHCTBUSI HA TIEPCOHAJ C LIENbIO MOBBIIICHUS
MH(}OpMAIIMOHHON 0€301TaCHOCTH.

[TonmuTuky 6€30MaCHOCTH Ha CAMOM HU3KOM YPOBHE OTHOCSITCS K OTJEIbHBIM

aieMeHTaM HMH(GOPMAIIMOHHBIX CHUCTEM UM YydacTKaM oOO0paOOTKM U XpaHEHHUS
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uH(GOpPMAIIMM U OMHUCHIBAIOT KOHKPETHBIE MPOLEAYPbl U JOKYMEHTHI, CBSI3aHHBIE C
obecrnieueHuEeM HHPOPMAITHOHHOM 0€30IaCHOCTH.

Pa3paboTka MNOIMTHKM OE30MaCHOCTH MPEINoJiaraeT OCYIIECTBICHHE psjia
IpeBapUTEIbHBIX IIaroB:

— OLIEHKY JIMYHOT'O (CyObEKTUBHOI0) OTHOLIEHUS K pPUCKaM MPEANPUATHS €TI0
COOCTBEHHHMKOB ¥ MEHEIKEPOB, OTBETCTBCHHBIX 3a (YHKIIMOHUPOBAHWE U
PE3YNBTATUBHOCTH PA0OTHI MPEANPUITHS B LIETIOM WU OTAC/IbHbIC HAPABJICHUS €r0
TESITeIbHOCTH;

—  aHaJu3 MOTCHITUAIBHO YSI3BUMBIX HH(OPMAITMOHHBIX O0BEKTOB;

— BBISIBIIGHUE YTPO3 IS 3HAUMMBIX HH(POPMAIIMOHHBIX 00BEKTOB (CBEJCHUH,
WH)OPMAIIMOHHBIX CHCTEM, TIpPOLIECCOB 00paboTku uWHGOpPMAIIMKM) U  OLEHKY
COOTBETCTBYIOIIUX PUCKOB.

Ocy1ecTBiIeHHE MPEABAPUTENBHBIX IIAroB (aHaIM3a) MO3BOJSET ONPEICIUTh,
HAaCKOJbKO HH(pOpMalMOHHAs 0€30MacHOCTh B IIEJIOM BakHa ISl YCTOMYMBOIO
OCYIIECTBIICHUS OCHOBHOW JESATENBHOCTH TNPEANPUATHS, €ro IKOHOMHUYECKOU
Oe3omacHocT. Ha ocHOBe 3TOro aHanM3a C Yy4Y4e€TOM OLIEHOK MEHEKEpOB U
COOCTBEHHHMKOB OMPEACIISIIOTCS KOHKPETHBIE HAMpaBiieHUs] pabOThI 10 00€CTICUCHUIO
uHpopmarmoHHoi 6e3onacHoCcTH. [Ipy ATOM B HEKOTOPHIX ClIydasiX JTUYHOEC MHEHUE
OTIICTLHBIX PYKOBOJMUTENICH MOXKET M HE UMETh pelnaroniero 3nauenus. Hanpumep, B
TOM cllydae, KOTJa B PAcIOpsOKEHUH KOMIIAHWHM MMEIOTCS CBENICHUS, COJEpIKaIlne
rOCyJapCTBEHHYI0, BpaueOHYI0, OaHKOBCKYIO WJIM BOCHHYIO TalHy, OCHOBHBIC
MpoLEaypPhI oOparieHus nHpopmaru ONPEAETSAIOTCA benepaabHbIM
3aKOHOJIATEILCTBOM, a TakKKe JUPEKTHBAMH W HHCTPYKIHUSIMH TeX (eaepabHbIX
OpTraHoOB, B Ub€ KOMIIETCHIIMH HAXOISTCS BOTIPOCKHI 00pallieHrs Takon nH(opmaiuu.

Takum 06pa3om, NOJUTHUKA HHPOPMALIMOHHON 0€30MaCHOCTH (MPAKTUYECKH Ha
BCEX YPOBHSX) B 4aCTU paOOThI C TAKUMU JIAHHBIMU Oy/I€T OCHOBaHa Ha OOIIUX CTPOTO
dbopMaM30BaHHBIX MpaBHWIAX, TMpoleaypax ¢ TpeOoBaHHSAX (TakuWx, Kak

UCIOJIb30BaHUE  CepTU(ULUPOBAHHOTO  OOOpPYIOBaHHUS U MPOTPAMMHOIO



Tewma 2.6 — Ynpasnenue nHPpopManoHHON 0€30MacHOCTHIO TIPEATIPUATHS
(Ynpasienue nHGoOpMaMOHHON 0€30MaCHOCTHIO)

o0OecniedyeHus, NPOXOXKICHUE MPOLEnyp MAONYyCcKa, OOOpPYJOBaHHME CIHEIHAIbHBIX
TIOMEIICHUH TSl XpPaHESHUs] MHPOPMAIUH U TIp. ).

[Ipu pa3paboTke TOJUTUK OE30MACHOCTH BCEX YPOBHEH HEOOXOIUMO
OPUIEPKUBATHCS CIETYIOIINUX OCHOBHBIX MPABUJL.

1) TMonmutukm Ge30mMacHOCTH Ha 0oJiee HU3KUX YPOBHSIX JOJDKHBI TTOJHOCTHIO
MOJYMHATBCS  COOTBETCTBYIOIIEH IOJUTUKE BEPXHErO YPOBHS, a TaKkKe
JEMCTBYIOLEMY 3aKOHOAATENBCTBY U TPEOOBAHUSAM T'OCYJaPCTBEHHBIX OPraHOB.

2) Texct monmuTUKK OE30MACHOCTH JOJDKEH COJEPKATh TOJIKO YETKUE H
OJIHO3HAYHbIE (POPMYIUPOBKH, HE JOMYCKAIOIINE JBOIHOIO TOJKOBAHUSI.

3) TekcT MOMUTHKU OE30MACHOCTH JOJDKEH OBITh JOCTYIICH JUIS TIOHUMAHUS
T€X COTPYIHUKOB, KOTOPHIM OH aJpECOBaH.

B nenom nonurtuka nHGOpPMALMOHHOW O€30MacCHOCTH JIOJKHA JaBaTh SICHOE
MPEACTABICHHE O TpeOyeMOM TIOBEICHUM I0JIb30BaTENEH, AJIMHHHCTPATOPOB U
APYTUX CIEUUAINCTOB MIPU BHEJPEHUU U UCTOIb30BaHUM MH(POPMALIMOHHBIX CUCTEM
U CPEJCTB 3alIUThl HHPOPMAIUH, a TAK)KE MPHU OCYLIECTBICHUN MH(OPMALMOHHOTO
oOMEHa M BBINOJIHEHUM omepauuid mo obdpadborke uHpopmauuu. Kpome Ttoro, us
MOJIMTUKN O€30IacHOCTH, €CJIM OHA OTHOCUTCS K OINpEAeNIeHHONW TEXHOJIOTUU W/WIH
METO/0JIOTUHN 3aIUTHI HHPOPMALIUH, JOJIKHBI ObITh MOHATHBI OCHOBHbBIE TTPUHIIUIIBI
paboThl ATOM TeXHONOTMU. BaxkHOW (QyHKIMEH MOMUTHKU O€30MaCHOCTH SBIISETCS
YEeTKOE pa3rpaHUYeHNe OTBETCTBEHHOCTEN B Mpolieypax HHPOPMAIIMOHHOTO OOMEHa:
BCE€ 3aUMHTEPECOBAHHBIC JHIA JOJKHBI SICHO OCO3HAaBaTh TPAaHMUIIbI, KaK CBOEH
OTBETCTBEHHOCTH, TaK M OTBETCTBEHHOCTH JAPYTHX YYaCTHHKOB COOTBETCTBYIOIIMX
npoueayp U mporeccoB. Takyke OIHOM M3 3a/ad MOJUTHKU OE€30MaCHOCTH SIBISIETCS
3allliTa HE TOJIbKO MH(pOpMAUMU U UHPOPMAIMOHHBIX CUCTEM, HO W 3alllUTa CAMHUX

MOJIb30BaTeNeil (COTPYAHUKOB MPEANPUITHUS U €0 KIMEHTOB U KOHTPAr€HTOB).
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AHanua u NNaxupoBaHue
BHeApPeHUs
(COBEPLUEHCTBOBAHMS)
NONUTUKN Ge30nacHoCTH

KoHTpone

BbINONHEHUA

TpebosaHui

NONUTUKN

fesonacHoOCTU

YpoBeHb
pa3BUTOCTU

(3penoctu)
nonnuTUKEA
Dbe3onacHocTu

Ha4aJ10

~

PaspaboTka nonuTuku
BesonacHoOCTH

HegpeHue NONUTUKK
Be3onacHoCcTU

Pucynoxk 3 — XKuznennslii ukin nonutuku Ub npeanpusitus

OOmumii KU3HEHHBIH MK TIOJMUTUKH HHPOPMAIMOHHOW OE30MacHOCTH

BKJIIOYAET B ceOs P OCHOBHBIX IIAroB.

1) Ilposenenue IIPEIBAPUTEILHOTO

MH(}OPMATMOHHOW 0€30MaCHOCTH.

HCCICO0OBaHUA COCTOAHHUA

2) CoOCTBEHHO, Pa3pabOTKy MOJUTHKH OE30MaCHOCTH.

3) Bueapenue pa3pabOTaHHBIX MOJUTHK O€30IMaCHOCTH.

4) AHnanu3 coOnroieHus TpeOOBaHUI BHEAPESHHOMN MOJUTHKH OC30MACHOCTH U

dbopmynupoBaHue TpeOOBAHUH TIO €€ aTbHEHIIIEMY COBEPIIIEHCTBOBAHUIO (BO3BpAT K

IIEPBOMY 3Tally, Ha HOBBIM LIUKJI COBEPIICHCTBOBAHMS).

Oror uukia (PucyHok 3) MOXKET NOBTOPATHCS HECKOJBKO pa3 C IEJbl0

COBEPIIICHCTBOBAHMS OPTaHU3AIIMOHHBIX Mep B cdepe 3amuTbhl HHOpPMANMH U

YCTpaHCHUA BBIABIIACMBIX HEIOP a0O0TOK.
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3.2 IHonuTtuka HHGOPMALMOHHON 0€30MACHOCTH NMPeANPUATHSI — BEPXHUI
YPOBeHb

[Tonmutuka uHpOpMaLMOHHONW O0€30MaCHOCTH BEPXHETO YPOBHS (HaKTUUECKU
ABJISIETCSL  JCKJapalel pyKOBOAUTENEH W/UIM COOCTBEHHHKOB MPEANPUATHS O
HEOOXOJMMOCTH BECTU IIeJICHANpPaBICHHYIO paldoTy MO 3aluTe HHPOPMAIMOHHBIX
PECYPCOB, YTO JOJKHO CTaTh OCHOBOM JJisi OoJyiee YCIENIHOTO (PYyHKIIMOHUPOBAHUS
NPEeAnpusTAsS B OCHOBHOM HANpaBICHUM €ro ACSTEIbHOCTH, a TaKXe YCTPaHUTh
pa3IMYHbIE PUCKU, KOTOPHIE MOTYT MPUBECTH K (PUHAHCOBBIM MOTEPSIM, yIIEpOy IJIs
penyTauuu MpeAnpUsTUS, aIMUHUCTPATUBHOMY M YTIOJIOBHOMY IIPECIIEAOBAHUIO
PYKOBOJMTEIEH U IPYTUM HETaTUBHBIM MOCIIEICTBHSIM.

[lomutuka wHGOPMAMOHHOKW O€30MaCHOCTH HA JSTOM YPOBHE MOXKET
ONPEIENIATh U ONUCHIBATH!

— CcOOCTBeHHO, pemnieHue 00  OCYIIECTBJICHUM  IICJICHANpPaBICHHOMN
CHUCTEMAaTHYECKOU JESATEIbHOCTHU 10 00ECTICUCHUI0 HHPOPMAITMOHHON 0€3011aCHOCTH
MIPEANPUSITHS,

— TIIepeYeHb OCHOBHBIX HMH(OPMAIMOHHBIX PECypCOB, TaKUX  Kak
MH(}OpPMAIIMOHHBIE CUCTEMbI, MACCUBBI JAHHBIX, HHPOpMALIHS 00 OTACIBHBIX (PaKkTax
U SBJICHUSAX (KOHCTPYKTOPCKUX pa3paboTKaxX, KOMMEPUYECKUX CHIETKaX, pe3yiabTaTax
HUOKP w mp.), 3amura KOTOPBIX HMEET HaWOOJBIIMA MPUOPUTET JJIS BCETO
MIPEANPUSITHS,

— o0mmii MOAXOA K pacmpeleleHUI0 OTBETCTBEHHOCTH 3a obOecreueHHe
MH(}OpPMAITMOHHOW 6€30MaCHOCTH BHYTPU OpraHU3allNH;

— YyKa3aHWe Ha HEOOXOJIMMOCTh IJisi BCEro mepcoHana coOJoIaTh
Olpe/ieNieHHble MEphl TMPEJOCTOPOKHOCTH TMpH paboTre ¢ uHPopManueil u
MH()OPMAIIMOHHBIMM CHUCTEMaMHM, TMOBBIIIATH CBOI KBATM(PHUKALMIO B JIAaHHOH
00JIaCTH ¥ 0CO3HABaTh MEPY OTBETCTBEHHOCTH 32 BO3ZMOXHBIE HAPYILICHHUS;

— OTHOILIEHHE PYKOBOJICTBA MPEANPHUATHUS K (pakTam HapylIeHHs TpeOOBaHMI

o obecrnedeHno NHHOPMAITMOHHON OE30MTaCHOCTH U JIUIIaM, COBEPIIAIONIAM TaKHe

11
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HapyUIEHUs, a TaKkKe OOMIMM MOAXOJ K MX IMPECHIEOBAHUIO B CIydae BbISBIICHUS
Takux (haKkToB.

OnHoM W3 3a7a4 TOJUTHKU BEPXHETO YPOBHS ABISAETCS (OPMYIHUPOBAHUE U
JEMOHCTpalUsg TOro, YTO 3alluTa UHGOPMAIMU SIBISETCS OJHUM M3 KIFOUEBBIX
MEXaHU3MOB o0ecrnieueHus KOHKYPEHTOCIIOCOOHOCTH MpEeanPUsATUS u
00yCNaBINBaET, KaK €ro COCOOHOCTh IOCTUTaTh MOCTABJICHHBIC 1IETTH, TAK HHOTIa U
CIIOCOOHOCTH BBIKMBAHUS U COXPAHEHUS] BO3MOXKHOCTU MPOAOIIKATh EATEIbHOCTb.
JUist 5TOr0 MOryT OBITH 00O3HAYEHBI MPUOPUTETHHIE HAMNPABICHUS XO35SHCTBEHHON
JESTeIbBHOCTY W COOTBETCTBYIOIIME UM HH(POPMALMOHHBIE CHCTEMbI M IOTOKH
uH(pOpManMu, ONUCaHA MPUYUHHO-CIICJCTBEHHAs CBA3b MEXKIY BO3MOKHBIMU
HapyLIEHUAMH KOH(PUACHIMAIBHOCTA W/WIM HAPYIICHUSIMU B CTAOMJIBHOM padoTe
MH(OPMAIMOHHBIX CUCTEM, C OJHOW CTOPOHBI, M HAPYIICHUSIMH HOPMAJIBHOTO X0/
TEKYIINX XO3AWCTBEHHBIX OINEpalui, C Ipyrod cTopoHsl. Ha ocHOBE 3TOrO MOryT
OBITh ONpEEICHbl NPUOPUTETHHIE HAIPABICHUS ACSITEIBHOCTH MO OOECHEUEHHUIO
uH(popmamoHHoi Oe3omacHocTu. B Hanbosblnei cTeneHu 3aBUCUMOCTH OOIIEH
3 PEKTUBHOCTHU AEATETLHOCTH OT HH(OPMAIIMOHHON O€30MaCHOCTH XapaKTepHa JJIst
TaKUX KOMITAHUW, KOTOPHIE:

— 3aHUMAIOTCA T.H. DJIEKTPOHHON KOMMEPILMEN MM padOTalOT B CMEXHBIX
cdepax (JIEKTPOHHBIC IIATSKH, IHTepHET-pekiama H Ip.);

— HENOCPEICTBEHHO CBS3aHbl ¢ 00OPOTOM (CO3JaHMEM, KyIUIeH-TIpOoAake,
OXpaHOM, OIIEHKOW) OOBEKTOB MHTEIUIEKTYaIbHOW COOCTBEHHOCTH M, B YAaCTHOCTH,
HAayKOEMKHX T€XHOJIOTU;

— HETMOCPEIICTBEHHO CBsI3aHbl C  oOpamieHueM OonbpIux  00BEMOB
uH(OpMAIMK, COCTABISIIONIEH TaHy Apyrux Juil  (0aHKWA, MEIUIIUHCKHUE
YUPEIKIACHUS, AYAUTOPCKUAC KOMITAHUY H TIP.).

[Tpu 3TOM paboTa HaJ MOJIUTUKOW HH(POPMAIIMOHHON OE€30MaCHOCTH JOJDKHA
BKJIIOUaTh B ce0sd HE TOJbKO €€ HayallbHyl0 pa3paboTKy, HO M TOCTOSIHHBIN

MOHUTOPHHI' YI'PO3, W3MEHEHUN BO BHEIIHEU cpeac A noCICAYIOMEro YTOYHCHHA
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(uu gake MONHOM NepepabOTKH) MOJUTHKH B COOTBETCTBUM C M3MEHUBLIMMUCS
YCIIOBUSIMU paOOTHI.

3.3 IonuTuka nHGOPMALMOHHOH 6€30MaCHOCTH NPeINPUITHS — CPeTHUI
YPOBEHb

[TonuTuku uH(GOPMAITMOHHON 0e30macHOCTH CpenHero YPOBHS
HEMOCPEACTBEHHO JETAM3UPYIOT TpeOOBaHUs, 3aJa4u U MpaBuiia, 0003HaYCHHBIC B
HOJIUTUKE BEPXHETO YPOBHSI, U OTJIEIBHO ONMUCHIBAIOT OCHOBHBIE CEPBI, B KOTOPHIX
HEO0OXOJMMO CHUCTEMHOE OCYILECTBJICHUE T€X WJIM MHBIX OPraHU3alUOHHBIX W/WIH
TEXHUYECKUX MEPOIIPUATHH.

[Tonutuka wuHpOpPMAIIMOHHON O€30MACHOCTH CPEAHEr0 YpPOBHS JIOJDKHA
COZIEPKATh CIIEIYIOIINE OCHOBHBIE Pa3cIbl.

1) OOmee onucanue TOH cdepsl ACATETBHOCTH (MH(POPMAIMOHHOM
TEXHOJIOTMHM,  aclekTa  MH(OPMAIMOHHOM  CHUCTEMbI,  OW3HEC-IIPOLIECCOB
NOPENNpUITHS), HA KOTOPYIO OHA PaclpOCTPaHsSIETCs.

2) OOyacTh MPUMEHEHHs MOJUTUKH O€30MacHOCTH — MEepPEYeHb BCEX JIMII,
opraHu3aluii, WH(MOPMAMOHHBIX CHUCTEM, K KOTOPbIM OHA NPUMEHSETCS WU
KOTOpPBIE UCKITIOYAIOTCS U3 CEPHI €€ MPUMEHEHHUS.

3) HemocpencTBeHHOE OTHOUICHWE TPEANPHUATHS K JTAaHHOMY aCIEKTY
MH()OPMAIIMOHHBIX TEXHOJIOTMM W HMH(MOPMALMOHHON 0O€30MaCHOCTH — OCHOBHAas
4acTh NOJUTUKU 0€30I1aCHOCTH, ONPEeIIsonias KOHKPETHbBIE MTpaBuiia, KPUTEPUH U
TpeboBaHMUsI K MpoIeAypaM oOpailieHuss tHpopMaIuu, dJieMeHTaM HHHOPMaIlMOHHON
UHQPaACTPYKTYPhl, IPOrPaMMHBIM U allllapaTHBIM CPEICTBAM U TIP.

4) Pacnpenenenue posieii u (QYHKIHMA, HEOOXOMUMBIX IS pa3perieHus
KOHKPETHBIX BOINPOCOB — 3aKpPEIUICHHE 3a OMNPEAEICHHBIMUA COTPYIHUKAMU
(ciennanucTaMy, pyKOBOJUTEISIMH) 00S3aHHOCTEH 1O BBIMOJIHEHUIO HEOOXO0IUMOM
paboThI C LIENIbIO pEeLIEHUs 3a/1a4 B paMKax JAaHHOW MOJUTUKU O€30MacHOCTH.

5) Topsimok pa3perieHus] BOZHUKAIOIIUX BOPOCOB — OCHOBHBIC MPOIISTYPhI
pa3peleHus NOSBIAIOMINXCS 3aTPYAHCHUN B TEKyIIel paboTe U MPUHSATHS pelIeHUN

O BO3MOXKHBIX HMCKIHOYCHUAX H3 O6HII/IX npaBujI, a TaKKC TICPCUCHb JIMII
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(mogpasneneHuii), OTBETCTBEHHBIX 3a HEMOCPEACTBEHHYIO pabOoTy C IEPCOHAIOM
OPEIIPUATHS IO BOIIPOCAM, OTHOCSIIUMCS K JAHHON MOJIUTUKE O€30M1aCHOCTH.

OnHOM U3 OCHOB JJIsl peau3alid MepOIpHUsITHid B chepe nHpopMannoHHON
0€30MacHOCTH U JIeTalbHOM pa3pabOTKU NOJUTHKM O€30IaCHOCTU  SIBJSETCS
YKpYIHEHHasi Kjaccuukanuss HMHQOPMAIIMOHHBIX PECypCOB, HMEIOIIUXCT Y
npennpusatus. Bce umeromuecs y mpeanpusaTHs HHPOPMAIMOHHBIE OOBEKTH (U
COOTBETCTBYIOIIME 3JEMEHTHI UH()OPMALIMOHHOW MHPPACTPYKTYpHI), KaK IPABUIIO,
MOTYT OBITH pa3[e’eHbl Ha MATh WM MIECTh OCHOBHBIX TI'PYMI MO YPOBHIO CBOEH
3HAaYUMOCTU U KOH(PHUIECHINATBHOCTH.

1) Kputnyeckun BakHas (aOCONIOTHO  CcekpeTHas) wuHpopMarus —
uHpopmanus, Tpedyronias 0COObIX rapaHTUl 0€30MaCHOCTH.

2) Baxnas wunbpopmanus (MHbOpMAIMS, COCTABIAIONIAS KOMMEPUYCCKYIO
TaliHy) — MH(OpMaLus, UCIOJIb3yeMasl TOJbKO BHYTPH NPEINPUATUS, HAPYLICHUE
KOH(QUICHIMATBHOCTH KOTOPOM MOXET HaHECTH CEepbe3HbI yuepd camoMy
MPENNPUITHIO UK €r0 MapTHEPaM.

3) 3naummas  (kKoHpUIEHIMATbHAs) WHpopMamus —  UHPOPMAIHS,
npelHa3HayeHHasl AJs UCHOJb30BAaHUS OTPAHUYEHHBIM KPYrOM COTPYIHHKOB U
PYKOBOJIUTENEH PEIPUSATHU.

4) TlepconanpHasi wuHGpopManuss — UWHPOpPMAIUA O COTPYIHUKAX, HE
MoJJIeXaas pasrilalleHuIo.

5) Hudopmarus s BHYTPEHHETO HCIOJIb30BaHUS — HWHQPOpMAIUA IS
MCIIOJIb30BAaHUsl BHYTPU MPEINPUITHS, HapylIeHHe KOH(PUIEHIIUAIBHOCTH KOTOPOI
HE MO>XET HAHECTH BpE/a.

6) IIpouass wHpOpManus — OTKpbITass UHPOPMALHUs, KOHPHUICHIIUATLHOCTh
KOTOPO HE UMEET 0CO00T0 3HAUCHUS AJIs ACSITEIbHOCTU MPEIPHUSITHSL.

Bo Bcem 00beMe MOJUTUK CPEIHEr0 YPOBHS HEOOXOIUMO BBIJCIUTH JIBA UX
OCHOBHBIX BUJA.

1) TlonuTHkw, OTHOCAIIMECS K OIpPEIeIIeHHBIM cdepam JIesTeTbHOCTH
OPEeIIpUATHS UM COOTBETCTBYIOIIMM MH(OPMALMOHHBIM MOTOKaM ((puHaHCaMm,

KOMMEPYECKOH JIeATeILHOCTH | TIP. ).
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Tewma 2.6 — Ynpasnenue nHPpopManoHHON 0€30MacHOCTHIO TIPEATIPUATHS
(Ynpasienue nHGoOpMaMOHHON 0€30MaCHOCTHIO)

2) IlonuTHKH, OTHOCSIIUECS K OINPEACICHHBIM acleKTaM WCIOJIb30BaHUS
UH(OPMAIIMOHHBIX TEXHOJIOTHM, OpraHu3aiud HHGOPMAIMOHHBIX IOTOKOB H
OopraHu3aluy padboThI MEPCOHANIa HA BCEM MPEANPUITUU — BHE 3aBUCUMOCTH OT TOU

C(I)epbl, rac UCIIOJIB3YIOTCA OTH TCXHOJIOIMHU WJIN 3aHAT IICPCOHAJI.

K monuTukaM mepBoro Tuna MOryT OTHOCUTHCS:

— TIOMUTHKHU 0OparieHus ¢ nHpopMalmei, COCTaBIAIONIEH FOCy1apCTBEHHYIO
TalHYy;

— nonutuku obpamenus ¢ pesyinbraramu HUMOKP, koHcTpykTOpcKOil U
TEXHOJOTHYECKON TOKyMEHTAllMeH, COCTABIAIONMIEH «HOY-Xay» MPENNpHUITHS WIN
€ro NapTHEPOB U TIp.

[TonmuTuky 6€30MacHOCTH TAKOTO THUIMA YTOYHSIOT U JOTOJHSIOT O0Iue s
BCETO TPEANpUATHS TpaBUia, PACIPOCTPAHSIONIMECS HA BCE OCTaJbHbBIC
MH(OPMAIMOHHBIE CUCTEMBI U OOBEKTHI, U, COOTBETCTBEHHO, UMEIOT HAMOOJIbIITUI
npuopuret. OHHU, HAIPUMEP, MOTYT COJEPIKATh:

— CIenuaibHble TPeOOBaHUS K PE3EPBHOMY KOMHMPOBAHUIO HHGOPMAIINH
(Takme kak 0OoJjee BBICOKAsl 4acTOTa PE3EPBHOIO KOMMPOBAHWE M HMCHOJIb30BaHUE
0oJiee HaJIC)KHBIX HOCUTEJIEH JJIsl 3TOT0);

— CIenuanbHble TpeOOBaHUS K UIACHTU(QUKAIMU ¢ ayTeHTU(UKAIUU
MOJIb30BaTeNeH (Takue Kak KOMOMHUPOBaHUE OMOMETPUYECKOW MACHTH(PUKAINKA U
UJCHTUPUKAIIUY TTPU TTOMOIIM MapoJieit);

— crhenuaibHble TpeOOBaHUS K KOMHWPOBATHLHO-MHOXKHTEIHHOW TEXHHKE,
UCIIOJIB3yEeMOM 7151 pabOThI ¢ KOH(DUICHIIMATBEHON NH(MOpMAIIHEH;

— CcHenuanbHble TPEOOBaHHWA K TOMEIICHUSAM, B KOTOPBIX MPOBOASTCS
COBCIIaHUSI TO CEKPETHOM TeMaThke, M 00padaThIBaeTCs COOTBETCTBYIOIIAS
uHdopmarus (TONIMHA U MaTepuall CTEH, PACTONOKEHUE TIOMEIICHUN B 3/IaHUSAX,
3aIlIUIIICHHOCTh OKOH, HAaJeKHOCTh IBEpPEH M 3alopoB, a TaKKe OXPaHHOU W
MOKapHOW  CHTHANIM3AIMK,  OOCJEeIOBaHUS  Ha  TPEAMET  BBISBICHHUS

MOJICITYIIUBAIONINX YCTPOWCTB U TIP.).
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K nmonutukam BTOPOI'O THUIId MOI'YT OTHOCUTBCA:

— TOJUTHKA ONMyOJIMKOBAHMS OTKPBITHIX MH()OPMALIMOHHBIX MaTEpPHUANIOB, B
TOM 4YHCIIe TOJUTHKA OpraHU3alui BeO-caiiTa MPENNpHsITHs U €ro BHYTPEHHETO
MH(POPMAIIMOHHOTO TMopTajia (B 4YacTU MPEJOTBPAIICHHUS BO3MOXKHBIX YTEUEK U
UCKa)XeHUN MHPOpMAITIH);

— TIONUTHKA HCIIONb30BaHMUS ceTH WHTepHET (B 4acTH NpPENOTBpAIICHHUS
BO3MOXKHBIX yTeueK HH(opMaLun);

— TIOJUTHKM  HUCHOJB30BAaHUS  OTAEIbHBIX  MHPOPMAIMOHHBIX U
KOMMYHHKAIIMOHHBIX TEXHOJIOTUH, B TOM YHWCJE OOIIME IJii BCETO MPEANPHUATHS
IpaBuiia UCIOJIb30BaHUs MOOMIIbHBIX KoMbioTepoB U KIIK, yaanenHoro npocrymna k
KOPIOPAaTUBHBIMU MH(GOPMALMOHHBIM CHUCTEMAaM, a TAK)XKE HCIOIb30BaHUS JIMYHBIX
KOMITBIOTEPOB COTPYAHUKOB MPEANIPHUATHS B CITY>KSOHBIX LIETIAX;

—  KJjaccuuKauu MHGOPMALMOHHBIX CUCTEM, HHPOPMAIIMOHHBIX PECYPCOB
U O0BEKTOB MH(OPMALIUM C TOYKU 3PEHUS UX 3HAYUMOCTU U YCWIHH, KOTOpbIE
HEOOXOUMO MPEANPUHUMATD JISI UX 3aIIUTHI,

— TIOJIUTUKA TPUOOpPETEHHUs, YCTAaHOBKH, MOAUGUKAINK U OOHOBJICHUS
IIPOrpaMMHOT0 00€CIeUYeHH s, a TAK)KE ayTCOPCUHTa pa3pabOTKU U MPOESKTUPOBAHUS
MIPOTPAMMHOTO 00€CTICUCHUS;

— TIOJNUTHKA 3aKylOK{ anmapaTHbIX CpPeICTB HH(POPMAIMOHHBIX CHUCTEM,
cucteM HHGOPMAIMOHHON O€301TaCHOCTH;

— TIONUTHKA UCTIOJIH30BAaHUS TIOJIB30BATEISIMA COOCTBEHHOTO TIPOTPAMMHOTO
obecnieuenus (t.e. [10, caMmocTosTENBHO pa3padaTbIBAEMOT0 MPEIIPUITHEM );

— oOmme [Uisi BCEro MPEeANpHUSATHS MpaBuUia HCIOIb30BaHUS Maposied u
APYTUX CPEACTB MEPCOHATBHON WACHTU(DUKAIINH;

— TIONUTHKA  HWCIOJB30BaHUS  JJIEKTPOHHO-IIM(POBOW  TMOANMUCH U
MHQPACTPYKTYPHI MyOJIMYHBIX KIIOYEH;

— TOoJUTHKA (periiaMeHT) oOecrneueHusi BHYTPUOOBEKTOBOTO pexuma H

(bmnqecmﬁ 3allMIIICHHOCTH I/IH(bOpMaI_II/IOHHBIX AKTHBOB;
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— TIONUTHKA JOCTyNla K BHYTPCHHMM WH(OpPMAIIMOHHBIM pecypcam
CTOPOHHUX TOJIh30BaTelNel (opranu3anui);

— 00U 7151 BCETO MPEANPHUSITHS TTOPSIIOK PUBJICUCHUS K OTBETCTBEHHOCTH
3a HapyIICHUE ONPEIeIICHHBIX MPaBUi NHGOPMAIIMOHHON 0€30TaCHOCTH.

3.4 MMoanTka MHPOPMAIMOHHON 0€30MACHOCTU NMPEeANPUATUS — HUKHUH
YPOBE€Hb

JlaHHBIN ypOBEHD BKIIFOYACT B CE€0S IOKYMEHTHI, SIBIIIOIIMECS HHCTPYKITUSIMA U
METOJMKAMHU TPSAMOIrO JICUCTBUS, UCHOJIb3YEeMbIMU B TMOBCEIHEBHOW JEATEIHLHOCTH
COTPYIHHUKOB TMPEINPHUATHSI. DTH JOKYMEHTBI OTHOCATCS K OTICIBHBIM CEpPBHCAM,
npoienaypaMm U uHGOpMaMOHHBIM cuctemMaM. OCHOBHOM 3ajadeil pa3paboTku
OpraHU3aIMOHHOHN TOKYMEHTAITUU Ha 3TOM YPOBHE SBISICTCS 00CCTICUCHHE KaK MOKHO
Oonee meTanpbHOTO W (OPMATM30BAHHOTO OMHCAHMS BCEX MPOIEAYp W TPeOOBaHMIA,
OTHOCAIMXCS K  o0ecreyeHuto  O€30MAaCHOCTH  OT/ACNBHBIX  JJIEMEHTOB
WH()OPMAITMOHHBIX CUCTEM, HH(POPMAIIMOHHBIX IIOTOKOB ¥ MacCUBOB MH(popMaIruu. B
YaCTHOCTH, ISl 00ECIIeYeHUs! MTOJTHOTHI (POPMUPOBAHUS TTOJTUTUKU UHOOPMAITMOHHON
0€30macHOCTH TPEANPUATHS HEO0X0IUMO CHOPMUPOBATH KaK MOXKHO 0OJiee MOTHBIN
KOMITJIEKT OPTaHU3aITMOHHON JOKYMEHTAITUH, BKITFOUAIOIINHA B CeOS:

— OJIaHKM THUIOBBIX 3asBOK HA TMPEJOCTABJICHHE JIOCTYMa OTICIbHBIX
COTPYIHHMKOB K OMpeNeNIeHHbIM WH()OPMAIMOHHBIM pecypcaM U UHOOPMAITMOHHBIM
CHUCTEMaM, a TaKXKe PETJIaMEHTHI MMPEAOCTABIICHUS TAKOTO JIOCTYTIA;

— perJaMeHTHI (IpoIeayphl) pabOThHI C ONPEACICHHBIMU WH(POPMAIIMOHHBIMU
U TEJICKOMMYHHKAIIMOHHBIMH CHCTEMaMH, MPOTPAMMHBIM oOecrieueHneM U Oa3zaMu
JTAHHBIX;

— JIOJDKHOCTHBIC OOS3aHHOCTH OTJENBHBIX KATETOPHM COTPYJHHKOB B
OTHOIIICHUH OOecreueHuss MH(POPMAIMOHHOW O€30IMacHOCTH, a TaKXke TpeOOBaHMS,
MIPEABSBISICMBIC K IIEPCOHAITY;

— TUIIOBBIE JOTOBOPHI C BHEIIHUMH KOHTPAreHTaMu, CBSI3aHHBIC C TMepeaadeit
WJIU TTOJTydeHUEM HH(POPMAIIUH, WJIH OCHOBHBIE TPEOOBAHUS, MPEABSIBISEMbIC K TAKUM

A0TOBOpaM.
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[IpouienypHble AOKYMEHTBI, OTHOCSIIMECS K MPEAOCTABICHUIO JIOCTyNMa K
pecypcaM (TakuM Kak ceTb IHTepHeT, KopnopaTUBHbIE HHPOPMAIIMOHHBIE CUCTEMBI U
0a3bl JTaHHBIX, aNllapaTHBIE CPEJCTBA, CPEACTBA Mepeaadu HHPOPMAITUHU U TIP.) MOTYT
BKJIFOYATh KaK TUMIOBBIE OJIAHKH 3asBOK Ha MPEJOCTABICHHUE JOCTYIIA, TAK U OMMCAaHUE
OCHOBHBIX MPOIENyp (periaMeHTa) MPUHATUS PELICHUN O MPEJOCTaBICHUH TaKOTO
JOCTyNa U MPEIOCTaBICHUN KOHKPETHBIX MpaB Mpu paboTe ¢ MH(POpMALMOHHBIMU
pecypcaMi, a TakKe MEepPeYHH KPUTEPUEB, HEOOXOIUMBIX ISl MPEAOCTABICHUS TEX
WJIM WHBIX TIPaB B UH(OOPMAIIMOHHBIX CHCTEMaX.

[Tpouenypsl paboThl ¢ OTAEIBHBIMU HMH(POPMAIMOHHBIMU CHCTEMaMHU H/WIN
MOAYJISAMHA MH(DOPMAIIMOHHBIX CHUCTEM (0a3aMu JaHHBIX, MOIYJISIMH KOPIOPATHBHOU
ERP-cuctembl, cucremaMu »SIEKTPOHHOTO JAOKYMEHTOOOOpOTa © TIP.) MOTYT
NEPEYUCIISITh BCE OCHOBHBIE TPEOOBaHMUsI, PaBUjIa U OTPaHUYEHUS], HAIpUMeEp, 3aIpeT,
WCIIONIb30BaTh JHCKETHl JUIS KOMHWPOBAaHMA M TepeHoca WHGOpMAIUU WU
OTpaHUYEHUS, HaJlaraéMble Ha BO3MOXKHOCTh YAAQJIEHHOTO JIOCTyIa K TEM WU HUHBIM
uH(pOpMaIMOHHBIM cepBHcaM. TpeboBaHUS U TpaBUia, CBA3aHHBIC C 00ECTICUCHUEM
MH(}OpPMATMOHHOW 0€30MaCHOCTH, MOTYT ObITh, KAK BKJIFOYEHBI B OOIIHE UHCTPYKIIMH
[0 HCIIOJIb30BAHUIO MH(OPMAIIMOHHBIX CHUCTEM HWJIM PErJIaMEHThl OCYIIECTBIICHUS
OM3HEC-TIPOIIECCOB, TaK U OPOPMIICHBI B BUE CTICIUATBHBIX HHCTPYKIIMHA U MMaMATOK,
colepKallluX HUCKIIOYUTENIbHO TpeOOBaHMS U  MpaBuja HUHOOPMAIMOHHOU
0€30MacHOCTH.

JlomkHOCTHBIE  OOS3aHHOCTH  TEpCOHana TMPEANpUATHS, CBSI3aHHBIE C
oOecnieueHreM MHGOPMAIIMOHHON O€30MacCHOCTH, JOJKHBI BXOAUTH KaK COCTaBHAas
4acTh B JOJDKHOCTHBIE MHCTPYKIUH IS KaXI0Tr0 cOTpyAHuKa. Kpome Toro, moimruka
0€30MacHOCTH MOXET TpeaycMaTphBaTh MOJNMUCaHHE (KaK MPU TMOCTYIUICHHH Ha
paboTy WK MepeBo/ie Ha OMPEICIIEHHYIO TOJKHOCTb, TaK U MPHU YBOJIILHEHUU C HEE)
OTJENBHBIMU KaTETOPUSMU MEPCOHANA TOTIOTHUTEIBHBIX COTTIAIICHNUN, 003aTEIbCTB
U TOANMHUCOK O HEpas3rJalleHUHd OmpeleieHHONM uHpopManuu. Takxke MNOJIUTHKA
0€30MacHOCTH MOXET BBOAHUTH JONOJHUTENbHBIE TPEeOOBaHUS K TMEpPCOHATY,
paboTarolieMy ¢ OnpeieIEHHBIMU CBECHUSIMU UM MH(OOPMAITMOHHBIMUA CUCTEMAMH.

[IpumepaMu TakuX OTrpaHUYEHHH MOTYT OBITH OTCYTCTBHUE CYAMMOCTH, HaJHUne
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OMpENEICHHBIX HABBIKOB WJIA CHEHUAIbHOM  KBadU(UKAIMK, MPOXOXKICHUE
npodeccroHanbHOM cepTUPUKALNUN UITU TICUXOJIOTHYECKON MPOBEPKHU.

[TonmuTuku 6€30MaCHOCTH, OTHOCSIIKECS K padoTe ¢ BHEIIHUMHU KOHTPAareHTaMH,
MOTYT TIpeAyCMaTpuBaTh THUIOBbIE (POPMBI W OTACNIbHBIE MHCTPYKIUU 10
COCTaBJICHUIO KOMMEPYECKUX KOHTPAKTOB (I Ka)KJOTO TUIA KOHTPAKTOB, a TAKXKE
U OTHEJBHBIX TPYII KOHTPAareHTOB) M OOMeHYy HMH(pOpMaIUeil ¢ MOCTaBIIUKAMH,
NOKYyMaTeJIsIMHU, KOHCYJIbTAHTAMH, OCPETHUKAMH, CyOnoaps IYuKamH,
MOCTaBIIMKaMU (PUHAHCOBBIX M WH(OPMAIMOHHBIX YCIYT U JPYTUMHU Y49aCTHUKAMU
XO3SIICTBEHHON JESATENIbHOCTH. B 4acTHOCTH, B MOJIUTUKE ISl KAKIOW M3 3TUX
KaTeropuil MOXET MPeayCMaTPUBAThCA CIIEU(UISCKUI TOPSIA0K NH()OPMALIMOHHOTO
oOMeHa, B3auMHble TpeOOBaHUA MO OOECIEUEHUIO KOHPUACHIUAIBHOCTA U
BO3MOXXHBIE MEpbl OTBETCTBEHHOCTM B Cllydae HapyILICHHUs COIJIACOBAHHBIX
TpeOOBaHMI KaKOH-1100 U3 CTOPOH.

3.5 3ak/Il0uMTeIbHBIEC NOJ0KEHUS

B Ttex cmyuasx, korma ompenelneHHas IOJUTHKA O€30MacHOCTH ONMHUCHIBAET
CIIOKHYI0O HH(DOPMAIIMOHHYIO CHCTEMY U CHCTeMY 3alluThl HH()OpMAaIHH,
npeHa3HauYeHHYIO JJIs1 BBIIIOJIHEHUSI Han0oJiee OTBETCTBEHHBIX ONepaluil (Takux Kak,
HAIPUMeEp, JIEKTPOHHBIE EHEKHbBIE TIEPEBO/IbI), OHA MOXKET OBITh pa3zielieHa Ha JIBE
COCTABJISIFOLIHE:

— BHYTPECHHUU periaMeHT paboThI noapa3aeaeHuin (rpymm,
aJIMUHHACTPATOPOB),  OTBEYAIOIIMX 33  BBINOJIHEHHE  HauOoliee  BaKHBIX
aJIMMHHACTPATUBHBIX (QYHKIMK (HAmpUMep, BbIJada U OOCTYKHUBAHUE DJICKTPOHHBIX
ceprudukaroB UHPpacTpyKTyphl MyOIMIHBIX KITHOUYEH);

— TIOJUTHKY, HETIOCPEICTBEHHO OTPAKAIOIIYIO TPEOOBAHHMS K MOIH30BATEIISIM
U TpoleccaM, a TakKe OMHUCAHHs MPOIeAyp padOThl MW B3aUMOJEHCTBHUS BCEX
Y4aCTHUKOB MH(OPMALIMOHHOTO OOMEHa.

B »TOoM cnydyae BHYTpEHHHMI periiaMeHT MOXET COAepKaTh MoaApoOHOe
OMHCaHUE TE€X MPaBUJI U TPEOOBAHMM, KOTOPHIE TOJKHBI BBHIIOIHATH OTBETCTBEHHBIC

noapasnenenus (UT-cmyx0ba, JlemaprameHT mHGOPMAMOHHON O€30MACHOCTH WA
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Cnyx0a 0e30MmacHOCTH MPEANPUATHS) B MPOLECCe BBIOJHEHUS CBOUX (YHKIIUM.
Takol persiaMeHT MOXET ObITh HEOOXOIUM JIJIsl IEMOHCTPALIMU HAJISKHOCTU Hanbosiee
BOKHBIX W OTBETCTBEHHBIX JJEMEHTOB HMHQGPACTPYKTYphl HHOOPMAITMOHHON
0e30macHOCTH. ITO 0COOEHHO BaXKHO B TOM Cllydae, €CJId MPEIPUSTUE OCYIIECTBIISCT
nH()OPMAITMOHHBINM OOMEH ¢ BHEITHUMHU KOHTPAreHTaMmu (1, B 9aCTHOCTH, KJIMCHTAMH )
U JEMOHCTpAIlUs HAJS)KHOCTH BHYTPEHHUX MPOIEAYP CEPBHCOB MH(POPMAITMOHHON
0e30MacHOCTH  MOXKET O0ECHeYWTh pacUIMpeHre Ou3Heca W TOBBIIICHUE
3 PEKTUBHOCTU OTACIIBHBIX ONIEpaIUH.

B HekoTopbIx ciydasx o0beM TakMX JOKYMEHTOB (TOJUTHK, PETJIaMEHTOB)
MOXKET JOCTUTaTh HECKOJIBKUX JECSATKOB CTpaHUIl (Kak mpaBmio, He Oomee 100-150
cTpaHHuil). JJOKyMEHTBI TaKOro pa3Mepa, Kak MpaBHIIO, COCTABISIOTCA B T€X CIIydasX,
KOIJIa MOJKET TMOHAJ00UThCS HMX HCIOJIb30BaHUE B CYAEOHBIX Mpoleccax s
YCTaHOBJICHHSI CTETICHN BHHBI U OTBETCTBEHHOCTH PA3IMYHBIX YIACTHUKOB MPOIIECITYP
uHdopmamoHHoro ooMeHa. B Tom citydae, eciiu OT/ieIbHbIEC TOTUTUKU MPECTABISIOT
co0Oll CNOXXKHBIE OOBEMHBIC JIOKYMEHTBHI, HW300WIYIOMNUE IOPUAUUYECKUMU U
TeXHUYCCKUMH TEPMHUHAMH, OHH MOTYT COMPOBOXKAATHCS JTOTOJHUTEIHHBIM
JOKYMEHTOM, KPaTKO PACKPHIBAIOIIMM OCHOBHBIC TPEOOBAHUS U TOJOXKEHUS JIs
OOJIBIIMHCTBA TMOJb30BaTeel. Tako JOKYMEHT JOJDKEH HUMETh OTHOCHUTEIIHHO
HeOoJIbIION 00beM (Hampumep, He Oosee ABYX CTPAHMI]) U COAEPXk aTh OINUCAHUE
HauOosiee BaKHBIX ACMEKTOB TPEIMETa TOJUTHUKHU: TPAKTUYECKU BaKHBIC
OTPaHUYCHHUSI, OTBETCTBEHHOCTh U OCHOBHBIE TIPaBUJia, 3HAHUE KOTOPHIX HEOOXOAUMO
JUIs1 TOBCETHEBHOM IESITEILHOCTH.

K umciy moKyMeHTOB Ha CpelHEM M HUKHEM YPOBHE JETaM3aIlu, TOMUMO
COOCTBEHHO TMOJIMTUK ©O€30MacHOCTH, MOKHO OTHECTH TaKXkKe PUANYECKOe
3aKIr0YeHue, (OpMaTbHO TIOATBEPXKAAIOIIEe, UYTO BCE Mephl HH(DOpPMAIMOHHON
0€30I1acCHOCTH, TPEANPUHUMAEMbIE Ha MPEINPUITHH, COOTBETCTBYIOT TPEOOBAHUSIM

JICHCTBYIOIIETO 3aKOHOIATEIHCTBA U/WUJIN CTAHIapTOB.

20



Tewma 2.4 — Jleranu3upoBaHHas MOJTUTHKA 0€30MaCHOCTH TIPEATIPUATHS
(ITnanupoBaHue U yrnpapieHHe HHOOPMALMOHHON 0€30MaCHOCTHIO)

1 BHYyTpHOOBEKTOBBIH PeKUM; OXpaHa NMOMeIllleHUii U TepPUTOpPHid

Opranuzaiusi BHYTPUOOBEKTOBOTO pEXKHMMAa W OXpaHbl IOMEUICHUH W
TEPPUTOPUI SBISIETCS YacThio OOIIEeH paboThl MPEeANnpUsATHS MO 00eCHeYSHUIO
COXPAaHHOCTH HMYIIECTBA M HENPEPBIBHOCTH TEKYIIEW AeATeNbHOCTH. OCHOBHOM
3ajayeil obOecrieyeHHs BHYTPHOOBEKTOBOTO pEXKMUMa SBJSICTCS  HEIOIYIICHHE
MOCTOPOHHUX JIMI[ K HMHPOPMAIMOHHBIM AaKTUBaM U MPEIOTBPAILEHUE YIPO3
uH(OpMaIIMOHHOM 0€30MaCHOCTH.

OCHOBOIl BHYTPHOOBEKTOBOIO pEXUMa SBISIETCS MPOIYCKHOW pEXKUM, B
paMKax KOTOPOro, KaK IPaBUJIO, YCTAHABIMBAIOTCS:

— JIOKYMEHTHI, JAroII1e MPaBo MpoXoa Ha TEPPUTOPUIO MPEAIPHUITHS — KaK
MPOITYCKAa W KapThl AOCTYyNa, BbIJAHHBIE CAMUM NPEANPUATUEM, TaK U JOKYMEHTHI,
BbIIAHHbIE CTOPOHHHMMHU OpraHU3alusMU (HampuUMep, CIIy>KEOHbIE YJOCTOBEPEHHUS
JOJKHOCTHBIX JIMI] HEKOTOPBIX OPraHOB rOCYAapCTBEHHOM BIIaCTH);

— KaTeropuu NpOIyCKOB, UCIOJIb3YEMbIX Ha MPEANPUITHH, B COOTBETCTBHUHU C
KOTOPBIMU (KaTErOpUsIMM) OTPAaHUYMBACTCA CPOK JECUCTBUS IPOIMYCKOB, BpeMs
BO3MOXXHOT'O MPOXOJa Ha TEPPUTOPHUIO MPEANPUATUS (IHU HENEIH, 4achl CYTOK) U
HEKOTOpbIE APYTHUE MMapaMeTpPhl;

— TOpSAAOK BblAaud, OOMEHa, MPOJUICHUS U HU3BATHS IMPOIYCKOB, a TaKKe
MOPSIIOK JIEHCTBUN COTPYAHUKOB U JOJDKHOCTHBIX JIAILL ITPH YTPaTe MPOIYCKa;

— TIOpPSIIOK OpraHU3allMM MpOIyCKa JIMI, AaBTOTPAHCIOpPTa MW MpOHOCA
(mMpoB03a) UMYNIIECTBA: pa3MEIEHUE U MOPSIOK PabOThl KOHTPOJIBHO-TPOIYCKHBIX
IIyHKTOB, BO3MOXHOCTH IPOITyCKa T€X WJIH WHBIX JUL, CPEIACTB aBTOTPAHCIIOPTA U
rpy30B uepe3 Te uiu unbie KIIT u mp.;

— OCHOBHBIE MOJIOKEHUSI JOKYMEHTOO0OpOTa, UCIOJIb3yEMOTO MPHU MPOX0JIe
MOCETUTENIeH Ha TEPPUTOPHUIO Mpeanpustus — TpeOoBaHus K BeaeHuto JKypHana
perucTpalMu MpoxoAa MOCeTuTeNed, TpeOoBaHUS K JIOKYMEHTaM, Ha OCHOBE
KOTOPBIX BBIJAIOTCS pa30BbI€ MIPOITYCKA, MOPSIIOK BBIJAYH PAa30BbIX MPOIYCKOB U IIP.;

— TOPSIOK IOCMOTPa TPAHCHOPTHBIX CPEACTB, HOMYCKAEMbIX Ha TEPPUTOPHUIO

peanpUsTUSL.



Tewma 2.6 — Ynpasnenue nHPpopManoHHON 0€30MacHOCTHIO TIPEATIPUATHS
(Ynpasienue nHGoOpMaMOHHON 0€30MaCHOCTHIO)

Kpome Toro, B paMkax OpraHu3aldd BHYTPUOOBEKTOBOTO PEXKUMa MOMKET
OBITH MPEYCMOTPEHO pa3JiejeHUe MOMEIICHUI U TepPUTOPUN HA OTIIETbHBIE 30HbI C
OrpaHUYEHUEM JIOCTyNa (B TOM YHUCJIE€ HAa OCHOBE pa3JelieHuss NOMEIICHHN u
TEPPUTOPHIl Ha pa3IMUHbIC KATETOPUH), a TAKXKE pa3TpaHUUYCHHUE TOCTYyNa OTAEIbHBIX
COTPYIHHMKOB (KaTEropui mepcoHana) W MOCETUTENEd B PAa3JM4YHbIE 30HBI, TaKXKe
MOTYT OBITh OIpENEJECHbl OCHOBHBIE TpPEOOBaHUSA K TEXHUYECKHM CpPEICTBAM
pa3rpaHUYCHHUsS JOCTYIA U OPTAaHU3ALNH UX UCTIOJIb30BaHUS.

C TEeXHUYECKON TOYKH 3pEHHS MEpPbl IO OOECHEYEHUIO0 MPOMYCKHOTO H
BHYTPUOOBEKTOBOTO PEXUMOB MOTYT OBITh PEAJIM30BAHBI TEMHU K€ CpPEACTBAMH,
KOTOPBIE UCTIOIB3YIOTCA I oOecreueHus: 0€30MacHOCTU B IpYrux chepax, HIOMUMO
MH(POPMAITMOHHON (3allUTa UMYIIIECTBA U MEPCOHAa, 00ECIICUCHUE HEMPEPHIBHOCTH
IPOU3BOJACTBEHHOIO  Ipolecca), —  CPEACTBAMU  KOHTpPOJIL  JOCTyIa,
BUJICOHAOITIOICHM ], CHTHAJIM3ALUU U (PU3NUECKOM 3aLIUTHI.

B OCHOBe cpeACTB  KOHTPOJISL JOCTYIIA JIEKAT MEXAHU3MBbI OITO3HABAHUS
JMYHOCTH U CPABHEHHs C YCTAHOBJIEHHBIMM napameTrpaMu. [lonuThka npeanpuarus
MOKET YCTAaHaBJIMBaThb KaK YIPOIICHHbIE TMOAXOJAbl K ONO3HABAHMIO, KOTIJa
OXpPaHHUKH TPEINPHUATHS TPOBEPAIOT JTOKYMEHTHI (IMOATBEPKICHHE JIMYHOCTH,
MOATBEPKJIEHUE BO3MOKHOCTH MPOXO0Ja HAa TEPPUTOPUIO B JIAHHOE BpeMs uepes
nannabii  KIIIT), Tak W uCnoib30BaHME aBTOMATHU3UPOBAHHBIX CPEACTB, KOTaa
OTIO3HaHUE MOCETUTENS U MOATBEPXKACHUE (JJMOO 3ampeT) BO3MOKHOCTH MPOX0/a Ha
TEPPUTOPUIO  (BBIXOJA  C  TEPPUTOPUM, M3  3AaHUS)  IPOU3BOAMUTCS
aBTOMATU3UPOBAHHOM CHCTEMOM KOHTpOJIA JOCTylla Ha OCHOBE HMMEIOLIUXCS Y
MOCETUTENs] ~ MAIIMHOYMTAEMbIX  CPEACTB  MEPCOHAIBHOM  MAEHTU(UKALUU
(TJTaCTUKOBBIX KapT, )KETOHOB U Ip.) JUOO HA OCHOBE CUMTHIBAHUS M aHAJIU3a €ro
¢busznueckux ocoOeHHOCTeH (reoMeTpuM Julla, OTIEYaTKOB MallbleB, PUCYHKA
paay)HOM 000JIOUKM Trja3a, rojoca W mp.). IIpu BBIOOpE KOHKPETHBIX CPEACTB
OMOMEeTpUYECKON MACHTU(UKALMU CIIEUUATUCTaM U PYKOBOJIUTENSAM MPEANPUATUS
CJIelyeT IOMHUTb, YTO Pa3HbIE TEXHOJIOTMU UMEIOT PA3HYIO CTENEHb HA/IEKHOCTH, a
TaKke MOTYT ObITh OoJiee WM MEHee yIOOHBIMH B MOBCEJHEBHOM MCIOJIb30BAHUU

00JIBIIMM KOJMUYECTBOM Jtofel. Tak, Hampumep, CUUTAeTCA, YTO OJHA U3 MEPEIOBBIX
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Tewma 2.6 — Ynpasnenue nHPpopManoHHON 0€30MacHOCTHIO TIPEATIPUATHS
(Ynpasienue nHGoOpMaMOHHON 0€30MaCHOCTHIO)

TEXHOJIOTM OMOMETPUUYECKON UICHTU(PUKAIUU — UACHTU(UKALNS 110 KPOBEHOCHBIM
cocyiaM maiblia (Korja HH(QpakpacHbI JIyd IPOCBEUMBAET NaJlEll U CO3/AeT
TpeXMEpHOE H300paKEHUE YHHUKAJIbHOW ISl KaXJIOrO0 dYelOBEKa CTPYKTYPHI
KPOBEHOCHBIX COCYJIOB) — CYIIECTBEHHO MEHee YysI3BUMa s oOMaHa, 4YeM
JAKTUJIOCKOMMYECKast UICHTU(UKALINS.

®duznyeckas 3aliuTa OObEKTOB, KaK MPAaBWIO, MPEANOJAraeT YCUICHHE
KOHCTPYKLMM OrPaKACHUH, DSJIEMEHTOB 3/1aHUW, COOPYKEHHH U OTIEIbHBIX
nmoMemeHnii. K Takum cpenctBaM  OTHOCATCS  3allliTa  OKOHHBIX —HPOEMOB
METAJUIMYECKUMU PEIIETKAMU M CTaBHSAMM, CIEHUAIBHOE OCTEKJIECHHE OKOH,
HCIIOJIb30BaHUE OPOHHUPOBAHHBIX JIBEPEH, 3alUPAONINX YCTPOWCTB, CEU(POB s
XpaHEHHsI CPEACTB BBIYMCIMTEIBHON TEXHUKHM M HocuTened wuHopmanuu. B
COOTBETCTBUM C OCOOEHHOCTSAMM HCIIOJIb3YEMBbIX MOMEIIEHUH U TEeppUTOpUi
MOJIUTUKA  OE€30MaCHOCTH  NPEANpPUATHS  TakKKe  MOXKET  IpedyCMaTpuBaTh
pacnojoXeHue MECT XpaHEeHUs! U 00paboTku MHPpopMauu (HanpuMmep, apX1UBOB WIH
CEpBEpPHBIX KOMHAT) B IOMEIICHUSAX, HAUMEHEEe IOCTYIHBIX ISl MPOHWKHOBEHUS,
HauOoJee YAAJIEHHBIX OT MECT XpaHEHUs B3PBIBOOMACHBIX u
JIETKOBOCIUTAMEHSIOIIMXCST BEIIECTB, HAaUMEHEE IOJBEPKEHHBIX 3aTOIUICHUIO (IUIs
O00OBEKTOB pACMOJOXKEHHBIX B JOJMHAX pPEK MU Ha TMo0epexbe), HauboJiee
3AIIMILIEHHBIX OT YIapOB MOJIHUU U TIp.

C (¢usnueckoil 3amMTONM HEMOCPEICTBEHHO CBSI3aHO  HMCIOJIb30BaHUE
CPEICTB CUTHAJM3allul M BUJEOHaOMoeHUs. B  3aBUCHMOCTH OT XapakTepa
OXpaHseMoro o0beKTa (TEppUTOpHUs, 31aHUE, POXO/, TOMEILEHUE, OTACIbHBIN HIKad
WK ceil) B CpeacTBaX CUTHAIM3AIMKM MOTYT MPUMEHSTHCS AATYUKU, paboTaromme
Ha pa3IMYHBIX (U3MUECKUX NpUHIMNAX ((POTOANEKTPUUECKUE NATYUKHU, NATYUKU
o0beMa, aKKyCTUYECKHE JaTYMKH M IIp.), MUMEIOIIHE pa3InyHble HACTPOUKU U
HCIIOJB3YIOIINE Pa3IMYHbIE KaHAIBI CBSA3U. B OTiMuYME OT CPEeACcTB CUTHAIU3ALMHU
CpeICTBa BUACOHAOIIONCHHS MO3BOJISIIOT HE TOJBKO YCTAaHOBHUTH (DAaKT HApPYIICHHUS,
HO M B JCTAISAX OTCIEKHUBATH €ro, KOHTPOJMPOBATH CHUTYAlMIO, a TAKXKE BECTH
BUJIE03AMHUCh, KOTOPYIO MOYXHO OYJ€T UCMOIb30BaTh JUIsl IPUHATUS JAJIbHEUIINX MEp

(mouck HapyIIUTENeH, YTOJIOBHOE TIPECIICOBAHUE U TIP.).
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Tewma 2.6 — Ynpasnenue nHPpopManoHHON 0€30MacHOCTHIO TIPEATIPUATHS
(Ynpasienue nHGoOpMaMOHHON 0€30MaCHOCTHIO)

OTtnenbHOM 3amauelt siBisgeTcs obecriedeHrne MHGOPMAIMOHHONW 0€30MacHOCTH
OpU TMPOIECCe TPAHCIOPTUPOBKU HoOcHUTeNed HHMOpMAMU U JAPYTUX OOBEKTOB,
TpeOyrolllee MCIONIb30BAHUS KAK CHELUATbHBIX OPraHU3alMOHHBIX MPUEMOB, TAK U
CIIEHHAIBHBIX TEXHUYECKUX CpeACTB. K OpraHuM3allmOHHBIM METOJAaM OTHOCHUTCS
IIPUBJICYCHUE CHELUAIBbHO IOATOTOBJIEHHBIX KypbEPOB, a TAaKXKE pa3/ICIICHHUE
HocuTenel nadopmanuu (0ObEKTOB) HA YaCTH U MX Pa3jelibHas TPAHCIIOPTUPOBKA C
HEeIbl0 MUHUMHU3AIMK BO3MOXKHOCTEH yTeuku wuHpopmanuu. K TexHuyeckum
CpencTBaM, MPUMEHSEMbIM MpPU  TPAHCHOPTUPOBKE  OOBEKTOB, OTHOCATCSA
3alUIICHHBIE KOHTEHHEPHI, CIEIUAJbHBIE YNAaKOBOYHBIE MAaTEpUajbl, a TaKXKe
TOHKOIUIEHOYHbIE ~ MaTepHalibl M  TojJorpapuyeckue METKH, TO3BOJIAIOIINE
UIEHTU(PULIUPOBATh NOJJIMHHOCTh 00BEKTOB 17§ KOHTPOJIMPOBATH
HECAHKIIMOHUPOBAHHBIN IOCTYI K HUM.

2 ®uznyeckas 3a1UTA 00bEKTOB

dusnueckas 3alMTa OOBEKTOB, KakK IMpaBWIO, NPEANOJaraeT yCHJICHUE
KOHCTPYKIIMK OTPAXKACHHUM, DOIEMEHTOB 3JIaHUW, COOPYKECHUHW U OTIEJIbHBIX
noMemeHnnii. K Takum cpenctBaM  OTHOCATCS  3allliTa  OKOHHBIX MPOEMOB
METANIMYECKUMHU PELIETKAMU W CTaBHSAMM, CIELUAJIBbHOE OCTEKJIEHUE OKOH,
MCIIOJIb30BaHUE OPOHUPOBAHHBIX [BEpPEH, 3aMMPAIOIIUX YCTPOMCTB, CEUOB A
XpaHEHHsI CPEACTB BBIYMCIWTEIBHOM TEXHUKM M HocuTened wuHdopmauuu. B
COOTBETCTBUM C OCOOCHHOCTSIMH UCIIOJIb3yeMbIX TOMEIICHHH | TEepPUTOpUi
MOJIUTUKA  O€30MacHOCTH  NPEANpUsATHS  TakKke MOXKET IpeaycMaTpuBaTh
PacIoioKeHUE MECT XpaHeHus1 U 00paboTku nHpopmaIuu (HarpuMep, apXrUBOB UIIH
CEpPBEPHBIX KOMHAT) B IMOMEUIEHUSX, HAUMEHEE IOCTYIHBIX UIsl MPOHUKHOBEHHS,
HauOoJee yYAAJIEHHBIX OT MeCT XpaHEeHUs B3PBIBOOMACHBIX u
JIErKOBOCIUIAMEHSIFOLIUXCSl BELIECTB, HAUMEHEE IOJBEPKEHHBIX 3ATOILIEHUIO (IS
0OBEKTOB pACMOJOKEHHBIX B JOJMHAX PEK M Ha TMoOepexne), Hauboiee
3alMIIEHHBIX OT y/1apOB MOJIHUU U TIp.

C ¢usnueckoil 3amMTON HEMOCPEACTBEHHO CBSI3aHO HCIIOJIb30BAHUE CPEICTB
CUTHAJIM3AIMM W BHJIEOHAOMoAeHUs. B 3aBUCHUMOCTH OT XapakTepa OXpaHsSeMOro

oOBeKTa (TeppuTopus, 3/1aHNE, POXOJ, TOMEIICHUE, OTACIbHbIN MmKad uiu ceid) B
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Tewma 2.6 — Ynpasnenue nHPpopManoHHON 0€30MacHOCTHIO TIPEATIPUATHS
(Ynpasienue nHGoOpMaMOHHON 0€30MaCHOCTHIO)

CpelICTBaX CUTHAIM3AIMU MOTYT MIPUMEHSATHCS TaTYUKU, paO0TaIOIINE HA PA3IMYHBIX
¢usnueckux npuHOUNAX  ((POTOINEKTPUUECKUE JATUYUMKH, JaTYUKW oObeMma,
AKKyCTUYECKHUE JTATYUKU U TIp.), UMEIOUIUE PA3IUYHbIE HACTPOUKHU U UCIIOIb3YIOIINE
pa3IMYHbIE KaHajbl CBS3U. B OTIMYME OT CPEACTB CHUTHAIM3ALUHA CpPEICTBA
BHJICOHAOJTIOICHHSI TTO3BOJIAIOT HE TOJIBKO YCTAaHOBUTH (DaKT HAPYIICHUS, HO U B
JeTajsX OTCICKUBATH €r0, KOHTPOJIMPOBATH CUTYAIMIO, a TAK:KE BECTU BUCO3AINCH,
KOTOPYI0O MOXXHO OyJeT HCHOJb30BaTh ISl MPUHATHUS JajdbHEHIIMX Mep (IOUCK
HapYIIUTENEH, yroJIOBHOE MPECIICA0BaHUE U TIP.).

OTtaenbHOM 3amauelt sBisgeTCs obdecredeHrue HHGHOPMAIIMOHHON 0€30MacHOCTH
Py TIPOIECCE TPAHCIOPTUPOBKU HOCHUTENEW uHMOpMaUM W APYTUX OOBEKTOB,
TpeOyrolee MCMOAb30BaHUs KaK CHEIUAbHBIX OpPraHU3alMOHHBIX MPUEMOB, TaK U
CIEHHAIBHBIX TEXHUYECKUX CpeAcTB. K OpraHuM3alluOHHBIM METOJaM OTHOCHUTCS
MIPUBJICYCHHUE CHEIUAIBLHO TOATOTOBJIEHHBIX KYphEPOB, a TaKXKe pa3/eliCHHUe
HocuTenel nHpopmaruu (00bEKTOB) HA YACTU M UX paslielibHasl TPAHCTIOPTHUPOBKA C
IEJbI0 MUHUMHU3AIMU BO3MOXKHOCTEH yTeukn wuHpopmaruu. K TexHuyeckum
CpeACTBaM, TMPUMEHSEMBIM TIPU  TPAHCIOPTUPOBKE  OOBEKTOB,  OTHOCSTCS
3alIUIICHHBIE KOHTEHHEpHI, CHEIUaJIbHbIE YMNAaKOBOYHBIE MAaTepUalbl, a TaKXKe
TOHKOIUICHOYHBIE  MaTepualibl U  Tojorpaduueckue METKH, IO3BOJISIONIUE
UJICHTUPUIIUPOBATH MOJIMHHOCTh 00BEKTOB u KOHTPOJIMPOBATH

HECAaHKIMOHUPOBAHHBIN JTIOCTYII K HUM.
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(Ynpasienue nHGoOpMaMOHHON 0€30MaCHOCTHIO)

3 Opranu3anus pe;KMMa CeKpPeTHOCTH

Opranuzanus pexuMa CEKpETHOCTH B YUPEKACHUAX U HA NpeanpusaTusx B PO
OCHOBBIBAETCS Ha TpeOOBaHUAX (HENEPATBHOIO 3aKOHOJIATEIbCTBA, KACAKOLIErocs
BOIIPOCOB T'OCYJIAPCTBEHHOW TaillHbl, U COOTBETCTBYIOIIMX IMOA3aKOHHBIX aKTOB. B
COOTBETCTBUH C JEHCTBYIOIIMMH HOPMaMH K TOCYJapCTBEHHOH TailHE MOXKET OBITh
OoTHeceHa MH(opMaIys, Kacawolascs 000pOHOCIIOCOOHOCTH CTPaHbl, €€ YKOHOMUKH,
MEXIYHApPOJIHbIX  OTHOIICHHWH, TOCYyJIapCTBEHHOM 0€30MacHOCTM M  OXpaHbl
MpaBOMNOpPsAAKA (B TOM YHUCJIE CBEAEHHUS O METOAAX U CPEACTBAX 3alIUThl CEKPETHOU
uH(pOpMalnH, a TAaKXKe O FOCYAapCTBEHHBIX IpOrpaMMax M MEPONPUATUAX B 00JacTH
3alUTBl TOCYJAAPCTBEHHOW TalHbl); B 3aKOHOJATENbCTBE TAKXKE CHEUUATBHO
YTOUHSAIOTCS OOJIACTH JESATENbHOCTH, MH(OpPMAIMS O KOTOPBIX HE MOXET OBITh
OTHECEHa K TOCyJIapCTBEHHOM TaiiHe. OTHeceHHe KOHKpeTHOW HuH(popManuu K
rOCyJapCTBEHHOM TaWHE NPOU3BOAUTCA PELIEHUEM CIENUAIBHO HA3HAYAEMBIX
JOJKHOCTHBIX JIULI, @ o0mmid [lepeueHs cBeneHnil, OTHECEHHBIX K rOCYAapCTBEHHOM
taiiHe, yTtBepxknmaerca llpesmpentom PO wu  nomuexur  o0s3aTeNbHOMY
onyOnukoBaHuo0. Jlsi CBeJEHM, COCTAaBJSIOIIMX TOCYJApPCTBEHHYIO TailHY,
YCTaHABJIMBAIOTCS TPU CTENEHU CEKPETHOCTH: «OCOOON BaKHOCTHUY», «COBEPIIEHHO
CEKPETHO» M «CEKPETHO», & HOCUTENH TaKUX CBEIECHUMN (JOKYMEHTHI) 1OJKHBI UMETh
COOTBETCTBYIOIINE PEKBU3UTHI.

OCHOBHBIM 3JIEMEHTOM OpPraHU3aLUH PEKUMA CEKPETHOCTH SIBIISIETCSA JOITYCK
NOJDKHOCTHBIX JIMII M TpaXJaH K CBEIAEHUSAM, COCTABIIIOIIMM TOCYAAapPCTBEHHYIO
taiiHy. OH OpeanosaraeT  BBIIOJIHEHUE  PYKOBOJACTBOM  NPENNPUATHS U
MOAPA3JEICHUNA 1O 3allUTe TOCYJApCTBEHHOW TaillHbl (BO B3aUMOJACHCTBHH C
YIOJIHOMOYEHHBIMU [PABOOXPAHUTENbHBIMU OpPraHAMH) CIIEAYIOIIMX OCHOBHBIX
MEPONPUSATHI:

1) OsHakomiieHHE  JOJDKHOCTHBIX JIMII M  TpaXIaH C  HOpMaMu
3aKOHOAATENbCTBA, IPEIYCMATPUBAIOIIMMH  OTBETCTBEHHOCTh 3a  HApyILICHUE
TpeOOBaHUil.

2) Ilomyuenwe coriacusi Ha BPEMEHHBIC OrPAaHUYCHHS WX TMPaB B

COOTBCTCTBUH C 3aKOHOAATCIIbCTBOM.
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3) Ilosyuenue coryiacusi Ha MPOBEJCHWE B OTHOIICHUM WX IMPOBEPOYHBIX
MEPOTIIPUATHUH.

4) TlpuHATHE peIICHUs O JIOMYCKe K CBEACHHSM, COCTABJISIOIIAM
roCyJIapCTBEHHYIO TalHY.

5) 3aknrodeHue C JHMIAMH, TONYYHUBIIUMH JIOMYCK, TPYAOBOTO JIOTOBOpA
(KOHTpaKTa), OTPAXkKAIOLIEr0 B3aMMHBIE 00S3aTENbCTBA TAKUX JIMI] M aIMUHHCTPALUN
npennpusatds (B T.4. o00s3aTenbcTBa TaKUX JMI[ Tepel TOoCYJapCTBOM IO
HEPACIPOCTPAHEHUIO JOBEPEHHBIX UM CBENCHUM, COCTABILIIOIIUX TOCYAAPCTBEHHYIO
TalHy).

[ToMmuMO OTHECEHHsI CBEACHUW K TOCYJApPCTBEHHOW TaWHE U JOITyCKa
JOJKHOCTHBIX JIMI[ M TPAXKJAaH K 3aCEKPECYCHHBIM CBEJICHUSM, BAXKHBIM 3JIEMEHTOM
CUCTEMBI ~ OOECIeYeHHUs]  peXUMa  CEKPETHOCTH  SIBIISIETCA  OpraHM3aIus
MH(POPMAITMOHHOTO O0OMEHA MEXIy MPEANPUSTUIMHU MPU COBMECTHOM BBHITIOJTHEHUU
pabot. B wacTHOCTH, IIepe/iaya 3aCEKPEUCHHBIX CBEJICHUN OT OJJHOTO MPEANPUATHS K
ApYyrOMy  JOJDKHA  IPOU3BOJUTBCA € pa3pelieHUss  YIOJHOMOYEHHOTO
roCyJ1apCTBEHHOTO oprasa, JIOTOBOP Ha BBINIOJIHEHUE PA0OT JOJIKEH
MpeaycCMaTpuBaTh 00s3aTENIbCTBA CTOPOH MO 0OECIIEYCHUIO COXPAHHOCTU CBEACHUIA,
a 3aKa34yuK padOT JOJIKEH KOHTPOJUPOBATH BHINIOIHEHNE HOPMATUBHBIX TPEOOBAHUM
KOHTpareHTaMM MO TakUM JOroBopaM (Hajaudue JUIEH3Uul, oopMIIeHHE AOIyCKa
COTPYIHHKOB U TIp.) U NPUHUMATh HEOOXOJUMBIE MEpPhl B CIlly4ae BBISBICHUS
HapyIIECHUN.

Taxke BaXHBIM DJIEMEHTOM OOECIEUYEHHUS PEeXHMa CEKPETHOCTH SIBIISETCS
Opra”u3anys Nepeaayu CBEACHUN, COCTABISIONIMX FOCYIapCTBEHHYIO TalHY, IPYyTUM
rocyjgapcrtsam (B TOM  4YHCJ€ O3HAKOMJIEHHE C TakKUMHU  CBEACHUSIMHU WU
MPEOCTABICHUE BO3MOKHOCTH JIOCTyNa K HUM). B KaXIOM OTAENbHOM CcCllydyae
pelieHne o mnepengade cBeaeHur BbIHOCUTCA IIpaBurensctBomM PP Ha ocHOBaHuu
3KCIIEPTHOTO 3aKITFOYEHUS MexBeIOMCTBEHHOMN KOMUCCHH 10 3aIIUTe
rOCyJJapCTBEHHOM  TaWHbI, KOTOpass, B  CBOIO OYEpElb, PYKOBOJACTBYETCS
MOTUBHPOBAHHBIM XOJAaTaliCTBOM MPEANPUATHS, 3aUHTEPECOBAHHOTO B Iepeaaye

CEKPETHBIX CBEACHUM, U PEIICHHEM OpraHa roCyAapCTBEHHOU BJIACTH, KYPUPYIOILIEro
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(Ynpasienue nHGoOpMaMOHHON 0€30MaCHOCTHIO)

KpPYyT BOIPOCOB, K KOTOPOMY OTHOCATCS TepenaBaeMbie cBeneHud. s obecneuenus
3allUThl UHTEpecoB P® co CTOpPOHOMN, NPUHUMAIOIIEH CEKPETHbIE CBEICHMUS,
3aKJIFOYACTCS  JIOTOBOP, COJAEPKAIIUKA HEO0OXOAMMBIC 00s3aTEIhCTBA IO 3aIUTE
noJiydaeMoil “HQOpMalKHY, a TaKKe MOPSJIOK pa3penieHus] KOHMIUKTHBIX CUTYyallui
Y KOMIIEHCAIIMX BO3MOXHOTO yiiepoa.

4 XapaKkTepuCTHKH NOJUTHK 0€30MacCHOCTH

4.1 MoauTnka onyoJTUKOBAHUSI MATEPHAJIOB B OTKPBITHIX HCTOYHUKAX

[TomuTrka omMyOIMKOBAHUS MATEPHUAIOB B OTKPBITHIX MCTOYHHKAX (TaKUX Kak
ra3erbl, JKypHajibl, BBICTaBKH, ceTb VHTepHeT, paaumo- u Telenepenayw,
KOH(pEpeHIIMU, My3€HHbIE JKCIO3UIMU U M[Op.) JOJDKHA  0oOecreuuBaTh
MPEIOTBpAIICHUE CIAydalHBIX W OPTraHW30BaHHBIX YTEYCK KOHQPHUIACHITUATHHON
uHpoOpMaIUU TPU  B3aUMOJICUCTBUM TMPEANPUITHS CO CPEICTBAMH MacCOBOMU
uH(opMaIuu, OOIIECTBEHHBIMA H TOCYJapCTBEHHBIMA OpTaHAMH, HAy4YHBIM,
aKaJleMUYecKUM U OusHec-cooOmiecTBoM. Jljis Toro 4roObl u30exarh yiiepba
WHTEpecaM MpeAnpUsTHsl, Takas MOJMTHUKA JOJKHA COACPKAaTh OCHOBHbBIC MPABHIIA U
MpOIEIyphl  MOATOTOBKM  WH(POPMAIMOHHBIX  MAaTEPHAIOB K  OTKPBITOMY
OIyOJIMKOBAHUIO.

B wacTHOCTH, B MOIUTHKE O€30MACHOCTH CIIEIYET MPEAyCMaTPUBATh CO3AaHHE
CIEIUAIBLHOTO DJKCIEPTHOTO COBETA, OTBETCTBEHHOTO 3a PAcCMOTPEHHE BCEX
MH)OPMAIIMOHHBIX MaTepUalioB, KOTOpBIE TMpeArojaraeTcss OmnyOJuKOBaTh B
OTKPBITBIX MCTOYHUKAX (MOJUTHKA OE30MacHOCTH JOJDKHA COICPKAaTh KOHKPETHBIC
OTpaHWYCHHS Ha OMyOJMKOBaHWE WH(POPMAIMOHHBIX MaTepHalioB 0€3 ux
PACCMOTPEHHUSI PKCIIEPTHBIM coBeTOM). OCHOBHOM 3a7adyeil TaKOrO0 COBETA SIBIISACTCS
MMOJATOTOBKA 3aKIIOYCHUH O BO3MOXKHOCTH WJIM HEBO3MOXXHOCTH ONYyOJIMKOBAaHHUS
OTIpEICTICHHBIX WH()OPMAITMOHHBIX MATEPHAJIOB, & TAKXKE MOJATOTOBKA KOHKPETHBIX
MIPEIOKCHHUH 110 U3BSITHIO OTIpEICIICHHBIX CBEJICHUN u3 MaTepHaoB,
MOATOTABIMBAEMBIX K OMyOIMKOBaHMIO. [Ipy OTCYTCTBUU €MHOTO MHEHHUSI y WICHOB
DKCIIEPTHON KOMHCCHUU PEIICHHE O BO3MOXKHOCTH OMYOJIMKOBAHUS MOXKET OBITH
OPUHATO PYKOBOJUTENEM MPEANPHUATHS C YY€TOM pPEeKOMEHJauui sKkcrepToB. s

3(1)(13GKTI/IBHOFO peuICHU 3a/la4 YJICHBI SKCIICPTHOTI'O COBETA AOJDKHBI ACTAJILHO 3HATDH
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BCE CYILIECTBYIOIIHE OTPaHUYCHHUS (B YaCTHOCTH, YCTaHOBJICHHBIE
3aKOHOJIATEILCTBOM) M BIAJETh CUTYyallMel B TOU cdepe, B KOTOpor (PyHKIIMOHUPYET
npeanpusitue. [lpm  3TOM, Kak TpaBUIIO, CaMm aBTOP MOATOTABIMBAEMBIX K
OIMyOJIMKOBAaHUIO MaTEPHAJIOB HE MOXKET BXOAHUTH B SKCIEPTHBIA COBET, a PEAAKTOP
WM PYKOBOAMUTENb, OTBEYAIONIMA 3a MOATOTOBKY MATEpPHAIOB, HE MOXKET OBITh
MpeJICeaTENEM IKCIIEPTHOTO COBETA.

XapakTepHbIM IPUMEPOM MTOJIUTUKH HCTIOJIb30BaHUS CETU IHTEpHET SBISAIOTCS
HEKOTOphIe TonoxeHus: Ykasza [Ipesunenta PO or 12 mas 2004 roga Ne 611 «O
Mepax 1o obecrnieueHuto nHGopMaMoHHon 0e3omacHocTu Poccuiickoit denepannn B
chepe MeXIyHApPOJHOTO HWH(MOPMALIMOHHOTO OOMEHa», perjIaMEeHTUPYIOIIEro
BOIPOCHI MOJKIIOYEHHUS JIOKAIBHBIX CETEH M MEPCOHATBHBIX KOMIBIOTEPOB K CETH
WNurtepHet, a Takke pasmenieHue uHdopmanuu B cetd MHTEpHET 111 HEKOTOPBIX
KaTEropuu Mojap30BaTeneil. JlJaHHbIN JOKYMEHT:

- 3amnpeaeT BKJIOYEHUE WH(OOPMAIMOHHBIX CHUCTEM, CETEeH CBSI3U H
ABTOHOMHBIX TIEPCOHAJBHBIX KOMITBIOTEPOB, TAe oOpabarbiBaeTcs HH(pOpMAIIUS,
cojepiKaillasi CBEACHUS, KOTOpPbIE COCTAaBISIOT TOCYJApCTBEHHYIO TalHy, H
ciyxebHasi uHpopMaIlisg OTPAaHUYCHHOTO PACTIPOCTPAHECHUS, a TAKKE ISl KOTOPHIX
YCTaHOBJICHBI OCOOBIE MpaBWJIa JOCTyIMa K WH(POPMAIMOHHBIM pecypcaMm, B COCTaB
CPEACTB MEXIyHAapOJHOrO HUHGPOPMAIMOHHOTO OOMEHa, B TOM UHCIE B CETh
«HTEpHETY;

— NpEANUChIBACT  BIAJENblIaM  OTKPBITBIX W OOIIEIOCTYIHBIX
roCyJIapCTBEHHBIX HMH(POPMAIMOHHBIX PECYPCOB OCYIIECTBISATH MX BKJIIOUCHHE B
COCTaB OOBEKTOB MEXKIYHAPOAHOTO WH(POPMAIMOHHOTO OOMEHAa TOJBKO TIpHU
HCIIOJIb30BaHUU CepTU(PUITUIPOBAHHBIX CPEACTB 3aIIUTHI uHdopmaIu,
obecnieynBaIIMX €€  IEJOCTHOCTh M JOCTYINHOCTb, B  TOM  4YHCJE

Kpunrorpadguueckux Jisi MOATBEPKICHUSI TOCTOBEPHOCTU MH(DOpMAIuu.
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4.2 IloauTHKa ynpapJjeHUs1 NapoJIsaMu

[lonutuka ynpaBieHus napoysiMu (wid, B Oosiee 0o0IIeM BHUIE, MOJIUTHKA
UACHTU(DUKAIINKY U ayTeHTU(UKAIIMH) MOXET OMPEACNATh MePUOIUIHOCTh 3aMEHBI
napojei, AeNCTBUS, KOTOpble HEOOXOAMMO OCYIIECTBUTh MPHU KOMIIPOMETAINH
naposeif, OCHOBHbIE TpeOOBaHHMS K WX KadecTBYy, IpOLEAypaM HX TeHepaluw,
pacupeeseHuI0 OCHOBHBIX OOSI3aHHOCTEH, CBSI3AHHBIX C T€HEepauuend maposiei, ux
CMEHOM U JOBEACHHEM JIO0 TMOJb30BaTeNieid, a TaKkKe OCHOBHBIE MEpHI
OTBETCTBEHHOCTH 33 HapylLIEHUE YCTAHOBJICHHBIX NIpaBui U TpeboBanuil. [lonutuka
Ha 3TOM YpPOBHE TaKK€ MOKET YCTAaHABJIMBATh 3alpeT XPaHEHUsS 3alMCAHHBIX
napoJiei, 3ampeT coodmaTh KOMy-JI1M00 CBOM MapoJib (B TOM YKCIIE PYKOBOJIUTEISM
U aJIMHHHUCTPATOpaM HWH(DOPMAIMOHHBIX CHCTEM) U JIpyrM€ AaHAJIOTMYHbIE
OTrpaHUYCHUS.

4.3 TlonuTHKa YCTAHOBKH M OOHOBJIEHUSI BepCHil NPOrpamMMHOIO
o0ecnieyeHnst

[TonuTuKa yCTAaHOBKM M OOHOBJIEHUS BEpCUM MPOTrPaMMHOIO obOecreueHus
MOXET BKJIOYaTh B Ce€0sl HEKOTOpPhIE OrPAaHMYEHUS Ha CAMOCTOSTEIBHOE
npuoOpeTeHue U YCTAHOBKY  IPOrPaMMHOTO  OO€cleyeHUs  OTAEIbHBIMU
MO/APA3ICNECHUSIMA M TMOJIb30BATENIIMH, a TAaKXE OINpEIeTICHHbIE TPEOOBAHUS K
KBATM(PUKALMKA CIEHUATMCTOB, OCYIIECTBISIIONIMX WX YCTAaHOBKY, HACTPOWKY U
MOJJIEPKKY.

4.4 ToanTuka npuodpereHuss MHPOPMAIMOHHBIX CHCTEM U MX 3JIEMEHTOB

[Tonmutuka npuobpeTeHUs HHPOPMAIMOHHBIX CHUCTEM W HUX 3JIEMEHTOB
(mporpaMMHBIX M ammapaTHBIX CPEJCTB) MOXET BKIIOYaTh B ceOs TpeOOBaHUS K
JUUEH3UPOBAHUIO U CEPTU(PUKALMK HCIIONb3YEMBIX MPOrPAMMHOTO OOECIEYEHUS U
0o00OpyZI0BaHUs, a TAK)KE OIMpEJCIICHHbIe TPpeOOBaHU K GupMam, OCYIIECTBISIONIAM

HX IMOCTAaBKY U BHCAPCHHUC.
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4.5 IMoauTHKa J0CTYNA CTOPOHHMX MOJIb30BaTe el (OpraHu3anmii)

[TomuTuka  gocTyma  CTOPOHHUX — IoJb3oBaTeNnedl  (opraHusauuil) B
WH(GOPMALIMOHHBIE CUCTEMbI MPEINPHUITHSI MOXKET COAEpKAaTh MEPEYCHb OCHOBHBIX
CUTyallMii, KOTJa TaKOW JOCTyI BO3MOXKEH, a TaKKe OCHOBHBIE KpHUTEpUU U
MPOLIETYPbI, B COOTBETCTBUU C KOTOPBIMHU OCYLIECTBIISIETCS JOCTYI. Takxke noJMTuKa
MOXET NpelycMaTpUBaTh PacHpee€HUE OTBETCTBEHHOCTH COTPYAHHKOB CaMOIO
OPEANpUATHS 3a JEUCTBUS BHEIIHMX I10Jb30BaTENICl, KOTOPBIE IOJYyYarOT TaKOW
JOCTYIL.

4.6 IosmuTuka B OTHOIIeHNHU pa3padorku 10

[Tonutuka B oTHOWIEHNHU pa3padoTku I10 MoxkeT coaepkarh TpeOOBaHUS KakK K
BOIIPOCaM 0€30MaCHOCTH U HAAEKHOCTU MPOrPAMMHBIX CPEICTB, CAMOCTOSTEIBHO
pa3palaTbhiBaeéMbIX MpPEANPHUATHEM, TaK M B OTHOIICHHWU MepeAaud pa3padboTKu
MPOTrPaMMHBIX  CPeICTB  (Monayneld HWH(DOPMAIMOHHBIX CHCTEM, OTJIEJIbHBIX
IPOrpaMMHBIX OMOJIMOTEK M Ip.) CTOPOHHUM CIIEHUATM3UPOBAHHBIM OpraHU3alUsIM
(T.H. «ayTCOPCHHTI»),» a TaKKe B OTHOIICHUH NPUOOPETCHUS W HCIOJIb30BaAHHS
TUPAXUPYEMBIX  IPOrpaMMHBIX  OHONMMOTEK  (MOAyJiel), pacmpoCTpaHsSEMbIX
KOMITAHUSIMU-TIPOM3BOJUTENSIMUA. B 4acTHOCTH, TIOJWTHKA MOXKET COJEpXKaTh
TpeOOBaHUsI K TECTUPOBAHUIO CAMOCTOATENILHO pa3pabarbiBaemoro 10, ananuzy ero
MCXOJIHBIX KOJIOB, ONIMCHIBATh OCHOBHBIE KPUTEPUU HAJIECKHOCTHU U TIP.

4.7 IHonuTukn HCI0JIb30BAHMA OTACNBbHBIX  YHHMBEPCAJIBHBIX
HHGOPMALMOHHBIX TEXHOJIOTIUH

[TonmuTUKKM HCMONB30BaHUS OTHENBHBIX YHHUBEPCAIBHBIX HHPOPMAIIMOHHBIX
TEXHOJIOTHH B MaciTabe BCEro MpeanpusThs MOTYT BKJIIOYATh B ce0sl:

— TOJIUTUKY HUCTIOJB30BAHMS AJICKTPOHHOM oUTHI (e-mail);

— TIOJUTHUKY KCIIOJIb30BAHUS CPEICTB HIN(PPOBAHUS JAHHBIX;

— IIOJIUTHKY 3alIUThl OT KOMIIBIOTEPHBIX BUPYCOB M APYIMX BPEIOHOCHBIX
Iporpamwm;

— TIIOJIUTHKY  HUCIIOJIB30BAaHUSA  MOJEMOB M JIPYIMX  AHAJOTMYHBIX

KOMMYHHKAIIMOHHBIX CPCICTB,
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— TIOMUTHKY HUCTIONIb30BaHus MHPpacTpyKTyphl MyOJUIHBIX KITFOUCH;

— TIONUTHKY WCIIOJIb30BAHMUS TEXHOJOTUH BUPTyadbHBIX YaCTHBIX CETEU
(Virtual Private Network — VPN).

[TonmuTHKa WCTIONB30BAHUS DJICKTPOHHOW MOYTHI MOKET BKJIIOYATh B CeOsl Kak
oOIye OrpaHWYeHHs Ha €€ HCIOJb30BaHUE OMNpPEACICHHBIMA KAaTETOPUSIMHU
COTPYIHHKOB, TaK ¥ TpeOOBaHUS K YIPaBICHUIO JOCTYIIOM K COXPaHEHUIO
KOH(DMICHIIMAIEHOCTH COOOIIECHNN, a TakkKe K aJIMHUHUCTPUPOBAHHUIO ITOYTOBOU
CUCTEMBbl U XPAHEHHUIO BJIEKTPOHHBIX cooOIeHud. Kpome TOro, moiauThKa MOMKET
MpeTyCMaTpPUBATh:

— 3ampeT Ha UCIOJIb30BAHUE DJICKTPOHHOM MOYTHI B TUYHBIX IIEJISIX;

— CIeluaIbHble TPeOOBaHUS K OTIPABKE U MOJYYCHHUIO MPUCOCIUHEHHBIX
(haiIoB, KOTOPBIEC MMOTEHITMATHLHO MOTYT COAEPKATh BPEAOHOCHBIE TIPOTPAMMBI;

— 3ampeT Ha  WCMOJB30BAHWE  DJICKTPOHHON  IMOYTHI  BPEMEHHBIMH
COTPYIHUKAMU;

— TpeboBanus mudpoBaHus nepeaaBaeMbIX COOOIECHUH;

— HaOIIoZICHUE 3a BCEMH TepeaBaeMbIMU U TIOJTy9aeMbIMUA COOOITICHUSMU;

— OrpaHWYeHUs Ha Tepefady KoHPUIACHIHAIbHONW uWH(OpMaIuu Tpu
MTOMOIIIY AJIEKTPOHHOMN TIOUTHI U JIPYTHE TIOJI0KECHHUSI.

4.8 IMoauTHKA UCNIOJIH30BAHUSI KOMMYHUKAIIMOHHBIX CPEICTB

[TomuTHKa WCIIONB30BAHUS KOMMYHHKAIIMOHHBIX CPEICTB MOXKET OMPEICIAThH
TPaHUIIBl WCTIOJIB30BAHUS TEXHOJOTHH, TMO3BOJSIOMIUX TMOJAKIIOYUTh KOMITBIOTEPHI
1 UHOOPMAITMOHHBIC CHUCTEMBl TPEANPUATHS K HWHOOPMAIMOHHBIM CHCTEMaM M
KOMMYHHUKAITMOHHBIM KaHajaM 3a ero mpeneilaMud. B 9yacTHOCTH, Takas MOJUTHKA
MOET BBOJUThH OMPECICHHBIC OTPAHWYCHUS Ha WCIOJIb30BAaHUE MOJEMOB IS
TeAe(OHHBIX JIMHWUW, YCTPOWCTB, HCIOJB3YIOIMIMX COBPEMEHHBIE OECIPOBOIHBIC

texHosoruu, Takue, kak GSM (GPRS), Wi-Fi, nepenaua 1aHHbIX B CETAX CTaHIapTa

CDMA u mip.
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4.9 IoauTHKa UCNOJIB30BAHNS MOOWIbHBIX ANIMAPATHBIX CPEACTB

[lonuTka WCHONB30BaHUST  MOOWJIBHBIX  allapaTHBIX  CPEJICTB MOXKET
OTHOCHUTBCS K Pa3IMIHBIM YyCTpoicTBaM, TakuM kak mMoOmibHbIe T1K, KIIK (PDA),
NEepeHOoCHbIe ycTpoiicTBa XpaHeHus uHpopmanuu (aucketsl, USB-flash, kapthi
MaMsTH, TOJKIIOYaeMble JKECTKHE JUCKM U 1p.). OHa MOXKET OTpaxaTh
00l11lee OTHOIIECHUE NPEANPUATASI K  HCIOJB30BAHUIO  COTPYJHUKAMU  TaKUX
YCTPOMCTB, ONpEneNsiTh TpeOOBaHUS M YCTAaHABIMBATh KOHKpPETHbIE 00JIacTH, B
KOTOPBIX MX HCIHOJb30BaHUE JIOMYCTUMO. Takke MOryT YCTaHaBJIMBATHCS
JIOTIOJTHUTENIbHBIE 00IMe TpeOOBaHUs K CTAallMOHAPHOMY OOOpPYAOBAHHUIO B IEISIX
OTPAaHUYCHHUS TIOAKIIOUCHUSI K HUM MOOWJIBHBIX KOMIIBIOTEPOB M CPEACTB MEPEHOCca

JTAHHEBIX.
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1 NenaprameHT HHGOPMAMOHHON 0€30MACHOCTH

JHenaprameHT wuWHGOPMAIIMOHHONW O€30MacHOCTH (Jajee — JenapTaMeHT)
MPEINPUITHS MIPEACTABISET COO0N CaMOCTOSITENIbHOE CTPYKTYPHOE MOApa3/ieiIeHHIE
NPEINPUITHS, HEMOCPEACTBCHHO BHITIOJHSIONICE KIIOYEBbIe (YHKIIUU 3allUThI
HH()OPMAITMOHHBIX PECYPCOB.

Ero ocHOBHBIMHU 3a/1auaMu, KaK TIPABUIIO, SIBIISIOTCS:

— OpraHm3anusi ¥ KOOpAWHAIUS paboT mOo 00eCleYeHHI0 KOMIUICKCHOMN
3aIUTH HHGOPMAIIMH HA TIPEATPUSITHH,

— KOHTPOJIb 3a BBITIOJIHCHHEM YCTAHOBJCHHBIX TpeOOBaHWN, W OIICHKA
sbdexTuBHOCTH  pabOThl  MOApA3NENeHUH U TMepcoHajga MNPEANpUATUS — TI0
obecnieueHut0 MHGHOPMAIIMOHHON OE30MaCHOCTH;

—  BBITIOJIHCHHUE OT/ICTBHBIX aJIMUHUCTPATUBHBIX U TEXHUYCCKUX (DYHKIIHHA 110
obecrnieueHut0 HHGOPMAITMOHHON OE301TaCHOCTH, B T.4.:

a) ¢dopmupoBaHHE, MOJJEPKKA U JOKYMEHTaJIbHOE 00ECIEeUeHHUE MOJUTUKH
nH(POPMAIIMOHHON 06€3011aCHOCTH Ha BCEX YPOBHSX;

0) BHEIpEHHUE Pa3TMYHBIX CPEACTB 3alUThl UHPOPMAIIUH;

B) aIMUHUCTPUPOBAHHE OTACIIBHBIX HHPOPMAIIMOHHBIX CHCTEM.

CocraB 3a/a4 JiernapTaMeHTa, ¥ €ro BHYTPEHHSSI OpraHU3allMOHHasl CTPYKTypa
B KaXJOM KOHKPETHOM CJy4yae ONpENeNsieTcs TaKUMU  OCOOCHHOCTSIMHU
(GYHKIIMOHUPOBAHUS TIPEATIPUATHS, KaK:

— 3HAYUMOCTh HWH(OPMAIMOHHBIX PECYPCOB B paboTe MpeAnpusThs u
XapakTep CYIIECTBYIOLIUX YTPO3;

— OTHOIIEHHWE PYKOBOJCTBA W COOCTBCHHHKOB NPEANPHUATHS K BOIPOCAM
nH()OPMAITMOHHONW 0€30TTaCHOCTH M MIX yIpaBJICHYECKas KBaTU(DUKAITUS;

— (YHKIMOHATBHOCTh W XapakTep UCIHOJb3yeMbIX HWH(OOPMAITMOHHBIX
CUCTEM, UX POJIb B OM3HEC-TIpolieccax;

— opranuzanus padoTsl U cTpykrypa UT-ciyxO0sbr;

— (DMHAHCOBOE COCTOSIHHUE MPEANPHUSITHS.
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Takum 00pa3om, pelIeHre O COCTaBe U CTPYKTYpE JEMapTaMEHTa B KaXKJIOM
cily4ae I0JKHO OBbITh MHIWBUIYAIbHBIM U YUYUTHIBAIOIIUM BCE OCHOBHBIE YCIOBHUSI.

1) ®yukuuu, cBs3aHHBIE C  (opMupoBaHMEM,  TOIJCPKKOH U
JOKYMEHTAJIbHBIM 00ECIEUYeHHEM TOJUTUKH HH(POPMAIMOHHON 0e30macHOCTU
MPEANPUSATHS, MOTYT BKIIFOYAaTh B CE0S:

— KOHCYJBTHPOBAaHHE PYKOBOAMTENCH W COOCTBEHHUKOB NPEANPUATHS IO
BOIIpOocaM  pa3pabOTKM U COBEPIICHCTBOBAHUS TMOJUTUKU HWH(DOpMAIMOHHON
0e30I1aCHOCTH;

— CaMOCTOsITeNIbHAsI pa3pabdoTKa MOJMTHKU O€30MACHOCTH, €€ COrJacoBaHUE
U TPEJICTABICHUE €€ PYKOBOACTBY TMPEANPHUATHS Uil YTBEPKICHHUS, a TaKKe
BHECEHHE HEOOXOAUMBIX HM3MEHEHHH 10 Mepe HU3MEHEHHUS YCIOBUH paldOThI
MPEANPUSTHUS;

— caMocCTOsITeNIbHAs pa3pabOTKa MOJUTHUK O€30MacCHOCTH, KacaroUIuXcs
OTIETBHBIX  BOINPOCOB  3allUThl  WHMOpPMAIUU (mpaBWJI ~ TPUMEHEHUs
TE€JIEKOMMYHUKAIIMOHHBIX TEXHOJOTUH, TpeOOBaHMW, O00S3aTeNbHbIX JJI1 BCEX
UCTIOJIb3YEMBIX Ha MIPEANPUATHH IEPCOHATBHBIX KOMIIBIOTEPOB U IIP.);

— (QopmupoBaHue TpeOOBaHMII U perjiaMeHTa MpoUEeAyp MepecMoTpa
MOJIUTUKU  O0€30MacHOCTH, OTIEIbHBIX MpPaBUJ, THUHOBBIX (OpM U  APYyrux
JTOKYMEHTOB;

— aHajgu3 OTACJBHBIX JIOTOBOPOB M  COIVIAILEHUHA €O CTOPOHHUMH
opraHuzanusiMu (TIOCTaBIIMKAMH, MOKyNaTEIsIMU, NapTHEpPaMHU MO MPOBEIACHUIO
HUOKP wu mp.) H©Ha mnOpeaMer COOTBETCTBUS  TPEOOBAHMUSIM  TIOJUTHUKH
nH(pOpMaIIMOHHOM 6€301aCHOCTH;

— aHanu3 ¥ 00001IeHre IEPEIOBOIO OIbITA U COBPEMEHHBIX TEOpUil B cepe
yhOpaBieHUs HHPOPMAIMOHHON O€30MacHOCTBI0 € IENbI0 HUX MPAKTUYECKOTO
MIPUMEHEHUS Ha MPEINPUATUH;

— TPUBJICYECHHE CTOPOHHUX CIELUUAIUCTOB, UCCIEAOBATENeH, KOHCYJIbTAaHTOB

(KOHCANTHUHTOBBIX KOMIIAHUM) Al pa3pabOTKM M COBEPILIEHCTBOBAHUS MOJUTHUKU
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0€30MacCHOCTH MPEANPUATHS U BHEAPEHUS Pa3BUTHIX METOAOB YIPABICHUS B ITON
chepe;

— yhpaBiieHHE OOy4YeHHEM NEPCOHaj]a KOMIIAHUM (KOHTPOJb 33 MOJHOTOW H
IPaBWJIBHOCTbIO MATEPUAJIOB YYEOHBIX IMPOrpaMM, CBSI3aHHBIX C MH()OPMALMOHHON
0€30MmacHOCThIO, O0eCIIeYeHIEe CBOCBPEMEHHOCTH TIPOXOXKICHHSI O0OYUICHUS U TIp.);

— KOHCYJIbTUPOBAHUE CIIEHMAINCTOB M PYKOBOJIMTENIEW IOJAPA3ICICHUN
OpEeNNpusITHs 1O BOMpPOCAaM COOTBETCTBHUS  pa3pabaThIBaeMbIX BHYTPEHHUX
JOKYMEHTOB OTJIENbHBIX MOAPA3IEICHUN TpeOOBAHUSAM IOJIUTUKH O€30MaCHOCTU
MpEeANPUATHS;

— KOHTPOJIb COOTBETCTBHSI BHYTPEHHHMX OPTraHHU3aLMOHHBIX JOKYMEHTOB
npennpusaTust (MpaBuUil BHYTPEHHETO PACIOpPSIKA, JOJDKHOCTHBIX HMHCTPYKIIMM,
MHCTPYKIMH 110 MCHOJB30BAHUI0 HH(POPMALMOHHBIX CHUCTEM, THIIOBBIX (opM
JOTOBOPOB M TIp.) TpeOOBaHMUSIM MOJUTUKHM HH(POPMAIMOHHON O€30MacHOCTH, a
TaK)K€ COIIACOBAHNE TAKUX JOKYMEHTOB IIPU UX YTBEP KICHHH.

2) OyHKIMH, CBSI3aHHBIC C BHEIPCHUEM CPEJICTB 3allUThl MH(POPMAIUH,
MOTYT BKJIFOYATh B CEOS:

— aHaJgu3 COBPEMEHHBIX MPOTPAaMMHBIX M annapaTHbIX CPEACTB 3allMTh
MH(OpMAMU U CBSI3aHHBIX C HUMU METOJIMK 3alllUThl, a TAKXKE PbIHKA JOCTYITHBIX
CPEICTB 3alUThl UH(POPMALIMK, TPUMEHSIEMBIX JJI PA3IUYHbIX 1IeJiel, 1 TOArOTOBKa
00OCHOBaHHBIX MPEMJIOKEHUI MO MNPUOOPETEHUIO OMNPEACNIEHHBIX MPOAYKTOB Y
ONpeEIeHHBIX TOCTABIIUKOB;

— aHaJIM3 3aKynaeMbIX WH(OPMALMOHHBIX CHCTEM (OMEpallMOHHBIX CHUCTEM,
MPUKIATHBIX IpOorpamm, TEJIEKOMMYHUKAILIMOHHOTO o0opyaoBaHus,
BBIYMCIUTENILHON TEXHUKUA MU Tp.) HA MPEAMET MX MOTCHLMATIbHOW HAJEKHOCTH U
HaJIn4yus ysA3BUMOCTEN;

— TPUBJEYEHHE CTOPOHHUX OSKCIEPTOB M KOHCYJIBTAHTOB [IJIsi aHalIu3a
3aKyMaeMbIX W HCIOJIb3YEMbIX CPEACTB 3allUThl MH(POPMALUU C TOYKU 3PEHUS HX
HAJECKHOCTH, a TaKkKe C TOYKM 3PEHHS LEJeCOOOpPa3HOCTH HX MPUMEHEHHUS

(BHEZIpEHUSA);
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— (QopmynupoBaHue  TpeOoBaHMIT  (CBS3aHHBIX €  OOecCIeUYeHUEM
MHPOPMAIMOHHOM  O€30IIaCHOCTH) K  CaMOCTOSITENIbHO  pa3padaTbIBaeMbIM
IIPOrpaMMHBIM MNPOAYKTaM WIM MNPOrpaMMHOMY OOECIIEUYEHHUIO, CO3/1aBa€MOMY Ha
3aKa3 CTOPOHHUMU Pa3pabOTUYNKaAMU;

— y4yacTHe B IPOEKTHPOBAHMU HOBBIX HMH(OPMALMOHHBIX CHUCTEM, a TAKKeE
TECTUPOBAHUU BHOBH pa3pabOTaHHBIX M BHEPSIEMBIX MPOTPAMMHBIX MPOJTYKTOB;

— pa3pabOTKy TEXHUKO-DKOHOMHYECKOTO OOOCHOBAaHMS I IPOEKTOB
BHEJPEHUSI CPEJCTB 3alllUThl MHPOPMALMK, & TAK)KE MPUBJICUCHHUE AJIS 3TUX Leen
CTOPOHHUX AHAJIUTUKOB M KOHCYJIBTAHTOB, CIECHHAIM3UPYIOIIUXCS Ha BOIPOCAX
aHaJM3a CPe/ICTB 3alIMThl HH(OPMAIUY;

— TOArOTOBKY OOOCHOBAHHBIX PEIIEHUN O BHIOOPE MEXIYy CaMOCTOSATEIbHON
pa3paboTKON CpelncTB 3almuThl MH(pOpMalUK (HanpuMmep, MPOrPaMMHBIX MOIYJEH,
OCYUIECTBJISIOMMX MU(POBAHUE JAHHBIX) U NEeperayell ux pa3padOTKU CTOPOHHUM
KOMITaHUSIM.

3) ®yHKIMHU, CBSI3aHHBIC C AJIMUHUCTPUPOBAHUEM HH(DOPMAIMOHHBIX CUCTEM
Y CUCTEM 3allluThl HH(OPMALIUK, MOTYT BKIIIOUATh B CEOSL:

— BBINOJIHEHUE HEKOTOPHIX (YHKIUH MO aAMUHHCTPUPOBAHUIO OTAEJIbHBIX
nHpOpMaMOHHBIX cucteM (0a3 JaHHBIX, CHUCTEM KOJUJIEKTUBHOW pabOThl C
JOKYMEHTaMH, TIIOYTOBbIX CHCTEM U TIIp.), a TaKke aJIMHUHHCTPUPOBAHUE W
KOH(UTYpUPOBAaHUE CHCTEM 3allUThl MH(pOpMaMKU (MEXKCETEBBIX 3KPAaHOB, CHCTEM
OOHapyKEHUsI BTOPKCHHUH U TIp.);

— ompeneneHue TPeOyeMbIX THUIIOBBIX HACTPOEK M KOH(UTYypanuid padounx
CTaHIMKA  (IEpCOHAJTBHBIX  KOMIBIOTEPOB),  HMMEIOIMIMX  OTHOLIEHHE K
WH(POPMAIIMOHHBIM CHCTEMaM MPENNnpHsITHs (B YaCTHOCTH, TOJKIIOYEHHBIX K €ro
JIOKAJIbHOU CETH);

— TMPUBJICYCHHE CTOPOHHMX OpPraHU3alMil A1 OCYIIECTBICHUS TEKYILETOo
aJIMUHACTPUPOBAHUS MHPOPMAIMOHHBIX CUCTEM M CHCTEM 3allUThl HHpOpMarmu, a

TAaxKOKC OJIsd KOHCy.]'IBTEILIHOHHOfI U TEXHUUYECKOU IMOAJACPIKKH IIPU BO3HUKHOBCHHUH
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MHIIMJIEHTOB, CBA3aHHBIX C MH()OPMAIMOHHOW O€30MacCHOCTBIO (B YAaCTHOCTH, NP
OCYILIECTBJICHUH HAINaJeHU Ha MH(OPMALlMOHHBIE CUCTEMBI IPEATIPUATHS);

— YCTaHOBKY (B TOM 4YHCIE€ M COBMECTHO co cnenuanuctamu WT-
HOoJpa3Ae/ieHUs1) MPOrPaMMHBIX M aIlapaTHBIX CPEJCTB 3allUThl MH(GOpMALUU Ha
paboune MecTa NOJIb30BATENIEN U B IPYTUE 3JIEMEHTHI UHPOPMALIMOHHBIX CUCTEM;

— KOHCYJBTHPOBAHHME MOJB30BAaTENIed IO BO3HHUKAIOIIMM  BOMNPOCAM,
CBSI3aHHBIM C WH(GOPMAIMOHHON O€30MaCHOCThIO, M OINEPAaTHBHOE pa3pelleHue
BO3HUKAIOIIKX Y HUX IIPOOIIEeM;

— pearupoBaHHME Ha pPa3JIMYHbIC HHIUICHTHI, CBSI3aHHBIE C HapyILICHUEM
nH(pOpMaITMOHHOM 6€30MaCHOCTH;

— TPUHATHE AKTUBHBIX BCTPEUYHBIX MEp MpH OOHAPYKEHUU BTOPKEHUH B
MH)OPMAIMOHHYIO CcHUCTEMY (MH(POPMHUPOBAHUE MPABOOXPAHUTEIBHBIX OPIraHoB,
CaMOCTOSITEIIbHBINM TOUCK HAMAAIONIUX H TIP.);

— TEHEepUpPOBaHUE Mapojeil MoJyib30BaTenei HMH(OPMALMOHHBIX CUCTEM U
oOecrieueHne X COXpPaHHOCTH;

— ydacTH€ B BOCCTAaHOBJICHMH pa0OTOCIMOCOOHOCTH UH(MOPMAIMOHHBIX
CHUCTEM I10ocJie cOOEB U HapyllIeHUH B paborTe.

4) ®OyHKIUH, CBSI3aHHBIC C KOHTPOJEM BBIMOJHEHUSI TPEOOBAHUI MOIUTUKU
MH(}OpPMATMOHHOW 0€301TaCHOCTH U MPOBEJEHUEM ayIUTOB MOTYT BKJIIOUATh B CE0:

— cOop W aHanu3 CBEJAEHUN O HAPYIICHUSX pPa3IUYHBIX TPeOOBAHUIA
MOJIMTUKY 0€30MaCHOCTH, MOCTYHAIONINX U3 PA3IUYHBIX UCTOYHUKOB (B TOM YHCIIE U
OT aJIMUHUCTPATOPOB HH(MOPMAIMOHHBIX CUCTEM) M OIpEAeSICHUE MPUOPUTETHBIX
HaIpaBJIeHUN KOHTPOJIBHOUN pabOTHI;

— TMPOBEPKY OPraHU3ALMOHHON JTOKYMEHTAlMK OTIEIbHBIX MOJpa3eIeHUM
MPEANPUATHS HA TIPEIMET COOTBETCTBUS TPEOOBAHUSAM MOJUTUKH WH(DOPMATMOHHON
0e30macHOCTH (B TOM YHCJIE€ M CBOEBPEMEHHOCTH BHECEHHS BCEX HEOOXOIUMBIX
M3MEHEHUH B ICHCTBYIONIME BHYTPEHHUE OPraHU3al[MOHHbIEC JOKYMEHTHI);

— TPOBEPKY COCTOSIHMS (MPAaBUIBHOCTU BEEHUS) TEKYLIEH X0O351MICTBEHHON 1

KaJApOBOM JOKYMEHTAIMU OTIEIBHBIX MOAPA3JCIICHUM NPENNPUATHS, CBA3AHHOM C
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obecricueHuEM uH(pOpMAITMOHHOM 0€301acHOCTH (IpaBUIBLHOCTH U
CBOEBPEMEHHOCTH  3aIlOJIHEHHSI  JKYpPHAJIOB, CBOEBPEMEHHOCTh  O(QOpPMIICHUS
00513aTEIIbCTB O HEPA3IJIAIICHUU CBEJICHUIH COTPYIHHKAMH U TIP.);

— TMPOBEJCHHE KOMIUIEKCHBIX ayJUTOB MH()OpPMAIMOHHONW O€30MacHOCTH Ha
PEANpUSATUL;

— OpraHM3alMio KOHTPOJIBHBIX IPOBEPOK 3AIUIIEHHOCTH OTAEIbHBIX
AIIEMEHTOB MH(POPMAIIMOHHBIX CHCTEM (CEPBEPOB, CETMEHTOB CETH U TIP.);

— TPUBJCYCHHE CTOPOHHMX OpraHU3alMi 11 TPOBEICHUS ayIdUTOB
WHPOPMAIIMOHHOW  O€30MacHOCTH Ha NPEANPUATHH, MPOBEPOK HAAECKHOCTU
HH()OPMAITMOHHBIX CHCTEM.

5) Kpome mnepednciICHHbIX (QYHKIUH, HEMOCPEACTBCHHO CBS3aHHBIX C
3alUTON  UH(POPMAIMOHHBIX PECYpCOB, TakXke OOJIbIIOE 3HAYCHUE HMEET
BBITIOJIHEHUE (DYHKIMH, CBSI3aHHBIX C OXPaHOW HMYIIECTBA NPEANPUATUS U
pelIeHreM 3a7a4, KOTOPhIE CBsSI3aHbl C 00eCTIeYeHUEM 0€30MacHOCTH MPEANPUATHS B
Oonee IMPOKOM cMbIcie. B yactHOocTH, [uisi oOecriedueHus HWH(POPMaMOHHON
0€30MacHOCTH UMEET 3HAUCHHE BBIMOJTHEHUE TaKUX (PYHKIIUHN, KaK:

— OXpaHa TEpPPUTOPUH W HUMYIIECTBA MPEANPHUATHI, a TaKkKe OXpaHa
NepCcoHana;

— obecnieueHue cOOJIIOICHUS IPOMYCKHOTO PEKUMA;

— HaOIIoZICHUE 32 TEPPUTOPUECH U TIOMEIICHUSIMH (B TOM YHCJIE€ TIPU TTOMOIIIH
BHJICOKaMeEDP);

— KOHTPOJIb 32 BBO30M Ha TEPPUTOPHUIO MPEINPHUITHS U BHIBO3OM TOTOBOM
MPOIYKIIUH, MaTEPHAIIOB, JOKYMEHTOB M IPYTOTr0 UMYIIECTBA;

— OpraHm3anys BHYTPEHHHX CIYXEOHBIX MPOBEPOK U paccleOBaHUM, a
TaK)Ke B3aUMOJICUCTBUS C IPABOOXPAHUTEIHLHBIMHA OpTaHaAMH,

— KOHTpOJIb 3a COOJIIOJIEHMEM BPEMEHHOIO peXHMa paboThl, a Takke 3a

coOJTI0/IeHEM TIPaBUJI BHYTPEHHETO PACIIOpsiIKa.
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2  Opra"Hu3anMoOHHAasi  CTPYKTYypa M MEpPCOHAJ  JenapTaMeHTa
HHGOPMALMOHHOM 0€30IIACHOCTH

Ha mnpakTtuke nemapTamMeHT SIBISIETCS MOApa3AeiieHHueM, OO0 HampsMylo
NOJYUHSIOIIMUMCS T[EPBOMY JIUILy MPEANpUSITHS, JTUOO BXOIAIIMM B KayecTBE
CTPYKTYpHOM eauHULbI B chOyk0y Oe3omacHoctu mnpeanpusatus. CoTpyIHUKH
JenapTaMeHTa HaXOASTCS B aIMUHUCTPATUBHOM U (YHKIIMOHATHHOM MOJYMHEHUU Y
PYKOBOIWTENS JemapTaMeHTa’, KOTOPhI HeCeT OTBETCTBEHHOCTH 3a 00ECIEUEHHUE
MH(QOpPMAMOHHOW O€30MacCHOCTM Ha NOpeanpustud. BpIBox JgenapTamMeHTOB
uH(pOpMalMOHHON Oe3onmacHOCTH M3 CTPYKTypbl MT-cayx0 Ha mnpeanpusTusx
ABJISIETCSI OJHOM W3 BAXKHBIX COBPEMEHHBIX TEHIEHUUN B YIPaBICHUU OHU3HECOM,
MH()OPMAMOHHBIMH TEXHOJOTUSIMUA M MH(GOPMAIIMOHHOM 0€30MacCHOCThIO, T.K., IO
MHEHHIO HEKOTOPBIX CIIEHHAJIUCTOB, y ATHUX NOJAPA3JEICHUN MMEIOTCS HEKOTOPBIE
YaCTUYHO B3aMMONPOTHMBOPEYAIME HMHTEPEChl M TMOTOMY HEKOTOpbIE 3aJaud He
MOTYT OBITh 3()()EKTUBHO PEILIEHBI B paMKaxX OJAHOIO CTPYKTYPHOTO HOIpa3AeCHusI.

B cocraBe nemapramenTta Juisi MOBBINIEHUS 3(PQPEKTUBHOCTA PAOOTHI MOTYT
OBITh BBIJICJICHBI CaMOCTOATENIbHBIC TPYMILI (OTACNbI), CICHUATU3UPYIOIIHUECs Ha
BBITIOJIHEHUH onpeieNieHHbIX QyHKiui (Pucynox 1):

— otaen (rpymnna, 610po) HOPMAaTUBHOM (OpraHU3aIMOHHON) TOKYMEHTAIIUH;

— otaen (rpynna, 010po) aIMUHUCTPUPOBAHUS HHPOPMALIMOHHBIX CHUCTEM;

— otaen (rpynna, 6ropo) ayauta nHPOpMaIMOHHOM 6€30MaCHOCTH;

— otaen (rpymnmna, 010po) BHeIpeHHs WH(POPMAIMOHHBIX CHUCTEM U CHUCTEM
3amuThl THGOPMAIIHH.

Otaen HOPMAaTUBHOM JIOKYMEHTallMM pellaeT 3a7auyd, CBS3aHHBIE C
dbopMupoBaHHEM, TOAAEPKKOW M JOKYMEHTAJIbHBIM OOECIIEUEHUEM MOJUTUKU
MH()OpPMAITMOHHONW 0€30MaCHOCTH MPEANPUATUS, M JOJKEH, TJIaBHBIM 00pa3oM,
BKJIIOYATh B ce0s CHEIMAINCTOB MO0 MEHEIKMEHTY U OM3HEC-aHaINu3y, MPOIIeAIINX
JOTIOJIHUTENIBHYIO ~ TIOATOTOBKY B cdepe  ympaBieHUs  HUH(POpPMALMOHHOU

0€30IaCHOCTBIO.
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[P ——————————————————————————

[lenaprament
UH(OPMaLIMOHHOM
besonacHocTi

—

l

|

Orgen (rpynna, 6topo)
HOPMATBHOI
[0KyMEHTaLuM

Oraen (rpynna, Biopo)
aAMUHUCTPUPOBaHHSA
MHOPMALIMOHHBIX CUCTEM

Orgen (rpynna, 6iopo)
BHYTPEHHErO ayauTa
MH(OPMALMOHHOM
besonacHocTu

Orpen (rpynna, btopo)
BHE/PEHVA
MH(OPMALWMOHHBIX CHCTEM W
CHCTEM 3aLLMTBI MHOPMaLMK

Pucynok 1 — Ctpykrypa nenapramenta b

Taxkxe B coCTaB TakKoro oTAcCIa MOI'YT BXOIHUTH IOPHUCTBI. AHanoOru4HbIN

KaJIpOBBI cOCTaB MOKET ObITh U 'y OTAena BHYTPEHHEro ayauTa HHPOPMaMOHHOM

6e3onacHoctu. [lpu 3TOoM K KBanmudukanuum coTpyaHukoB OTaena HOPMATUBHOU

JOKYMCHTAIIUH, KaK IIPAaBWJIO, HOJDKHBI IIPCABABIATLCA I0pa3go OoJsice BBICOKHE

npodeccCuoHaNIbHbIE TPEOOBAHUSI.

Otaen aaMUHUCTPUPOBAHUS UH(POPMAIMOHHBIX cucTeM, a Takxe Otaen

BHCAPCHUA I/IH(l)OpMaI_[I/IOHHBIX CUCTEM H CHCTEM 3alllMThI I/IH(l)OpMaI_[I/II/I, KakK

IMpaBuiIo0, JOJIKHBI

BKJIIOYaTh B C€e0s CHELHUAIMCTOB MO HHPOPMALMOHHBIM

TCXHOJIOTHUAM M CPCACTBAM 3alllUTHI I/IH(I)OpMaHI/II/I, HUMCIOIIIHUX 3HAUUTEIbHBIM OMBIT

BHEJIPEHUS U IKCIUTYyaTallMi KOPIIOPATUBHBIX NHPOPMAILIMOHHBIX CHCTEM.
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3 PaGoTa ¢ nepcoHaioM npeanpusTUs

[IpakTrueckass peanu3amusi BCEX IMOJOKEHUNH CPOPMUPOBAHHOM MOJUTUKH
uH(POPMAIIMOHHONW  0€30MacHOCTH  MOTpeOyeT OT MPEeNNpHsITHS JAITUTEIbHBIX
NpakTUYecKux ycuiuid. OJHUM U3 OCHOBHBIX M HamOoJiee CIOKHBIX HANpaBlICHUN
paboTHI sABIsIETCS paboTa C MePCOHAIOM, IIETH KOTOPOW:

— otbop W mpeABapuTeIbHAs MPOBEpPKa IEpCOHana, NPUHHMAEMOTo Ha
paboty (Ha ciyx0y);

— 00yYeHue COTPYIHUKOB;

— JIOCTH)KEHHE B3aMMONOHMMAaHHUS PYKOBOJUTENEHM M COTPYJHUKOB B
BOIpocax o0ecrnedyeHus: HHPOPMAIIMOHHON 0€30MaCHOCTH;

— IICHXOJIOTHYECKas: NOJATOTOBKA C ILIEJBIO IPOTUBOCTOSIHUS METOAAaM T.H.
«COLMANBHON UHXKEHEPUNY.

B ongHOlt W3 CBOMX KHUT M3BECTHBIM CHEHUAIMCT 1O mpodiieMam
uHpopmarmonHoit 6e3omnacHoctu bproc [lInaiiep 3ameTwmi, uro B oOmiel cucreme
Mep MO 3aluTe MH(pOpMALUU «MaTEeMaTUYECKUI ammapar siBisieTcsl 0e3ylnpeyHbIM,
KOMITBIOTEPHI K€ YSI3BUMBI, CETH BOOOIIIE MAPIIUBHI, a JTIOAN IPOCTO OTBPATUTEIHHBI.
Sl W3y4us1 MHOXECTBO BOIPOCOB, CBSI3AHHBIX C OOecreyeHueM O0e30MacHOCTH
KOMITBIOTEPOB U CETEW, U MOTY YTBEPK/IaTh, YTO HE CYIIECTBYET pEUICHUS TPOOIEMbI
YeJoBeuecKoro (Qakropa». ITO BbICKa3bIBaHWE HamOoJee SPKO MW HATJISAIHO
JEMOHCTPUPYET BaXXHOCTh  LIEJICHANIPABICHHBIX MEPONPUATHH 1O  1oa0opy,
paccTaHOBKEe M paboTe C KajapaMHu MOPEANPUITHS C TOH IETbI0, YTOOBI B paboTe
WH()OPMAITMOHHBIX CHUCTEM HE BO3HUKIIO «y3KHX MECT» U T.H. YEJIOBEUYECKUN (HaKTOp
HE cTan Haubojiee BECOMBbIM MCTOYHUKOM yrpo3 s  HMHPOPMALKUOHHOM
6e3onacHocTr. OCHOBHOM TPHYMUHOM, OMPENETSIONned 3HAYUMOCTh Y€JI0BEUYECKOTO
¢dakTopa B 0OIIel cucTeMe 3alluThl WUHQOpPMALUHU, SIBISETCS TO, YTO NpPH BCEU
Pa3BUTOCTH COBPEMEHHBIX CPEJCTB aBTOMAaTU3alUUd WH(YOPMAIMOHHBIE CUCTEMBI T10-
NpeKHEMY TPEACTaBISAIOT COOON YeTOBEKO-MAaIIMHHBIE KOMIUIEKCHI U UX (CHUCTEM)
(YHKIMOHUPOBAHUE BO MHOTOM 3aBHCHUT OT pabOThI OTAENbHBIX JtoJel. IMeHHO 1o

ATOM IMPUYHUHEC HCAJICKBATHOC 06pameHHe CIIyXalluXx MpCAInpuATrHA ¢ KOMIIOHCHTAMHU



Tewma 2.5 — JlenaprameHT nH(DOpPMAITMOHHONW 0€30MTaCHOCTH U paboTa C MePCOHATIOM
(IlmanupoBanue U ynpasiieHHe HHOOPMALMOHHON O€30MaCHOCTHIO)

MH(OPMAIITMOHHONW CHUCTEMBI MOXKET HAHECTU CEepbe3HbI yiiepO HMH(pOpMaAIMOHHON
0€30MacHOCTH JIaXe MPU HATMYUH JIETAIbHO MPOPaO0TaHHBIX MOJIUTUK O€30MaCHOCTH
U BBICOKOO()(PEKTUBHBIX TPOTPAMMHBIX W  aNlapaTHBIX CPEICTB  3alUTHI
uHopMarmm.

HavanpHas ctagus paboTel — MOA00P ¥ pacCTaHOBKA KaJApPOB — MOXKET UMETh
HECKOJILKO acIeKTOB. B mepByto ouepenab, OCHOBHBIM KpUTEPHUEM JIJIsl HA3HAUYCHUS HA
onpeJeieHHble JOJKHOCTH, CBSI3aHHbIE C paboTOM CO CBEACHHUSIMHU, KOTOPBIC
COCTABIISIIOT TOCYJAPCTBEHHYIO TalHy, SBIISICTCS TOJYYCHHE COOTBETCTBYIOIICH
dbopmbl Jomycka (3Ta mpoleaypa ONUcaHa B MpeAbAylieM Tmoapasnaene). B
COOTBETCTBHUM C TPEOOBAHUAMHU JEHCTBYIONIUX HOPMATHBHO-TIPABOBBIX aKTOB
[lepedyeHr MODKHOCTEH, MpHW Ha3HAYCHUH HA KOTOPBIE HEOOXOAMMO O(OPMIISTH
CHEeIUaIbHBIA JOMYCK, YCTAHABIMBAETCS PYKOBOJUTEIEM MPEANPUITHS U MOMKET
MePUOTUIECKH nepecMaTPUBATHLCS (most CBEJICHUH, COCTABJISIFOIITIX
roCcyJapCTBEHHYIO TailHy, HE peXe OJIHOTO pa3a B 5 JieT). ITo TpeboBaHUE CBA3AHO, C
OJIHOM CTOPOHBI, C TEM, YTO PYKOBOJUTEb MPEAIPUITHS HECET OTBETCTBEHHOCTH 32
obecrieueHre pPeXUMa CEKPETHOCTH, a C JAPYrod — C TeM, YTO JJIs BBITIOJIHCHHUS
(YHKIMOHATBHBIX 0053aHHOCTEN COTPYIHUKAM MIPEANPUATUS HEOOX0IMMO paboTaTh
C OMpeeICHHBIMHA CBEJACHUSIMHU U, COOTBETCTBEHHO, HMETh OTPECICHHBI YPOBCHb
JOITyCKa.

Taxke mpu moadOpPe M PACCTAaHOBKE KaJpPOB MOTYT NMPUMEHSTHCS M MEHEe
dbopMaM30BaHHBIE  METOABL. OJTO  MOTYT  OBITh  pasIUYHBIC  METOIUKHU
MICUXOJIOTUYECKON OTICHKH, BKIIFOUAIOIIHNE B CEOS:

— aHaJu3 MOTUBAIMOHHBIX ACMEKTOB JIUYHOCTH;

— OLEHKY ICUXOJIOTUYECKON YCTOUYUBOCTH JINYHOCTH,

— OIICHKY YpPOBHSI IO3HABATEIbHBIX CHOCOOHOCTEH JIMYHOCTH (YCIIEITHOCTh
MpUOOPETEHUSI HOBBIX 3HAHWUW W HABBIKOB M CIIOCOOHOCTh K HMX MPAKTHUYECKOMY

MIPUMEHEHHUIO);
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Tewma 2.5 — JlenaprameHT nH(DOpPMAITMOHHONW 0€30MTaCHOCTH U paboTa C MePCOHATIOM
(IlmanupoBanue U ynpasiieHHe HHOOPMALMOHHON O€30MaCHOCTHIO)

— OIICHKY AaKTUBHOCTH JIMYHOCTH B JIOCTUKEHUU TIOCTABICHHOW IIENH,
yMEeHUE OOBEKTUBHO OILICHMBATh CHUTYallMI0 W JIIOJIEH, yMEeHHE BbIpabaThHIBAThH
ONITHUMAJIBHYIO CTPATETHIO TTOBEACHHUS.

Takoro poaa aHanM3 MOXKET OBITh HEOOXOJAMM KaK B OTHOUICHUU
CHEIUAINCTOB U PYKOBOJIUTENEH, KOTOphIe paboTaroT ¢ nHGoOpMaIKel, moiexaien
3aIllUTE, B CBSI3M C BBHIMIOJHEHUEM CBOUX JOKHOCTHBIX 00S3aHHOCTEH MO0 OCHOBHOMY
npoduiito paboThl MPEANPUATHS, TaK W CHEIUAINCTOB, U PYKOBOAMTENCH, Ubei
OCHOBHOHM 3ajadeil sABisieTcs oOecrneueHre HWHPOPMAIIMOHHON Oe30MacHOCTH
npeanpusatus  (ayautopoB Wb,  NpPOEKTUPOBIIMKOB ¥ aJIMHHHCTPATOPOB
UH(POPMAIIMOHHBIX CUCTEM M CUCTEM 3alllUThl HHOOPMAITUH U TIP.).

[ToMumoO THIATENBHOTO TMOAOOpPA, OJHOM W3 BaXKHBIX OCHOB pPabOThI C
MEPCOHAJIOM SIBJISIETCSl €ro oOydeHue crocobaMm obecreueHus WH(OpMaImOHHON
6e3omacHocTH U 6e30macHoi paboTe ¢ HHMOPMAIMOHHBIMU crucTeMamu. O0yueHue u
MOCJEAYIONIUNA KOHTPOJIb MOJYYEHHBIX (MMEIOIIUXCS) 3HAHUM MOXET OBbITh, Kak
MEepPBUYHBIM, TaK M TOBTOPHBIM. B 00miemM ciydae COTPYIHUK MPEANpPUSITUS HE
MOXET OBbITh IOMYIIIEH K BBIOJHEHUIO CBOUX JOJDKHOCTHBIX 00sI3aHHOCTEHN U paboTe
¢ MH(POPMAIIMOHHBIMU CHCTEMaMH JI0 TE€X TOp, MOKa OH HE MpoineT oOy4eHHue 1o
BOIIpOCcaM MH(POPMAIIMOHHOM 0€30MMacCHOCTH U HE OyIeT:

—- JIETAJIBHO O3HAKOMJIEH CO BCEMHU JCHCTBYIOIIMMHU Ha MPEANPUITUI
TpeOOBAHUSIMU U OOIIMMU MPABUIAMH;

~ MOJHOCTBIO OOy4Y€H MEeToAaM W MpueMaMm odecnedeHus HHPOPMALIMOHHON
0€3011acCHOCTH, HEOOXOIUMBIM JIJISI BBITIOJTHEHUSI €TI0 JJOJDKHOCTHBIX 00SI3aHHOCTEH;

-~ O3HAKOMJICH CO BCEMH BO3MOXHBIMH MEpaMHU OTBETCTBEHHOCTH
(TMCIMIUIMHAPHOMW, aIMHHUCTPATUBHOW, YTOJIOBHOH), KOTOPHIE MOTYT OBITh K HEMY
MIPUMEHEHBI B CJIy4ae HapyIIeHUs TpeOOBaHUM, a TAK)KE B ClTydae HAaHECCHHS yiepoa
10 €ro BUHE.

B 3aBeprienun Bcell mpenBapuTEIbHON pabOThl COTPYAHUK JOJKEH J1aTh BCE
HEOOXOAMMBIC 0053aTeNbCTBA O HEpa3TIAICHUH KOH(HUICHIIUATLHBIX CBEACHUH, a
TaK)K€ TUCBhMEHHO 3aCBUJECTENbCTBOBaTh, YTO OH TMOJHOCTbIO O3HAKOMIIEH C

OCHOBHBIMH  IIOJIOKCHHUSIMM ~ ITOJIUTHMKH Oe3omacHocTd. B Impouecce pa6OTI>I
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Tewma 2.5 — JlenaprameHT nH(DOpPMAITMOHHONW 0€30MTaCHOCTH U paboTa C MePCOHATIOM
(IlmanupoBanue U ynpasiieHHe HHOOPMALMOHHON O€30MaCHOCTHIO)

OpEeIIpUATHE TaKXKEe MOXKET NPOBOJUTh IEPUOJUYECKUI KOHTPOJb 3HAHUU U
HaBBIKOB, CBSI3aHHBIX C o0ecredyeHneM HH(OPMALMOHHOW O€30IIacHOCTH C TOU
1[eJIbI0, YTOOBI 3aCBHIETEIHCTBOBATh KOMIIETEHTHOCTh PAaOOTHUKOB B 3TOH cdepe.
Taxke OOHMM U3 HHCTPYMEHTOB OOY4YEHHS MOXET OBITh MEPHOIUYECKOE
O3HAKOMJICHUE IIEPCOHAJIA C PEAJIbHBIMA IPUMEpPAMU HEJABHO MPOU3OLIEIIINX
WHIUJICHTOB, CBS3aHHBIX C HH(pOpManmnoHHOW Oe3onmacHocThio. Kpome Toro,
JOTIOJIHUTENIbHOE OOyueHHEe NepcoHalla HPENNpPUITHS MOXKET IPOU3BOJUTHCA B
ciIyJasix:

— BHEAPEHUS HOBBIX aBTOMATHU3UPOBAHHBIX HH(POPMALIMOHHBIX CUCTEM;

— U3MEHEHUs OU3HEC-TIPOLIECCOB NPEAIPUATHUS;

— W3MEHEHHUs TpeOOBaHMM TOJUTHK O€30MacHOCTH (HAmpuUMep, B CBS3U C
M3MEHEHUEM TpeOOBaHU 3aKOHOIATEIbCTBA).

HeoOxoauMocTh  TOMOJHUTENBHOTO OOy4YeHUs TMpU BHEAPEHUU HOBBIX
MH(OPMALIMOHHBIX CUCTEM M, B YACTHOCTH, MHTETPUPOBAHHBIX CHUCTEM YIIPaBJICHUS
MpEANpPUATHEM, KaK IMPaBWIO, MOXET ObITh OO0YyCIIOBJI€HA MOSBICHUEM HOBBIX
(YHKIIMOHAJIBHBIX BO3MOXHOCTEH MPOrpaMMHOIO OOECHEeUeHUss M H3MEHEHHEM
npouenyp oOpabotku wuHpopmarmu. Takxke AOCTyH K HMHTEIPUPOBAHHBIM
MH(POPMALIMOHHBIM CHUCTEMaM MOTEHUUAIbHO MOXET JaTh JOCTyH K paHee
HEJOCTYNHON MH(OpPMAIMK U MPEJOCTaBUTh PaHEE OTCYTCTBOBABILINE BO3MOKHOCTU
BIIMATh Ha pa3iuyHble HH()OpPMALMOHHBIE MOTOKUM. B CBSI3M € 3TUM MOXET
BO3HUKHYTh MOTPEOHOCTH B TOM, YTOOBI COTPYAHHUKH Jajld JOMOJIHUTEIbHBIC
00s13aTeNIbcTBA O COOTIOZICHUU Mep MH(OPMAIIMOHHON O€30MacCHOCTH. AHAJIIOTUYHBIC
OpraHU3allMOHHbIE MEpbhl MO OOECIEYEHUIO0 3allUThl MH(POPMAlUU MOTYT OBITH
HEOOXOUMBI U MPU MU3MEHEHUH OM3HEC-TIPOIIECCOB MPEANPUITHS, KOTJa MEHSIETCS
€ro CTPYKTypa, pacrpeaesieHne QyHKIUNH MEXy oIpa3ieICHUsIMU U 00s3aHHOCTEN
COTPYIHHMKOB, U COOTBETCTBEHHO, BHOCSITCSI U3MEHEHUSI B OPTaHU3aLUOHHBIE CXEMBI,
HITaTHbIE paclHUCaHus M JOJUKHOCTHBIE HWHCTPYKIMHU TepcoHana. V3MmeHeHus
TpeOOBaHUI MOJUTUKU O€30MIaCHOCTH MOTYT OBITh CBSI3aHbI C IOSIBJICHHUEM HOBBIX

yrpo3, HM3MEHEHHEM 3aKOHOJATEIbHBIX TpPEOOBAHMUN, pPACIIMPEHUEM PBHIHKOB,
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Tewma 2.5 — JlenaprameHT nH(DOpPMAITMOHHONW 0€30MTaCHOCTH U paboTa C MePCOHATIOM
(IlmanupoBanue U ynpasiieHHe HHOOPMALMOHHON O€30MaCHOCTHIO)

M3MEHEHUEM OTHOIIICHHS PYKOBOJICTBA U COOCTBEHHUKOB IMPEANPHUATHS K BOMPOCAM
uH(pOpMaIIMOHHOW 0€30MaCHOCTH U JIPYTUMHU (DAKTOpamMHu, — BCE ITH YTOYHCHUS M
M3MEHEHHSI TaKXe JOJDKHBI CBOEBPEMEHHO M B IOJHOM OOBEME JIOBOJUTHCS [0
nepcoHana.

B mporecce oOydenHwus onpeneneHHy0 3Ha4UMOCTh MOKET UMETh Pa3bsiICHEHUE
pallMOHANIBHBIX TPUYUH, MO KOTOPHIM MPEANpPUSITHE MPUMEHAET HUMEHHO TaKylO
MOJIUTUKY O€30MacHOCTH. DTO MOXET CIY)XKUTh KakK JUIS JIYYIIEro IMOHUMaHUS U
YCBOCHHUS MOJIOKEHUN TTOJIMTUKHA O€30MaCHOCTH, TaK U JIJIsl ONPENICICHHON pa3psIKu
MICUXOJIOTHYECKOW HaIpPsHKCHHOCTH, HEW30€)KHO BO3HHUKAIONIEH MNpH TMPUHATHH
OTPAHUYUTENIBHBIX MEp W  BO3JIOKEHUU  JOMOJHUTEIBHBIX  00S3aHHOCTEH,
HEOOXOJIUMOCTh KOTOPBIX HE BCErJga OYEBHJHA M TMOHITHA KaK PSIJOBBIM
COTPYJHHUKaM, TaK U CICI[UATIMCTaM.

OTnenpHBIM HaMpaBICHUEM OOYUYEHHS W TMOBBIIICHUS KBATU(PUKAIUA MOXKET
OBITh pa3BUTHE y TEpPCOHATa KOMITAHMU HAaBBIKOB NMPOTHUBOJACHCTBUS METOJaM T.H.
COIMAJIbHON  WHXKEHEpHHM  (JaHHBIM  TOAXOJ  TaKKe  HHOIJA  Ha3bIBAIOT
«COLIMOTEXHUKOMNY»). Vcmonb3oBaHWe i HE3aKOHHOTO  TMPOHUKHOBEHUS B
MH(pOPMAITMOHHBIE CHUCTEMBI METOJIOB COIMAIbHOW WHXXCHEPHHM CBS3aHO C T.H.
«4YeJIOBEUECKUM  (pakTOpom», KOTOPBIM MpeAcTaBisieT CcoOOW  COBOKYMHOCTh
OTIPE/ICIICHHBIX TICUXOJIOTHYECKUX CKJIOHHOCTEH M OCOOCHHOCTEM MBIIIJICHUSI U
TOBEACHUS, KOTOPhIE CBOWCTBEHHBI MpPaKTUYECKH BceM JoasM. K dumciay Takux
CKJIOHHOCTEH M 0COOEHHOCTEN MOKHO OTHECTH:

— HECITOCOOHOCTH a/ICKBATHO OIICHUTH OMACHOCTh B HEKOTOPBIX CUTYAIUsIX;

— cnenudHuYecKoe OTHOIICHHE K PEAKO IPOUCXOIAIIUM  COOBITHSAM
(TpuTyIUIeHHE BHUMAHUS);

— W3JIMIIHEE JOBEPHUE U TM0JIaraHue Ha CPeJICTBAa aBTOMATHU3AlINH;

— TMOJBEP)KEHHOCTh ~MAaHUNYJHUPOBAHWIO, OCHOBaHHAas, HampuMep, Ha
YKEJTAaHUU TIOMOYb JIFOJISIM (B TOM YMCJIE M HE3HAKOMBIM) WJIM HAa U3JIUIIHEM J10BEPUH

JOJISIM, OJIETHIM B CIIELUATIbHYIO YHU(POPMY, U TIp.
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Tewma 2.5 — JlenaprameHT nH(DOpPMAITMOHHONW 0€30MTaCHOCTH U paboTa C MePCOHATIOM
(IlmanupoBanue U ynpasiieHHe HHOOPMALMOHHON O€30MaCHOCTHIO)

NMeHHO C HCIONb30BaHUEM HEKOTOPBIX MCHUXOJIOTHYECKUX OCOOEHHOCTEH
TaKoro poja OCYIIECTBIISIIOTCS MHOTHE HauOoJjee YCHEelIHble (JJs HaraJarolinX)
MIPOHUKHOBEHUSI B KOPIIOPATUBHBIC MHPOPMAIIMOHHBIE CHCTEMBI. [IpumepamMu Takux
NPOHUKHOBEHUH SBJISIOTCS CUTYallMH, KOT1a 3JI0yMBIIUICHHUK:

— coBepmIaeT Tele(OHHBIM 3BOHOK, MPEICTABISACTCS aJIMHHHCTPATOPOM W,
COCJIaBIIIMCh HA OTPEICIICHHBIE 00CTOSATEIHCTBA (TaKue Kak cOOil B cHCTEME), TPOCUT
COOONIUTH €My MapoJib;

— [pUXOgUT B opuC B coeuuaibHou yHudopme (Hampumep, B (opme
COTPpYIHWKAa KOMIIAaHWHM, 3aHUMAIOIICHCS  OOCIy)XMBaHHEM ¥  PEMOHTOM
KOMITBIOTEPOB) U MIPOCUT MPEAOCTABUTH EMY JOCTYI K UH(POPMAIIMOHHOMN CUCTEME;

— TIPUCBUIAET COOOIICHHE TI0 AJICKTPOHHOMN MOYTE OT UMEHU aJMUHUCTPATOpa
WHOOPMAITMOHHOW CHUCTEMBI WJIM PYKOBOJCTBA TMPEANPHUITHS U MPOCUT COOOIIHUTH
MapoJib UM COBEPUIUTH ONPE/IEICHHbIC JEHCTBUA.

Bonbiryto 3HaYMMOCTH B 0OIIEH CHUCTEME Mep IO MPEOJIOJCHUIO BIIMSHUS
YeJI0BeUeCKoro (¢akTropa MMEET IOBCEIHEBHas paboTa ¢ mepcoHamoMm. [lommmo
oOy4eHHs MepcoHaia U MPUMEHEHHS TUCHIUTUTMHAPHBIX MEp BO3JEHCTBUS, OJTHOU U3
OCHOBHBIX 3aJlad TaKoOW pabOThl SBISAETCSA IIOCTOSIHHOC HANIOMHUHAHUE BCEM
COTPpYIHHKaM O HEOOXOJIMMOCTH COOJIOJIeHUs TMpaBWwil  WHOOPMAIMOHHOU
6e3onacHocTH. KoHKpeTHBIE CrIOCOOBI, IPU MOMOIIM KOTOPHIX TaKHEe HAITOMUHAHUS
MOTYT OBITH CJCNaHbl, OyAyT 3aBHUCETh OT TPEANOYTEHUNH PYKOBOIUTEIICH
MPEANPUATUS, CIOXKHUBIICHCA KOPHOPATUBHOM KYJNbTYpHI, CHElubUK Ou3Hec-
MPOIIECCOB M JIPYTUX OOCTOSATENIHCTB. XapaKTEPHBIMH CIIOCOOAMHU TOTO, Kak
MPEANPUATHE  MOXKET TIOCTOSHHO  HAllOMHHATh CBOMM  COTPpYAHHUKaM O
HEO0OXOAMMOCTH COOJI0IaTh OCTOPOKHOCTD, SIBIISFOTCS:

— pa3MelleHde W TepuoanyYeckas cMeHa (OOHOBJEHWE Ju3aiiHa W
COJICp>KaHMs) HAIIOMUHAHUN O HEOOXOJIUMOCTH COOJIIOAaTh TPEOOBAHUS TOJUTHKU
nH()OPMAITMOHHONW 0€30MaCHOCTH Ha MPEAMETaX, MOCTOSIHHO HaXOJSAIIUXCS B TOJIC

3p€HusA COTPYAHHUKOB B TCUYCHHUC pa60qer0 JHA: HACTCHHBIX MW HACTOJIBHBIX
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Tewma 2.5 — JlenaprameHT nH(DOpPMAITMOHHONW 0€30MTaCHOCTH U paboTa C MePCOHATIOM
(IlmanupoBanue U ynpasiieHHe HHOOPMALMOHHON O€30MaCHOCTHIO)

KaJeHaapsaX, KOPEeHMHbIX KpyXkKKax, 00J0kKKax OJIOKHOTOB, HACTOJIBHBIX 3KCIIOHATaX,
pydKax, KapaHJaniax U ApyruxX KaHIEIAPCKUX IPUHALIICKHOCTIX;

— [epHOAMYECKass pacchulKa COOTBETCTBYIOIIMX OpoIIop, OroiuieTeHed U
OYKJIETOB, a TaKXe COOOUIEHUH 0 3JIEKTPOHHOU MOUTE;

— HCIIOJIb30BaHHWE  CKPUHCOMBEPOB,  COIEPXKAIIMX  COOTBETCTBYIOIIME
HaIIOMUHAHUS;

— HCHOJIb30BAHHWE T'0OJIOCOBOM MOYTHI M I'POMKOM CBS3M Ul MEPUOIUYECKON
neperayd COOOIIEHUH O HEOOXOAMMOCTH COOJIIOJIEHUSI MpaBUi UH(DOPMAIMOHHON
0€30MacHOCTH U TIp.

TakuM 00pa3oM, KOMIUIEKC BCEX OPraHM3allMOHHBIX Mep IO padore ¢
NEPCOHANIOM MPEANPUATHS, BKIIOYAIOMIMA B ceds cucreMy OOy4eHMs IMEepCOoHaia,
CUCTEMY IIPUBJICUYCHHS] HAPYLIMTENEH K OTBETCTBEHHOCTH, M IOCTOSHHOE
nojJepkaHue aTMoc(epsl OTBETCTBEHHOTO OTHOILEHUSI K BOIpOcaM O€30MacHOCTH,
NOJDKEH B OINPENEIICHHOW MEpPE YMEHBIIUTH HETAaTUBHOE BIIUSHHUE YEIIOBEUYECKOTO
(dakTOopa Ha  3alIMIIEHHOCTh  MH(GOPMAIMOHHBIX CHUCTEM U  COCTOSIHUE

nH(}OPMAITMOHHON 6€30MaCHOCTH.
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Tewma 2.6 — Upe3BbIvaitHble CUTYaIuu (MHITUACHTHI)
(ITnanupoBaHue U yrnpapieHHe HHOOPMALMOHHON O€30MaCHOCTHIO)

1 Opranm3anusi pearupoBaHUsi Ha  Ype3BblYailHble CHTyalUH
(MHIIMIEHTHI)

PearupoBanrie Ha BO3HHUKAIOUIME 4YpPE3BbIYAWHBIC CHUTYyallMH (MHIUICHTHI),
CBSI3aHHBIE C HApyIIEHUEM HH(OPMALMOHHOW OE30MaCHOCTH, SIBISIETCS TaKUM K€
BOXHBIM HAmpaBJICHHEM paboTbl, KaK U IMOCTPOCHHE CHCTEMbI 3alUTHl U
npeaoTBpanieHuss HapymeHuil. [1oq MHIIMAEHTOM, KaK MPaBHIIO, TIOHUMAETC KaKoe-
aM00 OTKJIIOHEHHE OT HOPMAaJbHOIO IpOLEcCa HCIHOJIb30BaHUS MH(POPMALMOHHBIX
pecypcoB U (PyHKIMOHUPOBAHUS MH(POPMALMOHHBIX CUCTEM, MOBJEKIIEE yIepO s
OTIpe/ICNICHHBIX HH(MOPMAIMOHHBIX aKTUBOB MPEANPUATHS WIM HEMOCPEACTBEHHO
CO3/arolIee Yrpo3y HaHECEHHUsI TAKOro yuiepoa.

UpesBbluaiiHag  curyanuss  (MHOUAEHT), CBA3aHHas C  HapyLIEHUEM
nH(}OpMAITMOHHON 6€30MaCHOCTH, MOKET OBITH 00YCIIOBIICHA:

— pa3pyLIUTEIbHBIM BO3JCHCTBUEM HA BECh HMYIIECTBEHHBIM KOMILIEKC
NPEANPUATAS NPU BO3HUKHOBEHMHM CTHUXMUHBIX (PAKTOPOB (HABOJIHEHHUE, MOXKap,
3eMJIETPSCEHWE M TMp.) WIM LEJCHANPaBI€HHOM HamajgeHuu (MOJpbIB, IOJHKOT,
pas3pylIeHue 31aHui U IOMEIICHUH | TIp.);

— HETaTUBHBIM BO3JCWCTBUEM HCKIIOYUTENIIBHO Ha HMH()OpPMalMOHHBIE
pecypcbl  mpeanpusATds  (KaKk  IpaBUIIO,  OCYIIECTBISIEMBIM  YAQJIEHHO, C
HCIIOJIb30BAaHUEM TEIEKOMMYHUKALMOHHBIX KAHAJIOB).

B o01eMm ciydae opraHu3aliOHHbIE MPOIEAYPHI (PErIaMEHThI) pearupoOBaHUs
Ha Ype3BbIYalHbIE CUTYallMH JOJKHBI BKIIIOYATh B CEO5I:

— perjlaMeHThl aJbTEePHATUBHBIX MPOLECCOB 00paboTKK MH(pOpManuu (B TOM
qucie, BO3MOXXHO, WU 0€3 HUCHOJIb30BaHUSI CPEACTB aBTOMATH3allMU) Ha MEPUOJ
BBIXO/Ia U3 CTPOS OCHOBHBIX MH(OPMALIMOHHBIX PECYPCOB;

— ONpeJleJIeHUe TPYIIl MepCOoHalIa, OTBETCTBEHHBIX 32 BBIMOJHEHUE TEX WU
MHBIX (YHKIMI B cllydae BO3HUKHOBEHHUSI YPE3BBIYANHOW CHUTyallMd, a TaKkKe
ONpENEICHUE MPOLEAYP B3aUMOAECHCTBUSA MEXAY I'pylNIaMyd U OTIAEIbHBIX TPYyNI C

PYKOBOJICTBOM MPEANPUATHS;



Tewma 2.6 — Upe3BbIvaifHbie CUTYAIUU (MHITUACHTHI)
(Ynpasnenue napopMannoHHON 0€30MaCHOCTHIO)

— TEXHUYECKYI0 U OpPraHU3allMOHHYIO JTOKYMEHTAaIlHMI0, HEOOXOIUMYIO IS
BOCCTAaHOBJICHHMSI HH(OPMAIMOHHBIX CHUCTEM U JIAaHHBIX TIOC]IE Ype3BbIYANHOU
CUTyalluH;

— TIOPSIIOK  XpaHEHHWs apXUBHBIX  (pPe3epBHBIX) KOMUW  JaHHBIX U
IPOrpaMMHBIX TPUIOKEHUH 00pabOTKM JaHHBIX B MECTax, 3allUIICHHBIX OT
MEXaHMYECKUX BO3ACHCTBHM, KpaxK, HABOJHEHUH, MTOKApPOB U TP. (B T.4., BO3MOXKHO,
B MECTaX, TEPPUTOPHATHHO YJAJICHHBIX OT OCHOBHBIX MECT XpaHEHHUsS U 00pabOTKU
uHpopmanun);

— CONJIAIICHUSA C TMOCTABIIMKAMHM IPOTPAMMHBIX W allapaTHBIX CPEJICTB,
BXOJSIIUMX B HWH(MOPMAIMOHHYIO HWHDPACTPYKTYpy NPEANPUSITHS, O CPOYHOU
MOCTaBKE KOMIIOHEHT, BBIIICANIUX M3 CTPOsi W TPeOYyIONIMX 3aMEHbl B cCllydae
YpE3BBIYAHOW CUTYAlIUH.

[Iporiecc pearnpoBaHusi Ha TAKOTO poja WHIMJCHTHI BKIIIOYAET B Ce0s YEThIpE
OCHOBHBIX 3Tamna:

1) OOGHapykeHHE HallaJICHHS.

2) Jlokanu3aius HammaaeHusI.

3) HneHntudukamnus HanaIaroInX;

4) OueHka ¥ TOCIHCAYIOIIMKA aHAJIWM3 Mpolecca HamaJeHUs H  €ro
00CTOSITEIHCTB.

2 O0Hapy:KeHHMe aTaK U pacno3HaBaHUe BTOPKEeHUIH

OOHapyXeHue aTak U pacrno3HaBaHHWE BTOPKEHUH, KaK TPABUIIO, SBISETCS
VH)XCHEPHO-TEXHUYECKOW  3aJadei, pemaeMod MNpu IOMOLIM  CHEUUAIBHBIX
MPOTPAaMMHBIX M WHOT/IA allllapaTHBIX CPeACTB. B "acTHOCTH, OOHApYKEHUE MOXKET
OCYIIIECTBJISITHCS Ha OCHOBE aHaJIM3a CETeBOro Tpaduka u )KypHaJoB (j0r-Ghaijos), B
KOTOPBIX  (PUKCUPYIOTCS ~ pa3iuuHble  JelcTBUA.  OOHapy>KeHHE  MOXKET
OCYIIECTBJISATHCS HA OCHOBE T.H. CUTHATYpP — (hOpMaIM30BaHHBIX HA0OPOB MPU3HAKOB
ONpENICJICHHBIX BHUPYCOB, THUIIOB aTak W mp. Takxke, OYEBUAHO, HCTOUYHHUKOM

I/IH(bOpMaLII/II/I O HAPpYIICHUAX ABJIAIOTCA COO6H_ICHI/I}I T0JIb30BaTelIell 00 OTKJIOHCHHSIX
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B paboTe MHGOPMAIIMOHHBIX CUCTEM U TOSIBJICHUE SIBHBIX HEraTHUBHBIX MOCIIEICTBUN
POU3OIIEAIINX HAPYIIEHUH.

Jlist obecniedeHusl CBOCBPEMEHHOTO OOHAPY)KEHUS HAPYIICHUN MPEANPUITHE
JOJKHO OpPraHU30BaTh MOCTOSHHYIO (IIPU HEOOXOAMMOCTH — KPYIJIOCYTOUYHYIO)
paboTy CIEeNUATUCTOB, OTBEYAIOIINX 32 pa3penieHue WHIUICHTOB. [IJIst 7TOr0 MOXKET
OBITH BEIOPAH OJMH M3 BO3MOXHBIX TTOJIXO0JIOB.

1) OpranHuzanusi COOCTBEHHOW JCKYPHOH  CIYXOBbI, COCTOSINEH W3
KOMIIETEHTHBIX CHEIUATUCTOB, HECYIIMX IMOCMEHHOE JEXKYPCTBO M OCHAICHHBIX
CpelcTBaMu MOOUIIBHOM CBSI3H.

2) llpuBieueHWe CTOPOHHEH OpraHU3aAIMM, CHCIHATU3UPYIOMICHCS Ha
OKa3aHHMH MOAOOHBIX YCIIYT.

[Ipu 5TOM COTPYIHUKH NPEANPUSTHS TOJDKHBI 3HaTh HOMEpa TeaehOHOB U
HHBIE CIIOCOOBI CBSA3H, MPU MOMOIIM KOTOPHIX OHM MOTJIM Obl ONEPAaTUBHO COOOIIATh
JEKYPHBIM CIIEMAIMUCTaM 000 BCEX MPOUCIIESCTBUSIX. BaXKHOCTh OpraHu3aluu Kak
MOHO 0Oo0Jiee OomepaTuBHOIO MHGOPMHUPOBAHUS CHEIUATUCTOB MO O€30MacHOCTH H,
COOTBETCTBEHHO, KaK MOXHO 00Jjiee OMepaTUBHOTO pearupoBaHUsi 0OYCIIOBIICHA TEM,
YTO OOHApYXEHUE HalaJeHUs U HAyajo MPOTUBOJCHCTBUS B TO BpPeMs, KaK camo
HaraJeHue elle NpoaoHKaeTcs, B OOJIBIIMHCTBE CIIy4aeB MOKET ObITh Topa3fo Ooiee
(D PEeKTUBHBIM, YEM pearupoBaHUE MOCIC OKOHYAHUS HaAIaICHHUS.

BrisBiieHre HapylieHUN MOXKET OBITh OCYIIECTBIEHO HE TOJIBKO MO SBHBIM
MpU3HAaKaM, TakUM KaKk  COOOUIEHUS  MOJb30BaTeledl 0  IpeKpalieHuH
(GYHKIMOHUPOBAHUS  OTAENBHBIX  DJIEMEHTOB  HMH(DOPMAIMOHHBIX  CHUCTEM,
OJTHOBPEMEHHOE HCITOJIb30BAHNWE OJHOW YUYETHOM 3amicH Ha HECKOJBKUX Padodmx
CTAaHLMSIX WM SBHOE OOHApYy>XKEHHE BHUPYCOB B JaHHBIX, IE€peaBacMbIX IIO
JOKAJIbHOW CETHM, HO M IO HEKOTOPhIM KOCBEHHBIM IpU3HAKaM (aHOMAaJIbHbIM
SIBJICHUSIM ), KOTOPBIE B OTJICJIbHBIX CIydasiX MOTYT CBHIETEILCTBOBATH (2 MOTYT U HE
CBHJIETEIIbCTBOBATh) O HapyuieHusX. [IpuMepamu Takux KOCBEHHBIX CBUETEILCTB
MOTYT OBITb:

— HCHOJIb30BaHUE HMH(POPMALMOHHBIX CHCTEM WU OIPEACIICHHbIX YUYETHBIX

3aIcell B HeXapaKTepHOe BpeMs (PaHO YTPOM, MO3HO BEYEPOM U IIp.);

3
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— pe3Koe HeXapaKTepHOE TMOBHIIICHWE Harpy3ku Ha WHQPOPMAIMOHHEIC
CHCTEMBI WJIA UX OTJCIIbHBIC JIEMCHTHI (CETMEHTBI CETH, XPaHWIUIIA JAHHBIX U TIP.);

— W3MEHECHHE  XapakTepa  TOBEACHHWS  TOJIb3oBaTele  (Hampumep,
MOCJIEA0BATEIILHOCTH OIIPELICIIEHHBIX JNEUCTBUN npu HCIIOJIb30BAHUU
UH()OPMAIIMOHHOM CHUCTEMBI) U TIP.

Jist  Gomee 3¢ ¢dEeKTUBHOTO aHaM3a TaKUX KOCBEHHBIX TMPU3HAKOB W
WHTEPIPETAIMA  PA3IMYHBIX (PAKTOB CIENUATUCTaM II0 pPEardupoBaHUIO Ha
MHIUJEHTH MOXET TMOHAJ00UThCS aHaNU3 (PYHKIIMOHAIILHOCTH HH(GOPMAIIMOHHBIX
CUCTEM H® B3aUMOJICHCTBHE aHAJIUTHUKOB JeHapTaMeHTa WHOOPMAIMOHHON
0€30MacHOCTH € TOJIL30BaTENAMU (M3y4eHHE 0COOCHHOCTEN uX paboTel). Takxke mms
aBTOMATU3AIlMM TAaKOTO aHaju3a MOTYT OBITh HCIIONB30BAaHBI  CIICIIHATLHBIC
MIPOTPaMMHBIEC CPEICTBA, ABTOMATHYECKH OCYIIICCTBIISIONTNE CTATUCTUICCKAN aHAIIN3
CETEeBOTr0 Tpaduka W JPYrHUX 3JIEMEHTOB HHGOPMAIIMOHHONW HWHQGPACTPYKTYphl U
CUTHAIM3UPYIOIINE TP OOHAPYKECHUU aHOMATHHOW aKTUBHOCTH, ISl TOTO YTOOBI
aIMUHUCTPATOPHI MOTJIM TTPOBECTH TAJIbHEUIITNN KaueCTBEHHBIN aHAJIN3 BBISBIIEHHBIX
OTKJIOHCHUN U TpU HEOOXOAMMOCTH MPEANPUHATh aKTUBHBIC OTBETHBIC JCHCTBUA. B
1eJoM, pa3paboTka W COBEPINICHCTBOBAHHWE TAaKWX CPEJCTB aHajiW3a B COCTaBe
KOMIUJIEKCHBIX ~ CHCTEM  OOHApy>XEHUs  BTOPKEHUW  SABISETCS  OJHHM U3
MEePCIICKTUBHBIX HANIPABJICHUHN Pa3BUTHUS CPEICTB 3aIUTHI HH(DOpMAITUH.

Takum oOpa3oMm, OCHOBHOW 3ajJadyeil Ha HayaJdbHOM JTale pearupoBaHUs
SBJISICTCSI OTIPEJICTICHUE XapaKTepa HapYIICHUN U JIOCTOBEPHOE YCTAHOBJICHHE TOTO,
YTO BBISBJICHHBIC aHOMAaJbHBIC COOBITHS, JIEHCTBHUS M XapaKTCPUCTHUKH SBJISIOTCS
JIEHCTBUTENILHO HAPYIICHUSAMH, a, HANpUMep, HE TMPOSBICHUEM OCOOCHHOCTEH
PabOTHI MPOTPAMMHOTO 0OCCIICUSHHS.

OgHuM W3 BaKHEWIINX OpPraHW3AIlMOHHBIX acCMEKTOB peardpoBaHUS Ha
WHIIAJEHTHI (M, B YaCTHOCTH, HAa OTJEIbHBIC CUTHAIBI O HEKOTOPBIX MPOUCIIECTBUSX )
SBJISICTCSI TO OOCTOSITENBCTBO, YTO MOXKET IMPOUCXOJUTH OOJiee MM MEHEe 4YacToe
MOCTYIIJICHUE JIOKHBIX CUTHAJIOB (omMOOYHBIX WIH CHEIUATBHO

CIOPOBOLIMPOBAHHBIX) O HEKOTOPBIX IMPOUCIIECTBUAX, W PEaKUUs IepcoHaIa
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aenapraMeHTa MHGOPMAIIMOHHON O€30MacCHOCTH CO BPEMEHEM MOXET IMOCTENEHHO
ociabeBath (Tak K€ Kak, HaIpuMep, MOXKET MPUTYNUTHbCS BHUMAHUE MPU YACTHIX
JIO)KHBIX Cpa0aThIBaHUSAX OXPAHHOW CHrHajnu3aluHu). B 4YacTHOCTHM, HO OLEHKe
HEKOTOPBIX CHEHHUAMCTOB, B cpeaHeM B 90% ciydyaeB, Korja IOJIb30BaTENH
COOOIIAIOT O TOM, 4YTO, MO MX MHEHHIO, KOMIBIOTED 3apak€H BHPYCOM, OHH
ommubaroTcs. B CBA3M € 3TUM NpU OpPraHW3alyy pearupoBaHUs HAa WHUUIACHTHI
HEO0OXOIUMO YAEIUTh 0cO00€ BHUMAHUE MCUXOJIOTMUYECKON MOATOTOBKE MEepCoHaa,
OTBEYAIOILET0 33 pEarupOBaHUE, a TAK)KE IO BO3MOXKHOCTU aHAIIM3UPOBATH IPUYUHBI
MOSIBJICHUS TAKUX JIOKHBIX CUTHAJIOB Y MPEIOTBPAIATh UX B JAJbHEUIIIEM.

Takke 3HAYMMBIM BOINPOCOM OpraHM3alUMy pabdOThl C MOJIb30BATEISIMU B
CUTyalUsAX PEarupoBaHUsl HA WHIUICHTHI ABJISETCA TO, YTO B3aUMOJCHCTBUE MEXKIY
[OJIb30BATEISIMA M TPYNIAMH pEarupoBaHus, a TaKXe pa3jMYHbIX TPYIIII
pearpoBaHus MexAy coOOi MO BO3MOXXHOCTH HEOOXOJMMO OCYIIECTBIATH IO
CIIELIMAJIBHBIM 3aLUIIEHHBIM KaHajlaM CBS3U.

3 Jlokanu3anus M ycTpaHeHHUe MoCcJaeICTBUii

Jlokanu3anus W yYCTpaHEHHME TIOCIEICTBUM SBISETCS OCHOBHBIM JTalloOM, B
pamMKax KOTOpPOro, COOCTBEHHO, OCYIIECTBJISIETCSl pearupoBaHue Ha MHUUACHT. Ha
JTOM JTare IPOUCXOIUT:

— ONpeleNieHue KOHKPETHBIX IMapaMeTpoB HapyuleHus (HamaieHus), ero
xapakTepa (KOHKPETHBIX CETMEHTOB CE€TH, CEpBEpPOB, IpyNN pabouuX CTaHIMM,
MPUIOKEHUH, 3aTPOHYTHIX HANAJECHUEM );

— T[PEABAPUTEIBHBIA  aHAIWM3  JCHUCTBUM  HapylIUTENsd MW CLiEHapusd
MIPOU30MIEIIIETr0 (MIPOUCXOAIIET0) HANaJACHUs, aIropuTMa padoThl MOSBUBIIETOCS
BHUpYCa U IIp.;

— OJIoKMpOBaHWE JCHCTBUMU HapywuTens (€ciau HapylleHHe SBISIeTCS
JUTSIITIMCS)

— OnokupoBaHue (TIOJHOE WM YaCTUYHOE) paboThl HMHQPOPMAIMOHHOM

cucteMbl (cepBepa, 0a3bpl JaHHBIX, CETMEHTA CETU W Mp.) C LEJIbI0 HEIOMYIIEHUs
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JAJIbHEHIINX  Pa3pyLIUTENbHBIX  JEHCTBUM, pacHpOCTPAHEHUS BPEIOHOCHBIX
IporpaMM WIN yT€YKU KOH(UIECHINATIBHON HH(pOpMALIHHL.

[Ipekpamienne HamaJeHWss ¢ BOCCTAHOBIIEHHE HOPMAJIbHOM  pabOTHI
MH(POPMAILIMOHHBIX CHUCTEM MOXET NOTPeOOBATh CKOOPIMHUPOBAHHBIX EHCTBUI HE
TOJIBKO CaMHUX COTPYJHUKOB JenapTaMeHTa HHPOPMALIMOHHON 0€30MacHOCTH, HO H:

— cnemquamuctoB  UT-mompasneneHnii, OTBEYArOMX 334  aTaKyeMbIE
MH(POPMAILIMOHHBIE CEPBUCHI;

— T0JIb30BaTENE aTaKOBaHHBIX MH()OPMAIIMOHHBIX CHCTEM,;

— pEeANpUATHA-NIAPTHEPOB, HMEIOIIMX OTHOIIEHWE K  AaTaKOBAaHHBIM
MH()OPMaALIMOHHBIM pECYpCaM;

— pa3pabOTYMKOB M NMOCTABIIMKOB aTAKOBAHHBIX HH(POPMALIMOHHBIX CUCTEM;

— IIOCTaBUIMKOB  TEIEKOMMYHHMKAallMOHHBIX  YCIyr, 4Yepe3  KOTOPBIX
OCYUIECTBJISIETCS aTaKa,

— CTOPOHHUX KOHCYJIFTaHTOB, CIEHUAIU3UPYIOIINXCS HA COOTBETCTBYIOIIUX
npoOsemMax HHPOPMaAITMOHHOM 0€30MMacCHOCTH.

OmuuM u3 Hambojee BaXXHBIX OOCTOSITENBLCTB PAOOTHI Ha JAHHOM JTare
ABIIIETCS TO, KaKUMH TOJHOMOYMSAMHM 0O0JajaeT CHeUUalucT (JIeXKypHBbIN),
OTBEUAIOLINI 3a pearupoBaHue Ha MHIMAEHTHL. B dacTHOCTH, HEOOXOIUMO 3apaHee
MPEAYCMOTPETh BO3MOKHOCTH OINEPATUBHOIO CAMOCTOSITEIBHOIO OTKJIIOUEHHUS TeX
WIM MHBIX WH(GOPMALMOHHBIX CEPBHCOB CIEUUAIUCTAMHU IO pPEarMpoBaHUIO Ha
HMHIMICHTHI (CaMOCTOSITENIbHO, JIMOO uepe3 cooTBeTcTBytolee U T-moapasnenenue).
Oco0yr0 BaXXKHOCTh UMEET CIIOCOOHOCTh OTBETCTBEHHBIX CIELHUAIUCTOB ONEPATUBHO
OLICHUTh CUTYaIMIO, IPOBECTH €€ aHaIu3 (B OOJIBIIMHCTBE MPAKTUYECKUX CUTYyalUn
3TO HE0OX0AUMO OyJAeT JAesiaTh MO HEMOJHBIM JaHHBIM O HamaJaroled CTOpPOHE) U
IOPUHATHh pEHIeHHE O NPHUOCTAHOBKE pabdOThI TeX WM HMHBIX HHPOPMAIMOHHBIX
CEpPBUCOB, 0 BBISIBJICHUS W YCTpPaHEHUS yIpO3 W/WIM BBEIEHUS B JCHCTBHE
JOTIOJTHUTENbHBIX CPEJICTB MPOTHUBOACUCTBUS BTOp>KEHUAM. [Ipyu MPUHATHUM TaKOro
pelieHrss HeoOXOUMO YUUTHIBaTh (KaK MPaBUJIO, HA OCHOBE SKCIIEPTHBIX OIEHOK)

KaK BO3MOXKHBINA yIIepO, KOTOPBI MOXET ObITh BbI3BaH BBISBJICHHBIM HAPYILICHUEM,
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TaK U BO3MOXHBIA yIIEpO OT OCTAaHOBKM HH(MOPMAIIMOHHBIX CEPBUCOB, KOTOpas
(ocTaHOBKa) MOKET OBITH OCYILECTBIICHA C IEJNbI0 MPEJOTBpAICHUS yiiepda ot
JNEHMCTBUM HAIANAONIEd CTOPOHBL. XapaKTEpHBIM IPUMEPOM TAKOM CHUTYyallUH
ABJISIETCA HAMAJCHUE HA CUCTEMY JJIEKTPOHHOM TOPIOBJIM, KOTJa Halajaaronias
CTOPOHAa MOXET HAHECTH Cephe3HbId yiepO (MOXUTUTHh KOHPHUACHUIUATHHYIO
UH(POPMAIIMI0O YYAaCTHUKOB TOPIOBBIX CJHIEJOK, CAMOCTOSTEIBHO COBEPIIHUTH
HE3aKOHHBIE C/ICJIKK OT UMEHHM YYaCTHUKOB TOPrOBOM CHCTEMBI M TIp.), @ OCTAHOBKA
CepBHUCa C LENbI0 MPEIOTBPAILICHHS TaKOro yiiepOa MOXKET NPHUBECTH K MOTEpsM,
CBSI3aHHBIM C YIYIIEHHOM BBITOJAONH OT HECOBEPLIECHHBIX CHEIOK M YIIEpOOM st
JEI0BOM peryTauuu. /[pyruM nmpuMepoM TaKOM CUTYallMU SIBISETCS PEarnpOBAaHHE
Ha pacmpejeieHHbIe ataku Tumna "oTkaz B oOciyxuBanuu" (Distributed Deny of
Service, DD0S), yacTo ocyiiecTBIsieMble Ha cepBepbl B ceTh MHTepHeT, Koraa
MOKET OBITh HEOOXOAMMO Ha HEKOTOPOE BPEMSI MTOJIHOCTHIO OTKIIFOUUTH CEPBEP KaK B
yiepO MoJib30BaTeNsM, TaK U B yIIepO BiajenbliaM MH(OPMAaLMOHHBIX PECYpCOB,
PacnoJIOKEHHBIX Ha CEpBEpE.

OCHOBOI 711 NPUHATHUSI PELIEHU MOXET ObITh 3apaHee CHOPMHUPOBAHHBIM
nepeyeHb (CIpaBOYHMK) BO3MOXKHBIX OCHOBHBIX HMHIIMJIEHTOB M IPU3HAKOB
HapyleHU! (MPOHUKHOBEHUI), B KOTOPOM MOKET OBbITh NPHUBEACHA OLIEHKA PUCKOB
CyMMapHbIX TIOTEPb U PEKOMEHJIOBAHHBIE ACHCTBUS ISl KAKIOTO TUIA HAPYIICHHUM
(B TOM 4uCIIe U MEpeUYeHb CUTYyallui, KOrJa HE0OX0IMMO OCYLIECTBUTh OTKIIOUEHHE
CEpPBUCOB BO H30€XKaHUE YTEUKH WJIM HAPYIICHHUS IIEJIOCTHOCTH HH(POPMALINH,
SBJISTFOITIEICST HAanOoJiee KPUTUIHOM TSl BCEH ACSITEIIBHOCTH TIPEATIPUSTHSA ).

4 NUnentudukanus HANAAAOIEr0

Nnentudukaus  Hanagaromero (MM HCTOYHHMKA  PaCIpOCTPaHEHUS
BPEJOHOCHBIX IPOrpaMM) SIBJISIETCSI Ba)KHBIM IIIarOM B IPOLIECCE pPEarupOBaHUS,
CIEAYIOIIMM HEMOCPEACTBEHHO 3a JIOKajnu3alued HamajaeHus. B ciydae ecin
HaIlaJIeHUEe OCYIIECTBISIOCh M3 JIOKAJBbHOM CETH NPEANpUATHSA, NPU HaJIEKAIEM
COONIOICHUM BHYTPEHHHMX PEXHUMHBIX TpaBUJI dTa 3agada MOXKET OKaszaTbCs

OTHOCHUTEJIBHO JIeTKOH. B ciIy4dac €CJIM HallaaACHHUC OBLII10 COBCPIICHO M3BHC, 3aaa4a
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UACHTU(UKAMY HaNaJaloluX NPUHLUUINAIBHO YCIOXKHSIETCS W B HEKOTOPBIX
CUTyalusX Mpo0semMa CTaHOBUTCS MIPAKTUUECKH HEPA3PEIINMOil.

Kak npaBusio, it oOHapyeHHsI HICTOYHMKA HaIaJeHUs] HEOOXOAUMO:

— JIETaJbHO U3YYMUTh BCE TEXHUUECKUE ACIIEKThl HAlaJCHMUS;

— TPOBECTH KAuyeCTBEHHBIM aHajaM3 Ipolecca HaMaJeHUs B KOHTEKCTE
(GYHKIIMOHUPOBAHMS aTAKyEeMOM CUCTEMBI 3alIUThl HHPOPMAIIUH;

— OpraHM30BaTh B3aUMOJEHCTBUE CO CTOPOHHMUMH OPraHHU3alUsIMU, KOTOPBIE
MOTYT COACMCTBOBATh B UACHTU(UKALIMY HANIAJAIOIIETO.

Opnnoit u3 Hanbojee BaXKHBIX 3aJlay aHaIu3a Mpollecca HamaJeHUsl SBISIETCS
YCTaHOBJICHHE TOW MH(OpMaLMU, KOTOpas ObUla M3BECTHA HAMAJAIOIIMM JI0 HaJaia
HaIlaJIeHUsI U KOTOPOM OHU BOCIIOJIB30BAIMCH JUIsl OCYIIECTBIEHUS 3TOr0 HalaJICHUs.
B wacTHOCTH, B IpoIlecce TAKOr0O aHaJIW3a C ONPENEICHHON CTENEHbI0 YBEPEHHOCTU
MOKHO YCTaHOBHTb, UTO JI0 Hauaja HalaJeH!sl 3JI0yMbIIIJIEHHUKAaM ObUIM U3BECTHBI:

— wuHpopManusi O CTPYKType M COCTaBe arakyeMol HH(OpMalnOHHON
CUCTEMBI (MCIIOJIb3yEMbIE POTPAMMHBIE U aNMapaTHBIE CPEACTBA, UX APXUTEKTypa U
UCIIOJIb3yEeMbI€ HACTPOUKN);

— CBEACHMS O pexume padoThl OpraHu3aluud U (PYHKIHOHUPOBAHUS
OTIEIBHBIX 3JEMEHTOB HWH(GOPMAIIMOHHONM cucteMbl. CBeleHHsT O perjiaMeHTe
HEKOTOPBIX OM3HEC-TIPOLIECCOB MPEATIPUATHS;

— KOHKpETHble WACHTU(UKALMOHHBbIE JaHHble (MMEHa IMOJIb30BaTeENeH,
MapoJin), He0OXOAUMbIE NJiIsi MPOHUKHOBEHUSI B MH(MOPMALMOHHYIO CUCTEMY W/WIIU
npaBuia (arOPUTMBbI) UX T€HEpaIUu.

O0006111eHNE BCeX ITUX CBEJCHUI MOXKET MOMOYb YCTAHOBUTH, KAKUE KOHTAKThI
OBbLIM y HaIaJaolIMX C aTaKyeMol KoMmaHuel (a Kakux He ObLI0), U, COIMOCTaBIISAS
(bakThl, a TaKKe MOJIb3YSACh METOJOM HCKIIOYEHHS, MMOCTAPAThCS OIPAaHUUYUTHh KPYT
JUL, KOTOPbl€ MOTEHUHUAIBHO MOIJIA ObITh MPUYACTHBI K OpraHU3alMHU JaHHOTO
MHIWJEHTA.

B cBoto ouepenp, MpoBeIeHUE TAKOTO aHaIKM3a OyJeT BO3MOXKHO TOJIBKO B TOM

ci1y4dac, €CJIn BCC I/IH(bOpMaIII/IOHHI)IC CHUCTEMBI M CHUCTCMbI 3allIHNTHI I/IH(I)OpMaHI/II/I
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HACTPOEHBI Ha/JIeKaluM o0pa3oM (B YaCTHOCTH, B HUX BEAYTCSl BCE HEOOXOAMMBIE
CUCTEMHBIE JKypHajbl) U CUCTEMHBIC JIaHHbIE HE ObUIM IOBPEXAECHBI B IPOLIECCE
HaIa/ICHU.

BTopbiM BaXHBIM HalpaBJIEHUEM OPTaHU3ALIMOHHON U aHAJTMTUYECKON pabOThI
IpU YCTAaHOBIEHUH (MACHTU(DUKAIINKM) HAMAJAIOMIUX, COBEPIIMBIIUX HaMaJcHHUE
U3BHE, SIBIISICTCS B3aMMO/ICIICTBHE C aJIMHUHHUCTPATOPaMHU CUCTEM
(TENEKOMMYHUKAIIMOHHBIX CETEeH, KOMIBIOTEPOB, HCIOJb30BAaBIIMXCS B KauecTBE
MIPOKCU-CEPBEPOB, W Tp.), C HCIHOJB30BAHUEM KOTOPBIX OBUIO OCYIIECTBIEHO
HanajaeHue. [logxoapl K TakoMy B3aMMOJAECHMCTBHIO B Ka)KJJOM KOHKPETHOM CIlIydae,
CKopee Bcero, OyayT WHANBUAYAIbHBIMU U MOTYT 3aBUCETh OT TOJUTHKHU PACKPBITHS
nH(pOpMaIu aAMUHUCTPALIMM TOW CETH WU y3Jia, Yepe3 KOTOPBIM OCYIIECTBIISIACH
ataka. Taxke MOTyT ObITh HPEINPUHATH ACUCTBUS ISl TOTO, YTOOBI B CyleOHOM
MOpsAAKEe WJIM C TPHUBJICYCHHUEM [PAaBOOXPAHUTENBHBIX OpPraHoB  0053aTh
aJIMMHUCTPALIMA TaKUX CETEH M Y3JIOB MPENOCTaBUTh HEOOXOAUMYIO MH(pOpMAIUIO,
CBSI3aHHYIO C MPOMU3OILEIINM HaNaJCHUEM.

[Tporecc naeHTUGUKALIMN JTOJDKEH MO BO3MOXKHOCTH MPOBOAHUTHCS C YUETOM
TOTO, YTO BIIOCJICACTBUU HEOOXOAMMO OyJeT HCIOIb30BaTh HMHGOPMAIUIO O
HalaJarwlMX Kak J0Ka3aTelIbCTBO B YIrOJOBHOM Ipouecce. B wacTHocTH, Tpu
CHATUU (KOMHPOBAHHWU) HEOOXOIUMBIX JOr-(aijoB ¢ aTaKOBAHHBIX KOMIIBIOTEPOB
NPEJCTAaBUTENISIMA  [TPABOOXPAHUTENIbHBIX OpPraHoOB, BEAYLIMMH CJEICTBHE IIO
JAHHOMY JeJy, JTOJDKHBI OBITh COOJIOJEHBI BCE MpolieccyajabHble (POPMaIbHOCTH,
MPEeyCMOTPEHHBIE YTOJOBHO-TIPOLIECCYaIbHBIM 3aKOHOJATeNbcTBOM. OaHON U3
0COOEHHOCTEN MpOLEAYyphl U3BATHA J10KA3aTEIbCTB Yy MOTEPIEBIICH CTOPOHBI B 3TOM
cllydae SIBJISIETCSl TO, YTO TOHSTHIC, MPUCYTCTBYIONIME MPH W3BATHHU, TOJKHBI 10
BO3MOXXKHOCTH UMETh XOTs Obl OOIlee MNpeACTaBICHHWE O CMBICIE MPOU3BOIUMON
npoueaypsl. Takke Ha ATOM d3Tane MpPU HEOOXOAMMOCTH MOXKET OBITh MPOBEACHA

TCXHHUKO-KPUMHHAJIUCTHYCCKAA SKCIICPTU3a KOMIIBIOTCPHBIX CHUCTCM.



Tewma 2.6 — Upe3BbIvaifHbie CUTYAIUU (MHITUACHTHI)
(Ynpasnenue napopMannoHHON 0€30MaCHOCTHIO)

5 OneHka U aHAJIU3 NMPoLlecca HANAJAeHHUs U ero 00CTOSATEIbCTB

OaHuM M3 3aKIIOYUTENIbHBIX IIaroB MPOIEcca pearupoBaHUs HAa WHIUACHT
SIBJISICTCS] OIIEHKA W aHAJIN3 TIPOIlecca HAMAJACHUS B €ro OOCTOSTENBCTB. DTOT aHAIH3
HEO0OXOIUMO TMPOBOJIUTH B KOHTEKCTE ILieNied W 3ahady (PYyHKIHMOHUPOBAHUS BCETO
NPEANPUATHAS, C YYETOM PE3yJbTaToB paboOThl 10 UACHTHU(GUKAIWKN  JIHII,
COBEpIIMBIIKX HamajaeHue. OCHOBHbBIC 3aJja4l aHAMTUYECKOW pabOThl HAa JTAHHOM
JTamne:

—  aHaJImM3 1eJled ¥ MOTHBOB, HallaJaBIINX;

— a”anu3 (PyHIaMEHTAIbHBIX (OPTaHU3ALMOHHBIX U TEXHUYECKUX) MPUYUH,
KOTOpbIE CJeNialii HamaJeHue BO3MOXKHBIM U YCHEHIHBIM (€CIM OHO OBLIO
YCHEIIHBIM);

— aHaJIM3 MOCIEACTBUH (B TOM YHUCJIE U JOJTOCPOYHBIX) HaMaJACHUs JJIS BCEH
NEATEIbHOCTU MPEIPUSATHS;

— aHajgu3 MW OIlIeHKa paboThl TEpPCOHajda ¢  B3aMMOOTHOIIECHUH C
NpeanpUATASIMU-TIApTHEPAMU (B TOM YKCJI€ U C MOCTaBIIMKaAaMU WH()OPMAIIMOHHBIX
CUCTEM U CPEJICTB 3aIUThl THHOPMAIIHIH).

PesynpTaToM aHanmza JOHKHBI OBITH BBIBOJBI, KOTOPHIE MOTYT TOCIY>KHUTh
OCHOBOM ISl OPraHU3a{MOHHON PabOThI B pa3IMYHbIX HAIIPABICHUSX:

— KOPPEKTUPOBKA U YTOUHEHHE TOJUTHUKA MHPOPMAIMOHHON OE30MacCHOCTH
MPEaPUATHUS;

— TMPOBEICHHUE JOMOJHUTEIBHOW pabOoThl C TMEPCOHAIOM MPEANPHUSTUS
(HaKa3aHus, TOOIIPEHMS, JOTIOJHUTEILHOE 00yUeHHUE U TIp.);

— TIPOBEJCHHE JOIMOJHHUTEILHON paboThl C TEPCOHATIOM JemapTaMeHTa
nH(pOpMAITMOHHOM 0€30MTaCHOCTH MIPEANPUATHUS, a TaKke nepcoHanoMm U T-ciayxko;

— TMEePecMOTp  B3aUMOOTHOIIEHWH ¢  KOHTpareHTaMu  MNPearpUsTUs
(moxynartensiMu, mnocraBiiukamu, naptHepamu nmo HUOKP wu np.), umerommmu
JIOCTYTI K €ro 3anuiiaeMon nHpopMauu wiv HHOOPMaIIMOHHBIM CUCTEMaM;

— TPUBJCYEHHE CTOPOHHUX  KOHCYJIBTAHTOB 1O  HMHGPOPMAIMOHHOMN

0€30MacHOCTH U CHEIHAIMCTOB 10 CPEACTBAM 3aIIUTHl HH()OPMALIUK;
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Tewma 2.6 — Upe3BbIvaifHbie CUTYAIUU (MHITUACHTHI)
(Ynpasnenue napopMannoHHON 0€30MaCHOCTHIO)

— UVHUIMHMPOBAHUE TEXHUYECKOTO IEPEOCHAIIECHHUS OTJENbHBIX YYacTKOB
MH(POPMAIIMOHHON UHPPACTPYKTYPbI IPEATPUATHSI.

Takum o00pa3oM, aHaaM3 M BCECTOPOHHAS OIICHKA HWHIUJCHTOB SIBJISAETCA
OTIIPaBHOW TOYKOM I peaju3aluu KOMIUIEKCa Mep IO COBEPLICHCTBOBAHUIO
cUcTeMbl oOecrieueHns UH(PpOpMalMOHHOW 0e30IacHOCTU Ha npeanpustuu. Bee atu
Mepbl JOJDKHBI B OyAYIIEM CHHU3UTHh BEPOSITHOCTh AHAJOTMYHBIX HHIMICHTOB, a
TaK)K€ YMEHBIIUTh BEPOSITHOCTh HAHECEHMs CYIIECTBEHHOIO yiiepOa B ciyyae UX
MTOBTOPEHUS.

BaxHOH cocTaBIIIONIEeH aHAM3a HAMAIeHNUs TaK)Ke SIBIIAETCS OLEHKa yiiepoa
OT MPOU3OLIEAIIEIO HAPYIIEHUs! MH()OPMALMOHHOW Oe30MacHOCTU. YepO MOXKeET
OBITh OLIEHEH OJHOBPEMEHHO C HECKOJBKHMX TOYEK 3PEHHUS M 3aBUCUT OT Xapakrepa
BO3HUKILIEH BHEMITaTHOM cutyauuu. Hambonee mnpocThIM Al KOJIMYECTBEHHOM
HSKOHOMUYECKON OLIEHKH SIBJISETCS MPsMOW yuliepO: 3aTpaThl Ha BOCCTAHOBJICHHE
yTpauyeHHOH nH(pOopMaIK (MOTyT ObITh paCCUUTAHBbI HA OCHOBE TPYAOEMKOCTH paboT
[0 BOCCTAaHOBJICHHMIO HH(OpPMAMM U JaHHBIX O CpeAHENH CTOMMOCTH pabouero
BpEMEHU COOTBETCTBYIOILIUX CHEUATUCTOB), 3aTpaThl Ha 3aMeHy
CKOMITDOMETHPOBAHHBIX MapoJied, KOJOB M KIIOYEH, CTOMMOCTb ITOBPEXKICHHOIO
obopynoBaHus, MmTpadHBIC CAHKIMK 3a pas3rialmieHue KOH(PUISHIMAIBHOM
uH(popmanuu (eciiv Takhue CaHKUWHU, HApUMEp, ObUTM MPEAYyCMOTPEHBI JOTOBOpaMU
C NOAPSAYMKAMH, IMOCTAaBUIMKAMM WIH 3aKa3uuMkaMu) W 1p. Takxke B OLEHKe
HY)KJlaeTcd yNyUleHHash BBIFOJa, KOTOpas MOXKET ObITh CBfi3aHAa Kak C
HETMOCPEJICTBEHHBIM  IpeKpalieHueM (MPUOCTAaHOBKOM, 3aMeIJIEHUEM) TEeKYIIUX
onepauuid MPEANpPUATHs, TaK U C JOJITOCPOUYHBIM (MEPCIEKTUBHBIM) HETaTHBHBIM
BIIMSIHUEM BO3HUKILEH BHEIITATHOM CUTyallud — MOTEPEN JOBEPHs K MPEANPHUATHUIO,
OpPUBOIAIIEH K OTTOKY 3aKa3uMKOB, (OPMHUPOBAHHMEM HETaTHBHOIO HWMUKA
npennpusitust u 1p. OTACTBHO TakXe MOXET ObITh OLIEHEHO MaJeHUE PHIHOYHOU
CTOMMOCTU TPEANPUATHS — €ro akuui (eciiu pedyb HAET O NPENNpPHUSTHU, AKIUU
KOTOPOI'0 KOTUPYIOTCSI HA OMPKEBOM PBIHKE).

Hauboee cii0)XHBIM U1 OLEHKHU SIBIISIETCS MOPAJIbHBIN yliepO U MOCIeICTBUSA

OT pa3riamieHuss WHPOPMAIMK JUYHOTO XapakTtepa (HampuMep, CBEJICHUH,
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Tewma 2.6 — Upe3BbIvaifHbie CUTYAIUU (MHITUACHTHI)
(Ynpasnenue napopMannoHHON 0€30MaCHOCTHIO)

COCTaBIISIONINX BpadeOHyI0 TaiiHy). KOHKpeTHBIE CyMMBI MOpajIbHOTO yIiepOa, Kak
NPaBHJIO, MOTYT OBITh YCTAHOBJICHBI IO pE3yJIbTaTaM CYIEOHBIX Pa3OMpaTEeNbCTB C
OTIECTBHBIMHU JIUIIAMH, KOTOPBHIM TakKoW ymepO ObUT HaHECeH, W00 TMPOIEIyp

JOCYZ€OHOT0 yperyJIupoBaHus KOH(MIMKTOB (HAa OCHOBE TpeOOBaHUN MOCTPaJaBIINX

JIWII).

6 3akiI0uNTEIbHBIE ITANBI MPOLIECCA PearuPOBAHMS

3aKIIIOUMTENIPHBIM ~ ATAllOM  MpOIlecca pearupoBaHMS TakKe  SBISACTCS
YCTpaHCHHE HETaTUBHBIX TIOCICACTBUNM HANaJACHUS — JIOKaJW3amus yiiepoa,

MPUYUHEHHOTO MPOU3O0NISAINM HapylIeHneM. JTa paboTa MOXKET BKJIIOYaTh B ceOs:

— CMEHY CKOMIIPOMETUPOBAHHBIX MAPOJIEH OTEIbHBIX MO0JIb30BaATEICH;

— TMEepPEYCTaHOBKY TMOBPEXKJICHHBIX OINEPAIMOHHBIX CHUCTEM, a TaKxke
MOBPEKJIEHHOTO MPOTPAMMHOTO 00eCTIIeUEH NS,

— BOCCTaHOBJICHHE HApYIICHHOW KOH(pUTrypanuu (HaCTpOEK) MPOrpaMMHOTO
oOecrieueHus U ONePallMOHHBIX CUCTEM;

— BOCCTaHOBJIEHHE MOBpekAcHHON nHpopmaluu (6a3 faHHBIX, (aIOB), KaKk
U3 paHee CO3JaHHBIX PE3EPBHBIX KOIUM, TaK U JPYTUMHU CIIOCOOaMHU.

B nporecce BoccTaHoBIeHUST pab0TOCTIOCOOHOCTH MH(POPMAIIMOHHBIX CHCTEM
Ha HEKOTOpPOE BpeMsi MOTYT OBITh 3aJCHCTBOBAaHBI pPE3¢pBHBIC (AJIbTCPHATHBHEIC)
anmapaTHble U TPOrpaMMHbBIE TIIaTGHOPMBI.

Kpome TOro, HeoOXOOUMBIM  3aBEpIIAIOIIMM  IIArOM  MOXKET  OBITh
JOTIOJTHUTENbHAS HHPOPMALIMOHHAsA paboTa, KOTOpas MOXKET B ceOsl BKIIIOUYATh:

—  PacChUIKY MOJB30BaTENIsIM WH()OPMAIIUU O TIPOU3OUIEANINX HHIICHTAX (B
BUJIC CTICIUATILHBIX MUCEM U OIOJIJIETEHEH );

— TIepeladyy HEKOTOPhIX CBEACHUW O HaMaJeHUHM B CPEJACTBA MacCOBOH
uHdopmanuu;

— TMepenady CBEJACHUW O HAaMaJCHUU KPYMHBIM TPYIIaM pearupoBaHHsS Ha
WHIIMJICHTBI, CBSI3aHHBIE C MH()OPMAIIMOHHOM 0€30MaCHOCTHIO (TaKUM KakK, HalpuMmep,
CERT/CC), a Takxke B HAayYHO-HCCIEAOBATEIbCKUE IICHTPHI, 3aHUMAIOIINECS

npobyieMaMu 3aIuThl HHOpPMAIUY;
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Tewma 2.6 — Upe3BbIvaifHbie CUTYAIUU (MHITUACHTHI)
(Ynpasnenue napopMannoHHON 0€30MaCHOCTHIO)

— JIOTIOJTHUTEJbHYIO ~ MHQOPMAllUOHHYI0  pabOTy C  MOCTaBIIMKaMHU
UH(OPMAIIMOHHBIX CHUCTEM M MOAPSTYMKAMH, OCYIIECTBISIBIIMMU HX TIOCTaBKY,
BHEJPEHUE U HACTPOUKY.

C ToukM 3peHus pacnpenesacHusi 00sS3aHHOCTEN MO BBIMOJHEHUIO OTAENIbHBIX
GyHKUMII B pamMKax Ipollecca pearupoBaHUsT HAa HHIMACHTHI, OJHUM U3
(G ()EKTUBHBIX W JTOCTATOYHO MIMPOKO HCIOJB3YEeMBIX IOJAXOJ0B K OpraHU3alud
pearupoBaHus Ha WHLMJICHTHI SIBJISIETCS MOCTPOCHHUE LIEHTPAJIU30BAHHOM CUCTEMBI
pearupoBaHus Ha MHIUMACHTHI, KOTJIa OJHA TpYyIIa pearupoBaHusl OOCITYKUBAET
HECKOJIBKO TOJAPA3NACICHUN WIH TPEaNpUusITAd. B 4YacTHOCTH, TakoW MOAXO.
peanu3zoBad B MunucrepctBe oOoponbl CIIIA (oH ObL1 omucaH B OAHOW U3
MPEABIAYIIUX JICKIUMA), TJ€ HECKOJBKO IIEHTPAIIM30BAHHBIX T'PYIIN pearupoBaHUs Ha
VHIIHICHTBI 00CITy>KUBAIOT MHOKECTBO BOMCKOBBIX NOAPA3AECICHUN.
[lenTpanu3oBaHHbIE TPYIIBI PEaripoOBaHUSI MOTYT CO3JAaBaThCS NIl OOCITYKUBaHUS
Pa3JIMYHBIX NPEANPUATHI U OpraHU3alMil. ITO MOTYT ObITh KOMIIAHUU, BXOJSIINE B
KPYIIHBIA XOJIIUHT, OpPTraHHU3alliH, BXOJAIIME B OJIHY HCCIEI0BATEIbCKYIO CETh,
YHUBEPCUTETH U HCCIEI0BATEIbCKUE OpraHu3alldd OJHOM CTpaHbl, KIHUECHTHI
MOCTABIIMKA ONPEACIICHHBIX TPOIYKTOB WX YCIYT U T.1. [ 00beIuHEeHUs yCUIIUNA
pPa3NUYHBIX TPYNN pearupoBaHust ObUT CcO37aH croenuanbHbii  Dopym Tpynn
pearupoBaHHMs Ha WHIMACHTHI M oOecriedeHus OesomacHoctu (Forum of Incident
Response and Security Teams, FIRST), ©Ha wuHTepHET caiiTe KOTOPOIrO

(http://www.first.org/) MoKHO HaWTH TIOJHBINA CITUCOK €ro y4acTHUKOB. [Ipu 3TOM Bee

(GyHKLIMH 110 pearupoBaHUIO HE MOTYT ObITh MEpeAaHbl B [ICHTPATU30BAHHYIO TPYIIITY
pearupoBaHus — B KaXIOM KOHKPETHOM cllydyae HEOOXOIUMO JETallbHO
pasrpaHUYUTh TOJHOMOYHMSA, OTBETCTBEHHOCTh M  (YHKUHMH, BBINOJIHSIEMbIE
IOPEeNNpUsITHEM CaMOCTOSATEIbHO, M (PYHKIIMH, BBITOJHSEMbIE HEHTPAaTU30BaHHOU
rpynnou. JIoroBOpEeHHOCTh MEXAY LEHTPAJIUW30BAHHOW TPYIION pearupoBaHus U
Ipynmnoil pearnpoBaHus (CHelHAIMCTaMU MO O€30MacHOCTH) CAMOr0 MPEeANpUSTUS
JOJDKHA TpeAycMaTpUBaTh HE TOJBKO pa3rpaHUYeHUE (PYHKIMHA, HO U OMNHCHIBATH

OCHOBHBIC ITPpOLCAYPbI BSaI/IMO,HefICTBI/ISI B IIpoLeECcCe p€arnpoBaHud HAa MHOUACHT.
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Tema 2.7 — Ayaut nHGOpMaIIMOHHON 0€30MaCHOCTH
(ITnanupoBaHue U yrnpapieHHe HHOOPMALMOHHON O€30MaCHOCTHIO)

1 Henan ayauroB nHGOpMANMOHHOK 0€30MIACHOCTH, UX KJIacCHPUKAIMHU 110
THIIAM

Aynut coctostHMsT MHGOPMALMOHHONW O€30MacHOCTH Ha  IPEANPUSITHU
npeacraBisger  coOOM  dKCmepTHoe  oOcCleOBaHME  OCHOBHBIX  acCIEKTOB
MH(POPMAIMOHHONW O€30MaCHOCTH, WX MPOBEPKY Ha COOTBETCTBUE OINpPEACICHHBIM
TpeOoBaHUSAM. B HEKOTOPBIX Ccilydasx Moj ayAUTOM HHGOPMAIIMOHHON 06€30MMacHOCTH
NOAPa3yMEBACTCS IpOBEpKa 3aIIHUIIEHHOCTH OTZIEJIbHBIX 3JIEMEHTOB
MH()OPMAIMOHHOW HHPPACTPYKTYPHI MPEANPUATHS (CETMEHTOB €TI0 CETH, OTAEIIbHBIX
cepBepoB, 0a3 naHHbIX, VIHTEpHET-CAaliTOB U Mp.) U HAJEKHOCTU CPEJCTB 3alUTHI
nH(popManuu (MEXCETEBBIX HKPAHOB, CHUCTEM OOHApYKEHHsS BTOPXKEHHM H IIp.).
OnHako Mbl B JalbHEHMIIEM HCXOJUM W3 TOrO, YTO ayauT HWH(OPMAIMOHHON
0€30MacCHOCTH SIBISIETCS KOMIUIEKCHBIM (IO BO3MOKHOCTH, HCYEPIIBIBAIOIINM)
HCCIIEIOBAHUEM BCEX aCMEKTOB MH(DOPMAIIMOHHONW 0€30MaCHOCTU (KaK TEXHUUECKUX,
TaKk W OpraHU3allMOHHBIX) B KOHTEKCTE BCEW XO3AWCTBEHHON JESATEIBHOCTH
MPEANPUATUS C YYETOM JACUCTBYIOIICH MOTUTUKH MHGOPMAIIMOHHON 0€30MacHOCTH,
OOBEKTHBHBIX NOTPEOHOCTEM MNpeAnpUsITHs U TPeOOBaHWM, MNPEABSIBIIEMBIX
TPETHbUMH JIMIAMH (TOCYIapCTBOM, KOHTPAareHTaMu U 1p.).

Pa3nuuaioT 1Ba OCHOBHBIX BHUJA AayauTa: BHYTPEHHUW (IPOBOJMMBII
MCKIIFOUUTENIbHO CUJIAMH COTPYJIHUKOB MPEANPUATHS) U BHEITHUI (OCYILIECTBIIIEMbIN
CTOPOHHUMU OPTaHU3ALMIMHU ).

[enssmu aynuta MOTYT OBbITh:

— YCTaHOBJIGHHE CTENEHU 3alIUIIEHHOCTH WH(POPMAIMOHHBIX PECYPCOB
MPEANPUATHS, BBISBICHHE HEJOCTATKOB U OINPEACIICHUE HAIPABICHUN JAJIbHEUILIErO
Pa3BUTHS CUCTEMBI 3aIIUTHl HHGOPMALIHH;

— IIPOBEpKa PYKOBOJACTBOM HPEANPUATHS U JIPYTMMHU 3aHHTEPECOBAHHBIMU
JUIAMH  JOCTH)KEHHUS TIOCTaBJICHHBIX ILened B cdepe uHPOpMaLMOHHON

0€3011aCHOCTH, BBITIOJHEHUS TPEOOBAHUI MOJUTHKU O0€30MMaCHOCTH;



Tema 2.7 — Ayaut nHGOpMaIIMOHHON 0€30MaCHOCTH
(Ynpasienue nHGoOpMaMOHHON 0€30MaCHOCTHIO)

— KOHTpPOJIb 3(P(PEKTUBHOCTU BJIOKEHUU B MPUOOPETEHHE CPEICTB 3aIUTHI
uHbOpMAIIMM U peau3allii0 MEPOIPUATUN 0 oOecnedyeHuo HHGOPMaIMOHHOM
0e30MacHOCTH;

— ceptuduKalMsl HA  COOTBETCTBUE  OONICNpPU3HAHHBIM  HOpPMaM H
TpeboBaHusIM B cdepe HHOOPMAIMOHHOW O€30MacHOCTH (B YacTHOCTH, Ha
COOTBETCTBHUE HALIMOHAJIBHBIM U MEXYHAPOJHBIM CTaHIapTaM).

OpHOW M3 CTpaTerMyecKux 3a/ay, pElIaeMbIX IpU MPOBEACHUU ayauTa
MH(GOPMALMOHHON O€30MaCHOCTH M TOJYYEHHH COOTBETCTBYIOILErO cepTU(duKaTa,
ABJISIETCS] IEMOHCTpAIUs HAJSKHOCTU TPEANPUATHSA, €r0 CIIOCOOHOCTH BBICTYIIATh B
KayecTBE yCTONYMBOIO MapTHEpa, CIOCOOHOTO O0ECHEeYUTh KOMILIEKCHYIO 3alUTy
MHQOPMAIIMOHHBIX  PECYpCOB, UYTO MOXET OBbITh OCOOCHHO Ba)XHO IIpH
OCYIIIECTBIICHUU CJICTIOK, MPENOJIararounux o0OMeH KOH(PUACHIINATBHON
uHpopManuer, uMeroueld OoJIbIIYI0 CTOMMOCTh ((PUHAHCOBBIMU CBEACHUSIMH,
KOHCTPYKTOPCKO-TEXHOJIOTUYECKON JOoKyMeHTanuen, pesynbratamu HUOKP u np.).

B ToM ciydae, ecim ayauT SBISETCS BHYTPEHHHUM, TPYIILy ayIUTOPOB
Heo0XoauMO c(hOpMUPOBATh U3 4YMCIA TAKUX CHELHATUCTOB, KOTOpbIE CaMH HE
ABJISIFOTCS pa3pabOTYMKaMU U aIMUHUCTPATOPAMU UCIIOJIb3yEeMbIX HH(OPMAIIMOHHBIX
CUCTEM M CPEJACTB 3allUThl MHPOPMAIMM U HE UMEIH OTHOLIEHHUS K UX BHEAPEHUIO
Ha JaHHOM MPEIIPUITHH.

Kak npaBuiio, npeanpusiTue Mo>XeT Npuoeratb K NOMOUIM BHEIIHUX ayAUTOPOB
C LIEJIBIO:

— TIOBBIIIEHHUS OOBEKTUBHOCTH, HE3aBUCUMOCTH M MpodhecCUOHATBHOrO
YPOBHSI POBEPKU;

— TIOJMY4YEHUS 3aKJIIOYEHUH O COCTOSHUM MH(POPMAIIMOHHOM 0€30MacHOCTU U
COOTBETCTBUM MEXIYHAPOJHBIM CTaHIapTaM OT HE3aBUCHUMBIX ayJAUTOPOB.

KoMnanuu, crnenpanuM3upyromuyecs Ha TPOBEICHUU ayJUTOB, MOTYT
OCYIIECTBIISITh  NMPOBEPKH  COCTOSHUS ~ MHPOPMAIIMOHHOM  0€30MacHOCTH  Ha

COOTBCTCTBHEC TaKUM O6Hl€HpH3HaHHBIM CTaHdapTaM U Tp€6OBaHI/IHM, KakK:
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— ISO 15408: Common Criteria for Information Technology Security
Evaluation (OOmme KpuTepuu OLEHKH  OE30MACHOCTH  HMH()OPMAIMOHHBIX
TEXHOJIOTHH);

— ISO 17799 (BS 7799): Code of Practice for Information Security
Management  (IlpakTtudyeckue  mpaBuia  yhpaBleHUs  HWH(DOpMaAMOHHON
0C30ITaCHOCTBIO);

— BSIIT: Baseline Protection Manual (PykoBoacTBo 6a30BOTO YpOBHS IO
3amuTe UHPOPMAITMOHHBIX TEXHOJIOTUIM ATreHTCTBa HH(POPMAIIMOHHOM 6€30MacHOCTH
I'epmanun);

— COBIT: Control Objectives for Information and related Technology
(OcHoBHBIE LI€TH I UHPOPMAITMOHHBIX U CBS3aHHBIX C HUMH TE€XHOJIOTUH);

— Tpebosanusim PykoBogasmux n1okyMeHTOB @PCTOK PD, ®Ch unu npyrux
roCyJapCTBEHHBIX OPraHoOB M JIpyrux AOKyMeHTOB (Takux kak SAC, COSO, SAS
55/78).

[Tpu aTOM Opranu3aIysi, OCyIeCTBIISIONIAs BHEIIHUN ayauT, TOJKHA OTBEYATh
onpeaeaeHHbIM TPEOOBAHUSIM:

— UWMeTh NpaBo (JIMIEH3WIO) HA BbIIAYy 3aKIIOYEHUH O COOTBETCTBUU
orpe/ieieHHbIM TpeOoBaHusIM (Hampumep, akkpeautannio UKAS — United Kingdom
Accreditation Service);

— COTPpYAHUKMA JIOJDKHBI HMMETh TMpaBO JOCTyna K uH}opmaiuuy,
COCTABJISIFONIEH TOCYIapCTBEHHYIO W BOCHHYIO TalHy (ecnu Takas HH(pOpMaIHs
MMEETCs Ha IPOBEPSEMOM MPEATPUSATHH ),

— 00magaTh HEOOXOIUMBIMH MPOTPAMMHBIMU W alllapaTHBIMH CPEICTBAMHU
JUTSI MCYEPIIBIBAIONICH TPOBEPKH HMEIOIIETOCS Y TPEANPUSTHS MPOTPAMMHOTO U

armapaTHOro 00ecreyeHusl.



Tema 2.7 — Ayaut nHGOpMaIIMOHHON 0€30MaCHOCTH
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2 JTanbl ayauTAa

OCHOBHBIMU 3TallaMy MPOBEACHUS ayAUTa SBISIOTCA:

— HWHULUHAPOBAHUE NPOBEJICHUS ayAUTa;

— HEMNOCPEICTBEHHO OCYyIIECTBIEHHE cOopa HMH(OpMAlMM U IPOBEIECHUE
oOcieioBaHUs ayJUTOpamu;

— a”aiu3 cOOpaHHBIX TaHHBIX U BRIPAOOTKA PEKOMEHIAIIHI;

— IOATOTOBKA ayIUTOPCKOIO OTYETA U ATTECTALIMOHHOIO 3aKIIOYEHUS.

Ayaut fn0mKeH ObITh HWHULUMHUPOBAH PYKOBOJICTBOM MNPEANPHUIATHS C
JOCTaTOYHO YETKO CHOPMYJIMPOBAHHOHN II€JIbI0 HA ONPENEICHHOM JTale pa3BUTHUSA
MHQOPMAIMOHHOW CHCTEMbl WJIM CHUCTEMBI oOecnedeHus: HHOOPMAUOHHON
0€30MacHOCTH MpPEANpUATUS (HAmpuUMep, IOCJe 3aBEpLICHUs] OJHOTO W3 HTAroB
BHeJlpeHus1). B ciyyae ecnu ayauT He SIBISIETCS KOMIUIEKCHBIM, HA HAaYaJIbHOM JTarle
HE0OXOAMMO ONPENIETUTh €r0 HEMOCPEICTBEHHbBIE TPAHULIBL:

— TepedyeHb 00ciIeyeMbIX HH(POPMALIMOHHBIX PECYPCOB U MH(POPMALIMOHHBIX
cucTeM (IOJICUCTEM);

— IepeYeHb 3/1aHUM, IOMELIEHUN U TEPPUTOPUI, B TIpe/iesiaX KOTOPhIX OyAeT
IIPOBOJIUTHCS Ay/IMT;

— OCHOBHBIE yTpO3bl, CpPEACTBAa 3alIUTBl OT KOTOPBIX HEOOXOAUMO
MO/ABEPTHYTH ayJUTY;

— DJJIEeMEHTBhl CHUCTeMbl obecrieueHus UHPOPMAIMOHHON 0€30MacHOCTH,
KOTOphIE HEOOXOJUMO BKJIIOUHTH B TPOLECC MPOBEPKH (OpraHU3aIMOHHOE,
MPaBOBOE, MPOTPAMMHO-TEXHUUYECKOE, allllapaTHOE 00eCeueHUe);

OcHoOBHasi cTajgusi — TMPOBEJACHUE ayIUTOPCKOTO o0OcienoBaHuss U cOop
uH(}OpMAIUU — KaK MPaBUJIO, TOJDKHO BKITIOUATh B CEOSI:

—  aHaJu3 UMEIOLIEHCS MOJUTUKA UH(POPMALIMOHHON 0€30MacCHOCTH U JIPYTroi
OpraHU3alMOHHOMN TOKYMEHTAalUU;

— TPOBEJCHHE COBEILAHUH, OMPOCOB, JOBEPUTENIBHBIX Oecel] U MHTEPBHIO C

COTPYIHHUKAMU MIPEANPUATHUS,
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— TPOBEPKY COCTOSHUS (hU3MUecKor Oe30macHOCTH HH(OPMaLMOHHON
UHPPACTPYKTYPHI IPEITPUITHSL;

— TeXHUYecKoe o0cienoBaHre NHPOPMAITMOHHBIX CUCTEM — MPOTPAMMHBIX U
anmnapaTHbIX CPEJICTB (MHCTPYMEHTAIbHas TPOBEPKA 3AIUIIEHHOCTH).

[Tpesxxne uyeM NOpUCTYNHTh COOCTBEHHO K ayquTy UH(GOPMaLUOHHON
0e30MacHOCTH, ayAuTOpaM (B YAaCTHOCTH, €CIU MPOBOAMTCA BHEIIHUWA AayAHT)
HEOOXOJUMO O3HAKOMHUTHCA CO CTPYKTYpOHl Tpeanpusarvs, ero (QyHKIHIMH,
3aJjayaMM M OCHOBHBIMHM OM3HEC-TIPOLIECCAMH, a TaKXKE C HMEIOUIMMHUCS
MH(POPMAITMOHHBIMU CUCTEMAMHU (MX COCTaBOM, (DYHKIIMOHAILHOCTHIO, MPOLEYPAMHU
UCIOJIb30BAaHUSl W pOJbl0 Ha mnpeanpustuu). Ha HavampHOM 3Tame ayauTOpsl
MPUHUMAIOT PEIIEHUSI O TOM, HACKOJIBKO TITyOOKO M JAETaIbHO OyayT HCCIEIOBaHbI
OTIEJbHBIE  3JEMEHThl HMH(POPMALIMOHHOM CUCTEMBI U  CHUCTEMBI  3aLIUThI
uHpopmanuu. Taxke HE0OXOOUMO 3apaHee CKOOPAMHUPOBATH C MOJIb30BATEIISIMU
MH()OPMAIIMOHHBIX CHUCTEM IMPOLEAYPbl MPOBEPKM M TECTHPOBAHUA, TPEOYIOIINE
OrpaHUYEHMS JOCTYyIIA MOJIb30BaTeNe (Takue MPOLELyphl IO BOZMOXHOCTH JOJKHBI
OpOBOAMTHCS B HepaOouee BpeMs WIM B NEpUOAbl HaMMEHbILIEH 3arpys3ku
MH()OPMAITMOHHOW CUCTEMBI).

KayecTBeHHBIM  aHamW3  JCUCTBYIOIIEM HAa  NPEANPUITAA  MHOJUTHUKHU
0€30MacHOCTH SIBJISIETCS OTMPABHOW TOYKOW mJisi mpoBeaeHus ayaurta. OngHa u3
IIEPBBIX 3a/la4 KOMIUIEKCHOTO ayJWTa — YCTaHOBJIIEHHE TOIrO, B KAaKOW CTENEHU
JEUCTBYIOIIAsl TMOJMTHKA COOTBETCTBYET OOBEKTUBHBIM MOTPEOHOCTAM JIAHHOIO
OpennpusITiss B O€30MacHOCTH, MOTYT JHM JEHCTBUS B paMKax [IaHHOW MOJIMTUKU
o0ecrneynTh HEOOXOIUMBIM ypOBEHb 3alMIIEHHOCTH WHGOpMAlMK U CPEACTB €€
00pabOTKM, XpaHEHUd U MepeAadyd. IJTO, B CBOIO OYEpellb, MOXET MOTPeOOBATH
MPOBEJCHUS JOMOJHUTEIBHON OLIEHKH 3HAYMMOCTH OCHOBHBIX HH(OPMAIIMOHHBIX
aKTUBOB MPEANPUITHS, UX YA3BUMOCTH, & TaKXe€ CYUIECTBYIOUIUX PUCKOB U YIpO3.

AHanu3 MONUTHKHU TaK)Ke MOYKET BKJIIOYATh OIICHKY TAKHX €C XapPaKTCPHUCTUK, KaK:
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— TIOJIHOTa W TJIyOMHa OXBaTa BCEX BOIPOCOB, a TaKKe COOTBETCTBUE
collepKaHUsl TMOJUTHUK HUKHETO YPOBHS IENIIM U 3ajJadaM, YCTaHOBJICHHBIM B
MOJINTUKAX BEPXHETO YPOBHSI;

— TOHSTHOCTb TEKCTA MOJUTUKHU JUJIS JIOJEH, HE SABJISIIONINXCS TEXHUYECKUMHU
CHEeUaINCTaMH, a TaK)Ke€ YETKOCTh (POPMYITUPOBOK M HEBO3MOKHOCTh UX JBOMHOIO
TOJIKOBAHUS;

— aKTyaJbHOCTb  BC€X  IOJOXKEHHH W  TpeOOBaHMWA  MOJIMTHKH,
CBOEBPEMEHHOCTh yu€Ta BCEX H3MEHEHUH, MPOUCXOMAIIUX B HHPOPMAIMOHHBIX
cucTteMax u Ou3Hec-TMpoIleccax.

[Tocne mpoBEpKU OCHOBHBIX MOJIOKEHUN MOJUTUKH O€30MaCHOCTH B IMPOIIECCE
aynmura MOTYT OBbITh U3y4YeHBl (IIPOBEPEHBbI) JIEUCTBYIOIIUE KJIaccUPUKaUU
MH()OPMAITMOHHBIX PECYpPCOB IO CTEMEHW KPUTUYHOCTH M KOH(DUICHIMAIBHOCTH, a
TakKe€  Jpyrue  JOKYMEHThl, = HUMEIOUIME  OTHOLIEHHWE K  OOECHEeYeHUIo
nH(}OpMAIMOHHOM 0€30MTaCHOCTH:

— OpraHM3aIMOHHBIC JOKYMEHTHI TOApa3AeICHUN MPpeAnpusTUs (MTOJI0KEHUS
00 oTaenax, TOJKHOCTHBIE MHCTPYKITUH);

— UHCTPYKIUHU (TIOJIOKEHUSI, METOJMKH), Kacaroluecss OTAEIbHBIX OH3HEeC-
MPOIIECCOB MPEATPUSITHH;

— KaapoBas JIOKyMEHTaIus, 0053aTelbCTBa O HEpasrJallleHHH CBEICHUH,
JaHHBIE  COTPYJHUKAMH,  CBUACTEILCTBA O  MPOXOXKACHHUH  OOyYEHWS,
npo@ecCuOHANIbHOMN cepTU(UKAIIMK, aTTECTAIIMN U O3HAKOMJICHUH C JEHCTBYIOLIUMU
MpaBUJIaMU;

— TEXHUYECKas JOKyMEHTaIls | TI0Jb30BATCIIbCKUE WHCTPYKIIUU ISt
pPa3sIUYHBIX  HMCIOJB3YEMBIX IMPOTPAMMHBIX W amllapaTHbeIX  CpeiAcTB  (Kak
pa3pabOTaHHBIX CAMHM TIPEANPHUATHEM, TaK W TPHOOPETCHHBIX Yy CTOPOHHUX
MOCTABIIUKOB): MEXKCETEBBIX YKPAaHOB, MaPHIPYTHU3aTOPOB, OMEPAIIMOHHBIX CHUCTEM,

AHTUBHUPYCHBIX CPECACTB, CUCTCM YIIPABJICHUA MMPCANPHUATHEM U IIP.
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OcHoBHas paboTa ayAUTOPOB B Mpolecce cOopa MHPOpMALMK 3aKII0YAETCS B
U3y4YeHUU (AKTHUUECKU TMPEANPUHUMAEMBIX MeEp IO O0O0ECIEUEHUIO 3alllUThl
WH(GOPMAIIMOHHBIX aKTUBOB MPEANPHUSITHS, TAKUX KaK:

— OpraHu3anus mporecca oOydyeHHUs MOJIb30BaTelei MpueMaMm U IpaBUIIaM
0€3011acCHOT0 UCTI0Ib30BaHMsI HH(POPMALIMOHHBIX CUCTEM;

— opraHm3anms ~ paboOThl  aAMUHUCTPATOPOB  HMH(POPMAIIMOHHBIX U
TEJICeKOMMYHUKALIMOHHBIX CHUCTEM M CHUCTEM 3alUThl MH(pOpManuu (IPaBUIBHOCTD
UCIIOJIb30BaHUsl TPOTPAMMHBIX M aNlapaTHBIX CPEICTB aJIMUHUCTPUPOBAHMUS,
CBOEBPEMEHHOCTh CO3/IaHMSI U yIAJICHUsI YYETHBIX 3alliCeil MOoIb30BaTEIeH, a TaKKe
HAaCTpONKM HMX MpaB B HMH(POPMAIMOHHBIX CUCTEMaX, CBOEBPEMEHHOCTb 3aMEHBI
napojied M o0ecrne4yeHue UX COOTBETCTBUS TpPEOOBAHMSAM  OE€30MACHOCTH,
OCYUIECTBJIEHUE PE3EPBHOTO KOMHMPOBAHUSA JAHHBIX, BEJIEHUE IPOTOKOJIOB BCEX
IPOU3BOJUMBIX B IpoliecCce aIMUHUCTPUPOBAHUS ONEpalui, NPUHATHE MEp Npu
BBISIBJICHHH HEUCIIPABHOCTEH | TIp.);

— OpraHu3alusi HpOLECCOB IMOBBIIMICHUS KBATU(PUKAIMK aJIMUHUCTPATOPOB
MH(GOPMALIMOHHBIX CUCTEM M CUCTEM 3alIUThl THPOpPMAIUY;

— obecrieueHne COOTBETCTBUSA HEOOXOIUMBIX (B COOTBETCTBUU C MOJMUTHKOU
0e30MacHOCTM ¥ JIOJDKHOCTHBIMM ~ OOSI3aHHOCTSIMH)  TpaB  I0OJIb30BaTelsen
MH()OPMAITMOHHBIX CUCTEM U (PaKTUUECKH UMEIOIIUXCS;

— OpraHu3aius Ha3HAYCHHUSI u WCTIOJTb30BaHUS CTICIIMATTbHBIX
(«cyTeprob30BaTeNbCKUX») MPaB B MHPOPMAITMOHHBIX CUCTEMAaX MPEITPHUSITHS,

— opraHm3zanms paboT W KOOpPAMHALMK JCHCTBUI MpPH  BBIABICHUU
HapymeHud WHGOPMAIIMOHHONW  O€30MacHOCTH W BOCCTAHOBIICGHWH  PaOOTHI
MH(OPMAIIMOHHBIX CHCTEM IOCJEe COOEB M HaMaJeHUW (MPaKTHYECKOE BBHINOJHEHUE
«aBapUUHOIO MIJIAHAY);

— TpeanpuHMMaeMble  Mephl  AHTHBHPYCHOW  3amuThl  (Haaiexariee
WCIIOJIb30BAaHUE AHTUBHUPYCHBIX IMpPOrpamMM, Yy4YeT BCEX CJIy4aeB 3apakKeHMs,

opraHu3aus padoThI IO YCTPAHSHHUIO TTOCIECTBUN 3apayKeHUN U TIP. );
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— o0ecneyeHue  0e30maCHOCTM  NMPUOOPETAEMBIX  MIPOTPAaMMHBIX U
anmapaTHbIX CpEeACTB (HaJW4Me CcepTU(UKATOB M TapaHTUHHBIX 00s3aTENbCTB,
MO/JIEPKKA CO CTOPOHBI MOCTABIIMKA NPH YCTPAHEHUH BBISIBICHHBIX HEJIOCTATKOB U
mp.);

— o0ecneyeHne  O€30MACHOCTH  CAMOCTOATEIBHO  pa3padaThIBAEMOTO
MpOrpaMMHOr0 obecriedeHus (Halndue HEOOXOAMMBIX TPeOOBaHUI B MPOEKTHOU
JOKYMEHTAIlMl MH(POPMAIMOHHBIX CHUCTEM, KayeCTBO MPOTPAMMHON pealln3aluu
MEXaHU3MOB 3alIMTHI U 1IP.);

— opraHuzanus pabOT 1O YCTAaHOBKE M OOHOBJIEHUIO MPOrPAMMHOIO
oOecreyeHus, a TaKkKe KOHTPOJIS 32 LEJTOCTHOCThIO ycTaHOoBIeHHOro 110;

— NpeaupUHHMaeMble Mepbl IO OOECIEUEHUI0 Yy4yeTa M COXPaHHOCTU
HOCHUTENeW HHPpOpMaluu (JUCKOB, TUCKET, MATHUTHBIX JIEHT U IIp.), a TAKXKe MO HX
0€30IaCHOMY YHUUYTOXEHUIO MTOCJI€ OKOHYAHUS UCIIOJIb30BAHUS;

— 3 ¢EeKTUBHOCTD OpraHu3alNH B3aMMOICHCTBHSI COTPYIHHUKOB
OpEeNnpusITHsT — TMoJb30BareNeil HMH(OPMALMOHHBIX CHUCTEM — CO CIYXO00ii
MH(OpMaMOHHOW 0e30macHOCTH (B YaCTHOCTH, IO BONPOCAaM pEarupoBaHMS Ha
WHUUJEHTHl U YCTPAHEHMSI UX MTOCJIEICTBH).

OnHYM W3 BaXHBIX HANPABICHUN ayIUTOPCKOW NMPOBEPKHU SBISECTCS KOHTPOJIb
TOTO, HAaCKOJbKO CBOEBPEMEHHO M IIOJIHO TOJIOKEHHMS U TpeOOBaHMS IMOJUTUKU
0€30MacHOCTH U JAPYTUX OpraHU3alMOHHBIX JOKYMEHTOB JIOBOJSATCS JO IEepcoHalia
npeanpuatus. B Tom uuncne, HEOOXOAUMO OLEHUTH, HACKOJIBKO CUCTEMATUYECKH U
LIEJICHAIIPABICHHO OCYILECTBIsETCsl OO0y4yeHHe TMepcoHana (Kak NpU 3aHATHU
JOJDKHOCTEH, TaKk U B TIporiecce padoThl), U, COOTBETCTBEHHO, JAaTh OIEHKY TOMY, B
KaKoil Mepe MepcoHall IOHUMAET BCE MPEAbIBIseMble K HEMY TpeOOBaHUS, OCO3HAET
CBOM 00513aHHOCTH, CBSI3aHHBIE C 0OecreyeHrneM 0e30MacHOCTH, a TaKKe BO3ZMOXKHYIO
OTBETCTBEHHOCTb, KOTOpPas MOKET HACTYNHUTh MPH HAPYIIEHWU YCTAaHOBIEHHBIX
TpeOOBaHMIA.

B mpomecc mpoBeneHuss MHTEPBBIO, COBEIIAHWNH M Oecel C IMEPCOHAIOM

HCO6XOI[I/IMO BKJIFOUNUTH KaK MOXKHO OOJIbIIIE COTPYAHUKOB IPCANPUATHA, UMCIOIIUX
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X0Ts OBl Kakoe-TO OTHOIICHHE K HH(POPMAIMOHHBIM CHCTEMaM U IMpolieypam
00paboTku HHPOPMAIMU: AJIMUHUCTPATOPOB U Pa3pabOTYMKOB HH(POPMAIMOHHBIX
CHUCTEM, OIEepPaTOpPOB M APYTHX IMOJIH30BATENICH, BCIIOMOTATEIbHBIN MEPCOHAT U TIP.
[Ipu HemocpeACTBEHHOW paboTe C MEPCOHANIOM ayJIUTOpaM HEOOXOIMMO BBISICHUTH
OCOOEHHOCTH TPOTEKAHUS OTACIBHBIX OW3HEC-TIPOIECCOB, POJH  OTACIBHBIX
COTPYIHHKOB B ITHX MpoIlecCaX W WX MOTCHIUAIbHBIE BO3MOXXHOCTU BIUATH Ha
nH(pOpMaIIMOHHYI0 0Oe30MmacHOCTh. Takke HEOO0XOJUMO OILIEHHTh, B KaKol Mepe
COTPYIHHUKH ()aKTHICCKH BBITIOIHSAIOT CBOU 00SI3aHHOCTH B OTHOIIIEHUN 00CCTICUCHHUS
nH(}OpPMAITMOHHON 6€30MaCHOCTH.

OnHOM M3 BaXKHBIX 33/1a9 ayJUTa MOXKET OBITh YCTAHOBIICHHUE TOTO, HACKOJIBKO
MPEANPUATAE CIIOCOOHO MPOTHUBOJCHCTBOBATH BHYTPEHHHM yrpo3aM B JIHIIC
COTPYIHHMKOB, IICJICHANPABIECHHO JEUCTBYIOIIUX, YTOObl HAHECTH TOT WM HHOU
ymiep0 TPEANpPUATHIO W HWMEIOIMHX JUISI 3TOT0 pas3InyHbie BO3MOXXHOCTH. B
YaCTHOCTH, ISl 3TOTO MOTYT OBITh UCCJIEIOBAHBI:

— Tpolenypbl 0TOOpa U MPUHSATHS HOBBIX COTPYJHUKOB Ha paboTy, a Takxke
WX MPEIBAPUTEITHLHON MMPOBEPKU;

— TIpOIEeRYypbl KOHTPOJIS 32 AESITEIIbHOCTHIO COTPYIHUKOB (OTCIICKUBAHUS UX
JEUCTBUM);

— TIPOIEMyphl PETHUCTPAllMKM TIOJIb30BATEIC W Ha3HAYCHWS WM TIpaB B
UH(D)OPMAITMOHHBIX CUCTEMAX;

— pacnpeneneHue GYHKIUNA MEXKIYy pa3IdYHBIMH  COTPYJHUKAMU U
MUHUMM3AIUS UX TPUBUICTUN, a TAKKE€ BO3MOXXHOE HAIMYWE H3OBITOYHBIX TMPaB Y
HEKOTOPBIX IOJIb30BaTEICH U aIMHHUCTPATOPOB.

3 IIpoBepka cocTosiHusi (pu3n4veckoil 0e3omacHOCTH HHGPOPMANMOHHOM
HHPPACTPYKTYPHI

[IpoBepka cocTostHUST ~ (QuU3MYECKONM  Oe30MmacHOCTH  WH(POPMAILIMOHHOM
UHDPACTPYKTYPHI, KaK MPaBUIIO, BKIIOYACT B CEOS:

— TMPOBEPKYy TOro, 4roObl Hamboyiee Ba)KHbIE OOBEKThI HH(POPMAITMOHHOMN

MHQPACTPYKTYPBI M CUCTEMBI 3aIlIUTHI MH()OPMAIIMU pacloiaraiiuch B 30HaX (Y4acTsix
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3/JaHUM, NOMEIIEHUAX), UMEIOLUX TPOMYCKHON pEeXHUM, a Takke 000pyHAO0BaHHBIX
KaMepamMH BHJICOHAOIIOACHUSI U JPYTMMU CPENCTBAMU KOHTPOJIS (DJIEKTPOHHBIMU
3aMKaMH, CPEICTBaMU OMOMETPHUECKOHN HICHTU(UKALIUY U TIP.);

— TpPOBEpPKY Haauuusg U pabOTOCIOCOOHOCTH TEXHUYECKUX CPENCTB,
o0ecreunBaroIInuX YCTONYMBYIO paboty KOMIIBIOTEPHOTO U
TEJIEKOMMYHUKALIHOHHOT O 000pyI0OBaHUA: HMCTOYHHUKOB oecrnepe0oitHOro
SHEProcHaOKEeHMs, KOHIUIIMOHEPOB (TaM, II€ 3TO HEOOXO0IUMO) U TIp.;

— TIIPOBEPKY Haluyusi U  pabOTOCHOCOOHOCTH  CPEACTB  IOKAPHOM
CUTHAJIM3AIUH U MT0KAPOTYIICHHUS;

— TPOBEPKY pacupeeieHnus OTBETCTBEHHOCTH 3a (pUu3nuecKoe (TEXHUYECKOE)
COCTOSIHME 00BbEKTOB MH(OPMALMOHHON HHPPACTPYKTYPHI IPEIIPUSITHSL.

4 UHCTPYMEHTAJIbHAS MPOBEPKA 3alIMIIEHHOCTH

WHCcTpyMeHTallbHAs TPOBEpPKa 3alUIIEHHOCTH SIBISIETCA B  OCHOBHOM
TEXHUUYECKOH 3a/laueil U OCYUIECTBIIAECTCS C UCIOJIb30BAaHUEM CIIEHUATU3UPOBAHHOTO
MPOrPaMMHOTO OO€CTeueHus, KOTOPOe MOIKIIYAaeTCs K NH(OOPMAIIMOHHONW CHCTEME
IOPENNPUITHS U aBTOMAaTHYECKH MPOU3BOAUT COOP BCEBO3MOKHBIX CBEJIECHUI: BepcUuid
YCTaHOBJICHHBIX OTIEPAIMOHHBIX CUCTEM U MPOTPaMMHOTO OOecredeHusl, JaHHBIX 00
HCIOJIb3YEMBIX CETEBBIX IPOTOKOJAX, HOMEPOB OTKPBITHIX MOPTOB, JaHHBIX O
BEPCUSIX YCTAHOBJIEHHBIX OOHOBiIeHMN u mnp. K 1pyrum  HampaBieHUSIM
WHCTPYMEHTAJIBHOTO U TEXHWYECKOTO KOHTPOJSI TAaKXKE OTHOCATCA Takue padoThI,
KaK:

— HETNOCPEICTBEHHOE W3yueHHEe pPa0OThl OTIENBHBIX CEPBEPOB, pPabOUYMX
CTaHIIMA W  CETEeBOr0 OOOpYAOBaHUS  COOTBETCTBYIOIIUMHU  TEXHHUECKUMU
CHELMAUCTaMH, KOTOpPble  MOTYT  MpPOBEPUTh  pa3jJUYHbIE  ACHEKThl  MX
GyHKIIMOHUPOBaHUS (MIPOLIETYPHI 3arPy3KHU, BHITIOIHSIEMBIC MPOIIECCHI, COACPKIMOL
KOH(UTypallMOHHBIX (ailioB u mp.);

— cOop ¥ TOCHeAyIOUMI aHamu3 JaHHBIX O TOM, KakK BBIMOJHIIOTCS
IpOLEAYPHl PE3EPBHOTO KOMUPOBAHUS, a TAKXKE JIPYrUe HEOOXOAUMbIE TEXHHUUECKHE

IpOLEYPbl, MPETYCMOTPEHHBIE PETJIAMEHTOM;

10
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— TIpoBEpKa KadecTBa MPOTrPaMMHOTO O0OECHEeUEHHUs, CaMOCTOSATEIbHO
pa3pabOTaHHOTO MPEANPUATHEM (B TOM YHKCIIE M IyTEM aHaIN3a UCXOJHBIX KOJOB U
MIPOEKTHOM JTOKYMEHTAallUHM K HEMY), BBISIBJICHUE OIIHOOK, KOTOPbIE MOIYT CTaTh
NPUYUHON cOOEB, HECAHKIIMOHMPOBAHHBIX MPOHUKHOBEHUMN, pa3pylICHUsI U YTEUKU
uH(bOpMAIK U IPYTUX UHIIUICHTOB;

— wu3yueHue paboTel ceTH (cereBOro Tpaduka, 3arpy3Kd pasiIMuHBIX
CEerMEHTOB CETH U IIp.);

— TpPOBEACHHE C LENbI0 TECTUPOBAHMUSI MPOOHBIX, KOHTPOJIUPYEMBIX
«HApPYLICHWI» MHPOPMAUOHHON O€30macHOCTH (10 BO3MOXKHOCTH O€3 HaHECEHUs
peanbHOro BpeAa M BO BHepabouee BpeMsi), TaKMX KAaK aTaku TUNA «OTKa3 B
oOciyxuBanum» (DoS) miM NpoHUKHOBEHHE B OINpejesieHHble 0a3bl JaHHBIX U Ha
ONpENEICHHbBIE CEPBEPhl, a TaKXKE MCIOJIb30BAHUE PA3JIMYHBIX H3BECTHBIX
YSI3BUMOCTEM C 1IEJbI0 BBIICHEHUS KOHKPETHBIX IapaMETpOB OE30MaCHOCTH,
YCTOMYMBOCTHU M HAJICKHOCTH NMPOBEPSIEMON MHPOPMAIIMIOHHON CHCTEMBI.

Takke B mpouecce ayiuta MOXET ObITh MPOBEPEHO BEACHHE >KYpPHAIOB (JIOT-
¢aiinoB) MHGOPMAIIMOHHBIX CUCTEM W MPUMEHEHUE JAPYruX MHCTPYMEHTOB cOopa u
aHanu3a MHPOpMALMKM, HEOOXOAMMBIX Il OOecrnedeHusl TEeKYIIEero KOHTPOJA 3a
cobmoaeHueM TpeOoBaHUN HMH(POPMAITMOHHON OE30MacHOCTH M CBOEBPEMEHHOIO
pearupoBaHMs Ha HMHIMJEHTHI (CPEICTB OOHApYKEHHs BTOPKEHHM, aHAIM3aTOPOB
paboThl JIOKABbHBIX ceTe u mp.). MHpopmauus, HakomieHHas B Jjor-¢ainax 3a
BpEMSI HCIIOJIb30BaHUSI HWH()OPMALIMOHHBIX CHUCTEM, SBISETCS OJHUM M3 BaKHBIX
0o0OBEKTOB aHaluM3a B mpouecce ayauta. Ha ocHOBe 3THX JaHHBIX MOTYT OBbITh
CHEJIaHbl OLEHKH M BBIBOABl OTHOCUTEIBHO COOJIIOJICHHS] YCTAHOBJICHHBIX MPABHII
MCIOJIb30BaHUsl HH()OPMALIMOHHBIX CUCTEM, 3(PPEKTUBHOCTU HUCIIOJIb3YEMBIX CPE/ICTB
3alUThl MHQOpPMALMK, TOBEICHUS IOJIb30BATENe, a TakkKe O MOTEHIUAIBHO

BO3MOYKHBIX MTPOOIeMax.
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Tema 2.7 — Ayaut nHGOpMaIIMOHHON 0€30MaCHOCTH
(Ynpasienue nHGoOpMaMOHHON 0€30MaCHOCTHIO)

5 AHaaun3 undopmManumn

AHanu3 Bcell uH(OpMalMK, TOJYYEHHOM B TIPOIECCE O3HAKOMIICHUSI C
JOKYMEHTAIel, KOHTPOJIs (HaKTHMUECKOTO BBIMOJTHEHUS BCEX YCTAHOBICHHBIX
TpeOOBaHM, MOJIYUSHUS! CBEACHUI OT COTPYIHUKOB, U3YUEHUS! pabOThI anmapaTHbBIX
CPEICTB M MPOTrpaMMHOI0 OOecredeHus], MPOBEPKU (HU3MUECKOM 3aIUIEHHOCTH U
MPOBEJCHUSI MHCTPYMEHTAJIBHBIX MPOBEPOK JOKEH OBITH MPOU3BEACH C YYETOM
BBISIBICHHBIX PUCKOB M TOTpeOHOCTEW mpennpusitis B UHOOPMAIMOHHOU
0e3omacHOCTH. B yacTHOCTH, TakOM aHajau3 MPEIOJIaraeT BbISBICHUE KOHKPETHBIX
OCOOCHHOCTEM MPOrpaMMHBIX W  amllapaTHBIX CPEACTB, OU3HEC-TPOLEAYD,
OpPraHM3AIMOHHBIX TMPAaBWI M paclpeneseHnid (PyHKIMOHAIBHBIX 00s3aHHOCTEH U
MOJIHOMOYHMI, KOTOpble MOTYT HETaTUBHO TOBIMATH Ha  oOecredyeHue
MH(POPMALlMOHHON O€30MaCHOCTH, a TaKK€ OMNHMCAHWE MPUUYMHHO-CIIEICTBEHHBIX
B3aMMOCBSI3€I  MEXAY  BBIABICHHBIMH  OCOOCHHOCTSMH  (PYHKIIMOHHPOBAHUS
MPEANPUATUS U YBETUUCHUEM PUCKOB HapyIICHUS] HHPOPMAIIMOHHON O€30MaCHOCTH.
Bce uccnenoBaHHble 0OOCTOSITENBCTBA, BBISBICHHBIE HENOCTATKM M OCOOEHHOCTU
JIOJDKHBI OBITH 000O0IIEHBI, U TaKUM 00pa3oM JOJIAKHO ObITh COPMHUPOBAHO 0OIIIEE
NPEJCTaBICHUE O COCTOSHUM HH(OPMALMOHHONW O€30IacHOCTH Ha MpPENNpHUsITHH,
OTpaXeHbI OCHOBHBIE JOCTOMHCTBA W HEIOCTATKH JCHCTBYIOIIEH CHCTEMBI 3alllUThI
MH(POPMAIIMOHHBIX PECypCOB, a Takke O0003HAYeHBl OCHOBHBIE NPUOPUTETHI U
HaIpaBJICHUS €€ JATbHEUIIEro Pa3BUTHS U COBEPIIICHCTBOBAHUAL.

Pe3ynbTaThl aHanu3a MOTYT OBITh MPEACTABJICHBI KaK B BHJIE OOOOIIEHHBIX
KpaTkux  (GOPMYIHPOBOK, XapaKTePU3YIOIMIUX  3alMIICHHOCTh  MHGOpMAINH
npeanpuaTus (apecOBaHHBIX PYKOBOJICTBY M COOCTBEHHUKAM MPEANPHUATHSA), TaK U
B BHJE TEpeyHS KOHKPETHBIX 3aMEeUaHWi M TPEIIOKCHUH, OTHOCSIIUXCS K
OTIIETFHBIM ydacTKaM pPabOThl (aIpECOBAaHHBIX PYKOBOJUTENIO JIeTIapTaMEHTa
nHpOpMAITMOHHON  0€30MaCHOCTHU, PYKOBOJUTENIO  CIYyXObl ~ 0€30MacHOCTH,
(YHKIMOHATBHBIM JTUPEKTOPAM M PYKOBOJMTENSM CTPYKTYPHBIX TMOApa3aelICHUN
MNPEANPUATHS).

OxoHYaTeNbHBIM PE3yJbTATOM aHaIn3a U 0000IIEeHHS JaHHBIX, TOJTYYEHHBIX B

MIPOIIeCCe ayauTa, SIBISICTCS OTUYET (3aKIII0UEHNE), KOTOPBIN MOXET BKIIFOYATh B CEOS:
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Tema 2.7 — Ayaut nHGOpMaIIMOHHON 0€30MaCHOCTH
(Ynpasienue nHGoOpMaMOHHON 0€30MaCHOCTHIO)

— OIIEHKY COCTOsIHUA (YPOBHS) 3aIIMIIEHHOCTH UH(POPMAIMOHHBIX PECYPCOB
1 MTHGOPMAIIMOHHBIX CUCTEM;

—  3aKIIOYCHUS 0 MPAKTUIECKOM BBITIOJTHEHUN TpeOOBaHMIA,
MPETYCMOTPEHHBIX TOJUTUKON WHGOPMAIMOHHONW O0€30MacHOCTH TPEANPUATHS U
WHBIMHU TPEOOBAaHUSIMHU, U JOKYMEHTAMH;

— 3aKJIIOYEHHE O CTEeMEeHH  COOTBETCTBUS  (PAKTUYECKOTO  YPOBHSA
uH(POPMALIMOHHONW ©0€30MacHOCTH TPEeOOBaHUSIM OMpPEJEICHHBIX CTaHAAPTOB U
HOPMATHUBHBIX JOKYMEHTOB;

— TIPEIOKCHHUS 110 YCOBEPIICHCTBOBAHWIO IOJMUTHKHA HWH(POPMAITMOHHOM
0€30MacHOCTH W Pean3allii JTOMOJHUTEIBHBIX MTPAKTUICCKUX MEPOIPHUSATHH B ITOU
chepe (Kak OpraHU3aIMOHHBIX, TaK U TEXHUYECKHX), a TAKXKE O TeX MEepax, KOTOpbIe
HEOOXOMMO peannu30BaTh ISl TPOXOXKICHUS CcepTU(UKAIME HAa COOTBETCTBHE
OTIpeICNIEHHOMY CTaHAapTy (eciu MO pe3yibTaTaM MPOBEACHHOTO ayauTa CIeNIaH
BBIBOJI O TOM, YTO TEKYIIM YpOBEHb 3alMIIEHHOCTH MH(POPMAIMOHHBIX PECYPCOB
MIPEANPHUATHAS HE COOTBETCTBYET TaKMM TPEOOBAHUSM);

— 3aKJIIOYEHHWE O CTENEHW COOTBETCTBHUS  TMOJUTHUKA  O€30MacHOCTH
NPEANPUATAS U BCErO KOMIUIEKCAa Mep MO0 3amuTe HHPopManuu TpeOOBaHUSM
JEHCTBYIOIIETO 3aKOHOIATEIhCTBA M BEJJOMCTBEHHBIX HOPMATHBHBIX aKTOB;

— OIICHKA DSKOHOMHUYECKON 3(h(HEKTUBHOCTH BJIOKEHUNW B T€ WM HWHBIC
CpelcTBa 3aluThl HHPOPMAIIMH, a TAKKE OPraHU3AIMOHHBIE MEPONPUATUS (OTAa4U
OT HHUX);

— KOJWYECTBEHHAs (JCHE)KHAsI) OIEeHKA BO3MOYKHBIX TIOTEPh OT TE€X WJIM HHBIX
HapyIIEHUH, KOTOPhIE MOTYT MPOU30NTH TP CYIIECTBYIONIEM YPOBHE 0OCCTICUCHHUS
MH(pOpMAITMOHHON 0e30MacHOCTH, a TakKXKe pacyeT HEOOXOJUMBIX BJIOKCHUH,
KOTOpBIE HEOOXOAMMO OCYIIECTBHUTH [JIsl JOCTHIKCHHS OIPENCICHHOTO YPOBHSA
3aIUIIEHHOCTH.

Taxke WO pe3yapTaTaM ayauTa MOTYT  OBITb  COPMYITHPOBAHBI
JIOTIOJTHUTENIHHBIC PEKOMEHIAITNH, KACAIOIIINECS

— TepecMOTpa OTIAENbHBIX OM3HEC-TIPOIIECCOB U MPOLEAYD;

13



Tema 2.7 — Ayaut nHGOpMaIIMOHHON 0€30MaCHOCTH
(Ynpasienue nHGoOpMaMOHHON 0€30MaCHOCTHIO)

—  COBEpIIICHCTBOBaHUs PaOOTHI C IEPCOHATIOM MTPEIITPHSTHS,

— BHEAPEHUS U WCIIOJIb30BAHUS COBPEMEHHBIX TEXHHUYECKHX (ITPOTPaMMHBIX
U arlapaTHbIX) CPeJICTB 00paOOTKHU U 3aIUThl UH(POPMAITUH;

— OpraHu3aryy padoThI MO 3anUTe HHHOPMAIIHH;

— BBIOOpPa TPHUOPUTETOB B TMPOIECCEe YCTPAaHCHHsI  CYIIECTBYIOIINX

HCOOCTAaTKOB.
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Tewma 2.8 — [IporpamMMHbIe CpeIcTBa TUTAHUPOBAHUS U YIIPABICHUS WH()OPMAITMOHHOM
0€30MacHOCTHIO
(ITmanupoBaHue U yrpaBicHHe HHPOPMAIIMOHHON 6€30IMacHOCTHIO)

1 IlpuMeHeHHe MPOTPAMMHBIX CPeICTB YIPaBJieHUsI 6€30I1aCHOCTHIO

JlestenpHOCTh 1O  OOecreueHrnt0 HWHQPOPMAIMOHHOW  0e30MacHOCTH  Ha
NPEANPUATAN MOXKET MOJACP>KUBATHCS MPOrPAMMHBIMU TMPOIYKTAMHU Pa3IMYHBIX
TUNoB. B OONBIIMHCTBE ciy4yaeB MporpamMMHasl MOJACPKKA peaan3allddl MOTUTUKH
nH(GOPMAIIMOHHON 0e30MacHOCTH obecreunBaeTcss (PYyHKIUAMH U MPOrPaMMHBIMU
MOJYJSIMH, KOTOPbIE BCTPOEHBI HEMOCPEJICTBEHHO B MPOTPaMMHOE OOECIedeHHeE,
CO3JarolIee YCIOBHUS A XpaHEHus, oO0pabOoTKM M mepenaud HHPopMaluu
(omepalMOHHBIE CHUCTEMBI, CHUCTEMBbl YIpaBieHHA Oa3aMH JIaHHBIX, CHCTEMBbI
anektpoHHod mouthl, MRP/ERP-cuctemsr). [IpakThuecku Bce COBPEMEHHBIC
IpOrpaMMHbIE NPOAYKTHl HMMEIOT BHYTPEHHHE CpPENICTBA, IO3BOJISIONINE YETKO
ONpeAENuTh NpaBa TE€X WIA HHBIX I[0JIb30BAaTENEH, pa3rpaHU4YUTh JOCTYI K
uH(pOpPMaIIH, pacTpeAeIUTh NCIIOIb30BaHNE CUCTEMHBIX PECYPCOB M BBECTH JPYTHE
OTpaHUYEHUS], KOTOPBIE B LIEJIOM JIOJKHBI 00ECIEUYUTh COOIIOACHUE YCTaHOBIEHHBIX
TpeOOBaHUI U peanu3aluio MOIUTUKN HH()OPMAITMOHHON O€30aCHOCTH.

[TpumeneHne Ipyrux MHCTPYMEHTAIBHBIX CPEACTB, KaK MPABUIIO, HE SBIISACTCS
00s13aTebHBIM, HO BO MHOTHX CIy4asX MO3BOJISIET MOBBICUTh 3(P(PEKTUBHOCTh U
KaueCTBO MHOTUX paboT, CBSA3aHHBIX C OIEHKOM pPHUCKOB, pa3paboTKOI
OpPraHU3allMOHHON JOKYMEHTAI[MM, KOHTPOJIEM 32 BBINOJIHEHHWEM YCTaHOBJIEHHBIX
TpeOOBaHMUI U BHIMTOJIHEHUEM MHOTHX JIPYTHX BaKHbIX (pyHKIuil. Takum obGpazom,
BBIICTISICTCS  OTACNBHBIA  KJAcC  CHEIUANBHBIX  MPOTPAMMHBIX  MPOJIYKTOB,
MpelHa3HaYCHHBIX MCKJIIOUUTENbHO Ui MOAJIEPKaHUsl MPOLECCOB pa3pabOTKU
MOJIUTUK OE€30MaCHOCTH M yNpaBlieHUs WHGOPMAIIMOHHONM 0€30MacHOCThIO Ha
OpraHM3aIMOHHOM YpoBHE. OCHOBHBIMH (DYHKIIMSMH TaKUX TPOTPaAMM SIBIISIOTCS
CIIpaBOYHO-MH(GOPMAIIMOHHAS TOJEPKKA, ITOMOIIH PpU 00padOTKe YIPABICHUECKON
uH(POpMAIlMK, OIICHKE PHCKOB M TIOATOTOBKE HEOOXOMUMBIX JTOKYMEHTOB. B
YACTHOCTH, U 3TUX LeJell MoXeT ucnonb3oBaThes 11O crieayromux OCHOBHBIX
BU/JIOB:

— COOpHUKM (MHTEpPaKTUBHBIE DJIEKTPOHHBIE CIPABOYHUKH), KOTOPHIE

comepKaT THIOBBIC JOKYMEHTHI (IIaOJIOHBI OKYMEHTOB), HCIOIb3YEMbIE IS



Tewma 2.8 — [IporpamMMHbIe CpeIcTBa TUTAHUPOBAHUS U YIIPABICHUS WH()OPMAITMOHHOM
0€30MacHOCTHIO
(ITmanupoBaHue U yrpaBicHHe HHPOPMAIIMOHHON 6€30IMacHOCTHIO)

yrpaBieHUs] HHPOPMAIIMOHHOM 0€30MaCHOCTHIO, ONMUCAHUS OT/IEIBHBIX MPOLIECCOB U
MpoLENyp, CBS3aHHBIX C oOecrnedyeHneM HWH(GOPMALMOHHONM  0€30IacHOCTH,
JOJKHOCTHBIX 00s13aHHOCTEN U (QYHKIMM COTPYTHUKOB MPEAIPUSITHS;

— CHCTEMbl, IPEeHAa3HAYCHHbIC ISl HAKOIUIEHUS M OOpabOTKH CBEAEHUH O
PHUCKAX ¥ IPOBEJICHUS CBOJHBIX OLIEHOYHBIX PACUETOB [TOKA3aTENIEH PUCKA;

— [IIO, uHTerpupoBaHHO€ B HMH(POPMALMOHHYIO CHUCTEMY MPEANPUITHS U
MO3BOJIAIOIIEE ABTOMATUYECKHM KOHTPOJIUPOBATH COONIOACHHUE YCTAHOBJIEHHBIX
MOJUTUK O€30MAaCHOCTH, a TakXke IMoMorampiiee (GOpMUPOBATH 3aKIOYEHUS O
TEKYIIEM COCTOSHUM HWH(OPMALMOHHONW 0€e30MacHOCTH (B T.4. IyTEM aHalu3a
JNEUCTBUN TOJIb30BaTeNied B MH(OPMAIMOHHOW CHUCTEME, a TaKKe IyTeM aHallu3a
KYpPHAJOB ONEPALMOHHBIX CHUCTEM, IPOrpaMmM, CPEACTB 3alIUTBl U CETEBOIO
o0opyI0BaHUs);

— TIO, ocymiecTBisitoniee MOAAEPKKY MPOIECCOB ayauTa UHPOPMAIMOHHOMN
0€30MacHOCTH.

Taxke ¢ ynpaBieHueM UWHOOPMAIIMOHHONW  O€30MACHOCTHIO  CBSI3aHbI
MPOrpaMMHBIE IPOTYKTHI, KOTOPHIE:

— aBTOMAaTW4ecku (LEHTPAIM30BAHO U  YHU(PUIMPOBAHO)  YNPABISIOT
YUETHBIMH 3alUCSIMHM M MpaBaMU JOCTyNa OJHOBPEMEHHO B HECKOJBKUX 3JIEMEHTax
UHPOPMAIIMOHHON HHPPACTPYKTYpHI (0a3ax TaHHBIX, TPUIOKCHUSIX U TIP.);

— TPOU3BOASAT AaBTOMAaTHYECKOE CKAaHUPOBAHUE OTHEIbHBIX 3JEMEHTOB
MH(POPMALIMOHHON HH(PACTPYKTYphl (ONMEPAlMOHHBIX CHUCTEM, MPOTpamMM, CPEICTB
3aIUThl UHPOPMAIIMHU) U UX MPOBEPKY HA YCTOWYUBOCTH U HATMYHUE YA3BUMOCTEH;

— TPOU3BOAAT AaBTOMATHYECKOE OOHOBJICHHE MPOrPAMMHBIX MPOIYKTOB C
LENbI0 yCTpaHEHHs] BBISIBICHHBIX YSA3BUMOCTEH (YCTAHOBKY T.H. «HaTdeny,

«3aIIaToKy).



Tewma 2.8 — [IporpamMMHbIe CpeIcTBa TUTAHUPOBAHUS U YIIPABICHUS WH()OPMAITMOHHOM
0€30MacHOCTHIO
(ITmanupoBaHue U yrpaBicHHe HHPOPMAIIMOHHON 6€30IMacHOCTHIO)

2 IIporpaMMHasi MoJyIeP-KKa MOJUTUKU 0€30MACHOCTH

COopHHMKM (CIIPaBOYHUKH), KOTOPBIE COAEPX AT THUIIOBBIE JOKYMEHTHI,
CBs3aHHBIE C oOecrieyeHueM HH(OpMAIMOHHOW 0€30MaCHOCTH, MOTYT BKJIIOYATh B
ceost:

— 00pa3ipl MOMUTHK O€30MaCHOCTH pPa3HbIX YPOBHEH UIsl TPEINpUSTUH,
(GYHKIMOHUPYIOIIMX B Pa3IMUHBIX cdepax [IeATeTbHOCTH € PEIbBISIONIMX
pa3iuuHbie TpeOOBaHUS K YPOBHIO 3alUIIIEHHOCTA WH(OPMAIINH;

— 00pasiupl (1m1absioHbl, OJAHKW) JTIOKYMEHTOB, MCIIOJIB3YEMBIX B IPOIlECcCax
3amuThl UHPopManuu (00s3aTENBCTB O HEpas3rialieHuu HMHPOPMAIMKM, OTYETOB O
COCTOSTHUM MH(DOPMAIIMOHHOW O€30IMaCHOCTH H TIP.);

— 00pa3ipl pasliesIoB Pa3INYHbIX JOTOBOPOB (KOHTPAKTOB C Pa3IUYHBIMU
KOHTpPareHTaMM WM TPYJIOBBIX JIOTOBOPOB C COTPYJIHUKAMHU TPEIIPUITHS),
cojiepkaiie TpeboBaHus K 00ecreyeHno HH(HOPMAIIMOHHOM 0€30MacHOCTH.

Takoro poaa >7IEKTPOHHBIE CIIPABOYHUKH MOTYT BBIYCKAaThCA KaKk HAa OCHOBE
OpUTHHAIBHBIX METOJMYECKUX Pa3pabOTOK, TaK M HAa OCHOBE OOIIETpPU3HAHHBIX
cragaaptoB (takumx kak SO 17799) c menpio comelcTBOBATH TMPOXOKICHUIO
cepTUPUKAMA HA COOTBETCTBHE AITHUM CTaHAapTaM. Bbimyckaembie 3JE€KTPOHHBIC
CIIPABOYHHUKH MOTYT OBITh JOMOJHEHBl YyYeOHWKAMH, TEKCTaMH CTaHIApTOB H
JIPYTUMHU METOJIWYECKUMH MaTepHuajaMH, BBITYIICHHBIMA B BHJe Oporrrop. OmHuM
13 HauOoJjiee TOJHBIX SBJSICTCSA SJCKTPOHHBIM crpaBounuk «Information Security
Policies Made Easy» amepukanckoit xommnanuu Information Shield, Inc. [IeBsrtas
BEpCHS DTOr0 CHpPaBOYHHMKA coaepkuT Oonee 1360 oOpasmoB u  1M1a0JI0HOB
pa3IMyYHBIX TOKYMEHTOB, CO3JIaHHBIX C y4eToM TpeboBanuii crangapra SO 17799 u
OTHOCSIIIUXCS KO BCEM acleKTaMu HHGOPMAITMOHHON 0€301MacHOCTH MPEATIPHUSITHSL.

Konnenmuu 0Gojiee pa3BUTHIX TPOTPAMMHBIX MPOAYKTOB, OCHOBaHHBIX Ha
WHTEPAaKTUBHOM WHTEIICKTYaIbHOM aHAJIM3€ W COBEPIICHCTBOBAHWU TTOJUTHKA
0€30MacHOCTH, MPEIOJIaraoT, YTO MOJB30BaTeIb (MEHEKEP) CHaYalla BHECET BCIO
HEOOXO0MMMYI0 WH(OOPMAITUI0O O COCTOSHUW HH(POPMAIMOHHOW O€30macHOCTH Ha

CBOEM MpEINpUsATAU (OTBETUT Ha 3aJaBaeMble MNPOrPaMMON BOMPOCHI), a 3aTeM



Tewma 2.8 — [IporpamMMHbIe CpeIcTBa TUTAHUPOBAHUS U YIIPABICHUS WH()OPMAITMOHHOM
0€30MacHOCTHIO
(ITmanupoBaHue U yrpaBicHHe HHPOPMAIIMOHHON 6€30IMacHOCTHIO)

MOJIYYHT JIETATBHBIN OTYET O COCTOSTHUHM HH(POPMAITMOHHOW 0€301MaCHOCTH, OTIMCAHNE
YpPOBHSI ~ COOTBETCTBUS  TpPEOOBAHMSIM  CTaHAAPTOB,  PEKOMEHIAIMA IO
YCOBEPIICHCTBOBAHUIO JICUCTBYIOMICH MOJUTHUKKA O€30MacCHOCTH W JAPYTHUe OTYETHI.
Takum o0OpazoM, TporpaMMHOE OOECTICUCHHE ITO3BOJISET YBSI3BIBATH B EAMHBIN
IpoIecC TPOIEAYPhl MEPBUYHOTO cOopa WHPOpPMAIMH O TPEANPUATHH, aHAIH3a
(GaKTUYECKOTO  YPOBHS  OpPraHU3aIMOHHOTO oOecrnedeHus WHGOPMaIMOHHON
0€30MacHOCTH, Pa3pabOTKH JIOKYMEHTAaIlMW, ajanTallid METOJIOB YIpaBJICHUS K
onpeneneHHbIM TpeOoBaHusaM (Hampumep, crangapta ISO 17799) u mposenenue
ayIuTOB MH()OPMAIIMOHHOW 0€30MacHOCTH.

OaHuM U3 TakuX MNPOrpaMMHBIX MPOAYKTOB siBisieTcss cuctema «COBRAY,
nocrapisieMass OputaHckor kommanumed «C&A Systems Security Ltd.» B aByx
BapUaHTax: COKpaleHHas Bepcus BKIodaeT B cebs momynsr «COBRA 1SO17799
Consultant», a mosmHast Bepcus, TOMUMO HETO, COACPKHUT TAKXKE OMOJHUTEIbHBIC
cpenctBa aHanm3a puckoB («Risk Consultanty) wu croenuandbHBIA — MOIYJIb,
MO3BOJISIFOLIMN CO3/1aBaTh U MOAU(MUIIMPOBATHL COOCTBEHHBIE 0a3bl 3HAHUN U HAOOPHI
BOTMPOCOB JJIsI KCCIICOBAHUS COCTOSIHUS MH(DOpMaIMoHHon 6e3omacHoctu («Module
Manager»). ba3oBbiii MOAYJIb 3TON CHUCTEMBI MpPEIHA3HAYEH [JIs OIEHKU TOTO, B
KaKoil cTeneHu paboTa 1o 3amuTe WHOOpPMAIMOHHONW 0€30MaCHOCTH COOTBETCTBYET
TpeboBanusm crangapra 1SO 17799. Ha nepBoM sTame ero UCHoab30BaHMS BCTYHAeT
B pabdory «Question Module» — Moaysib OTBETOB Ha BOTPOCHI, KOTOPBIA COJEPIKUT
Ha0Op BOMPOCOB, PA3ACIICHHBIX HA TPYIIBl B COOTBETCTBHUM CO CTPYKTYPOM
crangapta ISO 17799: Oe3omacHOCTh TMepcoHaa, TMOJUTHKA 0€30MacHOCTH,

yIpaBJIeHUE TOCTYIOM, TUIAaHUPOBAHKUE HETIPEPbIBHOW paboThl U np. (PucyHok 1).



Tewma 2.8 — [IporpamMMHbIe CpeIcTBa TUTAHUPOBAHUS U YIIPABICHUS WH()OPMAITMOHHOM
0€30MacHOCTHIO
(ITmanupoBaHue U yrpaBicHHe HHPOPMAIIMOHHOMN O€30MaCHOCTHIO)
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Pucynok 1 — I'pymmer BopocoB jutst ananu3a coctostaust b cucremoit «COBRAY

Ha ocHoBe BBeneHHON TakuM 00pa3oM HMHGOPMAIMK MOXKET ObITh MOJTY4YeH
OTYET O COCTOSHHHM WH(GOPMAIMOHHONH OE30MacHOCTH M CTEIEHU €€ COOTBETCTBHUSA
TpeOOBaHUSAM CTaHAapTa. B 4YacTHOCTH, TaKOoW OTYET MOXKET COCTOSITh U3 IISITH
OCHOBHBIX Pa3JIeIiOB:

1) BBojHas 4acTh.

2) IlepeueHb OCHOBHBIX HAITPABICHHH PaOOThI, TOBEPTHYTHIX MPOBEPKE.

3) OreHka YpOBHSI HECOOTBETCTBUI

4) TlepeueHb OpPraHU3AIMOHHBIX MEPONPHITHHA, peanu3aius KOTOPBIX
He0oOXoaMMa JIJIsl BEITIOJIHEHUS TPEOOBaHMM CTaHIapTa.

5) TlepeyeHsb 3aaHHBIX BOMPOCOB U JAHHBIX HA HUX OTBETOB.

[ToMuMO TEKCTOBOW 4YaCTH, B OTUET TAKKE MOTYT OBITh BKJIIOYEHBI TpaduKw,
HaTJISTHO OTPaKAOIKe YPOBHH BBITIOJIHEHUS TpeOoBanuit ctanmapra (PucyHok 2).

JlomoTHUTENbHBIC MOJYJIH, BXOJISAIIME B IOJHYI BEpPCHIO IPOTPAMMHOTO
MPOJIyKTa, HEOOXOAMMBI il obecreueHuss Oojee TOJHOTO W THOKOTO aHaau3a

PHUCKOB B YCIIOBUAX KOHKPETHOT'O NPCATIPUATHUA.



Tema 2.8 — [IporpamMMHBIe CpeICTBa INIAHUPOBAHUS U YITPABJICHUS WH()OPMAITMOHHON
0€30MacHOCTHIO
(TlnarnupoBaHue U yrpaBiieHHEe HH)OPMAIIMOHHON 0€30TaCHOCTHIO)

B COBRA Report
X M 4 8oz » M om|[Joox =]

Assessment Of Non-Compliance (continued)

Non Compliance Levels

Pucynok 2 — I'padux BeiosHEHUs TpeOOBaHUI cTaHIapTa

% COBRA Report
X W 4 stz p Mo ||z |

Improvements Required (continued)

Risk Category:  System Access Conirol

NUMEER TEXT
0l Business requirements for access control should be defined and documented. (9.1.1)
72 There should be a formal user registration and de-registration procedure for granting

access to all multi-user information systems and services.

Accessto multi-userinformation services should be controlled through aformal user
registration process. (9.2.1)

73 The alocation and use of privileges (any feature or facility of a multi-uszer information
system that enables the user to override system or application controls) should be
restricted and controlled. {9.2.2)

Pucynok 3 — Pa3zyien ot4yera o coctossHuH WHG)OPMAITMOHHON 0€30ITaCHOCTH



Tewma 2.8 — [IporpamMMHbIe CpeIcTBa TUTAHUPOBAHUS U YIIPABICHUS WH()OPMAITMOHHOM
0€30MacHOCTHIO
(ITmanupoBaHue U yrpaBicHHe HHPOPMAIIMOHHOMN O€30MaCHOCTHIO)

K uncny mporpaMMHBIX TMPOJYKTOB TaKOTO pOJa, aHAJTIOTUYHBIX OpHUTaHCKOMN
cucteme «COBRA», otHocutcs Ttakke «lIporpamMmHBI KOMIUIEKC YIpaBJICHUS
HOJUTHUKOUN HH(pOpMAITMOHHOM 0e30macHOCTH KOMIIAaHUH KOHIOP+y,
noctaBisieMblit  Cankt-IletepOyprekoii  upmoit  «dumxutan Cekbpioputn». OH
COJEPKUT KaK DJIEKTPOHHBIE CIIPABOYHUKH, TaK U MOOYIb, OCYLIECTBIISIOMINN
VWHTEPaKTUBHOE B3aWMOJECHCTBHE C IIOJIB30BATEIEM B IIPOLECCE aHaIW3a U
COBEPILECHCTBOBAHMUS  MOJMTHKM  HMHPOPMALMOHHON  Oe3zonmacHocTH. JlaHHBIN
IPOrpaMMHBIM KOMILIEKC, MOMHMO COOpPHMKAa THUIOBBIX MOJUTHK O€30MaCHOCTH,
BKJIFOYAET B ce0s YEThIpEe OCHOBHBIX (DYHKIMOHAIBHBIX MOAYJIS (pa3ziena):

1) «Ilpoekt» — mnpemaHa3HadeH Ui cOOpa WHPOPMAIMH O COCTOSIHUU
nH(}OpPMAIIMOHHOM 0€30MaCHOCTH.

2) «OtueTh» — TpeAHA3HAYEH JUIS JIETAILHOTO aHAIM3a COCTOSHHS
MH(GOPMallMOHHON 0€3011aCHOCTH Ha OCHOBE BBEJCHHBIX JaHHBIX.

3) «/lmarpaMMbl/CTaTHCTHKA» — TPEAHA3HAYCH JUIS CBOJHOTO aHaIHM3a
COCTOSIHUSI UH(OPMAITUOHHOM 0€30MaCHOCTH.

4) «AHanmM3 pHCKOB» — TpEJAHA3HAUYCH JJIsl KOJHYCCTBEHHOH OICHKH
CYLIECTBYIOIUX PUCKOB.

v’ Kongop + - Ci\Program Files'\Digital Security'\Kondor + Demo'\example kdrdemo

[MpoeKT QOTYeT PuUCKW  TWUMOBEA NOAMTIMKA  [oMOLLb

Ded ke

it ) Mpoekr IE OTueml ® [uarpammefCratuctuka | B Ananus puckoe | B
#-0TueTsl

- AuarpaMmel{CTaTucTuka

- AHANWE PUCKOB OBbeKT: "Pora & Koneita LLC"

Monezoeatent: IBEHﬂep oM.

HomkHoCTb: ICneuManMCT no ofecnedeHus 6e30NacHOCTH

Paznens: IHI‘IpaBJ’IEHMe pecypcamMu LI 4

Pucynok 4 — Ocnonble Monynu «IIporpammuoro komriekca KOHAOP+»



Tewma 2.8 — [IporpamMMHbIe CpeIcTBa TUTAHUPOBAHUS U YIIPABICHUS WH()OPMAITMOHHOM
0€30MacHOCTHIO
(ITmanupoBaHue U yrpaBicHHe HHPOPMAIIMOHHOMN O€30MaCHOCTHIO)

v Kogop+ - C:\Program Files'\Digital Security'\Kondor + Demo'example kdrdemo

MpoekT QTY4eT PuckW  TUMOBAA MOMMTIKA  MOMOLLb
D&

= Mpoexr 0 Mpoexr ‘E OTueTb|| 0 ﬂuarpaMMbu‘CTaTMCTMKa| I AHan3 prckoe I ¥ ﬂemo—aepcwa'
Monutuka BezonacHocTd (0710)

= OpraHusauuonHye Mepsl (15/15)
CywecTBYI0T AW B KOMNAHUM (OpY CYI.I.I.EGTBYIOT I B KOMMNaHWHU QOpyMbl N0 KOOPAWHALIUK BONPOCOB, CBAS

Kakwe Bonpock, cas3anHse cno - oGecneyeHusl UHE OpMaLMOHHON GesonacHocTH?

PaccMaTpuBaeTcs i Ha aToM Gof
PaccMaTpuBaeTcs i Ha 3TOM dof
SlBngeTca M 0AHON U3 NocTaBneH
Paccmarpuaetcs M Ha aToM op| | (* [la
PaccMaTpuBaeTcs i Ha 3TOM Gof
MpoBOAMTCS M HA 3TOM OPYME 8 | (& 1o
Cywecreyet nu B UC pacnpenenet
OnpeaeneHw A1 pecypek No Kaxal

Pucynok 5 — Monynb «IIpoekT» — 0TBeTHI Ha BOIpockl 0 coctossuuu Ub

I 2. OpranuzaumoHHele mepel (7418, puck 77.74%) I 7. Kontpone goctyna (37/114, puck 63.91%)
[ Bcero {44/132, puck 65.63%)

100% |
95%
90% |
85% |
80% |
75% ]
70%
65% |
60% |
55% |
50% ]
45%
40%
35%
30%
AR i L
20% ]
15%
10% |

5%
0%

Pucynok 6 — I'padmyaeckoe mpeacTaBiIeHHe CBOAHBIX JJAHHBIX 00 UMEIOIIMXCS HECOOTBETCTBHUAX



Tewma 2.8 — [IporpamMMHbIe CpeIcTBa TUTAHUPOBAHUS U YIIPABICHUS WH()OPMAITMOHHOM
0€30MacHOCTHIO
(ITmanupoBaHue U yrpaBicHHe HHPOPMAIIMOHHOMN O€30MaCHOCTHIO)

Tax xe, xkak u B cucreme «COBRAY», B Mmoayne «IIpoext» «IIporpammuoro
kommuiekca KOHJIOP+» monb3oBarento — OTBETCTBEHHOMY MEHEIXKEPY —
IpeayiaraeTcsi OTBETUTh HA BOMPOCHI, CrPYNIHUPOBAHHBIE B COOTBETCTBHH CO
cTpyKTypoii crangapta I1SO 17799 u umeroniue onpeeneHHble BApUAaHThI OTBETOB.

Ha ocHoBe BBeneHHOM TakuM oOpa3oM uHdOpManuu mporpamma
aBTOMAaTUYEeCKH (POPMUPYET KaK CBOJHYIO CTAaTHCTHKY, MPEJICTaBISIEMYIO B BHJIE
auarpaMm JUisi Kaxaoro pasnaena crangapra [SO 17799, tak u nerann3upoBaHHBIE
OTYETHl 00 UMEIOLINXCS HECOOTBETCTBUSIX.

[Ipn aHamm3e HecCOOTBETCTBUU B Moayjie «OT4eTbl» MOJIb30BATENb HMEET
BO3MO>KHOCTh IIPU TOMOILM CIIPABOYHOM MMOACUCTEMBI 00PaTUTHCS K KOMMEHTapUsIM
Y PEKOMEHAIMAM JKCIIEPTOB, ONKCHIBAIOIIMM OTIEIBHBIE BOIPOCHI TPAKTUYECKOIO
npuMeHnenus ctanaapta 1SO 17799.

Takum oOpazoMm, nporpammusbiii komiuieke «KOHJIOP-+» mo3BossieT npoBecTu
BECh KOMIUIEKC paldoT 1Mo cOOpy CBEIEHUM O COCTOSIHUM HHGPOPMAIMOHHOMN
0€e30MacHOCTH U OpraHu3aly 3alUTHBIX MEp Ha MNPEANPUSITHH, COMOCTABICHUIO
(akTHYeCcKOro TOJIOKEHUsI Jien ¢ TpeboBanusiMu cranmapra I1SO 17799 (kak
VKPYIHEHHO, TaK M JAETAJbHO) W OINPEACIICHUIO MPUOPUTETHBIX HaIpaBICHUM
JAIBHENIIEr0 pa3BUTUS CUCTEMBI MEHEPKMEHTA.

0 Mpoexr B Oruers |@ ﬂuarpaMMbl,’CTammMKa| I AHanuz puckoe I % ﬂemo-sepcm|

=M Koutpons noctyna
B4 ToAUTUKE AOMKHE YUUTIBETL TREBOBEHMS, CEA3aHHEIE C BE30NECHOCTEH BU3HEC-TPUADXEHMI
TpeBoeaHus No 6e30NACHOCTH OTAENBHEX BUSHEC NPUNDKEHWI U UABHTUBUKALMA BCEH UHBOPMALMM, CEAZAHHOM C HUMU
MoAWTUKE PACNPOCTPEHEHUA W BETOPUAELMM MHGOPMELMM, COOTEETCTEBME MEXAY KOHTPONEM OCTYNE M NOAWTUKON KNaccue
3HEUMMBIE 3EKOHBI O 38WWTE MHBOPMALMOHHBIX PECYPCOE
CraHaapTHeIe NpodMAW A0CTYNE ANG BCEX TUNOBLIX KATErOpWil NoNL30EaTENEN
YnpaeneHue NpaeaMi NonL30BaTeNel B PACNPEASNEHHEIX CUCTEMEX CO BCEMM TUMAMMA COBAMHEHWI
= Bl |
M OuchdepeHumaua Mexay NpaeUnaMu, KaTOpLIE 0GA38TENsHS UK HEOBA3ATENbHE!
¥ CozpaHue npasun A0CTYNE N0 NPUHUMNY "38NPEWEHO BCE, YTO HE PAZPEWEHD ABHD"
X OnpeaeneHue AEHCTEMA, AN OCYWECTENEHIUA KOTOPLIX HPKEH SAMUHWCTRATOD
M1 Peructpauys nonb30eaTens A0MKHa NOAPASYMEEAT BEINOAHEHUE PAAA OCOBHX MEp
M Vcnonb30BaHUE YHUKENBHOMD WABHTUGMKATOPE NOAL30BATENS, N0 KOTOPOMY BM0 MOXHO OAHOZHEYHO MAEHTUGHUUMPOBAT,

FHEMERE

Pucynoxk 7 — I'paduaeckoe npeacraBieHne CBOAHBIX JaHHBIX 00 MMEIOITUXCSI HECOOTBETCTBHIX



Tewma 2.8 — [IporpamMMHbIe CpeIcTBa TUTAHUPOBAHUS U YIIPABICHUS WH()OPMAITMOHHOM

0€30I1aCHOCTBIO

(ITmanupoBaHue U yrpaBicHHe HHPOPMAIIMOHHOMN O€30MaCHOCTHIO)

=B Mpaeuna KOHTPONS AoCTYNA
NudpdepeHuMaumrs Mexay NPEBUNamMu, KOTOPLIE 06A3ATENEHE UM HEOBA3aTENbHI

M Coznadue nnaridn norTHna 0o NnAEL AN

SNl K OMMEHTapA
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"Jannemedn rre UTA He nazneiedn aedn"

A

KommeHTapun K tpeboeaHuio ctaHaapta ISO 17799

9.1.1.2 IIpaBiina KOHTPOJIA JOCTYIIA

OCTaHOBMMCA Ha HECKONBKMX OCHOBHBIX NPUHLIMITAX,
peKOMEH]OBaHHbIX CTAHOAPTOM AT OpMHUpOBAHIA MPABUI
VIIPABTIEHHA JOCTVIIOM.

IIpexne Beero, HeobXomMMO 9eTKO pasfeNiTh NpaBuia, KOTOophble
obasaTelbHb] WM HeobA3aTeNbHb] K MCTIONHEHHIO. BO-BTOPRIX,
HeobXOoMMO HCMIONb30BaHNE CIEAYIOIEro OCHOBHOTO MPHHLMIIA
TIpH CO3OaHMH MPaBUIT JOCTYIIA: "3alpelleHo Bee, YTO He
paspemreHo 98HO"). TO eCTh, H3HAYANBHO MO YMOTYAHHEO, JOCTYII
3anpellieH U TpebyeTca OTAeNbHO paspellaTs JOCTYI K TeM WK
MHBIM ObBbexTaM. 3aMeTiM, 4TO AaHHbI MPUHLMI ABIAeTCA ONHIM
13 OCHOBHBIX [PY 3a0aHHK NPpaBUN QUL TPALIK AT MeKCeTeBOro
sipaHa (firewall).

W nocnenHee, 5To ONpefeneHie OeACTBYH, O OCYIeCTEIEHUA
KOTOpBIX TpebyeTca yyacTHe afAMMHUCTPATOpa CUCTEMBL

F—] FHi ﬂon>|<Hb||— q:HKCMpOBaTb

PI/ICYHOK 8 — BrI30B 9KCIICPTHOI'0O KOMMCEHTApH: MO OIPCACICHHOMY BOIIPOCY

3 [IporpamMMHasi moAaep:KKa aHAJIHU3a PUCKOB

-~
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AHaJIn3 pUCKOB Jis1 UHOOPMAIIMOHHOM 0€30MacHOCTH (KaK KOJMYECTBEHHBIH,

TaK W Ka4eCTBCHHBIN), MPEACTaBIICT cOO0H OAHY M3 HamboJjee CIOXKHBIX 3a/1a4d B

oOmmel cucTeMe OpraHu3allMOHHOM U aHAJIMTHYEeCKOoW paboTel. Mertomonoruu

aHalIn3a PpUCKOB U IIPOTpaMMHBIC CPEACTBA, PCATUIYIOIMHUC 3TH MCTOJO0JOIMH, KaK

IMpaBUiIo0, MPCANOIararOT BbIIIOJHCHUC CICAYIONINX OCHOBHLIX IIAros, HCO6XOI[I/IMBIX

1St OPMHUPOBAHUS KOMITJIEKCHOM OLICHKHU CYIIECTBYIOIIUX PUCKOB:

— cOop undopmannu 00 00bEKTaX 3AIIUTHI;

— BBIIBJICHHC U OICHKA BO3MOKHBIX YI'PO3 U YHSBHMOCTeﬁ;

— (opmupoBaHUE CBOJHOMN OIICHKH PHCKOB.

B OonwpmmHCTBE CJIy4acB KOHEUYHOU OCJbKO TaKOI'o aHajlin3a ABIACTCA

dbopmann3oBaHHasi OIEHKAa MOTPEOHOCTH Tpeanpusitus B O€30MaCHOCTH U

10



Tewma 2.8 — [IporpamMMHbIe CpeIcTBa TUTAHUPOBAHUS U YIIPABICHUS WH()OPMAITMOHHOM
0€30MacHOCTHIO
(ITmanupoBaHue U yrpaBicHHe HHPOPMAIIMOHHON 6€30IMacHOCTHIO)

oTpe/eieHNe OCHOBHBIX MPUOPHUTETOB PA3BUTHUS CHUCTEMBI 3aIUTHI MH(pOpMAIuu, a
Takke co3gaHue WHOOpPMAIMOHHOW 0a3bl IS OIEHKHM HAKOHOMHUYECKOUH
3 (PEKTUBHOCTH BIOXKEHMA B peaM3alUIi0  OTAEIbHBIX MEpPONPHUAITHI IO
obecrieueHn0 HHPOPMAITMOHHON 0€30MTaCHOCTH.

OnHUM U3 MHCTPYMEHTAJIBHBIX CPEACTB aHAIM3a PUCKOB SIBISETCS CEMEWCTBO
nporpaMMHbBIX TIpoaykToB «CRAMMY, mocTaBiseMbiX OpUTAaHCKOM KOMIIAHUEH
«Insight Consulting»: «CRAMM Experty u «CRAMM Express». Jlanubi
MIPOTrPaMMHBIN MaKeT OCHOBAH HAa OJHOMMEHHOU Metoauke ananuza puckoB (CCTA
Risk Analysis and Management Method — CRAMM), pa3paborannoit B 1985-1987
rojiax LleHTpanbHBIM areHTCTBOM MO KOMIIbIoTepaM U TesiekommyHukaiusm (Central
Computer and Telecommunications Agency — CCTA) BenukoOputanuu u B
nanpHelieM nepenaHHo B BeneHue CimyxObl Oe3omacHocTH BenukoOputanum.
IlepByto  KOMMEpPYECKYI0  BEpPCHUIO  IMPOrPAMMHOIO  MHPOAYKTa,  KOTOpPBI
aBTOMATH3UPYET aHATMTUUYECKUE MPOIETYPhl, OCYIIECCTBISIEMbIE B COOTBETCTBUU C
MetogomM CRAMM, CCTA Beimyctuia B 1988 rogy, a ero uerBeprasi Bepcus Oblia
BeimymieHa B 2001 roay yxxe komnanuei Insight Consulting.

Ucnons3oBanue cuctembl CRAMM  BriodaeT B ce0s  HECKOJIBKO
MOCJIEA0BATEIbHBIX 3TAIOB:

— UW3YyYEHHUE BCEX DJIEMEHTOB aHAJIU3UPYEeMOi HH(POPMAITMOHHOM CUCTEMBI;

— OLICHKA yrpo3 JJisi UHPOPMAITMOHHON CUCTEMBI;

— CBOJHBIM aHAJIN3 PUCKOB; MPUHATUE MEP K YCTPAHCHUIO BBISBICHHBIX

HenocTaTKoB (PucyHok 9).
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Tewma 2.8 — [IporpamMMHbIe CpeIcTBa TUTAHUPOBAHUS U YIIPABICHUS WH()OPMAITMOHHOM

0€30I1aCHOCTBIO

(ITmanupoBaHue U yrpaBicHHe HHPOPMAIIMOHHOMN O€30MaCHOCTHIO)

I3yueHne 11 OLieHKa
HH(OPMALOHHBIX KTHBOB

IHnmmposanie
TpoLIEcca aHa3a

AHamn3
DIICKOB

OLeHKa yrpo3 I
VA3BIMOCTEI]

Pucynok 9 — Cxema npumenenus cucreMsl CRAMM
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Tewma 2.8 — [IporpamMMHbIe CpeIcTBa TUTAHUPOBAHUS U YIIPABICHUS WH()OPMAITMOHHOM
0€30MacHOCTHIO
(ITmanupoBaHue U yrpaBicHHe HHPOPMAIIMOHHOMN O€30MaCHOCTHIO)

Threat Type IMasquerading of User Identity by Insiders _'_I
Level for all Impacts I :”High Z]
Asset Group Impact Threat Yuln Comment ﬂ
(if specific) Level Level
IUsing Local Area Network UNAVAIL-15ML Yery High i High
1Using Local Area Network UNAVAIL-1H ¥Yery High i High
1Using Local Area Network UNAVAIL-3H High High
1Using Local Area Network UNAVAIL-12H High High
1Using Local Area Network UNAVAIL-1D Medium Low
IUsing Local Area Network UNAVAIL-2D Low Low
IUsing Local Area Network DESTR-PART Low High
1Using Local Area Network DISCL-I ¥Yery High i High
IUsing Local Area Network MODIF-DEL Low High
1Using Stock Control System UNAVAIL-15ML High High
1Using Stock Control System UNAVAIL-1H Low High
IUsing Stock Control System UNAVAIL-3H Low High
1Using Stock Control System UNAVAIL-12H Low High
!Using Stock Control System UNAVAIL-1D Yery Low iLow
!Usin=g Stock Control System UNAVAIL-2D Yery Low > v]
Note Status of TY Questionaires I TY Reports |

Pucynok 10 — OneHka B3auMOCBsI3eH MEXIY Pa3TUIHBIMU YIrpo3aMH U HHPOPMAIMOHHBIMH
cepBucamu B cucteme CRAMM

Ha ocHoOBe Bcex BBEICHHBIX JAHHBIX U [0 PE3yJIbTaTaM pacyeToB U 00pabOTKU
“H(pOpMaIIu MOTYT OBITh MOJYYE€HBI CBOJIHBIC XapAKTEPUCTUKU YPOBHEUM pucKa IJis
aHAIM3UpyeMOd HMHQPOPMAIIMOHHON CHUCTEMBI M, B YaCTHOCTH, IJISi OTAEIbHBIX
nHpopmanmoHHbIx cepBucoB (Pucynok 11).

[locne Toro kak mpoW3BEAEHAa OLEHKA PHCKOB, CHCTEMA MpPEAJIaraeT
peanu30BaTh KOHKPETHBIE MEPHI 110 MOBBIIICHUIO YPOBHS 3allIUIIIEHHOCTH, UCIIOIb3Ys
BBEJICHHYI0O MH(OpPMAIMIO O COCTOSSTHUU MH(GOPMAIIMOHHONW 0€30MacHOCTH, a TAKXKe
coOcTBeHHYIO0 «brbMMoTeKy KOHTpMEp» — 0a3y 3HaHMI, KOTOPAsi COJAEPIKUT MPUMEPHI
U peKoMeHJaIu (Kak KOHKPETHbIC, TaK W OOIIME), OTHOCSIIHECS K Pa3IuYHBIM
acmekTaMm 3aluThl UH(OPMAIIMOHHBIX pecypcoB. C UX NMPUMEHEHHUEM MOXKET OBITh
HayaT I[IepexoJ] OT aHajJlh3a pPHUCKOB K HEMOCPEICTBEHHBIM YIPABICHYECKUM

JEUCTBUSM IO 0OecriedeHrI0 MH(HOPMAIIMOHHON 0€30MMacHOCTH:

13



Tewma 2.8 — [IporpamMMHbIe CpeIcTBa TUTAHUPOBAHUS U YIIPABICHUS WH()OPMAITMOHHOM
0€30MacHOCTHIO
(ITmanupoBaHue U yrpaBicHHe HHPOPMAIIMOHHOMN O€30MaCHOCTHIO)

E3 Impact Chart Wizard [ x|

Click the button of the chart type you want and watch the chart change automatically.

Area I 3D Area l Column [ {3D Column Bar I ZDBar l
Unavailability Values
LA [ 1 @ Administrative
|

=3 |
6 |
2 |
2
o Administrative

= = = =

z5 Z 2 % E = = Manufacturing

= 3] = 3 = 4 = 4

=] = = =)

Canced | < Back I Next > I sty I

Pucynok 11 — IIpumep cBOAHO# OIIEHKH PHCKOB HEIOCTYITHOCTH JIBYX WH(OPMAIIMOHHBIX
MOACUCTEM

— pa3paboTka MEpONpPUATUI MO NPOTUBOAECUCTBHIO yrpo3aM (PucyHok 12);
— COBEpUICHCTBOBAHUE CUCTEMbI pearipoBaHUs Ha MHLUICHTHI;
— yYCTpaHEHHME HEeCOOTBETCTBUHN TpeboBanusiM crtangapra I1SO 17799 wu

JIPYTUX HOPMATUBHBIX JoKyMeHTOB (Pucynok 13).

#2 Countermeasure Tree

[+ System Input/Output Controls
= MNetwork Securty Management
=l Information and Software Exchange Agreements
=+ Network Management
=) Network Monoring
= 1 The network should be mon&ored
S AR Detection and alarms For network Faldure
Traffic loss detectionfalarm
MNode loss detectionfalarm
Intelligent Management System
Introduction of unauthorised devices or nodes
Multiple address clashes
Signal loss alarm systems
= 1 AlFaults on the network should be reported
] % Security of Network Services
Evasion of Network Disruption

WhhWwww

+

MName Rec. Status
lLocaI Area dNetveork | ITo be implemented

Pucynox 12 — JlepeBo kouTpmep» cucteMbl CRAMM
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Tewma 2.8 — [IporpamMMHbIe CpeIcTBa TUTAHUPOBAHUS U YIIPABICHUS WH()OPMAITMOHHOM
0€30MacHOCTHIO
(ITmanupoBaHue U yrpaBicHHe HHPOPMAIIMOHHOMN O€30MaCHOCTHIO)

% Status of BS 7799 Controls [Findings. Analysis + Actions)

[ Security Organisation {4.2) |be drawn up and maintained,
[ Assets Classfication and Control (4.3) |
=& Accountabilky for assets (4.3.1)
& Inventory of assets (4.3.1.1)

[*#- Information classification (4.3.2)
[= C Personnel Security (4.4)

#-» Security in job definition and resourcing (4.4.1)

(#1- User training (4.4.2)

[ > Responding to security incidents and malfunctions (4.4.3)
#-[7 Physical and Environmental Securiy (4.5) =

Findings | analysis | Actions |

@ [ Management System Requirements (3.) | Obbctive
@17 Security Policy (4.1) |An inventory of all impartant assets shall
o

The following inventaries are currently maintained:

- An inventory of all equipment connected to the network
- An inventory of all stand-alone equipment
- An inventory of all software instalied on networked and stand-alone equipment

Pucynok 13 — OxHO aHanu3a HECOOTBETCTBUI TpeOoBaHusM ctangapra [ISO17799/BS7799

Takum o00pa3oMm, B pe3yJbTaTe MCHOJb30BAHUS BCEX IEPEUUCICHHBIX
nHCTpyMeHTOB cuctemMbl CRAMM mnpennpuste MOXKET OCYIIECTBUTH KOMIUIEKC
paboT 1Mo ympaBJICHHUIO HWH(POPMAIIMOHHOW OE30MAaCHOCThIO M CO37aTh HE TOJIBKO
XOPOIIO KOHTPOJUPYEMYIO CUCTEMY 3allUThl HH(POpMALIMKU, HO U UHOOPMALIMOHHYIO
0a3y, NO3BOJSIIOLIYI0 B OyAylleM OLEHHUTh LEJIecOO0pa3HOCTh BIIOKEHUN B
peanu3alurio JOMOJTHUTEIBHBIX MEPONPUITHI MO0 oOecriedeHr0 MHGOPMAIIMOHHON
0€30IacCHOCTH U UHBECTUIINI B OT/ICJIbHBIC CPEJICTBA 3aIUTHI HHPOpMAITUH.

4 TIporpaMMHBIe CpeacTBa, HHTerpupyeMble B HH(OPMANMOHHYIO
CUCTEMY NpeANnpUsATHs

Eme  oxHum  HampaBieHHMEM — pa3BUTUSL  MPOTPAMMHBIX  CPEJICTB,
00eCreunBaOINX  MOJACPKKY  OPTaHM3AIMOHHOW  pabOThI B chepe
MH(OpMAIIMOHHOW O€30MacHOCTH, SIBISIETCS CO3[JaHUE U BHEIAPEHHE KOMILJIEKCHBIX
CpPEICTB aHalM3a TIOBEICHUS ToJb30oBaTelield B MH(POpManMoOHHOW cucteme. Bo
MHOIOM Takue€ (PYHKIMH M MCHOJIb3yeMbIE QJITOPUTMBbI CXOXHU C (YHKIUAMH U
QITOPUTMAaMH  CPEJICTB OOHapykeHusi BTOpkeHUU. OCHOBHBbIC (DYHKIIUU TaKUX

MPOTPAMMHBIX CPEJICTB:
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0€30MacHOCTHIO
(ITmanupoBaHue U yrpaBicHHe HHPOPMAIIMOHHON 6€30IMacHOCTHIO)

— TPOBEpPKa JICWCTBHUM MOJIb30BATEIECH HA MX COOTBETCTBUE JCHCTBYIOIIAM
MOJINTUKAM O€30IaCHOCTH;

— BBISABJICHHWE HAPYIICHUN JEUCTBYIOUMIEH TOJUTHUKA HWH(POPMAIIMOHHOM
0€e30IMacHOCTH;

— YCTaHOBJICHWE JUI, YbW JICUCTBUA MPUBOIAT K HAPYIICHUSM U CO3/IAIOT
yrpo3bl HHHOPMALIMOHHON OE€30MaCHOCTH.

OcCHOBHBIMH ~ QYHKIHUAMH, pPEATU3YEMbIMH TMPOrPAMMHBIM OOECIICUCHHEM
TaKOTO THIMA, SIBJISIIOTCS COOp MEPBUYHBIX JAHHBIX O JIEUCTBUAX MOJb30BaTENEH, UX
ABTOMATU3UPOBAHHBIN aHAJIM3 C Y4eTOM TpeOOBaHUN MOJUTHUKU O€30MACHOCTH U
OCYIIECTBJICHUE  HEOOXOJUMBIX  aKTUBHBIX  JCHUCTBUN:  MHGOPMHpPOBAHUE
aIMUHUCTPATOPOB, BPEMEHHOE OTPAHUYEHUE MPAB MOJb30BATENCH U TIP.

Onun u3 mporpaMMmHbIX mpoaykToB Takoro tuma — «INSIDER — Cucrema
OOHapyXEHUsI BHYTPEHHETO HAPYIIUTENsH», MOCTAaBIsIEMasi POCCUICKOW KOMITaHUEH
«IIpaitmTexk». DTa cucTeMa HaKaIJIMBAET CBEICHUS O MOBEACHUU MOJIb30BATEIEH, a
TaKXe€ MO3BOJISIET WHHUIIMUPOBATh ONPEICIICHHbIE AKTUBHBIC NEUCTBUS (HAmpuMmep,
JUTSL TPEAOTBPAIIICHUS BBISBJICHHOTO JUISIIETOCS HAPYIICHUS ).

B wactHOCTH, M1 aHanM3a TMOBEACHUS IOJIH30BaTelIe B MH(POPMAITMOHHOMN
CHUCTEME MOTYT OBITh UCIIOJIb30BAHbI CIEAYIONIUE JaHHbIC:

— T0KAa3aTelu MHTEHCUBHOCTH UCIIOJIb30BaHUs Pa3IMYHbBIX
M0JIb30BATENBCKUX MPUIIOKECHUM;

— TIOKa3aTeJIM MHTEHCUBHOCTH (4acTOThI, 0ObeMa) YTCHHS, KOMUPOBAHUSI U
yaaneHus Qaitsios;

— T[OKa3aTeJX WHTEHCHUBHOCTUM OTIPAaBKM U MpHeMa  BJIEKTPOHHBIX
COOOIIEHUI;

— TI0Ka3aTeJIM MHTEHCUBHOCTH MEPEIauu JaHHBIX IO CETH;

— TONBITKK Noa00pa napoJei;

— JIeCTBUA C CUCTEMHBIMU (pailllaMu U peecTpoM;

- HeﬁCTBHH C CUCTCMHBIMHU YTUJIIMTAMHU H IIP.
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0€30MacHOCTHIO
(ITmanupoBaHue U yrpaBicHHe HHPOPMAIIMOHHON 6€30IMacHOCTHIO)

Takum  oOpa3zoMm, y aJAMHHHUCTPATOPOB HH(POPMALIMOHHBIX  CHCTEM,
CHEIHATUCTOB 10 HMHPOPMAIIMOHHON 0€30MaCHOCTH M PYKOBOJUTENEH MpeanpUsTus
IMOABJIAOTCA BO3MOKHOCTH OJIs1I  PCArMpOBaHUA Ha HMHIOUIACHTBLI, IIPCCCUCHUMA
MOTECHIMAIIBHO OIMACHBIX JCUCTBUN U BBISIBIICHUS HAPYIIUTENICH U3 YUCIa IEPCOHAa
IIPEAIPUATHS.

Taxke cpeaqu  WHGOPMAIMOHHBIX  IJIATGOpM,  MHTETPUPYEMBIX B
MH()OPMAIMOHHYIO CUCTEMY MPEANPUITHS W CHEHHUAIBHO MPEIHA3HAUYECHHBIX JIA
peajin3aliii U KOHTPOJIA BBIIIOJHCHUA ITOJIHTHUK 6€3OHaCHOCTI/I, BBIICIIAKOTCA TAaKUEC
MPOAYKTHI, KaK:

1) Tivoli Security Information and Event Manager xommanuu IBM, a takke
KOMIUIEKC CMEKHBIX ITPOIYKTOB, OTHOCAIMXCS K T.H. IBM security framework

2) MARS: Security Monitoring, Analysis, and Response System kommnanuu
Cisco.

Tivoli Security Information and Event Manager Bkirouaer B ce0s:

A) Tivoli Security Operations Manager.

b) Tivoli Compliance Insight Manager.

Tivoli Compliance Insight Manager mnpexacraBiseT co00i CrHEIUATBHYIO
MpOTpaMMHYI0  IUIATGOPMY, KOTOpas OOEeCIeuMBacT KOHTPOJb  BBHITIOJHCHUS
TpeOOBaHUI TOJUTUKH O€30MacHOCTH, a TaKKe aBTOMATH3UPYET 3HAYUTEIIbHYIO
4acTh padOTHI MPU MPOBEICHUH ayIUTOB UH(OPMALIMOHHON 0€30MacHOCTH U aHAJTU3Ee
3aIMIICHHOCTH JaHHBIX. B ywactHocTH, nanHoe IO obGecmeunBaeT cOop, aHAIM3 U
3alUIIICHHOE XpPaHEHHE >KYpPHAJIOB (JIOTOB) pabOThl Pa3IMYHBIX MPHUIIOKCHUH,
OIICPAlIMOHHBIX CUCTCM H HJ'IaT(l)OpM U UX MHTCPHIPETALIMIO B TCPMHHAX, IMOHATHBIX
HETEXHUYECKUM CHEIUaIncTaM. TakuMm 00pa3oM, OT4eThl, (popMupyeMble TaHHOU
CUCTEMOI, MOryT OBITb TMOHSATHBI OW3HEC-MEHEHKepaM U  ayJuTopaMm H
HCII0JBb30BaHbI AJIs1 KOHTPOJIA BBIITOJIHCHUA Tpe6OBaHHfI INOJIMTHUK 6630HaCHOCTI/I.

Tivoli Security Operations Manager npeaHa3HaueH Ui KOHTPOJIS COOBITHH B
KOPIOPAaTUBHOM  WH(POPMAIIMOHHOW CHCTEME U  BBIABJICHHUS HApYyIICHUH W

MOI03PUTEBHBIX JEHCTBUI B PEXXUME OJIM3KOM K PEKUMY PEATBHOIO BPEMEHH.
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0€30MacHOCTHIO
(ITmanupoBaHue U yrpaBicHHe HHPOPMAIIMOHHOMN O€30MaCHOCTHIO)

Cucrema MARS Tarke obecriedmBaeT cOOp W IEHTPAIM30BAHHOE XpaHEHUE
JTAHHBIX O CHCTEMHBIX COOBITHSIX, KOTOPBHIC TIOCTYMAIOT OT PA3IUYHBIX YCTPOWCTB H
wiatrGopM, BXOMSIIIMX B KOPIOPATUBHYK HHMDOPMAINMOHHYIO CHCTEMY, U
o0ecrieunBaeT BO3MOXKHOCTh IIEHTPATM30BAHHOTO OMNEPAaTUBHOTO KOHTPOJS 3a
COOJIFOZICHUEM YCTaHOBJICHHBIX TpeboBanuii. Taxke MARS wuHTerpupoBan c
nporpaMMHbiM KoMmiuiekcoM Cisco Security Manager, KoTopsli, B CBOIO OuY€pe/Ib,
MO3BOJISIET  IEHTPAIM30BAaHO MW YHU(PHUIIMPOBAHO  YIIPABIATH  HACTPOWKAMHU
0e30macHOCTH B Pa3JIMYHBIX CHUCTEMaxX 3allldThl W CHCTeMaX OOHapyXeHUs

BTOp)KeHI/Iﬁ, YCTAaHOBJICHHBIX B KOMIIaHHH.
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Tewma 2.9 — [InanupoBanue u ynpapiieHHe HHPOPMAIIMOHHON O€30MTaCHOCTHIO B YCIIOBHSIX PhIHKA
([TnanupoBaHue U yrpapieHre HHHOPMALUOHHOM O€30MaCHOCTBIO)

1 PbIHOK ycJayr 1o ynpanJjieHu0 MHGOpMANUOHHOH 0e301aCHOCThIO

Pa3BuTne coBpeMeHHbIX WH(MOPMAIIMOHHBIX TEXHOJOTUM, POCT 3aBUCUMOCTH
ACSTEIbHOCTY MHOTUX MPEINpHUITHA W YYpexKACHUH OT (YyHKIMOHUPOBAHHUS
MH(OPMAIIMOHHBIX CHUCTEM U IMOCTOSHHOE HapacTaHue OOBEMOB M CII0KHOCTU
UHPOPMALMOHHBIX MOTOKOB TMpPHBENIM K TOMY, YTO 3aJauyd OOecredeHust
uH(POPMAIIMOHHON 0€30MacHOCTH CTalM TPeOOBATh HMCIOIB30BAHHUS 3HAYUTEIBHBIX
pecypcoB. B uactHOcTH, (hUHAHCOBBIE CpEACTBA, BBIACISIEMble HAa oOOecredeHue
MH(OpMAMOHHOW O€30MaCHOCTH, 3aHUMAlOT BCE OOJBIIYIO A0 B OIOKETax
HOpEeNNpUsATH, a TEKyllee U CTpaTEerMuecKkoe YIpaBiIeHHE 3alluTol HH(opmanuu
TpeOyeT OONbIIer0 BHUMAaHHS HE TOJBKO CO CTOPOHBI CIIEIUATIUCTOB TIO
UHPOPMAIIMOHHBIM ~ TEXHOJIOTHSAM, HO W CO CTOPOHBI PYKOBOAMTENEH H
COOCTBEHHUKOB MpEANpUATHH. 3adacTyl0 HEOOXOIMMBbIE pecypchl MU YCHUIIUS
PYKOBOAMTENEH B 3TOM cdepe OKa3bIBAIOTCS COMOCTABUMBIMU C TEMH pECypcami,
KOTOpBIE TpaTiATCs Ha OCYLIECTBICHHE OCHOBHOM JAEATEIBbHOCTU MPENPUITHH.
Takum 00pazoM, CIOXWINCH MPEANOCHUIKH 711 (OPMUPOBAHUSI PHIHKA Pa3TMUHBIX
yciayr mo oOecrnedeHuto HHGOPMAIMOHHONW 0€30MacHOCTH, KOTOpbie (YCIIyTH)
MOMOTJIM OBl HE TOJBKO TOBBICUTH 3I(PGEKTUBHOCTH 3alIUTHI HHGOPMAIIMOHHBIX
pECypcoB, HO W ONTHMHU3HUPOBATh W3IEPKKH TMPEANPUATHN U OpraHHU3aIlHi.
OcHoBHBIMU  (DaKTOpamMH, KOTOpbIE OOYCIOBWJIM TOSBICHUE Yy TNPEANPUATHN
NOTpeOHOCTE B ycayrax CTOPOHHUX MPEANPUATUH, pelaroluX — 3aJadu
oOecrieueHuss MH(OPMAIMOHHONW O0€30MacHOCTH, W BBIIEJIEHUE YCIYr IO 3allluTe
MH(OPMAITMOHHBIX PECYPCOB B CAMOCTOSTENBHYIO chepy OM3Heca, CTalu:

— YCJOXXHEHHUE U TMOCTOSHHOE Pa3BUTHE COBPEMEHHBIX CHCTEM 00pabOTKH,
XpaHeHus U Tepeaadu HHPopMaIm,

— YCJOXXHEHHE NPOTPaMMHBIX U amlnapaTHBIX CPEICTB, MUCHOJIb3YyEMbIX IS
3amuThl  MHGOpMAalMK, HEOOXOAUMOCTh TOHUMAHHUS CJIOXKHOTO  KOMILIEKCa
TEOPETUIECKIX U METOAMYECKHUX BOMPOCOB ISt UX d(PPEKTUBHON IKCILTyaTallNH;

— PpOCT 4Mciaa MHIMIEGHTOB M pa3HooOpa3usi BHJOB  aTak Ha

PIH(i)OpMaHI/IOHHBIe CHUCTCMBI U UX MHTCHCHUBHOCTH,



Tewma 2.9 — [InanupoBanue u ynpapiieHHe HHPOPMAIIMOHHON O€30MTaCHOCTHIO B YCIIOBHSIX PhIHKA
([TnanupoBaHue U yrpapieHre HHHOPMALUOHHOM O€30MaCHOCTBIO)

— HeXBaTKa KBaJIM(ULIMPOBAHHBIX CIIELUATUCTOB B chepe MHPOPMaLMOHHON
0€30M1acCHOCTH U POCT 3aTPaT Ha UX COJAEPKaHUE U MPOPECCUOHAIBHYIO IOJITOTOBKY.

— IlpuunHON TOrO, YTO MPEANPHUATUS OKA3bIBAIOTCS 3aMHTEPECOBAHHBIMU B
OTKa3€ OT CAaMOCTOSITEIbHOTO BBIITOJIHEHHSI ONPEIEICHHBIX (YHKIMI U NPUBIICYEHUS
CTOPOHHUX CHEIUAIM3UPOBAHHBIX KOMIAHUM i1 peuieHus HTUX 3axad (B
COBPEMEHHOW MPAKTHKE TAaKOW IMOAXOJ MPHHITO HA3bIBaTh «ayTCOPCHUHIOM» WIIH
«repefaveit Ha ayTCOPCUHTY), SBISETCS BO3MOXKHOCTH MOBBICUTH 3()PPEKTUBHOCTD
IIPOLIECCOB 3alllUThl MH(GOPMALIMU, B ONPEIEICHHON MEpe COKpaTUTh W3JEPKKH Ha
3TH TMPOIECCHI, a TaKKe B OOJbIIECH CTENEHU CKOHLIEHTPUPOBATHCS HA YNPABICHUU
OCHOBHOW J€ATEIBHOCTBI0 NPEANPUATHS M HE OTBIEKATb PECypCchl U BpeMs
PYKOBOJIMTENEH HA pEIICHUE 3a]ad, SBISIOIIMUXCA MO CBOEH CyTH BTOPUYHBIMU H
BCIIOMOT'aTeJIbHBIMU 110 OTHOILIEHWIO K OCHOBHBIM LIENSIM M 3aJadyaM JesATEIbHOCTH
npennpustus. bonee Bbicokas 3((EKTUBHOCTh pabOThl ClEHHUATU3UPOBAHHBIX
KOMITAHWA — TOCTaBUIMKOB YCIyr B cdepe MH(OPMAIMOHHOW O€30MacHOCTU IO
CPAaBHEHUIO C CaMOCTOSITEJIBHBIM DPEIICHHEM 3THX 3a/Jad CaMHMM IPEINPUATUIMH,
KAaK IPaBWJIO, CBSI3aHA C TEM, YTO BBICOKME W3IEPKKH PACHPENEISIOTCS MEXKIY
MHOXECTBOM MPEINPUITHI — KIMEHTOB TOCTABIIMKA YCIOyr. XapakTepHBIMU
IIpUMEPAMH TaKMX pacxoll0B, KOTOpbIE, C OJHOH CTOPOHBI, MOTYT OKAa3aThCs
HEIO3BOJUTENbHBIMU JJI1 OJHOTO MPEANPUATHS, HO, C IPYTOM CTOPOHBI, MOTYT OBITH
3¢ (pexTUBHO pacnpeneneHbl MeXAY HECKOIbKUMU NPEINPUATUIMU, SABISIOTCS:

— HallM BBICOKOKBaJU(UIIMPOBAHHBIX CIEILMATUCTOB B OTHOCUTEIBHO Y3KHX
TUCHUIUIMHAX W o0JjacTax uWH(OpMalMOHHOW  0Oe30macHOoCTH  (TaKuX  Kak
UCIIOJIb30BaHUE KpUNTorpaduyeckux CpeicTB, Oopbbda C BHpycaMHu, BHEAPECHUE
BUPTYaJIbHBIX YACTHBIX CETEU U TP.);

— yacToe rnepeoOy4yeHHe 1 MOBbIIIECHUE KBATM(DUKAIIMU CIICIUATICTOB;

— TIOCTOSIHHO€ OTCJIEKMBAHUE HOBBIX Yrpo3 M IIIYOOKUH KayeCTBEHHBIN
aHaJIM3 TEKYIIEro COCTOSIHUS WH(GOPMAIMOHHBIX TEXHOJOTUH M TEHACHUUH HX

pa3BUTHS,
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— mpuoOpeTeHUEe CIEUUaTU3UPOBAHHBIX MPOTPAMMHBIX M almapaTHBIX
CpelCTB, HEOOXOMUMBIX IS 3alUThl MHGOpPMAIMU U ayauTa HHPOPMALMOHHBIX
CHUCTEM,;

— obecrieueHue KpyrJIOCYyTOYHOTO JIEKYypCcTBa CIy)XO pearupoBaHusl Ha
WUHIUICHTHI.

[Ipu Bcex mpeumylecTBaX MepeAaud OTAETbHBIX 3a7ad  oOecreueHus
0€30MacHOCTH Ha AyTCOPCUHT ATOT MOJXOJ MMEET W Psii HEAOCTAaTKOB, KOTOpPHIE B
OTIpe/ICIEHHOW MEpe MOTYT OIpaHUYMBAaTh €r0 IPUMEHEHHE:

1) Ilpenmpusitie, KOTOPOE TMOJB3YETCS TAKHUMH YCIYraMH, HECKOJIBKO
OTrpaHUYMBAET ceOs B BO3MOKHOCTSIX YIPABISATH CBOMMHM 3aTpaTaMH M COKpaIlaTh
M3JICPKKU (HAKJIAIHbIE pacXoibl) U, TaKUM 00pa3oM, MOMaJacT B OMNPEJCICHHYIO
3aBHCHUMOCTh OT IICHOBOM TIOJUTHKH TOCTaBIIMKOB YCIyr, a Takxke OT
CKJIAJIBIBAIOIEHCST KOHBIOHKTYPBI PhIHKA.

2) CoTpyIHUKH KOMIAHWH, MPEIOCTABIISIFOIIEH YCIYTH, MOJy4aroT AOCTYI K
HanOoJsiee BaXKHON MHGOPMAIMK MPEINPUATHSI-KIMEHTa U €ro HWH()OpMaIMOHHBIM
CUCTEMaM, YTO MOTEHIMATHLHO MOXXET OBITh MCTOYHHUKOM JOTOTHHUTEIBHBIX PUCKOB
JUTsl ”HPOPMALIMOHHOM 0€30MacHOCTH.

3) BO3HMKAIOT JOMOJIHUTEIBHBIC Yrpo3bl HHPOPMAIMOHHON 0€30MacHOCTH
MIPU B3aUMOJICUCTBUH MEXIY KOMIIAHUEH-TIOCTABIIIMKOM U MPEANPHUITHEM-KITUESHTOM
B MIPOILIECCE OKa3aHUs YCIyT (HalpuMmep, MOXKeT ObITh mepexBaueHa HHPopMaIus npu
VAQJICHHOM  aAMUHUCTPUPOBAHWU WHOOPMAITMOHHBIX CHCTEM  MPEANPHUSITHSI-
KJINCHTA).

OCHOBHBIMH yCITyTaMH, KOTOPbIE€ MOTYT OBITH MepeJaHbl Ha ayTCOPCUHT (Kak
0 OTJENHHOCTH, TAK U B KOMILICKCE), SIBJISTFOTCSI:

— YCAYrd 1O  TPOBEACHUIO  KOMIUICKCHBIX  ayJAWTOB  COCTOSIHUSA
nH(})OPMAITMOHHON 0€30MTaCHOCTH Ha MPEPUSITHY;

— YCIyI'H TI0 TPOBEIACHUIO ayJUTOB (MHCTPYMEHTAIBHBIX TMPOBEPOK)

YCTOﬁqHBOCTH N HaJCKHOCTH OTACIBHBIX I/IH(I)OpMaHI/IOHHI)IX noaACuCTEM (CCTCﬁ,
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IPOrpaMMHBIX U anmapaTHBIX IUIATGOPM U Mp.) U CPEACTB 3alUTHl MH(POPMAIIUH,
UCIIOJIb3YEeMbIX MPEIIPUITHEM;

— ycIyra 1o cepTuduKanuu HWHPOPMAIMOHHBIX CHCTEM, IPOU3BOJIUMBIX
NPOrPAMMHBIX U allapaTHBIX CPEJCTB 3alUThI UHPOPMALIUU;

— KOHCYJIbTAIIMOHHBIE YCIYTH, CBSI3aHHbIE C (POPMHUPOBAHUEM CTpPATETUU
npeanpuatTus B cpepe nHPOpMaIMOHHOW OE30MaCHOCTH M Pa3pabOTKON MOJUTHKA
0e30MacHOCTH;

—  YCIIYTH 1O MPOCKTUPOBAHUIO CUCTEMBI 3aIIUTHI HHGOPMAIIHH;

— KOHCYJNBTAIIMOHHBIE YCIYyTH I1I0 BBIOOPY U aJanTalil  OTACIBHBIX
TEXHOJIOTUH 3aIIUThI uHopMaru (kpunrorpadumu, OMOMETpUYECKOM
UICHTUGUKAIIMK W TIp.) MPUMEHUTEIBHO K ONPENENICHHBIM YCJIOBHUSIM BEICHUS
On3Heca;

— YCIyI'H TIO BHEAPCHHUIO CHUCTEMBI 3allUThl HWHPOpMAIHMH, a TaKKe
BHEJIPEHUIO OTIEIbHBIX TEXHUYECKUX (MPOrpaMMHBIX W allapaTHbIX) CPEACTB U
peanu3aly OpraHu3alMOHHBIX MEPOTIPUSITHIA;

— YCIyrHm 1O  TEKymeMy  aJMUHUCTPUPOBAHUIO,  TIOAJCPKKE |
COTPOBOXKICHUIO MH(GOPMAITMOHHBIX CUCTEM M CUCTEM 3allUThl HH()OpMAITIH;

— YCIYIrH MO pEearupoBaHUI0 HAa HWHIIUACHTHI, CBA3AHHBIC C HAPYIICHUSMHU
nH(pOpMaITMOHHOM 6€301aCHOCTH;

— YCIyr'd 1O OOyYEeHHIO PYKOBOAMTENCH MPEANPHUATHS, CIEIUATUCTOB
ciy k061 nH(pOpMarmoHHou O6e3omacHocTH U WUT-cimyxObl, a Takxke MoJb30BaTeNeh
WH()OPMAITMOHHOW CHCTEMBI TIPEIITPUSATH.

Taxoke B KOHIIC 3TOH TJIaBBI MBI PACCMOTPHUM €IIIC JIBa BHJIa YCIIYT, CBA3AHHBIX
c obOecnieueHreM HWH(POPMAIMOHHOW OE30MAaCHOCTH: YCIYTH 10 CTPaXOBAHHUIO
WHOOPMAITMOHHBIX PHCKOB MW YCIYyTH TI0 TOJIICPKAHUIO HHGPACTPYKTYPHI
nyonmmunbix kimodeit (Public Key Infrastructure, PKI).

B 1menoM, Kk HacTosmieMy MOMEHTY CJIOXKHO TOBOPHUTH O (OPMHUPOBAHUHU
MOJTHOLICHHOTO PhIHKA yCIyT B cepe nHPOopMaIMoHHOM 0e30MmacHOCTH (0COOCHHO B

Poccun), Tak kak y OOJBIIMHCTBA MEHEIKEPOB KPYMHBIX, a OCOOCHHO CPEIHUX U



Tewma 2.9 — [InanupoBanue u ynpapiieHHe HHPOPMAIIMOHHON O€30MTaCHOCTHIO B YCIIOBHSIX PhIHKA
([TnanupoBaHue U yrpapieHre HHHOPMALUOHHOM O€30MaCHOCTBIO)

MajbIX TNPEINPUSATAA B OCHOBHOM HE C(OPMUPOBAIUCH MPEACTABICHUS O
HEOOXOJIUMBIX Mepax B 3ToM cepe, a ¢uHaHCHpOBaHHE PAOOT MO OOECIEYEHUIO
UH(POPMALIMOHHONW OE€30MaCHOCTH 3a4acTyl0 OCYIIECTBIACTCA 10 OCTaTOYHOMY
npuHiuny. HekoTropble KpymnHbIE POCCUHCKHE pa3pabOTUUKM  KOMIUIEKCHBIX
pemeHnii B cdepe HHPOPMANMOHHON O€30MacHOCTH, XOTSA W (YHKIHOHUPYIOT
JOCTaTOYHO AaKTUBHO, HO TMpPH ITOM (PaKTHUECKH HE SBISIOTCS YYaCTHUKAMU
OTKPBITOTO PBIHKA, TaK KaK MX NPOAYKIHUS U YCIYTd NPAKTUYECKHU MOJHOCTHIO
OpUEHTHPOBAHbl HA OMNPENEICHHBIX NOTPEOUTENEe B TOCYJapCTBEHHOM CEKTOPE,
takux kak ®Cb, Munartom u apyrue. Eme onHON BaKHONW OCOOEHHOCTBIO PBIHKA
ycayr B cdepe uHpOpMaIrmoHHON 0€30MacHOCTH SIBJISIETCS TO, YTO OKa3aHUE TaKUX
YCIIyT MHOTJAa CTAHOBUTCS «IOOOYHBIMY, JOMOIHUTEIbHBIM BUAOM (HAIIPaBICHUEM )
NEATEIbHOCTA I KOMITAHWM, 3aHUMAONIMXCS [IOCTaBKOM anmapaTHbIX H
MPOTrPaMMHBIX CPEJICTB 3allIUThl HHPOpMAlLMHU (TaK HA3bIBAEMBIX «KOPOOOUHBIX
MIPOJIYKTOBY»), a TaKKe Il KOMITAHWM, 3aHUMAIOIINXCS pa3pabOTKON KOMITJIEKCHBIX
pELICHUN [0 aBTOMATU3aLMU NPEeANPUATHN. BO3MOXHBIM HEIOCTaTKOM TAaKOIo
MOAXO0/Ja TOTEHIHATbHO MOXET OBITh TO, YTO KOHCYJIbTAaHThl M aAHAJUTUKU
OKa3bIBAIOTCS KECTKO «IPHUBSA3AHBI» K ONPEIEICHHBIM MPOrPAMMHBIM U allapaTHbIM
cpencTtBam (IIPOU3BOAUTEINSM, TOPTOBBIM MapKaM) U HE UMEIOT BO3MOKHOCTU THOKO
noaAOUpaTh OTAENIbHBIE CPEJCTBA 3aUIUTHl U (hOpMUPOBATH Hambosee d3(PPeKTUBHbIC
KOMIUIEKCHBIE PEIIEHUsI B COOTBETCTBUU C MOTPEOHOCTSIMHU Ka)XJ0r0 KOHKPETHOIO
MPENPUSATHUS.

Tem He MeHee, HECMOTpPSI Ha ONpPENENICHHbIE HEIOCTATKA B PA3BUTUU PbIHKA
yCIyT MO0 00ecTeueHnI0 MH(POPMAIMOHHOW 0€30MacHOCTH, HEOCTIOPUMBIM (HaKTOM
ABJISIETCSI TO, YTO MHOTHE TaKWE€ YCIYTH YXK€ MPEACTABICHbl HA PHIHKE, 3 OCHOBHBIE
PBIHOYHBIE ¥ OpraHU3AlMOHHBIE MEXaHW3Mbl HAYMHAIOT OTpadaThIBaThCS Ha
npaktuke. [Ipy sToM opHOW M3 pekOoMeHAAUMM Tpu padoTe C MpeANnpUATUSIMU-
MOCTABIIUKAMHU YCIYT B cepe NHPOPMAIIMOHHON 0€30MaCHOCTH SIBIISIETCS MPABUIIO -
MOJIb30BATHCS YCIYyraMU HECKOJIBKUX Pa3HbIX NPEANPUATUN U IEPUOAHYECKH MEHSTh

IMapTHEPOB, O6€CHCIII/IB3.IOH.II/IX PEIICHUC TCX WJIIW MHBIX HpO6JICM 0e301acHOCTH.
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2 XapaKTepuCTUKHU YCJIYT ynpaBJjeHuss UHGoOpMauMoHHO# 06e3011acHOCTHIO

Kaxnpii Bupg  yemyr B 3ToM  cdepe HMeeT CBOM — crienuduueckue
XapaKTEPUCTHKM KakK C TOYKM 3pEHUs OpraHu3aluyd padoTbl  KOMIIAHMIA,
OKa3bIBAIONINX YCIYTH, TaK U C TOUYKHU 3PEHUSI CTPYKTYpbl phiHKa. COOTBETCTBEHHO,
i 3Q¢peKTuBHON pabOThl HEOOXOAUM HHIWBUIYATbHBIA MOAXOA K OpTraHU3alUU
OKa3aHMWs TakKUX YCIOyr, a TaKkKe OpraHu3alydyd B3aHUMOJCHUCTBHS  MEXIY
NOTPEOUTENSIMU M OCTABIIUKAMU YCITYT.

1) VYcuayru mo pearupoBaHHIO Ha WHIMICHTHI (HapyIIeHUus HHOOPMAIMOHHON
0€30MacCHOCTH), YK€ YACTUYHO PaCCMOTPEHHBIE B OJHOM M3 MPEABIAYIINX pa3/eioB,
ABIISIIOTCS OJHUM M3 HauOoJee XapakTEepPHbIX IPUMEPOB OOOCHOBAHHOCTU H
L[EJIECO00PA3HOCTH NEPENAYN CEPBUCOB OE30MACHOCTH Ha ayTCOPCHUHI. B yacTHOCTH,
1e1eco00pa3HOCTh  OTKa3a OT  CaMOCTOSITEJIbHOTO — BBINOJHEHUS  (PYHKLIMH
pearupoBaHus ~Ha  MHUOUJAEGHTHI W uUX  (PyHKUMM)  UEHTpalu3alud B
CHELUAIN3NPYIOIIECS HAa TaKUX 3aJadax KOMIIAaHMM CBSI3aHA C TEM, 4YTO 3Ta
JesITeIbHOCTh UMEET CIIEYIONINE BaXKHbIE OCOOCHHOCTH:

— TpeOyeT MOCTOSTHHOTO (KPYIJIOCYTOYHOT0) AEXKYPCTBA, YTO MPEAIOJIaract
CoJlepKaHUE B IITATE KAK MUHUMYM IISITH CIIELUAIIUCTOB;

— TpeanojiaraeT HaJW4yhe BBICOKOKBATM(DHUIMPOBAHHBIX (2 CIIEJOBATEIBHO,
BBICOKOOIJIAYMBAEMBIX M BOCTPEOOBAHHBIX Ha PBIHKE TpyJa) CHEUUATUCTOB,
CHOCOOHBIX ~ OBICTPO  MOPEANpHUHATH APQPEKTHUBHBIE MEpbl  MPOTUBOACHCTBUS
BO3HMKAIOIIMM Yrpo3aMm (B TOM YHUCJE W NMPUMEHHUTHh KOHTPMEPHI K HaNaJarolluM B
npoliecce IAIIEHCS aTakd), a TakXe CaMOCTOSITENbHO NPUHATH HEOOXOAUMbIE
pELIeHHs B IPOLIECCE OTPAKEHUS UISLICICS aTaKu;

— 3arpy3ka JAEXYpHBIX CIIELHAIMCTOB, OTBEYAIOIIMX 3a pPEarnpoBaHUE Ha
MHUUJEHTBI, MOXKET ObITh KpailHe HEPABHOMEPHOM.

Takum o60pazom, s>ddext oT mneHTpanm3zanuu (QyHKIUH, CBSI3aHHBIX C
pearupoBaHWEM Ha HMHIMJEHTHI, CKJIAJbIBAETCS M3 HECKOJBKHX COCTABJISIOIIUX U

MPpEeAOCTABILICT BOSMOXHOCTH KaK I COKpalllCHHUA 3aTpaT W INOBBIIICHHA YPOBHS
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3AIIUIIEHHOCTH  MNPEINPUATUN-KIMEHTOB, TaK W I TOJY4YeHHUS TpHObUIH
NpeanpusATUHaMU-IOCTaBITUKAMH TaKUX YCIIYT.

[Ipu »TOoM pasrpanndeHue QYHKOHA MEXKAY NPEANPUITHEM-KIUEHTOM |
KOMITaHUEU-TTOCTABIIMKOM YCIyT MOXKET 3aBUCETh OT TaKUX (aKTOPOB, KaK:

— YpPOBEHb MOBEpHUS MPEANPUATHI-KIUCHTA K MPEANPUSITHIC-TIOCTABIINKY
YCIyT;

— CJOXUBILIAACS TMpaKkTUKa OKa3aHUs TaKUX YCIyr M Hajludyhe Yy
MPEANPUATUNBI-TIOCTABIIMKA HEOOXOJUMBIX  CIEIUATUCTOB C  OMNpeeICHHBIM
YpPOBHEM KBalU(PUKALINY;

— COCTaB, XapaKTEPUCTUKU U (PYHKIIMOHATLHOCTh HHPOPMAIIMOHHBIX CHCTEM
MPEANPUATUSI-KITUCHTA,

— YpOBEHb KBaIM(PUKANNK COTPYAHUKOB TMPEANPUATHS-KINCHTa (Kak
MOJIb30BaTENe MH(MOPMAIMOHHBIX CHCTEM, TaK W COTPYIHUKOB JemapTaMeHTa
nH(}OpMaAIMOHHOM 6€30MaCHOCTH);

— OIICHKA CYIIECTBYIOIINX PUCKOB (BEPOSITHOCTH HaHECEHUS yIiepoa);

— OIleHKa (B TOM 4YHCIIe M CyOBEKTHBHAs) TOTO, HACKOJIBKO 3HAYUMBIM
ABJISICTCSl 3HAHWE BHYTPEHHEH cCpeapl MPEAnpHUsITHS COTPYIHUKAMH  CITY>KOBI
MH()OPMAITMOHHONW 0€30MaCHOCTH U UX CIIOCOOHOCTh «H3HYTPU» KOOPIUHUPOBATH
JEHUCTBUSA 1 pPelIaTh MpoOJIeMbl B CITydae KaKUX-TU00 WHITUICHTOB.

Kpome TOro, B HEKOTOpBIX CIy4dasx MOTYT CYIIECTBOBATH OIPEICICHHbBIE
3aKOHO/JATENbHbIE OrPaHWYCHHS Ha ayTCOPCHHI TPOIECCOB Oe30macHOCTH (B
YaCTHOCTH, JUISl TOCYJIAaPCTBEHHBIX MPEATIPUSTHH ).

2) OcCHOBHBIC  BONPOCHI  MPOBEACHHWS  aAyAWTOB  HH(POPMAIMOHHOM
0e3omacHOCTH (M, B YaCTHOCTH, BHEIIHMX ayJIUTOB) YK€ pacCMaTpPUBAINCh HAMH B
npeapiaymen geknuu. [lomumMo yxe ykazanHbIX (akTOpPOB, KOTOPbIE 00YCIaBIMBAIOT
HEO0OXOJMMOCTh TIPOBEICHHUS] MMEHHO BHEITHUX ayJWTOB, a HE BHYTpEeHHUX (Ooiiee
BBICOKAs KBATM(UKAIKS CIICIHAIMCTOB, TIPABO JENaTh 3aKIIOUYEHUS O COOTBETCTBUU
MEXIYHAPOJHBIM CTaHAApTaM W TP.), BAXHBIM SBISIETCS TaKXKE H  TO

O6CTO}IT€HBCTBO, 4YTO BHCIIHHMC ayAUTOPLI, KaK IIPpaBWJIO, HC 3aMHTCPCCOBAHLI B
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Npe/CTaBlIeHUd HEOOBEKTUBHOW MH(OpManuu (B OTIMYKE OT BHYTPEHHEU CITyX OBl
uH(popMalMoHHON Oe3omacHocTu). B ciywyae e, eciau mnpeAnpusaTve 3axouer
CO3/l1aTh COOCTBEHHYIO HE3aBHUCHMYIO CIYKOy [UIsi TpPOBEACHHUS  AyAHTOB
nH(pOPMAITMOHHONW 0e30MacHOCTU (OTAEIBbHO OT JenapTamMeHTa WHOOPMaIMOHHOU
0€30MacHOCTH MW JPYTUX MOApA3JCNCHUN NPEANpUATHs), pPe3yabTaTOM MOTYT
OKa3aThCsl OYEHb OONBIIME 3aTpaThl, TeM 0OJiee YTO YacTOTa MPOBEIACHHS TaKHX
ayJIMTOB, KaK MPABUIIO, SIBJISETCS HE OUYEHb OOJIBIION.

3) HeoOxommmocTh  mpuberaTh K  ycIyram  CHEIHATU3UPOBAHHBIX
NPENNPUITUIA, CBSI3aHHBIM C MPOBEPKON 3aIIUIIEHHOCTH U HAJEKHOCTH OTHEJIbHBIX
AJIEMEHTOB HMH()OPMAMOHHOW WHMPACTPYKTYphl (CEpPBEPOB, CETEH, MEKCETEBBIX
KpaHOB M Tp.), OOYCJIOBIJIEHA, KaK MPaBWIO, HAIWYUEM Yy OSTUX MNPEANPHUITHIA
CHELMAIM3UPOBAHHBIX MPOIPAMMHBIX W amllapaTHBIX CPEACTB, HEOOXOIUMBIX IS
OpOBEJCHUS TaKUX TMPOBEPOK (HampuMep, CHEIHATU3UPOBAHHBIX CKAaHEPOB
ySI3BUMOCTEM), a TakkKe Haluuue CIEUUajIbHbIX 3HAHUH W HAaBBIKOB U
Pa3HOCTOPOHHET0 OIbITa, HAKOIUIEHHOTO B MpOLECCe MpaKTU4YeCKol padoThl Ipu
MPOBEICHNHN TOJO00HBIX MPOBEPOK Ha PA3IMYHBIX NpeAnpustusx. [IpuobOperenue
10/I0OHOTO OMbITa B paMKaxX OJHOIO MPEANpPUSTHSA, TyCTh Ja)Xe U OYEHb KPYIHOTO,
MPAKTUUECKH HEBO3MOXKHO.

Opnum u3 HambOosee 3P(PEKTUBHBIX MPUEMOB NPH MPOBEACHUU TAKOTO poja
MPOBEPOK  SBJIIETCA  NPOOHOE  (TECTOBOE) TMPEOAOJICHHE  3alluThl, Korja
MPOBEPSIONINI HMMHUTHUPYET OMpEACIEHHOEe HalaJeHne C I1EeNbl0 COBEPIIHUTH
HapyieHue (pa3pymuTh 0a3y JaHHBIX, BEIKPACTh KOH(UIECHITUATBHYIO HH(OPMAITUIO
u 11p.). OCHOBHBIMU 3ala4aMu ITPOBEPOK TAKOTO POJA SIBIISIFOTCS:

— omeHKa 3()PEeKTUBHOCTH HCHOJIB3YEMBIX TEXHHYECKUX (ITPOTPaMMHBIX U
anmnapaTHbIX) CPEACTB 3aIUThI HH(POPMALIUY;

— omneHka A3(PGEKTUBHOCTH padOThl CHEHIHUAIMCTOB, OTBETCTBECHHBIX 34
pearnupoBaHNe Ha UHIIHICHTHI;

— KOHTpPOJIb  COONIOACHUSA COTPYOHUKAMU TNPEANpUATHsS  TpeOOoBaHUM

MOJIMTUKUA OE30IMaCHOCTH.
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Jlnst monmyueHust Hanbosiee IOCTOBEPHBIX PE3yIbTAaTOB JKEJIAaTeIbHO, YTOObI Ha
CaMOM TMPENNPUSATAA O NPOBEACHUM TAKOTO TECTAa 3HAIM TOJIBKO HECKOJBKO
PYKOBOJMTENEH, OTBETCTBEHHBIX 33 €r0 OpraHu3anuio. Takke BaKHbIM YCIOBHEM
IPOBEAECHUS TAaKOW MPOBEPKH SIBISETCS 4YETKask JOTOBOPEHHOCTh O TOM, HACKOJBKO
JAJIEKO JTOJKHA 3alTH aTaka U KakoWl ypOBEHb MPOHUKHOBEHHS M Pa3pyLIUTEIbHBIX
JNEUCTBUN  SBISICTCS  JOCTAaTOYHBIM,  JJII ~ TOTO  YTOOBI  JOCTOBEPHO
IPOJIEMOHCTPUPOBATH, UTO aTakyemas (MpoBepsieMas) CUCTeMa SIBJISIETCS YSI3BUMOI.
B m000oM ciydae BCS OTBETCTBEHHOCTh 3a YIIEepO, HAHECEHHBIM B pPE3yJbTaTe
OCYILIECTBJIICHUSI TAaKOM TMPOBEPKH, IMIOJHOCTBIO JIOKUTCS HA MPEINPUATHE,
3aKa3aBIlIee TAKYI YCIYTy.

3) KoHCynbTallMOHHBIC YCIIYTH, CBS3aHHBICE C TIEPBUYHOM ITOCTAHOBKOM
CUCTEMBI YIpaBJieHUs MH()OPMAIMOHHONW O€30MacCHOCTHIO (IMEPBUYHBIM aHAIU30M,
dbopMUpOBaHUEM U BHEAPEHUEM TMOJUTUKH O€30MacHOCTH), OOBIUHO OBIBAIOT
HEO0OXOJMMBI B TOW CUTYyaIluH, KOT/Ia MPEAIPUITHE BIIEPBbIE CTaBUT It ceOsl 3aauy
LIEJICHANPABICHHOT O CHUCTEMaTUYECKOTO KOMIIJIEKCHOT'O oOecrnievyeHus
nH(pOpMaMOHHOW 0e30macHOCTH. B 3TUX yCIOBHSIX NPHUBJICUYEHHE CTOPOHHUX
KOHCYJIbTAHTOB SIBJIIETCA TPAKTUYECKH EIUHCTBEHHBIM CHOCOOOM c(HOpMUpPOBATH
JIOCTATOYHO aJicKBaTHYIO U d(PGHEKTUBHYIO MOJUTHUKY OE30MaCHOCTH B OTHOCUTEIHHO
KOPOTKHE CPOKH, TaK Kak caMo MPEANpUsATHE B TaKOW CUTyallMM OOBIYHO HE MMEET
HEOOXOJMMBIX CHEIUAINCTOB U PYKOBOJUTENEH, KOTOPbIE MOTJIM Obl PEUIuTh BECh
KOMIUJIEKC ~ 3aJa4, CBSA3aHHBIX C  OLEHKOW  PHCKOB, HWHBEHTapU3aluen
WH()OPMAIITMOHHBIX aKTHBOB, BBHIPAOOTKOMN cTpaTeruu, (OPMUPOBAHUEM TOIUTHKU U
OpraHU3aIMOHHON CTPYKTYPHI AenapTaMeHTa HHPOPMAIIMOHHOM 0€30MMacHOCTH.

[IpuBnexaemast AJig pelIeHUs: BCEX 3THUX 3a/1a4 KOHCYJIbTAIMOHHAs KOMITaHUS
JOJDKHA OyJIeT TPOBECTH aHAIM3 JCATEIBHOCTH TPEANPHUSITHS B HECKOJBKUX
pa3pe3ax: € TOYKM 3PEHUS OCHOBHBIX OW3HEC-TIPOLIECCOB, C TOYKH 3PECHHUS
AMEIOLIENCS UH()OPMAIIMOHHO-TEXHOJIOTHUECKOM 51 KOMMYHHUKAIIMOHHOMN
UHOPACTPYKTYpPhl, a TaKXe C TOYKH 3PEHUS WCIOJIb3YEMBIX MPUIIOKECHUN
(mporpamMmmMHOro oOecrieueHuss U 0a3 AaHHBIX). TakuM 00pa3oM, HEOOXOIUMOE

KauecTBO  paboThl MO 00eCIeUeHNI0  KOMIUICKCHOM  3allMIIEeHHOCTH
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MH(OPMAITMOHHBIX PECYPCOB MPEANPUITHS MOXKET OBITh JOCTUTHYTO TOJIBKO B TOM
cllydae, €CJIi Y KOHCAJITHHTOBOW KOMIIaHUU UMEIOTCSI HEOOXOIUMbIE CIIEIIUATUCTBI, a
TaK)K€ OMBIT PabOThl KaK Ha MOJOOHBIX MPEANPHUATHAX, TaK U C MOJOOHBIMH
OpOrpaMMHBIMM M ammapaTHbiMM  Tuilat@opmamu. Beicokue TpeOoBaHud K
KBATH(UKAINKA  CHCIUAINCTOB, padOTAOIMMX B KOHCAITHHTOBBIX KOMIIAHUSX,
OOBSICHSIIOTCS HEO0OXOAMMOCTHIO HE POCTO MOHSTh OCOOECHHOCTH
(YHKIMOHUPOBAHUS T€X UM UHBIX OM3HEC-TIPOIIECCOB U MHPOPMALIUOHHBIX CHCTEM,
HO M JIOCTaTOYHO OBICTPO OLEHUTh HX CJIA0ble MECTa, CYLIECTBYIOLIUME PHUCKUA U
HanboJiee BEpOSITHBIEC CLICHAPUHU HaHECEHUs yiepOa NHGOPMAIIMOHHBIM pecypcam.

4) VYciuyrd 1o aaMUHHCTPUPOBAHWIO WH(GOPMAIMOHHBIX CHCTEM M CPEJICTB
3aIIATBl UHPOPMALUA MOTYT MPEJOCTABIATHCS KAaK B KOMILUIEKCE C YCIyraMu IO
pearupoBaHUI0 Ha WHIUACHTBHI, TaK M HE3aBUCUMO OT HuX. [Ipeanpustuiibi-
MOCTaBIIMKHU YCIYT MOTYT OCYIIECTBIISATh AIMUHUCTPUPOBAHUE TAKUX CUCTEM, KaK:

— DJIGKTPOHHAsi Tmodyta (3amuTa OT BUPYCOB, CIamMa, HAapyIICHUS
KOH()HICHIIMATIEHOCTH U IPYTUX HAPYIICHUI MOTUTUKHA O€30TTaCHOCTH);

— cereBoe  obopymoBanue  (cOop u  a”Hanu3 ~ wHQOpMALMH O
(YHKIITMOHUPOBAHUU MAPIIPYTU3ATOPOB, CEPBEPOB U APYTUX YCTPOUCTB);

— OpanaMay»pbl (KOHGUTYPUPOBAHKME W HACTPOMKA JOCTyIA K CETH, a TAKXKe
oOecrieueHrne CBOEBPEMEHHOTO pearnpoBaHus Ha pa3IMuHbIe HAPYIICHHS);

—  CHCTEMBI 0oOHapyKEeHUS BTOP>KECHUI (oTcnexxruBaHuE BCEX
«TOJIO3PUTEIIBHBIX» JACHCTBUM B OTHOIICHUHU CETEH, CEpBEpPOB, MPUIIOKEHUN U 0a3
JTAHHBIX ).

[Ipu >TOM mNpeanpHUITHE-KIUCHT MOXKET MpUOeraTb K yClIyraMm JIpyrux
MNPEANPUATANA JUIsI KOHTPOJIA 3a TEM, HACKOJIbKO 3(M(EKTUBHO OCYIIECTBISCTCS
aAMUHUCTPUPOBAHUE CPEICTB 3allUThl HMH(OpMALMK, JUOO CaMOCTOSATEIHHO
OCYUIECTBJISATh TAKOH KOHTPOJb IIPHU MOMOIIM CTIEIIMAIBHBIX CKAHEPOB.

[Ipyn okazanuu ycCiayr mo aJMUHHCTPUPOBAHHUIO MPEANPHUATHHA-TIOCTABIIHK,
KaK MpaBUIJIO, HE MOXET B35Th Ha Cce0s MOJIHYI0 OTBETCTBEHHOCTh 33 COXPAHHOCTH

uH(popMalnu (Tak e Kak U MPU OKa3aHUU YCIYT M0 PEarupoOBaHUIO HA UHIUICHTHI),
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OJIHAKO [IJIi YCTAHOBJIEHUA (OpPMaJIbHBIX OTHOILIEHUN MPEANPUATHE-KIUEHT M
NpeanpusTUia-mocTaBIIMK ~ MOTyT  Bblpabotarb  CornamieHue 00  ypoOBHE
oOCIy’)KMBaHUsS, KOTOpPO€ JIOJDKHO MpEAyCMaTpUBATh OCHOBHBIE I1apaMeTpPhl
(GYyHKUIMOHUPOBaHUS ~ MHMOPMALIMOHHBIX  CUCTEM U HMX  3alIUIICHHOCTU
(rapaHTHpPOBAHHOE BpEMsI HAJEKHON pabOThI CHUCTEM, TapaHTHUPOBAHHBIE CPOKU
BOCCTaHOBJICHHS pa00TOCTIOCOOHOCTH IIPH HAPYIICHUSIX U TIP.).

3 UndpacTpykTypa nyoJIMUYHBIX KJII0OYel

HNudpactpykrypa nyommunsix wiroued (Public Key Infrastructure, PKI)
MPEACTABISIET  COOOW  CJIOXKHYIO  OpPraHU3allMOHHO-TEXHUYECKYI0  CHUCTEMY,
OCHOBAaHHYIO Ha COBPEMEHHBIX TEXHOJOTHSX M Pa3BUTHIX OpPraHU3AIMOHHBIX
CTaHAapTax, KOTopas NOo3BOJSIET A(P(EKTUBHO peElIaTh HEKOTOPHIE KIIOUYEBBIC
npo0semMbl UHPOPMAITMOHHOW O€30MaCHOCTH M, B YAaCTHOCTH, MPOOJIEMBI 3allUTHI
JAHHBIX, TIEPEJaBaeMbIX MO CEeTAM (KaK JIOKAJbHBbIM, TaK M TIJOOAbHBIM), H
UIeHTU(GUKAIIMM ~ CTOPOH,  YYacTBYIOIIMX B HH(QOPMAIlMOHHOM  OOMEHE
(monmp3oBareneld, WHPOPMAIMOHHBIX  CHUCTEM,  MPOTPAMMHBIX  MPOIECCOB).
Texnonoruss PKI sBasieTcss OCHOBHBIM MHCTPYMEHTOM, IPH MOMOIIM KOTOPOrO Ha
OCHOBE 3aKOHOJIaTeIbHOM 0a3bl (B 4acTHOCTH, Ha ocHOBe DenepanbHoro 3akona PD
«O06 anexTpoHHON 1MPpoBON moanucuy, NpuHATOro B 2002 r0Oay) MOXET OBITH
CO37aH IOPUAMYECKH 3HAYMMBIM JTOKYMEHTOOOOPOT, KOTOPBIA, B CBOK OYEpElb,
MOXET CTaTh OCHOBOW ISl aKTUBHOTO PA3BUTHS DJIEKTPOHHOW TOPTOBIIHU, OKa3aHUS
(bUHAHCOBBIX, WH(OOPMALMOHHBIX M JPYTUX VYCIYr, a TakKXe OCYIIECTBICHUS
ANIEKTPOHHBIX TUIATEXKEHW depe3 WHOOPMAIIMOHHBIE CETH OOIIEro IMOJIb30BaHMS.
B03MOXHOCTh HCIIOJIB30BAaHUSI 3TOM TEXHOJOTMU Ul OCYIUECTBJICHUS IUIATEXKEN U
XO03IMCTBEHHBIX CJIEJIOK CBS3aHA C TEM, UTO €€ CaMbIM Ba*KHBIM 3JIEMEHTOM SIBJIICTCS
TaK Ha3bIBAEMBIN MU(PPOBON CEPTU(UKAT, BHIAABAEMBIN TPEThEel CTOPOHOM, KOTOpas
(aKTHUUECKH SIBISIETCS FApPAHTOM TOTO, UTO CHIEJIKH, COBEPIIAEMbIE C UCIIOJIb30BAHUEM
oTpeieNieHHOro U(PoBOro cepruukara, COBEpLIAIOTCS OT UMEHH OIPEIeICHHOTO
muna. TakuMm  00pa3oM, OJHUM U3 KIIOYEBBIX OSJEMEHTOB HWHOPACTPYKTYPHI
MyOJAMYHBIX KIIOUEH SBISIOTCS TaK Ha3bIBAEMBIE «yIOCTOBEPSIOIIUE IEHTPBI»?

(Certificate Authority, CA) — opraHu3alMOHHBIE CTPYKTYPBI, OCYIIECTBIISIOIINE
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UICHTU(UKAIMIO JTUYHOCTEH (€Clii pedyb HUIET O BblAaue cepTUdUKaTa IS OJHOTO
YelloBeKa) W BBIIaYy AJIGKTPOHHOTO cepTU(UKATa YCTaHOBJICHHOTO 00pasiia,
OJTHO3HAYHO U JOCTOBEPHO MPEICTABIISIONIETO 3TOTO YelloBeKa. TakkKe ATH LEHTPHI
peIIaloT MHOXKECTBO JIOMOJHUTENBHBIX 3a7a4, CBA3aHHBIX C oOecredeHneM
sbdexkTuBHON pabOThl HMHOPACTPYKTYpPHl MYOJUYHBIX KIIOYEH: BEAYT CIUCKU
AHHYJIMPOBAHHBIX CEPTU(PHUKATOB, OOHOBIAIOT WCTEKIHEe ceptudukatel u mp. B
IICJIOM BCS COBOKYITHOCTh HCIOJB3YEMBIX TEXHUYECKUX U OpPraHW3aI[MOHHBIX
pelieHui, a TakXKe JCUCTByIollas opuaudeckas 0a3a JaloT BO3MOXKHOCTh
OJIHO3HAYHO CBs3bIBaTh LUPpoBON  cepTudukar (UUGpOBYI0 TMOJIIMUCH) C
oTmpefeNeHHbIM (DU3MUECKUM JIMIIOM U TaKKe TapaHTUPOBATh, YTO HE MPOUCXOIUT
HAPYIICHUS [IEJIOCTHOCTH MePeIaBaeMbIX COOOIIEHUH.

B Hacrosmiee BpeMs 10CTaTOYHO XOPOLIO pa3padoTaHbl 0a30BbIE TEXHUYECKUE
CTaHAApPTH 1 MHGOPMAIIMOHHBIE TEXHOJOTUH (Cpe/cTBa KpunTorpaduu, alrOPUTMBI,
peau3yrolmue X3Ul-pyHKIMA W Ip.), HEOOXOAMMBIE MJii IOCTPOCHUSI CPEACTB
sammThl Ha ocHoBe PKI. JlampHelmme mepcrekTUBhl pa3BUTHS B JTaHHOW cdepe
CBSI3aHBI, TJABHBIM O0Opa3oM, C COBEPIICHCTBOBAHHWEM pBIHKA YCIYyT U
OpraHU3alMOHHBIX MEXaHU3MOB.

Uneonorust padotel PKI mnpenmonaraer co3nanue ceted W HEpapXUUECKu
B3aMMOCBSI3aHHBIX CTPYKTYP MHOXKECTBA Pa3IMUYHBIX YJOCTOBEPSIONIMX IICHTPOB,
paboTaImMUX B paMKax €IUHOM COTJIACOBAHHOM MOJUTHKKA M OMUPAIOLIUXCS Ha
o0muii «KOpHEBOW» ynocTroBepswonmid 1eHTp. Ha mnpaktuke ke Haubosee
pacnpoCTpaHEHO CO3JaHHE CaMOCTOSITENBHBIX Pa3pO3HEHHBIX YAOCTOBEPSAIOIINX
IIEHTPOB, CO37]aBa€MbIX OTIEIHHBIMHU MPEANPUITHIMU (HAIIPUMEDP, KOMMEPUECKUMU
O0aHKaMM) Ha OCHOBE THUPAKHUPYEMBIX MPOTPAMMHBIX W aIlllapaTHBIX PEIICHUH IS
oOecrieueHus 3alUIeHHOCTH U MPUAAHUS IOPUINYECKON 3HAYUMOCTH CO3/IaBaCMbIM
JOKyMEHTaM  HW  TpPaH3aKIHMSAM,  OCYIIECTBIIEMBIM B KOPIOPATUBHBIX
UH(POPMAIIMOHHBIX CHCTeMax (TaKMM Kak, HampuMep, IUIaTE)KHbIC MOPYUEHHs)
CIyXaIllMMH, KIMCHTaMH U OW3Hec-TapTHepaMmu mpeanpustus. B cioydae ecnm
npeAnpusITAe caMocTosiTeIbHO pa3BepThiBaeT PKI B pamkax coOGCTBEHHOM

WH()OPMAITMOHHOW CHUCTEMBI, BCE B3aMMOOTHOIICHHS MEXIy aJAMUHUCTPAIMECH WU
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MOJIB30BATEJISIMU  PETYJIUPYIOTCS. BHYTPEHHEH TOJUTUKOM, BOMPOCHI pa3pabOTKu
KOTOPO# OBUIM pacCMOTPEHBI B MTPEAbIAYIIEH TIIaBe.

[Ipu 3TOM OAHUM U3 BO3MOXHBIX MOJXOJOB K BHeApeHuto TexHosoruu PKI
ABJISIETCS nepeAada (yHKIMA, CBA3aHHBIX C BbIJa4e W JalbHEUIIUM OOpalleHueM
u(poBeIX cepTUdUKATOB, HA ayTcopcuHT. [lepenadya QpyHKIMI yI0CTOBEPSIOIIETO
IIEHTpa CTOPOHHEW CHEIUaTu3UPOBAHHON KOMIIAHUM, KakK MPaBWIIO, pEIIaeT s
NPEANpUsATUS JBE BAKHBIX 3a/1a4u:

— TO3BOJISIET M30€KaTh 3HAYMTEIBHBIX PAcXOJIOB, CBSI3aHHBIX C 3aKYIKON U
MO/JICp)KaHNEM TIPOTPAMMHBIX W alllapaTHBIX CPEACTB, a TakKe HaWMOM U
oOy4eHHeM MepcoHaa;

— JlaeT BO3MOXKHOCTb MPUMEHSTHh HUGPOBBIE CEepTUDUKATHI 3a MpeaesiaMu
CBOCTO TPEANPHUATHS, a TaK)Ke HKCIOIb30BaTh Ha MPEINPHATHH CEePTUDUKATHI
COTPYIHHUKOB JAPYTUX MPEATPUITUH.

B cBoto ouepenb, KOMIAHUSI, BBIMOJHAIONMAS (DYHKIUUA YAOCTOBEPSIOIIETO
IIEHTpa, MOXKET MepeaTh 4acTh padoT, KOTOPHIE CBS3aHBI C MPOBEPKON JOKYMEHTOB
JIUII, TPETEHAYIONMX Ha MOJIyYeHHE CepTU(PUKATA, U UX KOHCYIHTUPOBAHUEM, CBOUM
MapTHepaM — TaK Ha3bIBAEMBIM «PETHCTPAIlMOHHBIM IeHTpam». WX ocHOBHas
GyHKIMS 3aKII0YaeTCs B YNOPOIICHHWM W YCKOPEHUHW TMPOIEAYypbl POBEPKH
JOKYMEHTOB M WACHTH(PUKAIMKA JUYHOCTH TPH BbIAade cepTUdUKATa IJIs JIHII,
KOTOPBIE HE MOTYT JIMYHO SIBUTHCS B YAOCTOBEPSIONININ TIEHT].

NMeHHO Ha OCHOBE CETEM PErMCTPAlMOHHBIX LEHTPOB, a TaKkKe
B3aMMOJICCTBHUS PA3IUYHBIX YAOCTOBEPSIOMUX IIEHTPOB (WX OOBEAMHEHUS B
EAUHYI0 CETh) JIOJDKHO MPOUCXOIUTH MOCTPOCHUE YHUBEPCAIBHON OOIIENIOCTYITHON
UHOPpACTPYKTYphl MyONWuHbIX  Kirode. [Ipemmomaraercs, dYTO OCHOBHBIMH
MOJIb30BATEIISIMU — KIIMEHTaAMHU YJOCTOBEPSIONMIMX IIEHTPOB, JKEJIAIOIIMMHU MOJYIUTh
1udpoBbie cepTU(UKATHI, — JOJKHBI OBITH JIUIIA, 3aMHTEPECOBAHHBIE B JOCTYIIE K
pPa3IMUYHBIM  CIEHHUAIU3UPOBAHHBIM  JJICKTPOHHBIM  CEpBHCAM,  OOJErdaronuM
B3aMMOJICCTBUE KaK C Pa3IUYHBIMA KOMMEPUYECKHMH CTPYKTypamu (Harpumep,

0aHkamMH), TaKk M C TOCYAapCTBEHHbIMH opraHamu. OJHAaKO Ha MPaKTHKE
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npoasmwkenue texnonoruu PKI u ee mupokoe ucnosib30BaHUE CUIIBHO 3aTPYIHEHO B
CBSI3U C MHO>KECTBOM OOBEKTUBHBIX U CYObEKTUBHBIX (DAKTOPOB, TAKUX KaK:

— HETOTOBHOCTh MHOTHX TMPEANPUATHA U OCOOCHHO TOCYIapCTBEHHBIX
OPraHoB K HCIOJIb30BAHUIO TAHHOM TE€XHOJIOTMU W, B YACTHOCTH, K MapajlIeIbHOMY
UCIIOJIb30BAHUIO KaK OOBIYHBIX «OYMa)KHBIX» JOKYMEHTOB, TaK W 3JIEKTPOHHBIX
(3aBEpEHHBIX JIEKTPOHHBIMHU MOJIUACIMU);

— OTCYTCTBHEM Yy MHOTHX JIIOJIEd JIOCTATOYHBIX HABBIKOB OOpAILEHUS C
KOMITBIOTEPHOM TEXHUKOM, a TAKKe JOCTyna B ceTb IHTEpHET;

— OTCYTCTBHEM y MHOTHX JIOJECH KYyJbTYPbl HMCHOJIb30BAaHUS 3JIEKTPOHHBIX
JOKYMEHTOB ¥ JJIEKTPOHHOW TMOAMNUCH, 3a KOTOPYI0 HEOOXOAMMO HECTH
OTBETCTBEHHOCTb;

— OrpaHUYE€HHas COBMECTUMOCTh HEKOTOPBIX CPEICTB 3alIUThl HH(OPMALINH,
HCIIONB3yeMbIX B Poccuu, co cpeicTBaMM 3alluThl UHPOPMAIUU, TPUMEHSIEMBIMU B
OPYTUX CTpaHax.

B pe3ynprare nNEepCreKTUBBI PEIIEHUS BaXXHBIX OPTraHU3ALMOHHBIX 3ajad,
TaKMX Kak YHU(DHUKAIMS TEXHOJOTHH AJIEKTPOHHO-IIMGPOBON MOJANUCUH U Pa3BUTHE
oOmedenepabHbIX yIOCTOBEPSIIONINX IIEHTPOB, OKA3BIBAIOTCS HEOMPEIEICHHBIMU U
BO MHOIOM  3aBHCSAT OT  KBaJu(UKalMM  OTACIBHBIX  MpeaCcTaBUTENCH

MpoQEeCCUOHATIEHOTO COOOIIECTBA U MX OTHOIICHUSI K JAHHOU Mpoleme.
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Tewma 2.10 — CrpaxoBanue nHOOPMAITMOHHBIX PHUCKOB
(ITnanupoBaHue U yrpapieHHe HHOOPMALMOHHON O€30MaCHOCTHIO)

1 OcHOBBI METO0JIOTMH CTPAXOBAHUS HH(POPMALMOHHBIX PUCKOB

XOTsl CTpaxOBaHHME PUCKOB, CBSI3aHHBIX C MH(OPMALMOHHON 0€30IaCHOCTHIO,
camo 1o ceOe He SBISETCS OPraHU3alMOHHBIM CPEACTBOM 3aIUThI HH(OpManuu (Tak
KaK (akT HaJIU4Yusl WIM OTCYTCTBUS TAKOM CTPAXOBKM HE BIMSET HA BEPOSTHOCTH
HaHECeHHs yiiepoa MH(OPMALIMOHHBIM pecypcaM), BCE KE OHO SIBIISICTCS BaXKHBIM H
MEPCTIIEKTUBHBIM HMHCTPYMEHTOM YIpPABICHUS HHPOPMAIIMOHHBIMH pPHCKaMU Ha
npeanpusatud. C TOUKU 3pEeHUs] pUCK-MEHEPKMEHTA, CTPAXOBAHUE SIBJISIETCS IJIaBHBIM
MHCTPYMEHTOM TaK Ha3bIBaeMOM «repenayn puckoB». OCHOBHBIM (aKTOpOM,
00yCIIaBIMBAIOLUIMM 3aWHTEPECOBAHHOCTh MPEANPUATUH B CTPaXOBaHUU CBOMX
WH(POPMAILIMOHHBIX PECYPCOB, SBIAECTCA TO, YTO B CIydae KaKWUX-IMOO CEPbE3HBIX
HapymieHuii B pabore WHGOPMAIMOHHBIX CHCTEM NPEANPHUITHE IOJIydaeT
BO3MO>KHOCTh 3a CUET CTPAaXxOBBIX BBIIUIAT OTHOCUTENBHO OBICTPO BOCCTAHOBHUTH MX
(cucteM) paboTy, a TaK’K€ OCHOBHBbIE OM3HEC-TIPOILIECCHI 1 KOMIICHCUPOBATH (XOTS OBl
YaCTUYHO) yEepO OT BBIHYXIEHHOTO MPOCTOS U MOTEPU HH(OPMALIMOHHBIX AKTHUBOB.

Cornacao 3akony P® «O06 opranuzamuu cTpaxoBoro jneia B Poccuiickoit
@denepanun», OOBEKTOM CTpaxOBaHUS MOTYT OBITH HE MPOTHBOpPEYAIIHE
3aKOHOJATEIbCTBY HMYILECTBEHHBIE WHTEPECHI, CBSI3aHHBIE C  BIIAJICHUEM,
MOJIb30BaHNEM, PACTIOPSHKEHHUEM MMYIIECTBOM, a TAKXKE CBSI3aHHBIE C BO3MEIICHUEM
CTpaxoBaTejieM MPUYMHEHHOTO UM BpeAa JIMYHOCTU WA UMYIIECTBY (HHU3HUECKOTO
JauIa, a TakXke BpeAa, NPUYMHEHHOTO HOPUIMYECKOMY JHIy (CTpaxoBaHHUE
OTBETCTBEHHOCTH). TakuM 00pa3oM, Ha MPAKTUKE OOBEKTaMU CTPAXOBAHUS MOTYT
OBITh:

— wuH(popmanmoHHBIE pecypchl (B TM000M WX BUAE: 0a3bl JaHHBIX,
OHMOJIMOTEKH AJIEKTPOHHBIX TOKYMEHTOB U TIp.);

— TporpamMmHOe obOecrieueHue (Kak YXKe€ HCHOJb3yeMble MpOrpaMMHbBIE
COOCTBEHHbBIE U MOKYITHBIE MPOIYKTHI, TAK U HAXOALINECS B pa3paboTke);

— ammapaTHoe — oOeclieyeHWe  MH(POPMALMOHHBIX  CHUCTEeM  (ceTeBoe
o0opyoBaHue, cepeprl,  paboune  CTaHIMUM,  TEIEKOMMYHUKALHOHHOE

oOopynoBanue, nepudeprsi, MICTOYHUKH OecriepeOOHOT0 MUTAHUS U TIP.);
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— (hUHAHCOBBIE AKTUBHI (JCHEXXHBIE CPEJCTBA, 0€30KYMEHTApPHBIC IEHHBIC
OyMaru) B 3JIGKTpOHHOH ¢opme (B TOM 4MCIIE CPEICTBa HAa CUETaX, YIPaBISIEMBIX
IIPY TIOMOIIU CHCTEM «KIIMEHT-0aHK»).

JloroBop cTpaxoBaHus (CTpaxOBOM TOJIMC) MOXKET MpeaycMaTpuBaTh
BO3MEILIEHUE TPSIMBIX YOBITKOB B Clydyae HACTYIUICHUS PA3JIMYHBIX CTPaXOBbIX
CIIy4yaeB, TAKUX Kak:

— BBIXOA H3 cCTpos (cOom B paboTe) HHPOPMAIMOHHBIX CHCTEM,
OOyCIJIOBJICHHbIE HEJOCTATOUYHBIM KAauye€CTBOM HCIOJb3YEMbIX MPOTPAMMHBIX U
anmapaTHbIX CpEICTB, OIIMOKaMHM TMpU HMX HOPOEKTHUPOBAHUU, pa3paboTKe,
IIPOU3BOJICTBE, YCTAHOBKE, HACTPOMKE, OOCITYKUBAaHUHU UITU SKCIUTyaTallUH;

— YMBILUIEHHBIE MPOTHUBOIPABHBIE JEHUCTBUS COTPYAHHUKOB MPEAIPUITHS,
COBEpILEHHbIE C [EJbI0 HAaHECTH ylepd NpeanpusaTuo JHOO0 IMOJYyYUTh
OINPEJEIICHHYIO BBITOLY;

— HanajaeHus (aTaku) Ha UHPOPMALMOHHBIE CUCTEMBI IPEAIPUATHS, KOTOPBIE
COBEpILEHbl TPETbUMM JIMUAMU C LEJIbI0 HaHEeCTH ylepOd WHGOPMAIMOHHBIM
pecypcaMm TpeanpuaTds U €ro HHQPOPMAIMOHHBIM cHcTeMaM (NOBPEIUTh WIH
YHUUYTOXUTh HWH(GOPMALIMIO, XPaHALIYIOCS B DJIEKTPOHHOM BHUJAE, MOJYYUTh
KOH(HMIEHIIMAJIbHBIE CBEJICHUS, BBIBECTH W3 CTPOS NPOTpaMMHBIE W alapaTHbIC
CpEeICTBA C 1LENbI0 MPEKpaTUTh WIM NPUOCTAHOBUTH (PYHKIIMOHUPOBAHUE
OTpeICIICHHBIX CEPBUCOB U TIP.);

— BO3JICUCTBHS BPEIOHOCHBIX MPOTrpaMM M MakKpoCOB (BUPYCOB, YEpBEH H
mp.), TMOBJIEKIINE HapyleHUus padboThl HHPOPMAIMOHHBIX CHCTEM, MOTEPIO
nH(}OpMaIUKU WK pasrianieHrue KOHPUAESHIMaIbHOU nH(popManuu;

— XUIIeHHE (PUMHAHCOBBIX AKTHBOB (JIEHEKHBIX CPEACTB, O€3J0KYMEHTAPHbIX
LIEHHBIX OyMar), COBEpILIEHHOE MyTEM OCYIIECTBICHUS Pa3IMYHBIX HETPAaBOMEPHBIX
JNEUCTBUN: KPAaXKU MApOJICH U KIOYEN, IIPUCBOCHUS JIMYHOCTH, BHECEHHUSI U3MEHECHUM
B [IPOrpaMMHOE 0OecriedeHue U mp.

B gomnonHeHWe K OCHOBHBIM pHCKaM, HEMNOCPEICTBEHHO CBSI3aHHBIM C

I/IH(bOpMaLII/IOHHBIMI/I AKTHBaMH, TaKKC MOTI'yT OBITH 34CTPaxOBaHbI:
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— yYOBITKM OT TIIPUOCTAHOBKHM OCHOBHOM XO3SMCTBEHHOW JEATECIbHOCTH
IPEANPUATHS B pe3yJibTaTe HapyIIeHUs paboThl HHOOPMAIIMOHHBIX CUCTEM;

— JIONOJIHUTEIBHBIE PACXOJbl, CBSI3aHHBIE C MOJJICPKAHUEM TEKYILIEH
XO3STUCTBEHHON JEATETLHOCTH B TIEPUOJ BOCCTAHOBJICHHS PabOTHI MOBPEKICHHBIX
MH()OPMAIIMOHHBIX CUCTEM;

— JIOTNOJIHUTEIBHBIE PACXO[Ibl, CBS3AHHBIE CO CPOYHBIM BOCCTAaHOBJICHUEM
paboThl MHGOPMAIIMOHHBIX CHCTEM, a TAKXE CPOYHBIM BOCCTAHOBIICHHEM OCHOBHOM
XO3SIMCTBEHHOU JIESITEIbHOCTH TIPEAIPUSITHSA;

—  JIONOJIHUTEJBHBIE PAaCX0/ibl HA BOCCTAHOBJIEHUE JEJTOBOM PEMyTallUU MTOCIIE
TOro, Kak el ObUT HaHeceH yuepOd B pe3ynbTaTe aTakd Ha HHQPOPMaLMOHHBIE
pecypcsl 1 nHpopMarronnsie cuctembl (Public Relations Coverage).

VYObITKM OT TPUOCTAHOBKM OCHOBHOM  XO3SMCTBEHHOM  JI€SITEILHOCTH
NPEANpUATAS MOTYT BKJIOYAaTh B Ce€0s YHYIIEHHYIO BBITOJy, OOYCIIOBIECHHYIO
pocToeM HHOOPMAIIMOHHBIX CHUCTEM (T.€. Ty MPUOBUIb, KOTOPYIO MPEANPHUATHE
MOIJIO OBl TMOJYy4YWTh, HO HE TMOJYYWJIO TO TPUYMHE BBIXOJA U3 CTPOs
MH()OPMAIIMOHHBIX CUCTEM), a TaKXKE PacXOobl MO MOICPKAHUI0 UHPPACTPYKTYPHI
NPEANPUATHS B TIEPUOJT BBIHYXKJICHHOTO MTPOCTOSl (KaK MpPaBUJIO, 3TO HEKOTOpbIC
MOCTOSIHHBIE PAacXOibl, HE 3aBUCALIME OT OO0bEMa BBIMYCKA NPOAYKIUU U
MHTCHCUBHOCTH  XO3SMCTBEHHON JICSITCIBHOCTH). J{OMOJHHUTENBHBIE PACXOJIbI,
CBSI3aHHBIC C TMOJJICP)KAHUEM TEKYILEH XO3AMCTBEHHOM IEATEIBHOCTA B TEPUOJT
BOCCTAHOBJICHUS paOOThl TMOBPEKJICHHBIX HH(OPMAIUOHHBIX CHUCTEM, MOTYT
BO3HHMKATh B TOM CJIy4ae, €CJId CYIICCTBYIOT HEKOTOpPbhIEC aJbTEPHATHUBHBIE CIIOCOOBI
00paboTKM W XpaHeHHsT UWHOOpPMAMKM U OCYIIECTBICHUS ON3HEC-TPOILIECCOB
(mammpuMep, Ha 0a3e MPOrpaMMHBIX M allllapaTHBIX CPEJACTB, a TaKkKe
TEJIEKOMMYHUKAITMOHHBIX KaHAJIOB, BPEMEHHO apeHAYEMbIX Y CIECIHATU3UPOBAHHBIX
KOMIMAaHUN) U NPEINPHUATUE COUYTET HY>KHBIM M BO3MOYKHBIM BOCIIOJIb30BATHCSI ATUMHU
albTEpHATUBHBIMH criocobamu. IIpu 3ToM 3ajelicTBOBaHHE TaKUX PE3EPBHBIX
pPECypcoB, Kak IpPaBWJIO, JIOJDKHO OBITh COIVIACOBAHO CO CTPaxOBOW KOMITaHHUEH,

HOKpBIBaIOH_[eﬁ 9TH PACXOJBbI. I[OHOJ'IHI/ITeJIBHBIe pacxoabl, CBA3aHHBIC CO CPOYHBIM
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BOCCTAaHOBJICHHMEM pPAa0OThl MH(POPMAIMOHHBIX CHCTEM, MOTYT BO3HHKAaThb B TOM
cillyyae €ciid, Hanpumep, Yy CTOPOHHUX IIOCTaBIIMKOB CYIIECTBYIOT HEKOTOPHIC
anbTEepHATUBHBIE (0OOJiee OMEpATUBHBIE IO CPABHEHUIO C OOBIYHBIMH) YCJIOBUSA
MOCTaBOK OOOPYIOBAaHUS U MPOTPAMMHOIO OOECIEUYEeHHs], & TaKXKe MPEI0CTaBICHUS
YCJIYT 1O BBOJY B ICUCTBUE MH(GOPMAIIMOHHBIX CHCTEM.

Bce aTm pacxompl, 04eBHUIHO, TaKKE MOTYT OBITh OOBEKTAMH CTPAXOBAHUS.
[Ipyu sTOM B KaXIOW CHUTyalluM CTPAaXOBUIMKY K CTpPaxoBaTENI0 HEOOXOAMMO
JETANbHO TIPOAHAJIM3UPOBATh PA3IMYHBIC ATBTCPHATHBBI BBIXOAA W3 KPHU3UCHOM
CUTyallU W BbIOMpaTh Haubojee IlelecooOpa3Hble BapHaHThl. Tak, Harpumep,
CTpaxoBas KOMIIAHMS MOXKET OTKa3aThCA KOMIICHCHPOBATh JOTIOJHUTEIHHBIC
W3JICPKKH, CBS3aHHBIE CO CPOYHBIM BOCCTAHOBJICHHEM HH(POPMAIMOHHBIX CHCTEM,
eciu 0osiee BBITOJHON SBIISIETCS] KOMITEHCAIIUS YITYIIIEHHOW BBITOJIBI 3a Mepuo1 0oiiee
JUTHTEITEHOTO BBIHYKJIEHHOTO TIPOCTOSI.

[Ipouienypa cTpaxoBaHusi (PKU3HEHHBIM LHMKJI JIOTOBOpA CTPAaXOBaHUS)
BKJIIOYAET B ce0sl HECKOJIbKO OCHOBHBIX 3TanoB (Pucynok 1).

1) TlpenBapuTenbHOE 0O0CIEAOBaHUE MPEANPUATHS, aHATU3 CYIICCTBYIONIUX
PUCKOB JIs1 ”HGOPMAIIMOHHOM 6€30MacHOCTH.

2) dopmynupoBaHUE PEKOMEHIAIMNA 10 YMCHBIIICHHUIO PUCKOB M Pealn3alus
MPEANPUATHEM COOTBETCTBYIOITUX MEPOIIPUATHH.

3) CoryacoBaHue YCIIOBUI CTPaxOBaHUs M 3aKJIFOYCHHUE JOTOBOPA.

4) Ananu3 ymiepba W €ro pacdyer B JCHEXKHOM BBIPAKCHUU B CIllydae
peanu3aly 3aCTPaxOBaHHBIX PUCKOB.

5) CormacoBaHue W TMOCIEAYIOIIEe OCYIIECCTBICHUE CTPAaXOBbIX BBIILIAT,

MOKPBIBAIOIIUX YIIIEPO.



Tema 2.10 — CtpaxoBanue HHPOPMAITMOHHBIX PHCKOB
(ITnanupoBaHue U yrpaBieHre HHHOPMAMOHHOI 6€30MaCHOCTHIO)

WHULMmpoBaHne cTpaxoBaHus
MHOPMALMOHHBIX PUCKOB

¥

Ananua ocobeHHocTen busHeca,
cneundmrkKn NOCTPOEHUN
MHOPMALIMOHHbBIX CUCTEM U
CYLLECTBYIOLMX PUCKOB

l

BoipaboTtka pekomeHgauuii no
YMEHbLUEHWUIO PUCKOB U NX BeipaboTka ¢ cornacosaHune
BbINONHEHUe yCNOBUI CTPaXxOBaHUA

]

3akn4yeHne CTpaxoBoro
A0rosopa

v

HacTtynneHnve cTpaxosoro
cnyyas

|
Ouexka yuiepba (B cnyyae ecnu
3aCTpaxoBaHHbIE aKTUBBI
YHUYTOXEHbBI HE NOMHOCTLIO)

|
I

Bbinnarta komneHcaumm

I

OkoH4aHue cpoka aencTens
gorosopa

Pucynok 1 — ctaguu npotiecca crpaxoBanus HHGOPMALMOHHBIX PUCKOB
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(ITnanupoBaHue U yrpapieHHe HHOOPMALMOHHON O€30MaCHOCTHIO)

[TpenBaputensHoe oOCHEeIOBAaHUE NPEANPUATHS 10 3aKIIOUEHUS JO0roBOpa
CTPaXOBaHUs BO MHOTOM aHAJOTMYHO IPOBEACHUI0 BHEIIHEIO ayJWTa WU TaKKe
MOXET OCYIIECTBIATHCS HE3aBUCUMOM CIIEMANIU3UPOBaHHOW Kommanuen. [lo
OKOHYaHUH TaKOW MPOBEPKU MOTYT OBITH COPMUPOBAHBI JIBA OCHOBHBIX JOKYMEHTA!

— OTYeT (3aKJIIOYEHHE) O COCTOSIHMM HMH()OPMAIMOHHOW 0e30macHOCTH Ha
MPEANPUATHH;

— PEKOMEHJauuu 1o ITOBBIIICHUIO YPOBHS 3aIMIIEHHOCTH
MH(OPMALIMOHHBIX PECYPCOB U YMEHBILIEHUIO PUCKOB.

Takoe oOcnenoBaHue B JajdbHEHIIEM CO3/1a€T MPEANOCHUIKU JJIsl TPUHITHUS
pelIeHHsT O BO3MOYKHOCTH M LIE€JIECOOOpPa3HOCTH CTPaxoBaHUs HH(GOPMALMOHHBIX
PUCKOB JTaHHOTO NPEANPUATHS, a TaKXKe I O0OOCHOBAHHOIO KOJIMYECTBEHHOTO
aHaJM3a PUCKOB U ONPEAEIIEHUS OCHOBHBIX IAPAMETPOB IOrOBOPA CTPAXOBAHUSL.

Ha ocHOBe OLIEHOK pHCKOB (C Yy4eTOM peaju3alud pPEeKOMEHIOBAaHHBIX
MEPONPUATHIA 110 UX YMEHBIIEHHUIO) ONPENEIseTCa OAHO U3 Hanbosiee CylIeCTBEHHbIX
YCIIOBH JOTOBOpa CTpaxOBaHMs — CTaBKa cTpaxoBaHus. Kak nmpasuiio, ee pazmep He
IIPEBBIIIAET IISITH MPOLEHTOB, OJHAKO HAa NPAKTUKE OH MOYKET BapbHpPOBATHCS B
JMana3oHe OT HECKOJBKHMX JIECATHIX JOJEH MPOLEHTa A0 MIATH U 0oJiee MPOIEHTOB.
Ha pasmep cTaBKM B KaXJIOM KOHKPETHOM CIIy4a€ MOTYT HOBIMATH HECKOJIBKO
(haxTopoB:

— CTaTUCTUYECKUE [IaHHbIE, KAacaroUulMecsi HapylleHUd HWHPOPMALMOHHON
0€30MacHOCTH Ha aHAJIOTUYHBIX MPEANPUATHUAX (B COMOCTABUMBIX YCIOBHSIX);

— YpOBEHb  3AIMUMUICHHOCTH  MH(GOPMALMOHHBIX  PECYPCOB  JAHHOTO
npeanpuatTus  (KauecTBO  MCHOJIb3YeMbIX  TEXHUYECKUX  CPEJICTB, YpPOBEHb
OpraHU3aIMOHHOTO O0ecredeHus] HH(POPMAIIMOHHON 0€30MaCHOCTH Ha MPEANPUATAN
u 1p.);

— HWHTEHCUBHOCTb TEKYIIEH XO34MCTBEHHOW MAESATENbHOCTU (BBIITOJIHEHHUS

TEeKyIuX OU3HEC-onepanui);
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— CcTpaxoBas CyMMa — CTOMMOCTh MH(OPMAIIMOHHBIX aKTUBOB, MOJJICKAIIUX
CTpPaxOBaHHUIO (KakK MPaBHIIO, 4eM OO0JbIIE€ CTOUMOCTh CTPaxye€MbIX PEeCcypcoB, TeM
HIKE yAENbHAs CTaBKA CTPAXOBAHMUS).

[TomMmuMO CTaBKU CTpaxOBaHUS B IMPOIIECCE COIIACOBAHMS YCJIOBHM J10roBOpa
TaK)Ke OINpEeNeNsieTcss JIpYrol BaKHBIM mapamMeTp — JUMHUT OTBETCTBEHHOCTH
CTPaxOBOM KOMITaHWH (MaKCHUMaJIbHasl BEJIWYWHA CPEACTB, KOTOPHIE MOTYT OBITH
BBITUTAYEHBI CTPAXOBIIMKOM CTPaxoOBaTeIl0 B TEUEHHE BCEro Cpoka JeHCTBUS
noroBopa ctpaxoBanusi). Kak npaBuiio, cTpaxoBas cyMMa JIOJKHA OBITh O0CTaTOYHO
OOJIbIIION, YTOOBI Y CTPaxOBOM KOMIIAHMHM OblJa BO3MOKHOCTH KOMIIEHCHPOBATH
HaKJIaJHbIE pacxXoibl (B YaCTHOCTU, PACXOJIbl HA MpEBApPUTEIIbHOE O0O0CIeI0BaHUE
MPEANPUATHS ), CBI3aHHBIE C 3aKIIOUYEHHUEM JIOTOBOPA CTPAXOBAHMS.

B ciuywae peanuzanuum pucka (BOSHHUKHOBEHHS CTPaxOBOTO  CiIydas)
3acTpaxoBaHHbIE MH(OPMAIMOHHBIE PECYpPChl MOTYT OBITh MOJHOCTBIO yTpPay€HBI.
IIpu 3TOM cTpaxoBasi KOMIaHUA JOJKHA OyAET MPOU3ZBECTU CTPAXOBHIC BBIIIATHI B
MOJIHOM 00BeMe (B Tpeiesiax YCTaHOBJICHHOTO JINMHUTA OTBETCTBEHHOCTH). B cityuae,
€CJIU TOBPEXKJICHA TOJIBKO YacTh MH(POPMAIMOHHBIX PECYpPCOB, ISl MPEANPUSITUS U
CTPaxOBO KOMITAHWH HAYMHAECTCS CIIOKHBIN MPOIECC OMpEIeNieHNs CyMMBI yiepoa,
KOTOpasi JOJKHa OBITh KOMIIGHCHpOBaHa. Takas OIICHKAa TaKXe MOXET OBITh
MPOM3BEICHA HE3aBUCUMOM TPEThEN CTOpOHOU. Kpome Toro, mpeaMeTom aHanusa B
ATOM CHUTyallM MOTYT OBITb BCE OOCTOATENBCTBA, CBS3aHHBIC C TPOU3OLIEHIINM
CTPaxoBBIM CJydyaeM. B 4YacTHOCTH, JIOTOBOPOM CTPaxOBaHHUSI MOXKET OBITh
MpeaycMOTpeHa OOS3aHHOCTh MPEANPUATUSI-KIMECHTa MPEANPUHITL PSIA MeEp B
paMKax ONpeAeICHHOrO MIaHa aBapUITHBIX MEPONPUITUI C LETbI0 MUHUMU3UPOBAThH
yiiep6. Takum oOpa3om, cTpaxoBasi KOMIAHUS, TPEXIEC YeM MPOU3BECTH BBIILIATHI,
JoJKHA OyeT yOeTUThCS B TOM, YTO MPEANPUITHEM-KIUEHTOM OBUIN TPEITPUHSTHI
ONpeIeJICHHbIE MEPBI MTPEAOCTOPOKHOCTH.

To 00CTOATENBCTBO, YTO B3aMMOJICHCTBHUE CTPAXOBIIUKA U CTPAXOBATEIIS MPU
OTpENENCHNN pa3Mepa CTPAaxOBBIX BHIIUIAT SIBJISETCS OJHMM €3 HauOolee
NpOOJIEMHBIX BOIMPOCOB, 3aCTABIISIET NEPENIOBbIE KOMIAHUM MCKAThb HOBbIE (DOPMBI

OpraHu3alliy Tpoliecca CTpaxoBaHusA. Tak, Hampumep, JUisl pa3perieHus: npoodsem
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OpU peanu3alrdyd HEKOTOPBIX CTPaXOBBIX PUCKOB M YMEHBIICHHUS YOBITKOB TpETbel
CTOPOHOM B JIOTOBOpPE CTPaxOBaHMsSI MOKET BBICTYNATh KOMIIAHHUSI — IOCTaBIIUK
WH(POPMALIMOHHBIX CHCTEM M KOMIUIEKCHBIX PEIICHHUH, KOTopas MpH HACTYIUICHUU
CTPaxOBOTO CJy4yasi MOXKET Ha HEKOTOpoe BpeMms (Ha MEepHoJi BOCCTAHOBUTEIHHBIX
paboT) mpeAoCTaBUTh pPE3EPBHBbIC MPOrPaMMHBIE M allapaTHbIE CPEACTBA JUIs
oOecrieyeHus: HeNPEePhIBHOCTH OCHOBHOM JIEATEIILHOCTH MPEANPUATHSI-CTPAXOBATENS,
a TaKk)Ke OpPraHU30BaTh CAMU BOCCTAHOBUTEIbHBIE pabOThI. B 3TOM ciyuyae ctpaxoBas
KOMITAHHSI MOYET COKPAaTHTh pa3Mep CTPaxOBbIX BBILJIAT Ha KOMIIEHCALUIO
YIYIIEHHOM BBITObI MPEIPUATHSI-CTPAX0OBATEN U M30€KaTh HEKOTOPHIX MU3IUIITHUX
BBIIJIAT HA BOCCTAHOBJIEHUE YTPAUEHHBIX NH(OPMAIIMOHHBIX PECYPCOB.

[TomuMo cTpaxoBaHHsl COOCTBEHHO MH(POPMALIMOHHBIX PUCKOB, TAK)KE BAKHOE
3HAYEHUE HMEET CTPAXOBAaHHE TPAKIAHCKOM OTBETCTBEHHOCTH KOMIIAHUH,
OKa3bIBAIOMIMX HMH(POPMALIMOHHBIE YCIYTM M YCIYI'H MO 3allUTe HHPpOpMaluu
00JIBIIOMY YHCITY [10JIb30BaTENEH:

— CTpaxOBaHHE TPAXKIAAHCKON OTBETCTBEHHOCTH YIOCTOBEPSAIOLIMX LIEHTPOB,
paboTamKX B UHOPACTPYKTYpe MyOTUUHBIX KITIOYEH;

— CTpaxOBaHHE OTBETCTBEHHOCTH (POHIIOBBIX OMPK M JIPYTUX DJICKTPOHHBIX
TOPTOBBIX IIJIOIIA/IOK 110 BO3MEIIEHUIO UMYIIECTBEHHOTO BPEJa TPETHUM JIULIAM;

— CTpaxOBaHHWE TPAXKJAHCKOM  OTBETCTBEHHOCTH  pa3pabOTYMKOB U
MOCTaBUIMKOB CPEACTB 3alUThI HH()OpMALUY.

HeobxoaumocTh cTpaxoBaHHUS TPaXTAHCKONW OTBETCTBEHHOCTH KOMIAHUM-
MOCTaBUIMKOB MPOAYKTOB M YCIyr Teped MNOTPeOUTEeNssMH B 3TOM cllydae
o0ycloBJE€HAa TE€M, YTO MX Yyciayramu (IpOAyKTaMHu) MOJb3YeTCsl OOJIBIIOE YHCIIO
KJIIMEHTOB, KaXJIblii U3 KOTOPBIX C HCIOJb30BAHUEM JTHUX MPOAYKTOB M YCIYT
YOpaBiseT JOPOTOCTOSIIUMHU  HMHGOPMAIMOHHBIMUA  aKTHUBaMU  ((hMHAHCOBBIMU
cpencTBamMu, KOH(DHICHIIUATLHBIMU CBEICHHUSIMH, DPa3rIallleHHe KOTOPBIX MOXKET
MPUBECTH K OTPOMHBIM YOBITKaM, W Tp.). Takum oOpa3oMm, y KOMIaHUK-
MOCTABIIMKOB TaKUX MPOJYKTOB U YCIYI BO3HUKAIOT PUCKU TOTO, YTO K HUM OyAyT

MpCAbABJICHBI UCKM O BO3MCHICHHUU ymepGa, IIOHECCCHHOI'O0 KIMCHTaMH BCJICACTBHC
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TOr0, YTO 3JIOYMBIIUICHHUKA BOCIOJIb30BAJIUCh YA3BHUMOCTSIMA B ITOCTaBIIIEMBIX
npoaykrax. O4YeBUAHO, YTO COOCTBEHHbIE aKTHUBBI M JOCTYIHBIE CpEJICTBA,
UMEIOIMECS] Yy KOMIIAHMU-TIOCTaBIIMKOB, KakK TMPaBWJIO, TOpa3fgo MEHBIIE
MOTEHIIMAIBHO BO3MOXKHOTO yiiepOa, KOTOPBI MOXKET BOBHUKHYTh Y UX KIMEHTOB. B
pe3yiabTare d3TOr0  CTpaXxOBaHUE  OKA3bIBACTCS  €AUHCTBEHHBIM  CPEACTBOM
oOecriedyeHus: OTBETCTBEHHOCTH U, CIEJOBATEIbHO, MOCTPOCHUS IIMBHJIM30BAHHBIX
B3aMMOOTHOIIIEHU Ha PBIHKE CPEJCTB 3alUThl MHPOpPMAlLMU, a TAKXKE YCIYT IO
3amuTe HHOOPMaLIHH.

2 PBIHOK CTPaxoBBIX YCJIYT

MupoBasi mnpakTUKa cTpaxoBaHus HWHGOPMAIMOHHBIX PHUCKOB Hayaia
CKJIQJIBIBATHCS B JIEBIHOCTBIX TOJIaX M Moyunia cBoe pazsutue nocie 2000-ro roaa,
KOr/la, C OJHOW CTOPOHBI, PUCKH HH(MOPMAIIMOHHOW O€30MaCHOCTU cTalu OoJee
CEephE3HBIMHU, YEM KOTJIa-Tn00, a ¢ JIPyrod — B 3alaJHBIX CTpaHaX OKOHYATEIHHO
CJIOXKUJIACh MPaKTUKa HE BKIIOYATh WH(OPMAIMOHHBICE PUCKU B YHUBEpCAIbHBIC
CTPaxOBBIE MOJUCHI, KOTOPHIMU OOBIYHO MOKPHIBATUCH OCHOBHBIE OM3HEC-PUCKHU.

Takum 00pa3oM, K HACTOSIIEMy BPEMEHHM KPYMHEHIIUMU MHUPOBBIMHU
KOMITAaHUSIMH, OKA3bIBAIOIIMMHU YCIYTH M0 CTPAXOBAHUIO WH(DOPMAIMOHHBIX PUCKOB,
SIBJISTFOTCSI:

— DBpuranckas crpaxopas komnanus «Lloyds of Londony;,

— amepukaHckas kommnanus «AlGy;

— Zurich North America («The E-Risk Edge solutiony);

— crpaxoBas rpymmna «Chubby;

— cTpaxoBas koMmanus «Marshy.

CrpaxoBanue uH(pOpMaIMOHHBIX puckoB komnanuer Lloyds of London
OCYILIECTBJISIETC ~ COBMECTHO ¢  u3BecTHOM  kommnanued  Counterpane,
MPEOCTABIISIONIEH YCIYTH IO OLICHKE COCTOSIHUS 3alUIIICHHOCTH WH()OPMAIIMOHHBIX
PECYPCOB U TI0 TEKYIIEH MOIepKKe HHPOPMaIMOHHOM Oe30macHocTr. Takke B ATOM
pabore yvactBytor kommanuu Frank Crystal & Co. m SafeOnline Ltd. Dtm

HpGI[HpHSITPIﬁLI npemgiararoT aiBa OCHOBHBIX COBMCCTHBIX CTPAaXOBBIX IIPOJAYKTaA:



Tewma 2.10 — CrpaxoBanue nHOOPMAITMOHHBIX PHUCKOB
(ITnanupoBaHue U yrpapieHHe HHOOPMALMOHHON O€30MaCHOCTHIO)

— Internet Asset and Income Protection Coverage («IlokpeiTHe pPHCKOB,
CBSI3aHHBIX ¢ MHPOPMAIMOHHBIMA aKTUBAMH U UH(POPMAIMOHHOMN JIEATCIBLHOCTHIO)
— IporpamMma CTpaxoBaHusl HH(POPMAIIMOHHBIX PECYPCOB OTAEIBHBIX KOMITAHUA;

— Internet Asset and Income Protection Warranty Plan («Ilnan
rapaHTUPOBaHUS UHPOPMAIIMOHHBIX aKTUBOB M MH(POPMAITMOHHOM JEATCILHOCTHY) —
OCHOBaHHBII Ha CTPaxOBaHUU IUIAH TapaHTUPOBAHUA HAJEKHOCTH PAOOTHI
MOCTaBUIMKOB yciIyT IHTEpHET.

AmMepuKkaHCcKas cTpaxoBasg Kommanus American International Group, Inc.
(AIG), neiictBytomass B 130 crpanax mupa, B jule cBoero mojapasnaencHus AlG
eBusiness Risk Solutions (AIG eBRS) mpeanaraer mnporpamMmy CTpaxoBaHUs
nHpopmanmoHHsix puckoB netAdvantage (AIG netAdvantage Suite). B pamkax
CBOEH KOMIUIEKCHOW MPOTpaMMbl CTPaxOBaHMs 3Ta KOMIIAHUS Mpejaraet CKUIKU
KJIMEHTaM, TOJb3YIOIUMCA ONPEACICHHBIMU CpPEACTBAMH 3aIIUThl HMHPOPMAIIH.
st obecnieuenrs 3p(HEKTUBHOCTH U KOMIUIEKCHOCTH YCIyT o crpaxoBanuio AlG
eBRS opraHn30BbIBa€T TEXHOJIOTMYECKUE AIBSIHCHI C KOMIIAHUSAMU, TOCTABJISIOIUMUA
CpEeICTBA 3alIMThl HHPOPMAIIUH, a TAKKe MPOBOJISIINMU ayAUThI 0€30MaCHOCTH.

B pamkax nporpammbl netAdvantage mnpejiaraercs HECKOJIbKO BapUaHTOB
CTPAaxXOBOM 3aIUTHI:

— 3amura oT ymepba B cilydae HENPaBOMEPHOTO pa3IIallleHHs YaCTHBIX
JTAHHBIX;

— 3amuTa OT YHHUYTOXEHUsS (yTpaThl) [JIaHHBIX WJIM IPOTPAMMHOTO
oOecreyeHus;

— 3amura oT yuepba B Cilyyae HAapyIICHHUsS ONEPalMOHHOW ESITeIbHOCTH
(ynymieHHasi BbITOAa M JIONOJIHUTEIBHBIE PAcXolbl) B ClIydae HapYyIICHHM
nH(pOpMAITMOHHOM 6€3011aCHOCTH;

— CTpaxoBas KOMIICHCALIUS 3aTpaT Ha HEUTPaAIU3aLUI0 YI3BUMOCTEH;

— CcTpaxoBas KOMIIEHCAllUs 3aTpaT Ha BOCCTAHOBJICHHE JEJIOBOM pernyTaiuu

(PR) B cmyuae peanu3arii pucKoB.
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B Poccun ogHOM W3 MEPBBIX KOMMAHWM, HAYaBLIMX IPEIOCTABIATH YCIYTH
Takoro poja, cran «Murocctpax». B 1999 roay 6suto noamucano «CorjaiieHue o
COTPYIHMYECTBE B O0JACTH CTpaxOBaHUS HWH(GOPMAIIMOHHBIX PECYPCOB» MEXKIY
MunuctepctBoM P® 1o cBsi3m u uHPOpMaTH3alMHM, C OJHOM CTOPOHBI, H
cTpaxoBbiMu KoMmmanusiMu «Hurocctpax» u «uductpax» — ¢ apyroit. Haunnas c
2000 roga HEKOTOPBIE POCCUUCKHUE CTPAXOBBIC KOMIIAHUUW TOJYYUIIW JIMIIEH3UU Ha
OCYILIECTBIICHUE TAaKOW JAEATEIBbHOCTH, OAHAKO B ILE€JIOM 3TOT PBIHOK B Poccum
OCTaeTCs HEpPa3BUTHIM. JlesATETbHOCTh CTPAaXOBBIX KOMIAHUW, KaK IPaBUIIO,
OpUEHTHPOBAaHA Ha CTpaxOBaHUE OAHKOBCKUX PUCKOB M KPYIMHBIX OOBEKTOB (TaKHX
kak «Poccuiickas ToproBas cucrema», PTC wunm cucrema MexOaHKOBCKOTO
MPOIIECCUHTOBOTO LIEHTPa 3JIEKTPOHHOTO JOoKyMeHTooOopoTa Faktura.Ru), nmpu sTom

HCKOTOPBIC CCTMCHTEI 3TOI'O PhIHKA IIPAKTHYCCKH HC PAa3BHUBAIOTCA.
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Tema 2.11 — DxoHOMHKA TUTAHUPOBAHUS U YIIpaBJIeHUs WH(DOPMAITMOHHONW 0€301MacHOCThIO
(ITnanupoBaHue U yrnpapieHHe HHOOPMALMOHHON O€30MaCHOCTHIO)

1 OcHOBBI 3KOHOMMKH NH(POPMALMOHHOMH 0€30I1aCHOCTH

VYnpasnenue nHGOpMAIIMOHHON O€30IIaCHOCTHIO, TaK K€, KaK U YIPaBICHUE BO
MHOTHX Jpyrux cdepax AesATEIBHOCTH, MPEANOJIaracT MEePUOIUYECKOe MPUHATHE
Pa3IMYHBIX YMPABICHYECKUX DPEIICHUM, 3aKII0YAIOUXCs, KaK MPaBUIIO, B BbIOOpPE
OTPEICIICHHBIX abTepHATUB (0TOOPE OJHON U3 BO3MOXKHBIX OPraHU3aI[MOHHBIX CXEM
WU OJIHOTO U3 JOCTYIHBIX TEXHUUYECKUX PEIICHHI) WK OMpPENEICHUH HEKOTOPBIX
napamMeTpoB OTIEIbHBIX OpPraHU3allMOHHBIX W/WJIM TEXHUYECKUX CHCTEM U
noacucteM. OJHUM W3 BO3MOXHBIX MOJXOJI0OB K BHIOOPY aJbTEPHATUB B CUTYalUU
MPUHATHUS YIPABICHYECKOTO PEIICHUS SBJSIETCA T.H. «BOJIEBOM» IMOJIXOH, KOTIa
pelieHrue Mo TeM WM WHBIM MPUYUHAM MPUHUMAETCS UHTYUTHUBHO, U (POpMabHO
000CHOBaHHAas MPUYUHHO-CIICJICTBEHHAS B3aUMOCBSI3b MEXIY OMNPEACICHHBIMU
MCXOJIHBIMU TPEMOCHUIKAMU U KOHKPETHBIM MPHUHSTHIM PEIICHUEM HE MOXKET OBITh
ycTaHoBJieHa. OUYeBUAHO, YTO aJbTEPHATUBOM «BOJICBOMY» MOAXOJY CTaHOBUTCS
MPUHSTHE PELICHUH, OCHOBAHHOE Ha OMpPENeNIeHHBIX (HOPMANbHBIX MPOIEAYpax U
MOCJIEA0BATEILHOM aHAJN3E.

OCHOBOM Takoro aHajau3a W MOCIEAYIOLIEro IMPUHATHS PEUIEHUN SBIIAETCS
HYKOHOMUYECKUN aHau3, MPEANOoararonil n3y4eHue Bcex (MiIn XoTst Obl OCHOBHBIX)
(hakTOpOB, MOJ BIUSHUEM KOTOPBIX MPOUCXOJIUT PA3BUTHE aHAIU3UPYEMBIX CHUCTEM,
3aKOHOMEPHOCTEH HX TMOBEACHUS, JUHAMHKA WU3MEHEHUS, a TaKXKe MCIOJIb30BAHUE
YHUBEPCAJIbHON JECHEKHOW OlleHKH. MIMEHHO Ha OCHOBE aJ€KBATHO ITOCTPOCHHBIX
SKOHOMMYECKUX MOJIEJIEH U OCYIIECTBIISIEMOIO C UX IMOMOIIBI0O IKOHOMUYECKOTO
aHanM3a JOJDKHBI TPUHUMATHCS PEIIeHUs, Kacalolluecs Kak OOIe cTpaTteruu
Pa3BUTHUSL, TaK U OTACJIBHBIX OPraHU3AIMOHHBIX U TEXHUYECKUX MEPONPUSITUH, KaK
Ha ypOBHE TOCYAapCTB, PETMOHOB W OTpaciieid, Tak U Ha YyPOBHE OTIEIbHBIX
MPEANPUATAN, TTOAPA3IeTIeHUN U UHHOPMAITMOHHBIX CHCTEM.

[Ipu 5TOM, TaKk K€ KaKk U SKOHOMHKA JIFOOOW OTpaciid NESITEIHbHOCTH HWMEET
CBOM OCOOCHHOCTH, SKOHOMUKA MH(POPMAIMOHHOW 0€30MaCHOCTH, paccMaTpuBaeMast
KaK OTHOCHUTEILHO CaMOCTOSATENIbHAS TUCIUTUINHA, C OTHOW CTOPOHBI, 0a3upyeTcs Ha
HEKOTOPBIX OOIIMX SKOHOMHUYECKHUX 3aKOHAX W METOAAaX aHaiau3a, a C Jpyro —

HYXIACTCA B HHAWBUAYAJIbHOM ITOHMMAHUHN, PA3BUTHN CHeI_II/I(I)I/I‘-ICCKI/IX IoAX0J0B K

1



Tema 2.11 — DxoHOMHKA TUTAHUPOBAHUS U YIIpaBJIeHUs WH(DOPMAITMOHHONW 0€301MacHOCThIO
(ITnanupoBaHue U yrnpapieHHe HHOOPMALMOHHON O€30MaCHOCTHIO)

aHaIN3y, HAKOIUICHUU CTAaTUCTHUYECKUX NAHHBIX, CHEHU(GUYHBIX IJis 3TOU cdepsl,
(GhOpMHUPOBaHUM YCTOMYMBBIX MPEICTAaBICHUN O (aKkTopax, MOJ BIUSHHUEM KOTOPBIX
GYHKIHOHUPYIOT HHGOPMAIIMOHHBIE CUCTEMBI M CPEACTBA 3alTUTHI HH(POPMAITUH.

Cno’XHOCTh 337]a4 YKOHOMHYECKOTO aHalIM3a MPAKTHUYECKH BO BCEX O0JIACTSIX
JESTeNIbHOCTH, KaK MPaBHJIO, OOYCIAaBIMBAE€TCA TEM, YTO MHOTHE KIIOUYEBBIC
napaMeTpbl SKOHOMHUYECKHX MOJIeJIeii HEBO3MOXKHO JOCTOBEPHO OLIEHUTh, U OHHU
HOCST  BEPOSATHOCTHBIM  xapakTep (Takue Kak, HampuMmep, I[OKa3aTelu
MOTPEOUTETHCKOTO CIpoca). AHAIN3 YCIOXKHSIETCS TaKKe TEM, U4TO JaKe HEOOIbIIIHE
Kose0aHusi (KOPPEKTUPOBKA OLICHOK) TaKUX MapaMeTpOB MOTYT CEPhE3HO IOBIIUATH
Ha 3HAYCHUS 1eJIeBOM (PYHKIIMM ¥, COOTBETCTBEHHO, Ha PEIICHUs, MPUHUMAEMbIE 110
pe3ynbTaTaM aHanmm3a. Takum oOpa3om, 1jsi oOecrnedeHHs KaKk MOXHO OOJIbIIeH
JOCTOBEPHOCTH PAcCyYeTOB B IPOILIECCE IPOBEICHUS SKOHOMUYECKOTO aHalu3a U
MPUHATUSL PEIICHUA HEoOXOJAMMO OpraHu30BaTh KOMILIEKC padoT 1o cOopy
UCXOAHOM HH(OpMAaLUK, pacueTy MPOTHO3HBIX 3HAYEHHUH, OINpOCy 3KCIEPTOB B
pPa3NUYHBIX 00J1acTAX U 00paboTke Bcex AaHHBIX. [Ipu »TOM B mporiecce mpoBeaeHHUS
TAKOTO aHalnu3a HEOOXOJUMO YIeIsITh 0C000€ BHHUMAaHHE MPOMEKYTOUYHBIM
pELIEHUsIM, KAcaloIUMCs OLEHOK T€X WM MHBIX MapaMeTpoB, BXOASIIUX B OOLIYIO
Mozenb. Heo0XoanMMo Takke yIUThIBATh TO OOCTOSATEIBCTBO, YTO CaM IO cebe TaKou
aHaJIN3 MOXET OKa3aThCs JOCTATOYHO PECypCOEMKOM MpoIenaypoil u moTpedoBaTh
NPUBJICYEHUS] JIOTIOJIHUTEIbHBIX CHEIMAIUCTOB M CTOPOHHUX KOHCYJIBTAHTOB, a
TaK)X€ YCHJIMHA CO CTOPOHBI Pa3JIMYHBIX CHEIUAINCTOB (3KCIEPTOB), padOTAIOIIMUX HA
caMOM TMpEANpUATHU, — BCE OTU 3aTpaThl, B KOHEUYHOM CYETE, IOJIKHBI OBITH
OTIpaBIaHBbI.

Oco0ast  CIOKHOCTh SKOHOMHYECKOIO aHajliM3a B TakoM cdepe, Kak
uHpopmarmoHHasi 0e30MacHOCTh, OOYCIIABIMBACTCS TAKUMHU CHEIU(DUUECKUMHU
(dakTopamu, Kak:

— ObIcTpoe pa3BUTHE HH(POPMALMOHHBIX TEXHOJOTHUA U  METOJUK,
UCIIOJIb3YEMBIX B 3TOM cepe (Kak CPeACTB U METOAOB 3allUTHI, TAK U CPENCTB, U

METOOOB Hal'IaI[eHI/I}I);
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— HEBO3MOYKHOCTb JIOCTOBEPHO IpPEAyrajgaTh BCE BO3MOXKHBIE CIIEHApUU
Hana/eHus1 Ha MTHPOPMAIMOHHbIE CUCTEMBI U MOJIEJIH [TOBEACHUS HallaJatoIINX;

— HEBO3MOXKHOCTh JlaTh JIOCTOBEPHYIO, JOCTATOYHO TOYHYIO OLICHKY
CTOMMOCTH MH(POPMAITMOHHBIX PECYPCOB, a TAKKE OLICHUTH MOCIEICTBUS Pa3IMUHbIX
HapyLIEHU! B JICHE)KHOM BBIPaKEHUU.

OT0 TpedyeT [ONOJHUTEIBHBIX YCHUJIMH 10 OpraHu3auuu Ipolecca
SKOHOMHUYECKOTO aHaju3a, a TaKXe 3a4acTyl0 MNPUBOJUT K TOMY, YTO MHOTHE
IPUHUMAEMbIE PELICHUs,, OTHOCSIIMECSs K O0ecreueHu0 HH(POpMalMOHHON
0€30MMacHOCTH, MOTYT OKa3aThCs HealeKBaTHBIMU. [IpuMepaMu cuTyaimii, B KOTOPBIX
HEJ0CTaTOYHasi Pa3BUTOCTh METOJOJIOTMH SKOHOMHMYECKOIO aHajlh3a HETaTUBHO
BJIMSIET HA COCTOSIHHE MH(POPMALIMOHHOM 0€30MaCHOCTH, MOTYT OBITh CIIy4aH, KOTAa:

— PYKOBOJCTBO TPEANPHUATHS MOXET TPHUHATH HEaIeKBATHBIC PEIICHUS
OTHOCHUTEJIbHO MHBECTULIMN B CPEJCTBA 3aLUTHl UH(POPMALIUU, YTO, B CBOIO OUEPEIb,
MO>KET IPUBECTU K YOBITKAM, KOTOPBIX MOKHO OBLIO U30€KaTh;

— PYKOBOJCTBO MPEANPHUATHS MOXET MPHUHITH OIpEACICHHBIC PEIICHUs
OTHOCUTEJIBHO  OpraHu3aluu  OW3HEC-TIPOLIECCOB M TPOLIECCOB  00pabOTKU
uH(pOpMaLlMU Ha MPEANPUATHH, UCXOJ U3 CTPEMJICHHSI COKPAaTUTh TEKYILHE 3aTPaThl
M YMEHBIIUTh HArpy3Ky Ha TMEpCOHAN, MPH 3TOM HE NPUHUMAas BO BHHMAaHHE
HSKOHOMUYECKUE TMOCIEICTBUS HEJAOCTATOYHON 3aIMIIEHHOCTH WH(POPMAIMOHHBIX
pECypCOB;

— CTpaxoBarelb M CTPAaxOBIIMK MOTYT HE 3aKJIOYUTh JOTOBOpP O
CTPaxOBaHUU MH(DPOPMALIMOHHBIX PUCKOB WM YCTAHOBUTH HEa/leKBaTHbBIE MAapaMeTPhl
TaKoro J0roBopa BBHUAY TOrO, YTO OTCYTCTBYIOT MOJEIM U METOAbl OLEHKH

9KOHOMHYCCKUX IMapaMCTpPOB CACIKH.
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2 AHaJu3 BJIOKEHUI B cpecTBa 3allIMThI MHpOpMAaAUKN

B npouecce Tekymien AEATENbHOCTH MPEANPUATHIM MOCTOSSTHHO HMPUXOIUTCS
CTaJKUBATHCS C TEMU WM WHBIMU M3MEHEHUSIMHU: YTOUHSIOTCS OW3HEC-TIPOIECCHI,
MEHSIETCAd KOHBIOHKTYpa PBIHKOB COBITa M PBIHKOB MOTPEOJISIEMBIX MaTepUaIbHBIX
PECYpCOB U YCIYT, MOSBISIIOTCS HOBBIE TEXHOJIOTMH, U3MEHSIOT CBOE IOBEJICHUE
KOHKYPEHTBI U KOHTPAreHThl, MEHSIETCSA 3aKOHOAATEIBCTBO U MOJUTUKA TOCYyAapCcTBa
U T.J. B 9TUX yclIOBUSX MEHemKepaM (B TOM YUCJIE U PYKOBOJUTEISIM, OTBEYAIOIIUM
3a obecrnieyeHue UHPOPMAIMOHHON OE30MacCHOCTH) MPHUXOJIUTCS TOCTOSHHO
aHAJIM3UPOBATh MPOUCXONSIIME W3MEHEHUS M aJanTUpPOBaTh CBOIO pPabOTy K
MOCTOSIHHO MeHstoIeicss cutyanuu. KoHkpeTHbie POpMbI, B KOTOPBIX MPOSBIISIETCS
peakius PyKOBOJAUTENIEH, MOTYT OBITh PAa3IUYHBIMU. OTO MOXKET OBITh CMEHa
MapKeTUHTOBOM  TOJIMTUKH, peopraHu3anus OW3HEC-TPOIIECCOB, HW3MEHEHHE
TEXHOJIOTUM, U3MEHEHUE MPOU3BOJAUMOTO MPOJAYKTA, CIUSHUE C KOHKYPEHTaMH WJIU
ux mnornomieHue u np. OgHaKo NpU BCeM pPa3sHOOOpa3vH BO3MOXKHBIX MOJIENEH
MTOBEJICHHUS B MCHSIOIICICS Cpe/ie MOYTH BCeX MX OOBEIUHACT OJIMH Ba)KHBIM OOIIIMIA
JUIS HUX METOJO0JIOTMYECKUM AJIEMEHT: B OOJBIIMHCTBE CIIy4aeB peakiiusi Ou3Heca Ha
HOBBIE YI'PO3bl U HOBBIE BO3MOXKHOCTH TPEAINOJaraeT OCyIllecTBIEHNEe HOBBIX Ooee
WIM MEHee JOJTOCPOYHBIX M PECYpPCOEMKHUX BIIOXEHUH (MHBECTULMU) B
OTPE/ICJICHHBIC OPraHU3AIMOHHBIC W/WIM TEXHUYECKUE MEPOINPUSITHS, KOTOPHIC, C
OJIHOM CTOPOHBI, MPE/IOIATal0T PACXOI0BAHUE PECYPCOB (JIEHEKHBIX CPEICTB), a C
Ipyrol — JalT BO3MOXHOCTb TOJYYHUTh HOBBIE BBITOJBI, BbIpaXarolIUecs B
YBEIIMUYEHHUH J1I0X0/1a WJIA COKPAIICHUH HEKOTOPBIX TEKYIIHUX PACXOJI0B.

Takum oOpa3oM, B CUTyallMH, KOTJIa HEOOXOIUMO OCYIIECTBUTH HEKOTOPHIC
HOBBIC OpPraHU3AIMOHHBIE WJIM TEXHUYECKUE MEPONPUSITHS (peaiu30BaTh IMPOEKT),
OCHOBHOM  3aja4yeil JHI], OTBeHArONMX 3a J(PGEKTUBHYI0  OPTaHHU3AIUIO
MH(POPMAITMOHHON OE€30MacCHOCTH, SIBJIIETCS YETKOE COOTHECEHHUE 3aTpaT, KOTOPhIC
NpUJETCA TOHECTM B CBSI3M C pealu3alued d3Toro MeponpusTtus  (Kak
€IMHOBPEMEHHbBIC, TaK M TMOCTOSIHHBIE TEKYIIUE), W JIOMOJTHUTEIbHBIX (HOBBIX)

ACHCKHEBIX ITOTOKOB, KOTOPLIC 6y,Z[YT IMOJIYYCHBI. B JaHHOM CJiydac 1mnmoa ACHCKHBIM
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MIOTOKOM MOKET MOHUMATHCSI PKOHOMMUSI 3aTpart, MpeA0TBpallleHue YOBITKOB, a TaKk:Ke
JOTIOJTHUTENBHBIA JOXO MPEAIPUSITHS.

B kadecTBe OCHOBHOTO TMOKa3aTessl, OTPAXKAIOIIErO 3TO COOTHOIIEHHUE, B
HKOHOMHUYECKOM MPaKTUKE MPUHITO UCIOIb30BaTh (DYHKIIMIO OTAA4YU OT MHBECTHUIIHMA
— Return on Investment, RO

ROI = NPV (R,d)+ NPV (C,d)

rae:

I — jomonHWTeNBHBI ICHEKHBIA TMOTOK, CO3ABAEMBII B pe3ylbTaTe
pean3ainy MpoeKTa;

- 3aTpaThl, CBS3aHHBIE C peanu3alueil mpoekTa (pacxol pecypcos,
OTpULIATETIbHAS BETNUNHA);

l — craBKa IMCKOHTHPOBAHHUS;

NPV — pyuxiums quckoHTHpOBaHMSL.

OyHKIMA AUCKOHTUPOBAHUS HCIOJB3YETCA NPU aHAIU3E HHBECTHIIMOHHBIX
BJIO’KEHUH ISl ydera BIUSHUS (PaKTOpa BPEMEHH W NMPUBEICHHUS Pa3HOBPEMEHHBIX
3aTpaTr K OTHOMY MOMEHTY (OOBIYHO MOMEHTY Havalla peanu3anuu npoekra). CTaBka
JVCKOHTUPOBAHMS B 3TOM ClIydae MO3BOJISIET YU€CTh M3MEHEHNE CTOMMOCTHU JICHET C
TEYEHUEM BPEMEHH.

Mogenp OTmauu OT WHBECTHIIMM HArJAIHO JAEMOHCTPUPYET, KakKue JIBe
OCHOBHBIEC 3a/layll HEOOXOJMMO PELIUTh MPU aHaJIM3€ JHOOr0 WHBECTUIMOHHOIO
OpoeKTa M, B YAaCTHOCTH, MPOEKTa IO peanu3alu MEponpuiTuil B cdepe
nH(POPMAIIMOHHON OE30MaCHOCTH: pacyueT 3aTpar, CBA3AHHBIX C MPOEKTOM, H pacydeT
JOTIOJIHUTENIBHOTO JIEHEKHOr0 MOoToKa. Ecim Meromonorus pacuera COBOKYITHBIX
3arpar ( C ) 3a mocnenuue 10-15 et B eaoM J0CTaTOYHO MOJHO chopMupoBasiach
(8 Bune xonnenmuu «Total Cost of Ownership», TCO — CoBokynHas CTOUMOCTb
BrnajgeHusi, CCB) W aKTUBHO WUCHOJB3YETCAd HA MPAKTUKE MNPUMEHUTEIBHO K
pa3IMYHBIM BHJAM HH(DOPMAIMOHHBIX CHCTEM M DJIEMEHTaM WH()OpPMAIMOHHON
MHMPACTPYKTYpEI, TO pAacdyeT NOMOIHHTEIBHOrO IeHEeXHOro motoka ( 11 ),

[MoJIyd4acMoro B PpC3YyJIbTaTe I/IHBCCTI/IHI/Iﬁ B CPCACTBAa 3alIWTHI I/IH(i)OpMaHI/II/I, Kak
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IIPaBUJIO, BBI3BIBAET CEpbE3HbIC 3aTpyAHEHUs. OTHUM U3 HauboJjee MepCrIeKTUBHBIX
IIOAXO0J0B K pacyeTy 3TOro IOKa3aTess sABJIIETCS METOAMKA, KOTOpas ONUpaercs Ha
KOJIMYECTBEHHYIO (JCHEKHYI0) OIICHKY pPHCKOB yiiepba aisi MHGPOPMAIIMOHHBIX
pEeCypcoB M OLICHKY YMEHBIICHUSA OTUX PUCKOB, CBA3AHHOIO C peanu3anuei
JOTIOJIHUTEIBHBIX MEPOTIPUSATHH 10 3a1IUTe WH(OPMALINH.

Takum 00pa3zoM, B LI€JIOM COCTaB METOJOJIOTUM aHAJIM3a 11eJIecCO00Pa3HOCTH
BJIOXKEHHUI CPENCTB B MPOEKTHI, HAIIpaBJICHHbIE Ha oOecreueHnue MH(OPMaLNOHHON

0e30MacHOCTH, CXeMaTUYHO IIpecTaBieH Ha Pucynke 1.

Axanu3 ROl ans npoekTos,

HanpaBlieHHbIX Ha obecne4YyeHue
nHthopmMaLMOHHON Ge3o0nacHOCTH

I |

AHanus Bbirog o1 ONONHUTENbHbIE
Ananwua 3atpar (CCB) A A
peanuaauuu npoekTa npoLieaypbl 1 pacyeTbl
R 1]
OnpepeneHve pasvepa | BoiseneHne puckos, Ha | OnpepneneHue cTaBku
3artpart (Mo Kaxaon cTaTbe KOTOpbI€ NOBAUAET NPOEKT AUCKOHTUPOBaHUA

3arpar)
OueHka BepoATHOCTHbIX

XapakTepuCcTuK pUCKoB (4o
W nocne peanusauuu
npoekTa)

OnpegenexHue puckos
npoekTa

OLEHKa AeHEXHBIX — CsogHbin pacyeT ROI

— (CTOMMOCTHbIX)
XapakTepuCTUK PUCKOB

Pucynox 1 — Ctpykrypa MmeTogonoruu ananmu3a 3¢ (HEeKTHBHOCTH BIOKEHUN B MpoeKThl 1o Y Ub
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AHanm3 3aTpaT, CBSI3aHHBIX C peaju3aliedl TpPOeKTa, XOTS U SIBISIETCA
OTHOCHUTENFHO 00Jiee TPOCTOM 3ajaueii, BCEe K€ MOXET BBI3BaTh OIPEICIICHHBIC
3arpyaHeHus. Tak ke Kak W I MHOTUX JPYTUX TIPOEKTOB B  cdepe
MHPOPMAITMOHHBIX TEXHOJIOTHH, aHAJIM3 3aTpaT Ha pean3alfio MPOEKTOB B cdepe
WH(POPMAIIMOHHONW O€30MacCHOCTH 11eJecCO00pa3HO OCYIIECTBISATh, OMUPAsCh Ha
U3BeCTHYIO Oa3zoByro MeToosioruto «Total Cost of Ownership» — TCO (CoBokymHast
ctouMocTh BiaaeHus — CCB), BBeJCHHYIO KOHCANTHHTOBOW kommaHwuen «Gartner
Group» B 1987 rony mpUMEHHUTENBHO K MIEPCOHATBFHBIM KOMITbIOTEpaM. B memom, sta
METO/IMKa OPHEHTHPOBAHA Ha OOCCIEUYECHHE TOJHOTHl aHalu3a W3JEpKeK (Kak
NPSIMBIX, TaK W KOCBCHHBIX), CBSA3aHHBIX C HH(MOPMAIIMOHHBIMH TEXHOJIOTHSAMHU H
WH(POPMAIIMOHHBIMU CHUCTEMaMH, B CHTyalusiX, KOTrJa HEOoOXOJUMO OIICHHUTH
HPKOHOMHUYECKHE TOCIE/CTBUS BHEAPEHUS W HCIOJBb30BaHUS TAKUX CHUCTEM: TpU
orneHKe A()PEKTUBHOCTH WHBECTHIIMH, CPaBHECHUW aJbTEPHATHBHBIX TEXHOJIOTHH,
COCTaBJICHUH KaMTATBHBIX M TEKYIIHX OFO/KETOB H TIp.

B o6mem ciiydae cymmapnas BenuurHa CCB Bkitouaer B ce0s:

— 3aTpaThl HA MPOEKTUPOBAHNE HHPOPMAITIOHHON CHCTEMBI;

— 3arpaThl Ha TMPHOOpPETEHUE allapaTHBIX MW MPOrPaMMHBIX CPEICTB:
BBIYMCIIUTEIbHAS TEXHUKA, CETEBOE O0OpyIOBaHHE, MPOrpaMMHOE oOecrieueHue (cC
Y4€TOM HCTIOIb3yEeMBIX CITOCOOOB TUIICH3NPOBAHNS), a TAK)KE JIM3UHTOBBIC TIATEXKU;

— 3aTpaThl Ha  pa3pabOTKy MPOTpaMMHOTO  OOECleYeHHs] U €ro
JOKYyMEHTHUPOBAaHMWE, a TAKXKe Ha HCIPaBJICHHE OMMMOOK B HEM M JOpPabOTKYy B
TEYCHHE MEePHOIa IKCILTyaTallnu;

— 3aTpaThl Ha TEKyIlee aJIMUHUCTPUPOBAHHE WH()OPMAIMOHHBIX CHCTEM
(BKJTFOYAsI OTLIATY YCIYT CTOPOHHUX OPTaHU3aINNA, KOTOPBIM 3TH (YHKITHH ITepeIaHbl
Ha ayTCOPCHHT);

— 3aTpaThl HA TEXHUYECKYIO MOJICPIKKY U CEPBUCHOE OOCITYKUBAHUE;

— 3aTpaThl HA PaCXOHBIC MATEPUAIIBI;

— 3aTpaThl Ha TEJIEKOMMYHHUKaIMOHHBIE Yyciayru (moctyn B UHTEpHeT,

BBIACJICHHBIC 1 KOMMYTHUPYCMBIC KaHAJIbI CBA3WU U Hp),
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— 3aTparbl Ha oOOyYeHHe TMoJb30BaTelield, a Takke coTpyaHukoB WT-
noJipa3/ieJICHUH U iernapTaMeHTa nH(HOpMaIlMOHHON 6€3011aCHOCTH;

— KOCBEHHBIE 3aTpaTbl — H3ACPKKU MPEANPHUSITHS, CBS3aHHBIE C TMOTEpen
BPEMEHH TOJIH30BATEISIMU B Cilydae cOOeB B paboTe HHPOPMAIIMOHHBIX CHCTEM.

Taxke B pacder 3aTpaT Ha [MOBBIIIEHHE YPOBHA HHPOPMAIIMOHHON
0€30MacHOCTH HEOOXOAMMO BKIIOYUTH pacXxoAbl HAa peopraHu3aluio OusHec-
MpOLECCOB U MHGPOPMAIMOHHYIO pabOTy € TEPCOHAIOM: OIjiaTa yCIyr Ou3Hec-
KOHCYJIbTAHTOB M KOHCYJBTAHTOB MO BOMpocaM HHGOPMAIIMOHHON 0€301acHOCTH,
pacxo/bl Ha Pa3pabOTKy OpraHU3aAIMOHHON JOKYMEHTAIINH, PACXOIbl Ha MTPOBEICHUE
ayJUTOB COCTOSIHUS WH(popMaunoHHON Oe3zonmacHoctd U np. Kpome Toro, mpu
aHaJlM3e pacxolOB HEOOXOIMMO TaKKe YyYecTb TO OOCTOATEIhCTBO, YTO B
OOJIBIIMHCTBE CIy4yaeB BHEAPEHUE CPENCTB 3alIUThl MH(OpPMAIMK Tpeanojaraet
MOSIBJICHUE  JIOTIOJIHUTENBHBIX OO0S3aHHOCTEH y TepCOHalla MPEANpUATHS U
HEOOXOJUMOCTh OCYIIECTBIICHUSI JOMOJHUTEIBHBIX Olepanuii mpu pabore ¢
MH(POPMALIMOHHBIMU ~ CUCTEMaMH. OTO OO0yCIaBIMBaeT HEKOTOPOE CHUYKEHHE
MIPOU3BOAUTEIILHOCTH TPyJa COTPYIHUKOB MPEINPUSTUS U, COOTBETCTBEHHO, MOXKET
BBI3BATH JOTIOJIHUTEIBHBIE PACXO/IBI.

3nauenne CCB B KaxJIOM KOHKPETHOM Cllydae HEOOXOIUMO OMpEeNeisaTh
WHANBUAYAIbHO C Y4eTOM OCOOCHHOCTEH TPOEKTa, KOTOPBIA MPEICTOUT
peann3oBaTh: OCHOBHOM BOCTPEOOBAHHOM (PYHKIMOHAIBHOCTH, CYIIECTBYIOIIEH
MH(DPACTPYKTYPHI, KOJIMYECTBA TMOJIb30BaTeeH U apyrux ¢akropos. B obmem Bume
CCB nns ananuza 3(QEeKTUBHOCTH M 11€J1€CO00Pa3HOCTH BIOXKEHUN B peaid3alyio
MIPOEKTOB TIO TOBBIIIICHUIO YPOBHS 3alUIIICHHOCTH WH(POPMAIIUUA OMPEILISICTCS Kak

CyMMa BCCX 3JICMCHTOB 3aTpaT, CKOPPCKTHUPOBAHHAA C YICTOM (baKTopa BpPCMCHMU:

N
I Z {.Yfr.'

‘\' 1 Wl 1'1 - '] ‘
PV(C.d) Zx (1-+d)!

0
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rue:
f - npearnoiaaraeéMbplil JKU3HEHHBIM IUKI MpoeKTa (MHPOPMAIMOHHON W/Uiu
OpraHU3alUOHHOW CUCTEMBI), JIET;

\ — KOJIMYCCTBO BUAOB 3aTpaT, IPUHUMACMBIX B paCUcT,

Cht — 3aTpathl N-0T0 BUJA, IOHECEHHbIE B t-OM mepuoze, pyo.

Takum oOpazoM, B 1LIEJIOM MOTYT OBITh ONpENETIECHBI 3aTpaThl, CBSI3aHHBIE C
peanu3anyeld MEponpusATHd 1o o0ecTedueHn0 WH(POPMAIMOHHON 0e30MacHOCTH.
OnHako HauOOJBIIYIO CIIOKHOCTbh MPEJCTABISET ONPEIEICHUE IOJIOKHUTEILHOTO
abdexra oT BHeApeHUs cpeAcTB 3amuThl nHopmaruu. Kak npasuio, s¢pdexrt ot
BHeJpeHus: uHpopmanumoHHbix cuctem (ERP-cuctem, cucteM aBTomMaruzanuu
Oyxrantepckoro u ympasieHdeckoro yuera, CAD/CAM-cuctem wu 1p.)
OTpe/AeNseTCS TEeM, YTO OHH OOecClmeYnBalOT aBTOMATH3AIMI0 U YCKOPEHHE
pa3IMyYHBIX OM3HEC-ONEPALIUi, a 3TO, B CBOIO OUEPE/Ib, IO3BOJISIET COKPATUTh 3aTPATHI
pPYYHOTO TpyAa, NPUOOPECTH KOHKYPEHTHBIE IMpEeUMYyIIecTBa W, TaKUM 00pa3om,
MOBBICUTH  OOIIyI0 3(PPEKTUBHOCTh XO3SMCTBEHHON AesTenbHOCTH. (OJIHAKO
BHEJPEHUE CPEACTB 3alUThl HHPOpMAIMK camMo Mo cede, Kak MpaBujo, HE
o0ecrieunBaeT COKpalIeHUs 3aTpar (XOTS B OTHCNBHBIX CIy4dasX MOXET H
00ecrneynTh) — JOOCTH)KEHHE IMOJOXKUTENBHOTO 3(PQexkTa OT HX HCHOJIb30BaHUS
3aBUCUT OT MHOXKECTBA TPYAHO KOHTPOJMPYEMBIX (AKTOPOB KaK BHYTPH
OpennpusTHsi, Tak U BHE ero. bomee Toro, kak yxe ObBUIO OTMEUEHO, peann3aius
MEPOTIPUATHIA, CBSI3aHHBIX ¢ 00ecTieueHrneM HH(POPMAITMOHHON 6€30MacHOCTH, MOYKET
MPUBECTH K JOTMOJTHUTEIBHBIM Harpy3kaM Ha TMEepCOHAT MPEANpPUITHS W,
COOTBETCTBEHHO, K CHIKCHHUIO TTPOU3BOIUTEIILHOCTH TPY/Ia.

B cBsi3u ¢ 3TUM OJHKMM K3 HEMHOTHX CIIOCOOOB, KOTOPbIE MOTJH OBl MOMOYb
NPEANPUATUIO OmpeaeanTh 3PGEKT OT OCYIIECTBICHUS MEPOINPUSTUH B cdepe
3amuThl WHGOPMAIK, SBISETCS JIEHEX HAs OIEeHKAa (XOTs Obl MPUOJIM3UTEIHHAS)
TOrO ymiep0a, KOTOPBIA MOXET OBITh HaHeCeH WH(OPMAIMOHHBIM pecypcam
OPEeAnpusATAS U KOTOPBI MOXET ObITh MPENOTBpAllleH B pe3ysbTaTe pealu3aluu

MpeIaracMbix MEPOIPHUSITUN. Takum o0Opazom, MPEAII0IaracMblii
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NpeloTBpalleHHbIA yIIepO (pa3sHUIla MEXIy MpearnoiaraeéMbiM yiepooM B ciiydae
OTKa3a OT pealii3allii MEpPONpUITHI U yliepOoM B ciiydyae MX peaju3aiuu) Oyner
COCTaBIISITh IMOJIYYEHHBINM AKOHOMUYECKUH 3((EKT — JTOMOTHUTENIbHBIN JACHEKHBIN
HOTOK.

O4eBHIHO, YTO TPU TAKOM TMOAXO0JAE OOJBUIMHCTBO PACYETOB MOTYT OBITh
TOJIBKO OLIEHOYHBIMH U HOCUTb NMTPUOJIM3UTENBbHBIN XapaKTep. DTO CBA3aHO C TEM, YTO
AKTUBHOCTb  3JIOYMBIIIJICHHUKOB,  SBISIIOIIMXCS ~ MCTOYHUKAMHU  yrpo3  JJId
MH()OPMAIMOHHOW 0€30IaCHOCTH, NPAKTUYECKHM HEMNpe/cKazyemMa: HEBO3MOMXKHO
JOCTOBEPHO MpEACKa3aTh CTpATErUy HamaJeHus, KBAIM(PUKALUIO HamaJaroluX, UX
KOHKPETHBIE HaMEpEeHUs u pecypcbl (¢punaHCcOBBIE, TEXHUYECKUE,
OpraHU3alMOHHBIE), KOTOPbIE OYAYT 3a€MICTBOBAHBI JJII COBEPUICHUS TE€X WU UHBIX
JAEUCTBUM, a TakKe HaMEpPEeHHs B OTHOUICHMM YKpaJeHHON HHQopManuu (eciu
LEJIbI0 aTaku OyleT MOXUIIeHUE KOH(HIECHIHATbHBIX cBeAeHUl). COOTBETCTBEHHO,
JUIS OCYILECTBJICHUS BCEX HEOOXOAUMBIX pacueTOB HEOOXOUMO ClIeJIaTh MHOXKECTBO
JOMYUIEHUA M OSKCHEPTHBIX OLEHOK B KOHTEKCTE JESITEIBHOCTU JAHHOIO
KOHKPETHOTO TPEANPUATHS, & TAKKE MO BO3MOXXHOCTU HU3YYUTh CTATHCTHUYECKYIO
nH(pOpPMaLIMIO, Kacarollylocs aTak Ha HH(POPMAIMOHHBIE PECYpPChHI, aHAJIOTMYHBIE
3aIMIIAEMBIM.

Takum oOpa3oM, ’KOHOMHUYECKasi OleHKa 3(G()EKTUBHOCTH MEp MO 3alluTe
uH(}OpMAIUU TIPE/IoIaraeT:

— OLEHKY CYHIIECTBYIOUIMX YIpO3 JJii MHPOPMALMOHHBIX aKTUBOB, KOTOPBIX
KOCHETCS peain3alus 3alllUTHBIX Mep;

— OLIEHKY BEPOSITHOCTH peaIn3ally KaKJ10i U3 BBISIBICHHBIX YTPO3;

— S5KOHOMHYECKYIO OLIEHKY ITOCJIEICTBUI peaNn3aluu yrpos.

JInst  OoCylIeCTBIEHHMsS TakOro aHaiau3a, KakK IpaBWIO, HCIHOJb3YIOTCS
cienyromne 6a30BbIe MOHATHS.

1) Onenounas BennunHa equHoBpeMeHHBIX moTeph ( Single Loss Expectancy,

SLE, ) — mpenmojiaraeMasi CpelHss OICHOYHAas cyMMa yiiepOa B pe3yibTare

OJIHOTO HapyuleHus MH(OPMAIMOHHOW Oe30macHOCTH 1-ro Turna. OHa MOXKET ObITh
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oIpesiesieHa Kak MPOU3BEJCHUE O0IIe CTOMMOCTH 3allUIIAaeMbIX HH(OPMALIMOHHOTO
aKTUBOB ( AV ) Ha KO3(pQPUIMEHT HUX pa3pylLIeHHs] BCIEACTBHE HapPYIICHUS
uH(POPMallMOHHONW  Oe30macHOCTH  (MOABEPKEHHOCTH  HAMAJCHHIO), KOTOPBIN
oGosnauaercs [+ F'i (Exposure Factor).

2) KommyectBo HapymieHuit wuH(popManmoHHOW Oe3omacHocTH 3a roxm

Annualized Rate of Occurrence, ARO, ) — OIICHOYHAs YacToTa, C KOTOPOW B
TEYEHHWE TOJa MPOUCXOMAT HapymieHHs HHOOPMAIIMOHHONW  0€30MacHOCTH
(peanu3yroTcs yrpo3sl) i-ro THIIA.

3) OnieHouHass BeiawuuHa cpeaHerofoBeix morepb ( Annualized Loss

Expectancy, ALE, ) — CyMMapHbIi pa3Mep TOTepb OT HapYIICHHN

MH(}OpPMAIMOHHOW 0€30MaCHOCTH (peanu3aluy PUCKOB) 1-TO TUIIA B TEYEHHE rO/a.
ALE; = SLE; x ARO; = (AV x EFi) x ARO;
HenocpenctBennbiil 3¢(deKT oT peanu3alnuu MEpPONPUSTHI MO MOBBIILIEHUIO

YPOBHSI HHPOPMALIMOHHOM 0€30MacCHOCTH OYIE€T NPOSABIATHCS B TOM, YTO:

— HETaTUBHBIE TOCJIEICTBUS KaXKIOT0 HapylieHus (KaXIol pearn30BaHHOMN

1'-| --|f
YIPO3bI) MOCIIE peaiu3aliii MEPOTIPUITHH ( ET i ) OymyT MEHbIIE, YeM ObLIH J0 MX

EF; > EF! :

peanu3alyu:

— YacToTa HapylIeHU WHOOPMAITMOHHONW 0€30MacHOCTH YMEHBIIUTCS MOCTe

ARO; > ARO;
ALFE’

“i OyHIeT COCTaBJIATh:

pean3anuu MEPOIIPUSITUNA

B pe3ynbrarte yMeHbIIeHHAs] BETUYMHA
- 8 : C ATt !
ALE! = SLE; x ARO; = (AViEF!) x ARO!
Taxkum oOpazoM, cyMMapHBIi TO0BOM A(HEKT OT peann3anuu MEpOTPUSITHS
OyzleT onpeaesaThes Kak:
R=AALE; = ALE; — ALE;
Hcxons u3 3TOro, OOMIMI MEHEKHBIM TMOTOK OT peaju3allid MEPOTPHUSITHS

OTIPEIEIISICTCS TI0 CIIeAYIoIIel hopmyIie:
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/
r S (ALE; — ALE)
NPV(Rd) =} ‘=
\ (

t=0
Ha ocHOBe BceX 3TUX JAHHBIX B COOTBETCTBUHU C (POPMYIOH MOXKET OBITh

ONpesieNieH CyMMapHbBId 3(@exT oT peanusanuu Meponpusituii B  cdepe
UHPOpPMAllMOHHON  0€30MacHOCTM M MPOAEMOHCTPHPOBAHO,  HACKOJBKO
OTIpaBIaHHBIMU U LIEJIECOOOPA3HBIMU SIBISIFOTCS BIOKEHUS B T€ WJIM UHBIE CPEICTBA
3alUThl MH(QOpPMAIMM B YCJIOBUAX KOHKPETHOTO NPEANpPUATUS C Y4YETOM BCEX
0COOEHHOCTEN ero (PyHKIMOHUPOBAHMS (& TAKXKE C YUETOM MPUHATHIX JOMYIIEHUN U
CZEJIAHHBIX MPETIOI0KECHHMN ).

N X0Ts ¢ MaTreMaTH4eCKOW TOYKH 3PEHNUS BCE PACUETHI B OITMCAHHOW PaMOYHOMN
mozenu oreHkn ROl sBisitoTCS MpeneabHO MPOCTHIMH, OMPEICICHUE OTIACTbHBIX
napaMeTpoB (MPOTHO3HBIX YacTOT HApPYIIEHUH U pa3MepoB IMOTEPh, a TaKKe
MIPEANOIAraéMoOro CpoKa HMCIOJIB30BAHUS NMPOTPAMMHBIX M aIlIAPATHBIX CPEACTB U
OpPraHM3aIMOHHBIX MOJIENEe) MOXKET BbI3BaTh 3HAUMUTEIbHBIC 3aTPYAHEHUS Ha
npakTuke. IIpoBeneHHME TakuMX pacyeroB, TaK K€ KakK M IPOBEACHUE ayIUTOB
MH()OPMAIMOHHOW O0€30MaCHOCTH, MOKET MOTpeOOBaTh MPHUBJICUYECHHUS] CTOPOHHUX
KOHCYJIbTAHTOB, OJIHAKO KBaJIM(PUKALUA U TPO(eCcCHOHANIbHAS CHEHaIN3alns TaKUX
KOHCYJIbTAHTOB MOKET CYIIECTBEHHO OTIMYAThCS OT KBAIU(PHUKALMN KOHCYIbTaHTOB,
CIEHUAIN3UPYIOIUXCS, HanpuMep, Ha NPOBEIAEHUM AayJIWTOB W BHEJIPECHHUU
TEXHUUYECKUX CPEACTB 3alluThl MHGopManuu. [Ipuyem eciau OIEHKY BEpPOSITHOCTEH
aTak, a TaKXkKe OILIEHKY TOro, HACKOJbKO A3TH aTakh MOTYT ObITh YCHEUIHBIMH,
NPEINOYTUTENBHO JIOBEPUTh BHEIIHUM KOHCYJIbTaHTaM MO0 HH(OpPMAIMOHHON
0€30MacHOCTH, TO OIIEHKY CTOMMOCTH MH(POpPMallUd U SKOHOMUYECKHUX MOCIIEICTBUN
yTpaThl KOHTPOJIA HAaJl UHPOPMALIMOHHBIMHU aKTUBaMH, CKOPEE BCEro, LIeIeco00pa3Ho
OCYIIECTBIISITH CAMHUM CIIELMaINCTaM, pa0OTAIOIINUM Ha IPEAIPUITUN (IKOHOMHUCTAM,
MapKeToJoraM M Mp.), a TaKKe MPUBIEKATH ISl 3TOTO0 CTOPOHHUX CIELMAIMCTOB U3
COOTBETCTBYIOIIUX cep AeSITeTbHOCTH (MapKeTHHTa, (PMHAHCOB, TOPTOBIIH U TIP.).

HecmoTps Ha Bce TpyAHOCTH IpoLiecca OLEHKHU LeIeco00pa3HOCTH BHEAPEHMUSI

CpE€AaACTB 3alIUThI, OIIMCaHHas METOJO0JOIrA MMO3BOJISICT MCHCKEPAM U CIICHUAINCTaM
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no 3ammre HWHPOpMAlMUU MOdy4aTh OOOCHOBAaHHBIE OLEHKHM U JIeNaTh
(dbopMaii30BaHHBIE BBIBOJBI OTHOCHTEIBHO TOTO, HACKOJBKO ONpPaBIAHHBIMU
SIBJISIFOTCSI BIIOKCHHSI B ONPENEIICHHBIC CPEICTBA 3aIIUTHl WH(GOPMAIUH, a TaKKe
ONPEJEIUTh OCHOBHBIE MPUOPUTETHI PACXOJIOBAHUS CPENCTB, MPEIYCMOTPEHHBIX B
OromkeTe Ha oOecredeHHe HWHPOPMAITMOHHOW O€30macHOCTH (€CIM TMPEANPUATHE
MPaKTUKYET BhIJEICHUE (DUKCUPOBAHHBIX CYyMM Ha 3TH 11eiH). [Ipru 3ToM 10cTaToqHO
BBICOKHH YPOBEHb JIOCTOBEPHOCTU TAKUX OIIEHOK JIOCTUTAETCS 3a CYET TOTO, YTO BCA
paboTa TIO TPOBEACHUIO OICHKH M IIOATOTOBKE WHBECTHIIMOHHBIX PEIICHHMA
pPacKJIaJbIBACTCSl HAa HECKOJIBKO OTHOCHUTENHLHO 00Jiee MPOCTHIX U «IIPO3PAYHBIX)
3a/1a4, peneHne Kaka0i U3 KOTOPhIX MOXKET OBITh 3aKPETUICHO 3a CTCIHAINCTAMH B
onpeneneHHon cdepe. B pesynprare oOmias OLEHKAa CKIAIbIBAETCS Ha OCHOBE
MOJIYYCHHBIX PEIICHUN HECKOJIbKUX OTIEIbHBIX 3a7a4, KaKJ0€ U3 KOTOPBIX MOXKET
OBITh NMPOKOHTPOJIUPOBAHO U MPU HEOOXOAUMOCTH JOIMOJHHUTEIBHO yTOYHEHO. B
ATUX YCIOBHUSAX 00Ilee KadecTBO TMOJy4yaeMOM aHaTUTUYECKON OICHKU W,
COOTBETCTBEHHO, (POPMYIUPYEMOTO pEIICHUS 3aBUCUT OT KBalU(UKAIMU BCEX
AKCIIEPTOB, AHAJTUTUKOB M CIEIUAIMCTOB, YIaCTBYIOIIUX B padoTe. A 3HAYUT, OJHOU
M3 OCHOBHBIX 3a/1ad PYKOBOJMTENICH MPEANPUATHS U MEHEIKEPOB, OTBEUAIONIUX 32
oOecrneyeHrne MHGPOPMALIMOHHON O€30MaCHOCTH U MPUHATUE PELIEHU B 3TON cdepe,
SABJISIETCA MOA00p HauOosiee KBATU(PUIIUPOBAHHBIX U OMBITHBIX CHEIUAIMCTOB, HOO
OT KauecTBa WX pabOThl OyACT 3aBHUCETh HE MPOCTO OE30MACHOCTHh OTACIIBHBIX
AJIEMEHTOB HWH(OPMAIIMOHHBIX aKTHBOB B ONpEICICHHBIE MOMEHTHI BPEMCHH, a
3¢ ()EKTUBHOCTH BCEH CHCTEMBI 3aITUTHI MH(GOPMAIIMHN B CPETHECPOUHOM, a MHOTJA U

B JIOJITOCPOYHOM MEPCIICKTHUBE.
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