Tewma 2.3 — [InanupoBanue u ynpapiieHHe HHPOPMAITMOHHON 6€30MacHOCThIO HA TIPEANPUATUN
(ITnanupoBaHue U yrnpapieHHe HHOOPMALMOHHON O€30MaCHOCTHIO)

1 TIlpeamochblIKM K YHNPABJEHHID HHMOPMAIMOHHOI 0€30MACHOCTHIO
npeanpuATHs

Obecnieuenrie  COOCTBEHHOM  HMH(POPMAIMOHHOW  0O€30macHOCTH  Ha
NPEANpUsATUAX, KaK MPaBUIIO, SBISETCS HEOTHEMJIEMOM YacThiO OOIEH CUCTEMbI
yrpaBieHus, He0OOXOTUMOM ISl TOCTHXKEHUSI YCTaBHBIX LIeTIeH U 3a1a4y. 3HAYUMOCTD
CUCTEeMAaTUYECKOM  IIeJICHANPABICHHOM  JIEATEIbHOCTH IO  OOECIEeYEHUIO
UH(GOPMAIIMOHHON 0€301TaCHOCTH CTAHOBUTCS TeM 00Jie€ BLICOKOM, YEM BBIIIE CTEIIEHb
aBTOMATH3AIMK OM3HEC-TIPOIECCOB MPEATNPHUATHS U UeM OOJIbIIEe «MHTEIUIEKTyalbHas
COCTaBJISIOLIA) B €M0 KOHEUHOM IIPOAYKTE, T.€. YeM B OOJIbILIECH CTENEHH YCIIEUTHOCTh
ACSTENIbHOCTH 3aBHCUT OT HAJIW4YUS M COXpAHEHHs OMpeeNeHHON wuHbopmanuu
(TexHonoruil, Hoy-xay, KOMMepYEeCKUX 0a3 JaHHBIX, MAPKETUHTOBOM MH(pOpPMALIHH,
pe3yJIbTaTOB HAYYHBIX MCCIIEIOBaHUM U Mp.), o0ecreueHns ee KOHPUIEHIUAIbHOCTH
¥ IOCTYITHOCTH JIJIs BIQICTBIEB U TOJIb30BaTenell. Poib nHbopMaluu 1, B 4aCTHOCTH,
T.H. «3HAaHUEBBIX AKTHBOB» B JIEATEIbHOCTH MPEINPUATUN BO3pacTaeT MO Mepe
TuOepanu3aiy MUPOBBIX PHIHKOB, KOTJIa MaTepHUAJIbHBIE aKTHUBBI BO BCE MEHBIIICH
CTCTICHH SIBJSIFOTCSI MCTOYHUKAMU  KOHKYPEHTHBIX TPEUMYINECTB B  CHIY
3HAUUTETFHOTO YMEHBIICHHS TOPTOBBIX OaphepoB. HemarepuanbHble AaKTHUBHI,
CYIIECTBYIONIME OOBIYHO B BHJAE MH(POpPMAIMH, B ITUX YCIOBHUSIX HAYUHAIOT UTPATh
POJTb OJTHOM U3 BEIYIIUX OCHOB JIJIsl TOBBIIIICHHUSI KOHKYPEHTOCTIOCOOHOCTH U PA3BUTHSA
OusHeca.

Ob6ecrnieuenne MHMOPMAIIMOHHOM OE30MACHOCTU TaKXKe, KaK MPaBUIIO, UMEET
00JbIIOE 3HAUYEHHE HE TOJBKO ISl CTPATETMYECKOTO PAa3BUTUS MPEINPUSITHS U
CO37IaHUsI OCHOBHOTO TPOJIYKTa, HO W IS OTACIbHBIX (MHOTZIa BCIIOMOTATEIbHBIX)
HANPaBIICHUN JEATENFHOCTH W OW3HEC-TPOIIECCOB, TaKUX KaK KOMMEPUECKHe
MIEPETOBOPHI U YCIIOBUS KOHTPAKTOB, IIEHOBAS TIOJIUTHKA H TIP.

Kpome Ttoro, 3HaunMocth oOecrieueHus: WHPOpMAIMOHHOW 0€30MacHOCTH B
HEKOTOPBIX CIydasiX MOXET ONpEeAeNATbCd HaluyueM B oOmel cucreme
MH(POPMALIMOHHBIX TOTOKOB MPEANPHUATHS CBEIECHUHN, COCTABISIIOIIMX HE TOJIBKO
KOMMEPYECKYI0, HO M TOCYAapCTBEHHYIO TaiHy, a TaKXe JIpyrue BHUJIbI
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KOH(DUIEeHIUaNbHON MHMOpMaIuu (CBElIEHUS, COCTaBISAIONINE OAHKOBCKYIO TaiHY,
BpaucOHYIO TaliHy, HHTEIUICKTYaJIbHYI0 COOCTBEHHOCTh KOMITAHUI-ITAPTHEPOB U TIp.).
Obecnieuenne HHPOPMAIIMOHHON O€30MacHOCTH B 3TOM cdepe U, B YACTHOCTH,
OCHOBHBIE TPEOOBaHUS, OPTraHU3AI[MOHHbIE MTPABHIIA U MIPOLIETyPbl HETIOCPEACTBEHHO
pernamMeHTHpYIOTCs defepalbHbIM 3aKOHOAATEILCTBOM, U HAJI30p 32 BBIMOJIHCHUEM
TpeOoBaHUil OCyIeCTBIsIETCS PeepalbHBIMU OpraHaMH BJIACTH:

1) Jns cBemeHuUi, COCTaBJISIONIMX TOCYIapCTBCHHYIO TaliHy — DenepanbHbIi
3ak0oH P® ot 21 urons 1993 rona Ne5485-1 «O rocynapcTBEHHOM TallHE» U CBSI3aHHBIE
C HUM II0JI3aKOHHBIE aKTBHI.

2) Jlns cBeeHMi, COCTaBISAIONIMX 0AHKOBCKYIO TaliHy — DenepalibHbIi 3aKOH
«O Oankax M O0AHKOBCKOW AESATENbHOCTU» U CBSI3AHHBIE C HUM CMEXHBIE 3aKOHBI U
ITO/13aKOHHBIE aKTHI.

3) [isa cBemeHWi, COCTaBISIIONMX BpadeOHYro TaiiHy — OCHOBBHI
3akoHosaTeabcTBa PO «O6 oxpane 310poBbs rpaxkaan» (cr.61) u 3akon PO «O
TpPaHCIUTAHTAIIMKM OPTaHOB U (WJIH) TKaHel uyenoBeka» (cT.14).

4) Jlnst cBeeHMI, OTHOCSAIIMXCS K HEKOTOPBIM JPYTUM BHUJIaM TaWHBI, TAKUX
KaK BOCHHAas TalHa, HOTapuaJibHAasl TailHA, aJBOKATCKas TaiiHa, TalHA CTPAXOBAHU,
TailHa yCHIHOBJICHUS, HAJIOTOBAs TallHA, TallHA CJIEACTBUS U CYJONPOU3BOACTBA U IIp.

COOTBETCTBEHHO, JIMIlA, Hapyllalompe TpeOoBaHUd HHPOPMALIMOHHON
0€30MacCHOCTH, MOTYT OBITh HE TOJBKO MOABEPTHYTHI IUCHUIUIMHAPHBIM B3bICKAHUSM,
HO U MOJIeKAT YyrOJIOBHOMY M aIMUHUCTPATUBHOMY ITPECIIEIOBAHUIO.

Tax >xe, Kak U Ha TOCYJapCTBEHHOM YpOBHE, yrpaBiieHHe WH(POPMaIMOHHON
0€301MacHOCThIO HAa YPOBHE NPEANPUATHN HANIPABICHO Ha HEUTPAIU3ALMIO Pa3IMUHBIX
BUJIOB yTpoO3:

— BHEIIHUX, TAKUX KaK HEIIPAaBOMEPHBIE IEUCTBUS OCYJaPCTBEHHBIX OPraHOB
(B TOM uymcie U 3apyOeXHBIX), MPOTUBOIPABHAS AEATEIbHOCTh MPECTYMHUKOB U
MPECTYIHBIX TPYNITUPOBOK, HE3aKOHHBIE JEHCTBUS KOMITAHU-KOHKYPEHTOB U JPYTUX
XO3SICTBYIOIUX CYOBEKTOB, HEJOOPOCOBECTHBIE ACHCTBUSI KOMIIAHUK-TIAPTHEPOB,
HECOOTBETCTBUE JICUCTBYIOIIEW HOPMATUBHO-TIPABOBOM  0a3bl  (haKTHUYECKOMY

Pa3BUTHIO TEXHOJOTUN U OOILIECTBEHHBIX OTHOIICHHM, COOM U HapyIlIeHUs B paboTe
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rJ100aNpHBIX ~ MHOOPMALIMOHHBIX U TEJICKOMMYHHUKAIlMOHHBIX  CHUCTEM U
MH(POPMALIMOHHBIX CUCTEM KOMITAHUN-NTAPTHEPOB (KOHTPAreHTOB) U MIp.;

— BHYTPEHHHX, TAKUX KaK OIIMOKHU U XaJaTHOCTh MepCcoHaa MpeAnpusiTus, a
TaKK€ HAMEpPEHHO JOIyCKaeMble HapylleHus, cOOM U HapylleHus B pabote
COOCTBEHHBIX UHPOPMAILIMOHHBIX CUCTEM U IIP.

Taxkum obOpazom, ympaBieHrne WHGHOPMAIIMOHHONW O€30MacHOCThIO Ha KaXKIOM
OTJEJIBHOM NPEIUPUATHN JOJDKHO OCYILECTBIATBCS B KOHTEKCTE €ro ooOIein
XO35MCTBEHHOM JIESITEIbHOCTU: C YYETOM XapakTepa MAesATeNbHOCTH KOMIIaHUU
(TEXHONOrUU MPOU3BOACTBA, CIEUU(UKN PHIHKOB COBITA U TIP.), @ TAKKE (PAKTUYECKH
CKJIa/IbIBAIOLICICS CUTYallud B PHIHOYHOW KOHKYPEHTHOM O0phOe, rocyiapCcTBEHHON
MOJIUTHUKE, Pa3BUTHUS MPABOBOM M MPABOOXPAHUTEIBHON CUCTEMBI, YPOBHS pa3BUTHUSA
OTJENbHBIX  HUCHOJb3YEMBIX HH(OPMALMOHHBIX U  TEJIEKOMMYHHUKAIMOHHBIX
TEXHOJOTMM u Jpyrux (akTopoB, (HOpMHUPYIOIIKUX OOIIME YCIOBUS TEKYyIIEH
NS TENbHOCTH.

@dopmallbHbIM ~ OCHOBaHMEM  (IPEONOCBUIKOW)  JJIi  OCYLIECTBIICHUS
LEJICHANIPABJICHHONW JICSITENIbHOCTH B cdepe 3aluThl HHPOPMalUUHU, TTOMHMO
00IIerocy1apCcTBEHHBIX TPEOOBAHWM K 3alUTe HH(POPMAIMH, COCTaBIISIOIICH
roCy/IapCTBEHHYIO, BOCHHYIO, BpaueOHYI0 M OaHKOBCKYIO TalHy, TakXe SBISETCA
IIEpEYEHb CBEACHUM, COCTABIIIONIMX KOMMEPUYECKYIO TalHY NPEANPUATHSA, KOTOPBIN
OTIpeIEIIAETCS MPEANPUATUEM CAMOCTOSATENBHO C yUeTOM TpeOOBaHUM JeCTBYIOIIETO

3aKOHOAATCJIbCTBA.
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Pucynok 1 — [penmnocsuiky pa3paOOTKH MOTUTUKHA 0€30IaCHOCTH MPEATIPUSATHS

Kpome Ttoro, HeoOXoaumocTh pa3pabOTKM U  BHEIPEHUS  TOJUTUKH
uHpopMaMOHHOW  0€30MaCHOCTH  MOXKET  ObITb  O0yCIOBJI€HAa  TaKUMH
00CTOSITEILCTBAMU, KaK:

- HE00XOIMMOCTh YMEHBILICHUS CTOMMOCTH CTpaxOBaHUs
MH(OPMAIMOHHBIX PUCKOB WJIA OTIPEIETICHHBIX OM3HEC-PUCKOB;

— HEOOXOJIMMOCTh BHEJPEHUS MEXIYHAPOJHBIX CTaHIAPTOB, TaKMX Kak
ISO 17799 unu BS 7799.

[Ipeanocbuiku  pa3pabOTKH  TIOJUTUKH  O€30MACHOCTH  MPEANPUSITHS
IIPEACTABIICHBI HA PUCYHKE 1.

2  Crpykrypa  ynpapjeHuss  HHGPOPMAIUOHHOW  0€30MACHOCTHIO
npeanpuATHS

Jlnst HeTpanu3auy CyecTBYIONIMX YTpo3 U o0ecreueHus UHPOpMaImoOHHON
0€30MacHOCTH TPEANPHUATHAS OpPraHU3YyIOT CHUCTEMY MEHEIXMEeHTa B cdepe
nH(pOpMAITMOHHOM 0€30MaCHOCTH, B paMKaX KOTOPOU (CUCTEMBI) MPOBOAT PabOTy 1O
HECKOJILKUM HalpaBJICHUSIM:

— (dopmupoBaHue u MpaKTU4eCcKast peanuzanus KOMILIEKCHOM
MHOTOYPOBHEBOM TMOJUTUKM HMHGPOPMAIMOHHON O0€30MacHOCTH MPEINPUATHS U
CUCTEMBI BHYTPEHHUX TPEOOBaHUHN, HOPM U TIPABUII;

— opraHuzamnus aenapramMedTa (CiyxkObl, OTAena) HMHPOPMAIUOHHOM

0€e30IMacHOCTH;
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Ynpasnexue nHgpopmaumoHHOM
©e3onacHOCTLIO Ha NPeanpUATUU
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Pucynok 2 — Ctpykrypa ynpasieHus *HGOpMalmOHHON 0€30M1aCHOCTHIO MPEATIPUSATHUS

— pa3paboTka CHCTEMBI Mep M JEWUCTBUH Ha Cclydall BO3HUKHOBEHUS
HETIPEIBUICHHBIX CUTYaIuid («YTIpaBlIeHHE UHIHICHTAMMN);

— IIPOBEJICHHE ayJIuTOB (KOMILJIEKCHBIX IPOBEPOK) COCTOSIHHMSI
MH(GOPMaLlMOHHON 0€30M1aCHOCTH Ha MPEAIPUATUH.

Kaxxmoe ©3 3THX HampaBIeHWd OpPraHUW3allMOHHOM pabOThl HMMEET CBOM
OCOOCHHOCTH U JOJDKHO pEalM30BBIBATHCSA C HCIIOJIB30BAHUEM CHEIU(PUUECKUX
METO/JI0B MEHEPKMEHTa M B COOTBETCTBHMM CO CBOMMM mHpaBwiaMmu. [lomutukn u
npaBuiaa  HMHPOPMALMOHHON  O€30MAaCHOCTH  SIBJISIOTCS  OPraHU3allMOHHBIMU
NOKYMEHTaMU, PETYIUPYIOIUMH AESATENBHOCTh BCEW OpraHU3allMi WM OTAEJIbHBIX
nojpaszeaeHui (KaTeropuii COTpyIHUKOB) B 4aCTH 00OpallieHus ¢ *HOOPMaIIMOHHBIMU
cUCTeMaMH M HWHGOPMAIMOHHBIMU MOTOKaMHu. JlemapramMeHT HH(OpPMaLMOHHON
0€30MacHOCTH SIBJSIETCS Y3KOCHEMATU3UPOBAHHBIM TOPA3JICIICHUEM, PEIIAIOIIUM
cnenupuyecKre BOMpPOChl 3alIUThl THHOPMALIIH.

Cucrema Mep Mo pearnpoBaHHIO Ha MHIUACHTHI 00eCIIeYnBaeT TOTOBHOCTH BCEH
opranuzanuu (Bkiouas JlemaprameHT uWH(OpMaMOHHOW 0€30MacHOCTH) K
OCMBICJICHHBIM 1I€JICHATIPABICHHBIM JIEUCTBUSIM B CITy4yae KaKux-1100 MPOUCIIECTBUM,
CBSI3aHHBIX ¢ MH(OpMaMOHHON Oe3o0macHOCThIO. [IpoBeieHe BHYTPEHHUX ayIUTOB
nH(}OpMaMOHHOM 0€30MacHOCTH (IEPUOAUYECKHUX UITU CBSI3aHHBIX C ONPEICICHHBIMU
COOBITUAMHU) JTOJKHO 00ECTIEYUTh KOHTPOJb 38 TEKYIIIUM COCTOSIHUEM CHUCTEMBI Mep
no 3amuTe MHGOPMAlKUU M, B YaCTHOCTH, HE3aBUCHUMYIO MPOBEPKY COOTBETCTBUS

PE€AIbHOI0 MMOJOKCHUA AC]T YCTAHOBJICHHBIM IIpaBUJIaM U TpC6OBaHI/I$[M.
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[Ipu »TOM KaxJa0oe€ U3 HANpaBICHUM MAESITEIBHOCTU JIOJDKHO TIOCTOSIHHO
COBEpLIEHCTBOBATHCS 10 MEPE PAa3BUTHSI OPraHU3AIMH, & KOHKPETHBIE 337]a4t TOJIKHbBI
IIOCTOSIHHO YTOYHATHCSI B COOTBETCTBUM C HW3MEHEHUEM B OPraHU3alUOHHOU
CTPYKTYp€, IPOU3BOJACTBEHHBIX ITpOLIEccaxX UM BHELIHEH cpene. Tak, Hanpumep, eciu
MPEANPUATHE HAYMHAET BBITYCK MPOAYKIWM BOEHHOTO HAa3HAYEHMS IMMAPATUIEITBHO C
BBIITYCKOM T'PaKJaHCKOW MPOAYKIMHU, TO 3TO MOKET MOTPeOOBaTh U3MEHEHUN BCEX
OCHOBHBIX HAIpPAaBJICHUM OpraHM3allMOHHOM paboTel B cdepe obecrneueHus
MH(}OpMaAIMOHHOW 0€301TaCHOCTH:

— KOPPEKTUPOBKM  CTPaTErMM M  OCHOBHBIX  IIOJIOXKECHUH  IOJINTUKU
nH(}OpPMAITMOHHON 0€30MacCHOCTH (Ha BCEX €€ YPOBHSX);

— U3MEHEHUS OPraHU3alMOHHOW CTPYKTYpPhl ¥ (PYHKIIMOHAJIBHBIX 3a]a4
nenapraMeHTa HHGOpMaIMOHHON O€3011aCHOCTH;

— COBEPIICHCTBOBAHMS CUCTEMBI pEarupOBaHUsl HA NHLINCHTHI,

— HCHOJb30BaHUE Oo0Jiee COBEPLICHHBIX METOAMK IPOBEACHUS ayAMTOB
MH(}OpPMATMOHHOW 0€30MaCHOCTH.

CrpykTypa ynpaBieHUS HHPOPMAIMOHHON O0€30MacHOCThIO MPEANPUATUS
MPEJCTaBJICHA HA PUCYHKE 2.

3 IloauTuka uHGOPMALMOHHON 0€30I1ACHOCTH NPEeANPUATHS

3.1 CTpykrypa noJMTUKN MH(OPMALMOHHOMH 0e30MaCHOCTH M TPOoIleCcC ee
pa3padoTKu.

[Tonutuka MHPOPMALMOHHOW 0E30MaCHOCTH MPEACTaBIAET COOOM KOMILIEKC
JOKYMEHTOB, OTPa)KaloIlMX BCE OCHOBHbIE TpeOOBaHMSI K OOECIEUEHHUIO 3alllUThl
uH(pOopMauu U HampaBiIeHUs: padoThl npeAnpusTUs B 3Toi cdepe. [Ipu noctpoenun
MOJIMTUKKA O€30MaCHOCTH MOXKHO YCIIOBHO BBIIETUTH TPU €€ OCHOBHBIX YpPOBHS:

BEPXHUH, CPEIHUMN U HUKHUMU.
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BepxHuuii ypoBeHb MNOJUTUKH UHPOPMALMOHHOW O€30MACHOCTH MPEIIPUITHS
CITYKUT:

— ani  QOopMyJIMpOBaHUS U JIEMOHCTpPAIMM OTHOIICHHS PYKOBOJCTBA
NpeanpusiTis K BompocaM HHGOPMAIMOHHON O€30MacCHOCTH U OTpPa)KEHUsS OOIIMX
1eJiel BCero mpeanpusiTys B 3Toi o0nacTu;

— OCHOBOW ISl pa3paOOTKH WHIUBUAYAJIbHBIX MOJUTHK O€30MacHOCTH (Ha
0ojee HHU3KUX YpPOBHAX), MPaBUJI U HWHCTPYKUUH, PETYIUPYIOMIUX OTICIbHbBIC
BOIIPOCHI;

— cpeAcTBOM WH(MOPMHUPOBAHMS NEPCOHANA MPEANPUITHS 00 OCHOBHBIX
3a/1layax U MPUOPUTETAX NPEANpUATUs B chepe nHDOPMAITMOHHON OE301IaCHOCTH.

[Tonmutukn MHGOPMAIMOHHON O€30MAaCHOCTH CPENHEr0 YpPOBHS OINPEAEISIOT
OTHOLIEHUE MpeAnpUaTHs (pPyKOBOJCTBA MPEANPHUITHS) K ONPEIACICHHBIM acCeKTaM
€ro JEATEIbHOCTU U PYHKIIMOHUPOBAHUS HHPOPMALITMOHHBIX CUCTEM:

— OTHOILIEHUE U TpeOoBaHuUs (0ojee AETAIbHO MO CPAaBHEHUIO C MOJIUTUKON
BEPXHETO YypOBHS) MPEANPHUATHS K OTIACIbHBIM HH(POPMAIMOHHBIM IIOTOKaM H
MH()OPMAITMOHHBIM CUCTEMaM, OOCITYKUBAIOIIUM Pa3IUYHbIe CPEepbl NeATeTbHOCTH,
CTENEHb UX BAXHOCTU U KOH(PHUACHLUUAIBHOCTH, a TaKKe TPEOOBAHUS K HAJIEKHOCTH
(Hanpumep, B OTHOILIEHUH (PUHAHCOBOW HMH(OpPMALMHU, & TaKKe MHPOPMALMOHHBIX
CUCTEM U NepCOoHaNa, KOTOPbIE OTHOCSTCS K HEM);

— OTHOLIEHHWE U TpeOOBaHMUS K OMNPEIEICHHbIM HHPOPMALMOHHBIM U
TEJICEKOMMYHUKAIIMOHHBIM TEXHOJIOTHSIM, METOJlaM M MojaxojJaM K oOpaboTke
uH(}OpMAIUU U TTOCTPOCHUS NH(GOPMAITMOHHBIX CUCTEM;

— OTHOIIIEHWE U TPeOOBaHUS K COTPYTHUKAM MIPEINPHUITHS KaK K y9acTHUKaM
npoiieccoB 00paboTKU HHPOPMALIMH, OT KOTOPBIX HAMIPSAMYIO 3aBUCUT 3(PPEKTUBHOCTD
MHOTHX TIPOLIECCOB M 3allMIIEHHOCTh HH(POPMAIMOHHBIX PECYPCOB, a TaKXke
OCHOBHbIE HAIPaBJICHUSI U METOJbI BO3JACHCTBUSI HA TIEPCOHAJ C LIENbIO MOBBIIICHUS
MH(}OpMAIIMOHHON 0€301TaCHOCTH.

[TonmuTuky 6€30MaCHOCTH Ha CAMOM HU3KOM YPOBHE OTHOCSITCS K OTJEIbHBIM

aieMeHTaM HMH(GOPMAIIMOHHBIX CHUCTEM UM YydacTKaM oOO0paOOTKM U XpaHEHHUS
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uH(GOpPMAIIMM U OMHUCHIBAIOT KOHKPETHBIE MPOLEAYPbl U JOKYMEHTHI, CBSI3aHHBIE C
obecrnieueHuEeM HHPOPMAITHOHHOM 0€30IaCHOCTH.

Pa3paboTka MNOIMTHKM OE30MaCHOCTH MPEINoJiaraeT OCYIIECTBICHHE psjia
IpeBapUTEIbHBIX IIaroB:

— OLIEHKY JIMYHOT'O (CyObEKTUBHOI0) OTHOLIEHUS K pPUCKaM MPEANPUATHS €TI0
COOCTBEHHHMKOB ¥ MEHEIKEPOB, OTBETCTBCHHBIX 3a (YHKIIMOHUPOBAHWE U
PE3YNBTATUBHOCTH PA0OTHI MPEANPUITHS B LIETIOM WU OTAC/IbHbIC HAPABJICHUS €r0
TESITeIbHOCTH;

—  aHaJu3 MOTCHITUAIBHO YSI3BUMBIX HH(OPMAITMOHHBIX O0BEKTOB;

— BBISIBIIGHUE YTPO3 IS 3HAUMMBIX HH(POPMAIIMOHHBIX 00BEKTOB (CBEJCHUH,
WH)OPMAIIMOHHBIX CHCTEM, TIpPOLIECCOB 00paboTku uWHGOpPMAIIMKM) U  OLEHKY
COOTBETCTBYIOIIUX PUCKOB.

Ocy1ecTBiIeHHE MPEABAPUTENBHBIX IIAroB (aHaIM3a) MO3BOJSET ONPEICIUTh,
HAaCKOJbKO HH(pOpMalMOHHAs 0€30MacHOCTh B IIEJIOM BakHa ISl YCTOMYMBOIO
OCYIIECTBIICHUS OCHOBHOW JESATENBHOCTH TNPEANPUATHS, €ro IKOHOMHUYECKOU
Oe3omacHocT. Ha ocHOBe 3TOro aHanM3a C Yy4Y4e€TOM OLIEHOK MEHEKEpOB U
COOCTBEHHHMKOB OMPEACIISIIOTCS KOHKPETHBIE HAMpaBiieHUs] pabOThI 10 00€CTICUCHUIO
uHpopmarmoHHoi 6e3onacHoCcTH. [Ipy ATOM B HEKOTOPHIX ClIydasiX JTUYHOEC MHEHUE
OTIICTLHBIX PYKOBOJMUTENICH MOXKET M HE UMETh pelnaroniero 3nauenus. Hanpumep, B
TOM cllydae, KOTJa B PAcIOpsOKEHUH KOMIIAHWHM MMEIOTCS CBENICHUS, COJEpIKaIlne
rOCyJapCTBEHHYI0, BpaueOHYI0, OaHKOBCKYIO WJIM BOCHHYIO TalHy, OCHOBHBIC
MpoLEaypPhI oOparieHus nHpopmaru ONPEAETSAIOTCA benepaabHbIM
3aKOHOJIATEILCTBOM, a TakKKe JUPEKTHBAMH W HHCTPYKIHUSIMH TeX (eaepabHbIX
OpTraHoOB, B Ub€ KOMIIETCHIIMH HAXOISTCS BOTIPOCKHI 00pallieHrs Takon nH(opmaiuu.

Takum 06pa3om, NOJUTHUKA HHPOPMALIMOHHON 0€30MaCHOCTH (MPAKTUYECKH Ha
BCEX YPOBHSX) B 4aCTU paOOThI C TAKUMU JIAHHBIMU Oy/I€T OCHOBaHa Ha OOIIUX CTPOTO
dbopMaM30BaHHBIX MpaBHWIAX, TMpoleaypax ¢ TpeOoBaHHSAX (TakuWx, Kak

UCIOJIb30BaHUE  CepTU(ULUPOBAHHOTO  OOOpPYIOBaHHUS U MPOTPAMMHOIO
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o0OecniedyeHus, NPOXOXKICHUE MPOLEnyp MAONYyCcKa, OOOpPYJOBaHHME CIHEIHAIbHBIX
TIOMEIICHUH TSl XpPaHESHUs] MHPOPMAIUH U TIp. ).

[Ipu pa3paboTke TOJUTUK OE30MACHOCTH BCEX YPOBHEH HEOOXOIUMO
OPUIEPKUBATHCS CIETYIOIINUX OCHOBHBIX MPABUJL.

1) TMonmutukm Ge30mMacHOCTH Ha 0oJiee HU3KUX YPOBHSIX JOJDKHBI TTOJHOCTHIO
MOJYMHATBCS  COOTBETCTBYIOIIEH IOJUTUKE BEPXHErO YPOBHS, a TaKkKe
JEMCTBYIOLEMY 3aKOHOAATENBCTBY U TPEOOBAHUSAM T'OCYJaPCTBEHHBIX OPraHOB.

2) Texct monmuTUKK OE30MACHOCTH JOJDKEH COJEPKATh TOJIKO YETKUE H
OJIHO3HAYHbIE (POPMYIUPOBKH, HE JOMYCKAIOIINE JBOIHOIO TOJKOBAHUSI.

3) TekcT MOMUTHKU OE30MACHOCTH JOJDKEH OBITh JOCTYIICH JUIS TIOHUMAHUS
T€X COTPYIHUKOB, KOTOPHIM OH aJpECOBaH.

B nenom nonurtuka nHGOpPMALMOHHOW O€30MacCHOCTH JIOJKHA JaBaTh SICHOE
MPEACTABICHHE O TpeOyeMOM TIOBEICHUM I0JIb30BaTENEH, AJIMHHHCTPATOPOB U
APYTUX CIEUUAINCTOB MIPU BHEJPEHUU U UCTOIb30BaHUM MH(POPMALIMOHHBIX CUCTEM
U CPEJCTB 3alIUThl HHPOPMAIUH, a TAK)KE MPHU OCYLIECTBICHUN MH(OPMALMOHHOTO
oOMEHa M BBINOJIHEHUM omepauuid mo obdpadborke uHpopmauuu. Kpome Ttoro, us
MOJIMTUKN O€30IacHOCTH, €CJIM OHA OTHOCUTCS K OINpEAeNIeHHONW TEXHOJIOTUU W/WIH
METO/0JIOTUHN 3aIUTHI HHPOPMALIUH, JOJIKHBI ObITh MOHATHBI OCHOBHbBIE TTPUHIIUIIBI
paboThl ATOM TeXHONOTMU. BaxkHOW (QyHKIMEH MOMUTHKU O€30MaCHOCTH SBIISETCS
YEeTKOE pa3rpaHUYeHNe OTBETCTBEHHOCTEN B Mpolieypax HHPOPMAIIMOHHOTO OOMEHa:
BCE€ 3aUMHTEPECOBAHHBIC JHIA JOJKHBI SICHO OCO3HAaBaTh TPAaHMUIIbI, KaK CBOEH
OTBETCTBEHHOCTH, TaK M OTBETCTBEHHOCTH JAPYTHX YYaCTHHKOB COOTBETCTBYIOIIMX
npoueayp U mporeccoB. Takyke OIHOM M3 3a/ad MOJUTHKU OE€30MaCHOCTH SIBISIETCS
3allliTa HE TOJIbKO MH(pOpMAUMU U UHPOPMAIMOHHBIX CUCTEM, HO W 3alllUTa CAMHUX

MOJIb30BaTeNeil (COTPYAHUKOB MPEANPUITHUS U €0 KIMEHTOB U KOHTPAr€HTOB).
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AHanua u NNaxupoBaHue
BHeApPeHUs
(COBEPLUEHCTBOBAHMS)
NONUTUKN Ge30nacHoCTH

KoHTpone

BbINONHEHUA

TpebosaHui

NONUTUKN

fesonacHoOCTU

YpoBeHb
pa3BUTOCTU

(3penoctu)
nonnuTUKEA
Dbe3onacHocTu

Ha4aJ10

~

PaspaboTka nonuTuku
BesonacHoOCTH

HegpeHue NONUTUKK
Be3onacHoCcTU

Pucynoxk 3 — XKuznennslii ukin nonutuku Ub npeanpusitus

OOmumii KU3HEHHBIH MK TIOJMUTUKH HHPOPMAIMOHHOW OE30MacHOCTH

BKJIIOYAET B ceOs P OCHOBHBIX IIAroB.

1) Ilposenenue IIPEIBAPUTEILHOTO

MH(}OPMATMOHHOW 0€30MaCHOCTH.

HCCICO0OBaHUA COCTOAHHUA

2) CoOCTBEHHO, Pa3pabOTKy MOJUTHKH OE30MaCHOCTH.

3) Bueapenue pa3pabOTaHHBIX MOJUTHK O€30IMaCHOCTH.

4) AHnanu3 coOnroieHus TpeOOBaHUI BHEAPESHHOMN MOJUTHKH OC30MACHOCTH U

dbopmynupoBaHue TpeOOBAHUH TIO €€ aTbHEHIIIEMY COBEPIIIEHCTBOBAHUIO (BO3BpAT K

IIEPBOMY 3Tally, Ha HOBBIM LIUKJI COBEPIICHCTBOBAHMS).

Oror uukia (PucyHok 3) MOXKET NOBTOPATHCS HECKOJBKO pa3 C IEJbl0

COBEPIIICHCTBOBAHMS OPTaHU3AIIMOHHBIX Mep B cdepe 3amuTbhl HHOpPMANMH U

YCTpaHCHUA BBIABIIACMBIX HEIOP a0O0TOK.
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3.2 IHonuTtuka HHGOPMALMOHHON 0€30MACHOCTH NMPeANPUATHSI — BEPXHUI
YPOBeHb

[Tonmutuka uHpOpMaLMOHHONW O0€30MaCHOCTH BEPXHETO YPOBHS (HaKTUUECKU
ABJISIETCSL  JCKJapalel pyKOBOAUTENEH W/UIM COOCTBEHHHKOB MPEANPUATHS O
HEOOXOJMMOCTH BECTU IIeJICHANpPaBICHHYIO paldoTy MO 3aluTe HHPOPMAIMOHHBIX
PECYPCOB, YTO JOJKHO CTaTh OCHOBOM JJisi OoJyiee YCIENIHOTO (PYyHKIIMOHUPOBAHUS
NPEeAnpusTAsS B OCHOBHOM HANpaBICHUM €ro ACSTEIbHOCTH, a TaKXe YCTPaHUTh
pa3IMYHbIE PUCKU, KOTOPHIE MOTYT MPUBECTH K (PUHAHCOBBIM MOTEPSIM, yIIEpOy IJIs
penyTauuu MpeAnpUsTUS, aIMUHUCTPATUBHOMY M YTIOJIOBHOMY IIPECIIEAOBAHUIO
PYKOBOJMTEIEH U IPYTUM HETaTUBHBIM MOCIIEICTBHSIM.

[lomutuka wHGOPMAMOHHOKW O€30MaCHOCTH HA JSTOM YPOBHE MOXKET
ONPEIENIATh U ONUCHIBATH!

— CcOOCTBeHHO, pemnieHue 00  OCYIIECTBJICHUM  IICJICHANpPaBICHHOMN
CHUCTEMAaTHYECKOU JESATEIbHOCTHU 10 00ECTICUCHUI0 HHPOPMAITMOHHON 0€3011aCHOCTH
MIPEANPUSITHS,

— TIIepeYeHb OCHOBHBIX HMH(OPMAIMOHHBIX PECypCOB, TaKUX  Kak
MH(}OpPMAIIMOHHBIE CUCTEMbI, MACCUBBI JAHHBIX, HHPOpMALIHS 00 OTACIBHBIX (PaKkTax
U SBJICHUSAX (KOHCTPYKTOPCKUX pa3paboTKaxX, KOMMEPUYECKUX CHIETKaX, pe3yiabTaTax
HUOKP w mp.), 3amura KOTOPBIX HMEET HaWOOJBIIMA MPUOPUTET JJIS BCETO
MIPEANPUSITHS,

— o0mmii MOAXOA K pacmpeleleHUI0 OTBETCTBEHHOCTH 3a obOecreueHHe
MH(}OpPMAITMOHHOW 6€30MaCHOCTH BHYTPU OpraHU3allNH;

— YyKa3aHWe Ha HEOOXOJIMMOCTh IJisi BCEro mepcoHana coOJoIaTh
Olpe/ieNieHHble MEphl TMPEJOCTOPOKHOCTH TMpH paboTre ¢ uHPopManueil u
MH()OPMAIIMOHHBIMM CHUCTEMaMHM, TMOBBIIIATH CBOI KBATM(PHUKALMIO B JIAaHHOH
00JIaCTH ¥ 0CO3HABaTh MEPY OTBETCTBEHHOCTH 32 BO3ZMOXHBIE HAPYILICHHUS;

— OTHOILIEHHE PYKOBOJICTBA MPEANPHUATHUS K (pakTam HapylIeHHs TpeOOBaHMI

o obecrnedeHno NHHOPMAITMOHHON OE30MTaCHOCTH U JIUIIaM, COBEPIIAIONIAM TaKHe
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HapyUIEHUs, a TaKkKe OOMIMM MOAXOJ K MX IMPECHIEOBAHUIO B CIydae BbISBIICHUS
Takux (haKkToB.

OnHoM W3 3a7a4 TOJUTHKU BEPXHETO YPOBHS ABISAETCS (OPMYIHUPOBAHUE U
JEMOHCTpalUsg TOro, YTO 3alluTa UHGOPMAIMU SIBISETCS OJHUM M3 KIFOUEBBIX
MEXaHU3MOB o0ecrnieueHus KOHKYPEHTOCIIOCOOHOCTH MpEeanPUsATUS u
00yCNaBINBaET, KaK €ro COCOOHOCTh IOCTUTaTh MOCTABJICHHBIC 1IETTH, TAK HHOTIa U
CIIOCOOHOCTH BBIKMBAHUS U COXPAHEHUS] BO3MOXKHOCTU MPOAOIIKATh EATEIbHOCTb.
JUist 5TOr0 MOryT OBITH 00O3HAYEHBI MPUOPUTETHHIE HAMNPABICHUS XO35SHCTBEHHON
JESTeIbBHOCTY W COOTBETCTBYIOIIME UM HH(POPMALMOHHBIE CHCTEMbI M IOTOKH
uH(pOpManMu, ONUCaHA MPUYUHHO-CIICJCTBEHHAs CBA3b MEXKIY BO3MOKHBIMU
HapyLIEHUAMH KOH(PUACHIMAIBHOCTA W/WIM HAPYIICHUSIMU B CTAOMJIBHOM padoTe
MH(OPMAIMOHHBIX CUCTEM, C OJHOW CTOPOHBI, M HAPYIICHUSIMH HOPMAJIBHOTO X0/
TEKYIINX XO3AWCTBEHHBIX OINEpalui, C Ipyrod cTopoHsl. Ha ocHOBE 3TOrO MOryT
OBITh ONpEEICHbl NPUOPUTETHHIE HAIPABICHUS ACSITEIBHOCTH MO OOECHEUEHHUIO
uH(popmamoHHoi Oe3omacHocTu. B Hanbosblnei cTeneHu 3aBUCUMOCTH OOIIEH
3 PEKTUBHOCTHU AEATETLHOCTH OT HH(OPMAIIMOHHON O€30MaCHOCTH XapaKTepHa JJIst
TaKUX KOMITAHUW, KOTOPHIE:

— 3aHUMAIOTCA T.H. DJIEKTPOHHON KOMMEPILMEN MM padOTalOT B CMEXHBIX
cdepax (JIEKTPOHHBIC IIATSKH, IHTepHET-pekiama H Ip.);

— HENOCPEICTBEHHO CBS3aHbl ¢ 00OPOTOM (CO3JaHMEM, KyIUIeH-TIpOoAake,
OXpaHOM, OIIEHKOW) OOBEKTOB MHTEIUIEKTYaIbHOW COOCTBEHHOCTH M, B YAaCTHOCTH,
HAayKOEMKHX T€XHOJIOTU;

— HETMOCPEIICTBEHHO CBsI3aHbl C  oOpamieHueM OonbpIux  00BEMOB
uH(OpMAIMK, COCTABISIIONIEH TaHy Apyrux Juil  (0aHKWA, MEIUIIUHCKHUE
YUPEIKIACHUS, AYAUTOPCKUAC KOMITAHUY H TIP.).

[Tpu 3TOM paboTa HaJ MOJIUTUKOW HH(POPMAIIMOHHON OE€30MaCHOCTH JOJDKHA
BKJIIOUaTh B ce0sd HE TOJbKO €€ HayallbHyl0 pa3paboTKy, HO M TOCTOSIHHBIN

MOHUTOPHHI' YI'PO3, W3MEHEHUN BO BHEIIHEU cpeac A noCICAYIOMEro YTOYHCHHA

12



Tewma 2.6 — Ynpasnenue nHPpopManoHHON 0€30MacHOCTHIO TIPEATIPUATHS
(Ynpasienue nHGoOpMaMOHHON 0€30MaCHOCTHIO)

(uu gake MONHOM NepepabOTKH) MOJUTHKH B COOTBETCTBUM C M3MEHUBLIMMUCS
YCIIOBUSIMU paOOTHI.

3.3 IonuTuka nHGOPMALMOHHOH 6€30MaCHOCTH NPeINPUITHS — CPeTHUI
YPOBEHb

[TonuTuku uH(GOPMAITMOHHON 0e30macHOCTH CpenHero YPOBHS
HEMOCPEACTBEHHO JETAM3UPYIOT TpeOOBaHUs, 3aJa4u U MpaBuiia, 0003HaYCHHBIC B
HOJIUTUKE BEPXHETO YPOBHSI, U OTJIEIBHO ONMUCHIBAIOT OCHOBHBIE CEPBI, B KOTOPHIX
HEO0OXOJMMO CHUCTEMHOE OCYILECTBJICHUE T€X WJIM MHBIX OPraHU3alUOHHBIX W/WIH
TEXHUYECKUX MEPOIIPUATHH.

[Tonutuka wuHpOpPMAIIMOHHON O€30MACHOCTH CPEAHEr0 YpPOBHS JIOJDKHA
COZIEPKATh CIIEIYIOIINE OCHOBHBIE Pa3cIbl.

1) OOmee onucanue TOH cdepsl ACATETBHOCTH (MH(POPMAIMOHHOM
TEXHOJIOTMHM,  aclekTa  MH(OPMAIMOHHOM  CHUCTEMbI,  OW3HEC-IIPOLIECCOB
NOPENNpUITHS), HA KOTOPYIO OHA PaclpOCTPaHsSIETCs.

2) OOyacTh MPUMEHEHHs MOJUTUKH O€30MacHOCTH — MEepPEYeHb BCEX JIMII,
opraHu3aluii, WH(MOPMAMOHHBIX CHUCTEM, K KOTOPbIM OHA NPUMEHSETCS WU
KOTOpPBIE UCKITIOYAIOTCS U3 CEPHI €€ MPUMEHEHHUS.

3) HemocpencTBeHHOE OTHOUICHWE TPEANPHUATHS K JTAaHHOMY aCIEKTY
MH()OPMAIIMOHHBIX TEXHOJIOTMM W HMH(MOPMALMOHHON 0O€30MaCHOCTH — OCHOBHAas
4acTh NOJUTUKU 0€30I1aCHOCTH, ONPEeIIsonias KOHKPETHbBIE MTpaBuiia, KPUTEPUH U
TpeboBaHMUsI K MpoIeAypaM oOpailieHuss tHpopMaIuu, dJieMeHTaM HHHOPMaIlMOHHON
UHQPaACTPYKTYPhl, IPOrPaMMHBIM U allllapaTHBIM CPEICTBAM U TIP.

4) Pacnpenenenue posieii u (QYHKIHMA, HEOOXOMUMBIX IS pa3perieHus
KOHKPETHBIX BOINPOCOB — 3aKpPEIUICHHE 3a OMNPEAEICHHBIMUA COTPYIHUKAMU
(ciennanucTaMy, pyKOBOJUTEISIMH) 00S3aHHOCTEH 1O BBIMOJIHEHUIO HEOOXO0IUMOM
paboThI C LIENIbIO pEeLIEHUs 3a/1a4 B paMKax JAaHHOW MOJUTUKU O€30MacHOCTH.

5) Topsimok pa3perieHus] BOZHUKAIOIIUX BOPOCOB — OCHOBHBIC MPOIISTYPhI
pa3peleHus NOSBIAIOMINXCS 3aTPYAHCHUN B TEKyIIel paboTe U MPUHSATHS pelIeHUN

O BO3MOXKHBIX HMCKIHOYCHUAX H3 O6HII/IX npaBujI, a TaKKC TICPCUCHb JIMII
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(mogpasneneHuii), OTBETCTBEHHBIX 3a HEMOCPEACTBEHHYIO pabOoTy C IEPCOHAIOM
OPEIIPUATHS IO BOIIPOCAM, OTHOCSIIUMCS K JAHHON MOJIUTUKE O€30M1aCHOCTH.

OnHOM U3 OCHOB JJIsl peau3alid MepOIpHUsITHid B chepe nHpopMannoHHON
0€30MacHOCTH U JIeTalbHOM pa3pabOTKU NOJUTHKM O€30IaCHOCTU  SIBJSETCS
YKpYIHEHHasi Kjaccuukanuss HMHQOPMAIIMOHHBIX PECypCOB, HMEIOIIUXCT Y
npennpusatus. Bce umeromuecs y mpeanpusaTHs HHPOPMAIMOHHBIE OOBEKTH (U
COOTBETCTBYIOIIME 3JEMEHTHI UH()OPMALIMOHHOW MHPPACTPYKTYpHI), KaK IPABUIIO,
MOTYT OBITH pa3[e’eHbl Ha MATh WM MIECTh OCHOBHBIX TI'PYMI MO YPOBHIO CBOEH
3HAaYUMOCTU U KOH(PHUIECHINATBHOCTH.

1) Kputnyeckun BakHas (aOCONIOTHO  CcekpeTHas) wuHpopMarus —
uHpopmanus, Tpedyronias 0COObIX rapaHTUl 0€30MaCHOCTH.

2) Baxnas wunbpopmanus (MHbOpMAIMS, COCTABIAIONIAS KOMMEPUYCCKYIO
TaliHy) — MH(OpMaLus, UCIOJIb3yeMasl TOJbKO BHYTPH NPEINPUATUS, HAPYLICHUE
KOH(QUICHIMATBHOCTH KOTOPOM MOXET HaHECTH CEepbe3HbI yuepd camoMy
MPENNPUITHIO UK €r0 MapTHEPaM.

3) 3naummas  (kKoHpUIEHIMATbHAs) WHpopMamus —  UHPOPMAIHS,
npelHa3HayeHHasl AJs UCHOJb30BAaHUS OTPAHUYEHHBIM KPYrOM COTPYIHHKOB U
PYKOBOJIUTENEH PEIPUSATHU.

4) TlepconanpHasi wuHGpopManuss — UWHPOpPMAIUA O COTPYIHUKAX, HE
MoJJIeXaas pasrilalleHuIo.

5) Hudopmarus s BHYTPEHHETO HCIOJIb30BaHUS — HWHQPOpMAIUA IS
MCIIOJIb30BAaHUsl BHYTPU MPEINPUITHS, HapylIeHHe KOH(PUIEHIIUAIBHOCTH KOTOPOI
HE MO>XET HAHECTH BpE/a.

6) IIpouass wHpOpManus — OTKpbITass UHPOPMALHUs, KOHPHUICHIIUATLHOCTh
KOTOPO HE UMEET 0CO00T0 3HAUCHUS AJIs ACSITEIbHOCTU MPEIPHUSITHSL.

Bo Bcem 00beMe MOJUTUK CPEIHEr0 YPOBHS HEOOXOIUMO BBIJCIUTH JIBA UX
OCHOBHBIX BUJA.

1) TlonuTHkw, OTHOCAIIMECS K OIpPEIeIIeHHBIM cdepam JIesTeTbHOCTH
OPEeIIpUATHS UM COOTBETCTBYIOIIMM MH(OPMALMOHHBIM MOTOKaM ((puHaHCaMm,

KOMMEPYECKOH JIeATeILHOCTH | TIP. ).
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2) IlonuTHKH, OTHOCSIIUECS K OINPEACICHHBIM acleKTaM WCIOJIb30BaHUS
UH(OPMAIIMOHHBIX TEXHOJIOTHM, OpraHu3aiud HHGOPMAIMOHHBIX IOTOKOB H
OopraHu3aluy padboThI MEPCOHANIa HA BCEM MPEANPUITUU — BHE 3aBUCUMOCTH OT TOU

C(I)epbl, rac UCIIOJIB3YIOTCA OTH TCXHOJIOIMHU WJIN 3aHAT IICPCOHAJI.

K monuTukaM mepBoro Tuna MOryT OTHOCUTHCS:

— TIOMUTHKHU 0OparieHus ¢ nHpopMalmei, COCTaBIAIONIEH FOCy1apCTBEHHYIO
TalHYy;

— nonutuku obpamenus ¢ pesyinbraramu HUMOKP, koHcTpykTOpcKOil U
TEXHOJOTHYECKON TOKyMEHTAllMeH, COCTABIAIONMIEH «HOY-Xay» MPENNpHUITHS WIN
€ro NapTHEPOB U TIp.

[TonmuTuky 6€30MacHOCTH TAKOTO THUIMA YTOYHSIOT U JOTOJHSIOT O0Iue s
BCETO TPEANpUATHS TpaBUia, PACIPOCTPAHSIONIMECS HA BCE OCTaJbHbBIC
MH(OPMAIMOHHBIE CUCTEMBI U OOBEKTHI, U, COOTBETCTBEHHO, UMEIOT HAMOOJIbIITUI
npuopuret. OHHU, HAIPUMEP, MOTYT COJEPIKATh:

— CIenuaibHble TPeOOBaHUS K PE3EPBHOMY KOMHMPOBAHUIO HHGOPMAIINH
(Takme kak 0OoJjee BBICOKAsl 4acTOTa PE3EPBHOIO KOMMPOBAHWE M HMCHOJIb30BaHUE
0oJiee HaJIC)KHBIX HOCUTEJIEH JJIsl 3TOT0);

— CIenuanbHble TpeOOBaHUS K UIACHTU(QUKAIMU ¢ ayTeHTU(UKAIUU
MOJIb30BaTeNeH (Takue Kak KOMOMHUPOBaHUE OMOMETPUYECKOW MACHTH(PUKAINKA U
UJCHTUPUKAIIUY TTPU TTOMOIIM MapoJieit);

— crhenuaibHble TpeOOBaHUS K KOMHWPOBATHLHO-MHOXKHTEIHHOW TEXHHKE,
UCIIOJIB3yEeMOM 7151 pabOThI ¢ KOH(DUICHIIMATBEHON NH(MOpMAIIHEH;

— CcHenuanbHble TPEOOBaHHWA K TOMEIICHUSAM, B KOTOPBIX MPOBOASTCS
COBCIIaHUSI TO CEKPETHOM TeMaThke, M 00padaThIBaeTCs COOTBETCTBYIOIIAS
uHdopmarus (TONIMHA U MaTepuall CTEH, PACTONOKEHUE TIOMEIICHUN B 3/IaHUSAX,
3aIlIUIIICHHOCTh OKOH, HAaJeKHOCTh IBEpPEH M 3alopoB, a TaKKe OXPaHHOU W
MOKapHOW  CHTHANIM3AIMK,  OOCJEeIOBaHUS  Ha  TPEAMET  BBISBICHHUS

MOJICITYIIUBAIONINX YCTPOWCTB U TIP.).
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K nmonutukam BTOPOI'O THUIId MOI'YT OTHOCUTBCA:

— TOJUTHKA ONMyOJIMKOBAHMS OTKPBITHIX MH()OPMALIMOHHBIX MaTEpPHUANIOB, B
TOM 4YHCIIe TOJUTHKA OpraHU3alui BeO-caiiTa MPENNpHsITHs U €ro BHYTPEHHETO
MH(POPMAIIMOHHOTO TMopTajia (B 4YacTU MPEJOTBPAIICHHUS BO3MOXKHBIX YTEUEK U
UCKa)XeHUN MHPOpMAITIH);

— TIONUTHKA HCIIONb30BaHMUS ceTH WHTepHET (B 4acTH NpPENOTBpAIICHHUS
BO3MOXKHBIX yTeueK HH(opMaLun);

— TIOJUTHKM  HUCHOJB30BAaHUS  OTAEIbHBIX  MHPOPMAIMOHHBIX U
KOMMYHHKAIIMOHHBIX TEXHOJIOTUH, B TOM YHWCJE OOIIME IJii BCETO MPEANPHUATHS
IpaBuiia UCIOJIb30BaHUs MOOMIIbHBIX KoMbioTepoB U KIIK, yaanenHoro npocrymna k
KOPIOPAaTUBHBIMU MH(GOPMALMOHHBIM CHUCTEMAaM, a TAK)XKE HCIOIb30BaHUS JIMYHBIX
KOMITBIOTEPOB COTPYAHUKOB MPEANIPHUATHS B CITY>KSOHBIX LIETIAX;

—  KJjaccuuKauu MHGOPMALMOHHBIX CUCTEM, HHPOPMAIIMOHHBIX PECYPCOB
U O0BEKTOB MH(OPMALIUM C TOYKU 3PEHUS UX 3HAYUMOCTU U YCWIHH, KOTOpbIE
HEOOXOUMO MPEANPUHUMATD JISI UX 3aIIUTHI,

— TIOJIUTUKA TPUOOpPETEHHUs, YCTAaHOBKH, MOAUGUKAINK U OOHOBJICHUS
IIPOrpaMMHOT0 00€CIeUYeHH s, a TAK)KE ayTCOPCUHTa pa3pabOTKU U MPOESKTUPOBAHUS
MIPOTPAMMHOTO 00€CTICUCHUS;

— TIOJNUTHKA 3aKylOK{ anmapaTHbIX CpPeICTB HH(POPMAIMOHHBIX CHUCTEM,
cucteM HHGOPMAIMOHHON O€301TaCHOCTH;

— TIONUTHKA UCTIOJIH30BAaHUS TIOJIB30BATEISIMA COOCTBEHHOTO TIPOTPAMMHOTO
obecnieuenus (t.e. [10, caMmocTosTENBHO pa3padaTbIBAEMOT0 MPEIIPUITHEM );

— oOmme [Uisi BCEro MPEeANpHUSATHS MpaBuUia HCIOIb30BaHUS Maposied u
APYTUX CPEACTB MEPCOHATBHON WACHTU(DUKAIINH;

— TIONUTHKA  HWCIOJB30BaHUS  JJIEKTPOHHO-IIM(POBOW  TMOANMUCH U
MHQPACTPYKTYPHI MyOJIMYHBIX KIIOYEH;

— TOoJUTHKA (periiaMeHT) oOecrneueHusi BHYTPUOOBEKTOBOTO pexuma H

(bmnqecmﬁ 3allMIIICHHOCTH I/IH(bOpMaI_II/IOHHBIX AKTHBOB;
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— TIONUTHKA JOCTyNla K BHYTPCHHMM WH(OpPMAIIMOHHBIM pecypcam
CTOPOHHUX TOJIh30BaTelNel (opranu3anui);

— 00U 7151 BCETO MPEANPHUSITHS TTOPSIIOK PUBJICUCHUS K OTBETCTBEHHOCTH
3a HapyIICHUE ONPEIeIICHHBIX MPaBUi NHGOPMAIIMOHHON 0€30TaCHOCTH.

3.4 MMoanTka MHPOPMAIMOHHON 0€30MACHOCTU NMPEeANPUATUS — HUKHUH
YPOBE€Hb

JlaHHBIN ypOBEHD BKIIFOYACT B CE€0S IOKYMEHTHI, SIBIIIOIIMECS HHCTPYKITUSIMA U
METOJMKAMHU TPSAMOIrO JICUCTBUS, UCHOJIb3YEeMbIMU B TMOBCEIHEBHOW JEATEIHLHOCTH
COTPYIHHUKOB TMPEINPHUATHSI. DTH JOKYMEHTBI OTHOCATCS K OTICIBHBIM CEpPBHCAM,
npoienaypaMm U uHGOpMaMOHHBIM cuctemMaM. OCHOBHOM 3ajadeil pa3paboTku
OpraHU3aIMOHHOHN TOKYMEHTAITUU Ha 3TOM YPOBHE SBISICTCS 00CCTICUCHHE KaK MOKHO
Oonee meTanpbHOTO W (OPMATM30BAHHOTO OMHCAHMS BCEX MPOIEAYp W TPeOOBaHMIA,
OTHOCAIMXCS K  o0ecreyeHuto  O€30MAaCHOCTH  OT/ACNBHBIX  JJIEMEHTOB
WH()OPMAITMOHHBIX CUCTEM, HH(POPMAIIMOHHBIX IIOTOKOB ¥ MacCUBOB MH(popMaIruu. B
YaCTHOCTH, ISl 00ECIIeYeHUs! MTOJTHOTHI (POPMUPOBAHUS TTOJTUTUKU UHOOPMAITMOHHON
0€30macHOCTH TPEANPUATHS HEO0X0IUMO CHOPMUPOBATH KaK MOXKHO 0OJiee MOTHBIN
KOMITJIEKT OPTaHU3aITMOHHON JOKYMEHTAITUH, BKITFOUAIOIINHA B CeOS:

— OJIaHKM THUIOBBIX 3asBOK HA TMPEJOCTABJICHHE JIOCTYMa OTICIbHBIX
COTPYIHHMKOB K OMpeNeNIeHHbIM WH()OPMAIMOHHBIM pecypcaM U UHOOPMAITMOHHBIM
CHUCTEMaM, a TaKXKe PETJIaMEHTHI MMPEAOCTABIICHUS TAKOTO JIOCTYTIA;

— perJaMeHTHI (IpoIeayphl) pabOThHI C ONPEACICHHBIMU WH(POPMAIIMOHHBIMU
U TEJICKOMMYHHKAIIMOHHBIMH CHCTEMaMH, MPOTPAMMHBIM oOecrieueHneM U Oa3zaMu
JTAHHBIX;

— JIOJDKHOCTHBIC OOS3aHHOCTH OTJENBHBIX KATETOPHM COTPYJHHKOB B
OTHOIIICHUH OOecreueHuss MH(POPMAIMOHHOW O€30IMacHOCTH, a TaKXke TpeOOBaHMS,
MIPEABSBISICMBIC K IIEPCOHAITY;

— TUIIOBBIE JOTOBOPHI C BHEIIHUMH KOHTPAreHTaMu, CBSI3aHHBIC C TMepeaadeit
WJIU TTOJTydeHUEM HH(POPMAIIUH, WJIH OCHOBHBIE TPEOOBAHUS, MPEABSIBISEMbIC K TAKUM

A0TOBOpaM.
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[IpouienypHble AOKYMEHTBI, OTHOCSIIMECS K MPEAOCTABICHUIO JIOCTyNMa K
pecypcaM (TakuM Kak ceTb IHTepHeT, KopnopaTUBHbIE HHPOPMAIIMOHHBIE CUCTEMBI U
0a3bl JTaHHBIX, aNllapaTHBIE CPEJCTBA, CPEACTBA Mepeaadu HHPOPMAITUHU U TIP.) MOTYT
BKJIFOYATh KaK TUMIOBBIE OJIAHKH 3asBOK Ha MPEJOCTABICHHUE JOCTYIIA, TAK U OMMCAaHUE
OCHOBHBIX MPOIENyp (periaMeHTa) MPUHATUS PELICHUN O MPEJOCTaBICHUH TaKOTO
JOCTyNa U MPEIOCTaBICHUN KOHKPETHBIX MpaB Mpu paboTe ¢ MH(POpMALMOHHBIMU
pecypcaMi, a TakKe MEepPeYHH KPUTEPUEB, HEOOXOIUMBIX ISl MPEAOCTABICHUS TEX
WJIM WHBIX TIPaB B UH(OOPMAIIMOHHBIX CHCTEMaX.

[Tpouenypsl paboThl ¢ OTAEIBHBIMU HMH(POPMAIMOHHBIMU CHCTEMaMHU H/WIN
MOAYJISAMHA MH(DOPMAIIMOHHBIX CHUCTEM (0a3aMu JaHHBIX, MOIYJISIMH KOPIOPATHBHOU
ERP-cuctembl, cucremaMu »SIEKTPOHHOTO JAOKYMEHTOOOOpOTa © TIP.) MOTYT
NEPEYUCIISITh BCE OCHOBHBIE TPEOOBaHMUsI, PaBUjIa U OTPaHUYEHUS], HAIpUMeEp, 3aIpeT,
WCIIONIb30BaTh JHCKETHl JUIS KOMHWPOBAaHMA M TepeHoca WHGOpMAIUU WU
OTpaHUYEHUS, HaJlaraéMble Ha BO3MOXKHOCTh YAAQJIEHHOTO JIOCTyIa K TEM WU HUHBIM
uH(pOpMaIMOHHBIM cepBHcaM. TpeboBaHUS U TpaBUia, CBA3aHHBIC C 00ECTICUCHUEM
MH(}OpPMATMOHHOW 0€30MaCHOCTH, MOTYT ObITh, KAK BKJIFOYEHBI B OOIIHE UHCTPYKIIMH
[0 HCIIOJIb30BAHUIO MH(OPMAIIMOHHBIX CHUCTEM HWJIM PErJIaMEHThl OCYIIECTBIICHUS
OM3HEC-TIPOIIECCOB, TaK U OPOPMIICHBI B BUE CTICIUATBHBIX HHCTPYKIIMHA U MMaMATOK,
colepKallluX HUCKIIOYUTENIbHO TpeOOBaHMS U  MpaBuja HUHOOPMAIMOHHOU
0€30MacHOCTH.

JlomkHOCTHBIE  OOS3aHHOCTH  TEpCOHana TMPEANpUATHS, CBSI3aHHBIE C
oOecnieueHreM MHGOPMAIIMOHHON O€30MacCHOCTH, JOJKHBI BXOAUTH KaK COCTaBHAas
4acTh B JOJDKHOCTHBIE MHCTPYKIUH IS KaXI0Tr0 cOTpyAHuKa. Kpome Toro, moimruka
0€30MacHOCTH MOXET TpeaycMaTphBaTh MOJNMUCaHHE (KaK MPU TMOCTYIUICHHH Ha
paboTy WK MepeBo/ie Ha OMPEICIIEHHYIO TOJKHOCTb, TaK U MPHU YBOJIILHEHUU C HEE)
OTJENBHBIMU KaTETOPUSMU MEPCOHANA TOTIOTHUTEIBHBIX COTTIAIICHNUN, 003aTEIbCTB
U TOANMHUCOK O HEpas3rJalleHUHd OmpeleieHHONM uHpopManuu. Takxke MNOJIUTHKA
0€30MacHOCTH MOXET BBOAHUTH JONOJHUTENbHBIE TPEeOOBaHUS K TMEpPCOHATY,
paboTarolieMy ¢ OnpeieIEHHBIMU CBECHUSIMU UM MH(OOPMAITMOHHBIMUA CUCTEMAMH.

[IpumepaMu TakuX OTrpaHUYEHHH MOTYT OBITH OTCYTCTBHUE CYAMMOCTH, HaJHUne
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OMpENEICHHBIX HABBIKOB WJIA CHEHUAIbHOM  KBadU(UKAIMK, MPOXOXKICHUE
npodeccroHanbHOM cepTUPUKALNUN UITU TICUXOJIOTHYECKON MPOBEPKHU.

[TonmuTuku 6€30MaCHOCTH, OTHOCSIIKECS K padoTe ¢ BHEIIHUMHU KOHTPAareHTaMH,
MOTYT TIpeAyCMaTpuBaTh THUIOBbIE (POPMBI W OTACNIbHBIE MHCTPYKIUU 10
COCTaBJICHUIO KOMMEPYECKUX KOHTPAKTOB (I Ka)KJOTO TUIA KOHTPAKTOB, a TAKXKE
U OTHEJBHBIX TPYII KOHTPAareHTOB) M OOMeHYy HMH(pOpMaIUeil ¢ MOCTaBIIUKAMH,
NOKYyMaTeJIsIMHU, KOHCYJIbTAHTAMH, OCPETHUKAMH, CyOnoaps IYuKamH,
MOCTaBIIMKaMU (PUHAHCOBBIX M WH(OPMAIMOHHBIX YCIYT U JPYTUMHU Y49aCTHUKAMU
XO3SIICTBEHHON JESATENIbHOCTH. B 4acTHOCTH, B MOJIUTUKE ISl KAKIOW M3 3TUX
KaTeropuil MOXET MPeayCMaTPUBAThCA CIIEU(UISCKUI TOPSIA0K NH()OPMALIMOHHOTO
oOMeHa, B3auMHble TpeOOBaHUA MO OOECIEUEHUIO KOHPUACHIUAIBHOCTA U
BO3MOXXHBIE MEpbl OTBETCTBEHHOCTM B Cllydae HapyILICHHUs COIJIACOBAHHBIX
TpeOOBaHMI KaKOH-1100 U3 CTOPOH.

3.5 3ak/Il0uMTeIbHBIEC NOJ0KEHUS

B Ttex cmyuasx, korma ompenelneHHas IOJUTHKA O€30MacHOCTH ONMHUCHIBAET
CIIOKHYI0O HH(DOPMAIIMOHHYIO CHCTEMY U CHCTeMY 3alluThl HH()OpMAaIHH,
npeHa3HauYeHHYIO JJIs1 BBIIIOJIHEHUSI Han0oJiee OTBETCTBEHHBIX ONepaluil (Takux Kak,
HAIPUMeEp, JIEKTPOHHBIE EHEKHbBIE TIEPEBO/IbI), OHA MOXKET OBITh pa3zielieHa Ha JIBE
COCTABJISIFOLIHE:

— BHYTPECHHUU periaMeHT paboThI noapa3aeaeHuin (rpymm,
aJIMUHHACTPATOPOB),  OTBEYAIOIIMX 33  BBINOJIHEHHE  HauOoliee  BaKHBIX
aJIMMHHACTPATUBHBIX (QYHKIMK (HAmpUMep, BbIJada U OOCTYKHUBAHUE DJICKTPOHHBIX
ceprudukaroB UHPpacTpyKTyphl MyOIMIHBIX KITHOUYEH);

— TIOJUTHKY, HETIOCPEICTBEHHO OTPAKAIOIIYIO TPEOOBAHHMS K MOIH30BATEIISIM
U TpoleccaM, a TakKe OMHUCAHHs MPOIeAyp padOThl MW B3aUMOJEHCTBHUS BCEX
Y4aCTHUKOB MH(OPMALIMOHHOTO OOMEHa.

B »TOoM cnydyae BHYTpEHHHMI periiaMeHT MOXET COAepKaTh MoaApoOHOe
OMHCaHUE TE€X MPaBUJI U TPEOOBAHMM, KOTOPHIE TOJKHBI BBHIIOIHATH OTBETCTBEHHBIC

noapasnenenus (UT-cmyx0ba, JlemaprameHT mHGOPMAMOHHON O€30MACHOCTH WA
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Cnyx0a 0e30MmacHOCTH MPEANPUATHS) B MPOLECCe BBIOJHEHUS CBOUX (YHKIIUM.
Takol persiaMeHT MOXET ObITh HEOOXOIUM JIJIsl IEMOHCTPALIMU HAJISKHOCTU Hanbosiee
BOKHBIX W OTBETCTBEHHBIX JJEMEHTOB HMHQGPACTPYKTYphl HHOOPMAITMOHHON
0e30macHOCTH. ITO 0COOEHHO BaXKHO B TOM Cllydae, €CJId MPEIPUSTUE OCYIIECTBIISCT
nH()OPMAITMOHHBINM OOMEH ¢ BHEITHUMHU KOHTPAreHTaMmu (1, B 9aCTHOCTH, KJIMCHTAMH )
U JEMOHCTpAIlUs HAJS)KHOCTH BHYTPEHHUX MPOIEAYP CEPBHCOB MH(POPMAITMOHHON
0e30MacHOCTH  MOXKET O0ECHeYWTh pacUIMpeHre Ou3Heca W TOBBIIICHUE
3 PEKTUBHOCTU OTACIIBHBIX ONIEpaIUH.

B HekoTopbIx ciydasx o0beM TakMX JOKYMEHTOB (TOJUTHK, PETJIaMEHTOB)
MOXKET JOCTUTaTh HECKOJIBKUX JECSATKOB CTpaHUIl (Kak mpaBmio, He Oomee 100-150
cTpaHHuil). JJOKyMEHTBI TaKOro pa3Mepa, Kak MpaBHIIO, COCTABISIOTCA B T€X CIIydasX,
KOIJIa MOJKET TMOHAJ00UThCS HMX HCIOJIb30BaHUE B CYAEOHBIX Mpoleccax s
YCTaHOBJICHHSI CTETICHN BHHBI U OTBETCTBEHHOCTH PA3IMYHBIX YIACTHUKOB MPOIIECITYP
uHdopmamoHHoro ooMeHa. B Tom citydae, eciiu OT/ieIbHbIEC TOTUTUKU MPECTABISIOT
co0Oll CNOXXKHBIE OOBEMHBIC JIOKYMEHTBHI, HW300WIYIOMNUE IOPUAUUYECKUMU U
TeXHUYCCKUMH TEPMHUHAMH, OHH MOTYT COMPOBOXKAATHCS JTOTOJHUTEIHHBIM
JOKYMEHTOM, KPaTKO PACKPHIBAIOIIMM OCHOBHBIC TPEOOBAHUS U TOJOXKEHUS JIs
OOJIBIIMHCTBA TMOJb30BaTeel. Tako JOKYMEHT JOJDKEH HUMETh OTHOCHUTEIIHHO
HeOoJIbIION 00beM (Hampumep, He Oosee ABYX CTPAHMI]) U COAEPXk aTh OINUCAHUE
HauOosiee BaKHBIX ACMEKTOB TPEIMETa TOJUTHUKHU: TPAKTUYECKU BaKHBIC
OTPaHUYCHHUSI, OTBETCTBEHHOCTh U OCHOBHBIE TIPaBUJia, 3HAHUE KOTOPHIX HEOOXOAUMO
JUIs1 TOBCETHEBHOM IESITEILHOCTH.

K umciy moKyMeHTOB Ha CpelHEM M HUKHEM YPOBHE JETaM3aIlu, TOMUMO
COOCTBEHHO TMOJIMTUK ©O€30MacHOCTH, MOKHO OTHECTH TaKXkKe PUANYECKOe
3aKIr0YeHue, (OpMaTbHO TIOATBEPXKAAIOIIEe, UYTO BCE Mephl HH(DOpPMAIMOHHON
0€30I1acCHOCTH, TPEANPUHUMAEMbIE Ha MPEINPUITHH, COOTBETCTBYIOT TPEOOBAHUSIM

JICHCTBYIOIIETO 3aKOHOIATEIHCTBA U/WUJIN CTAHIapTOB.
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