Tewma 2.9 — [InanupoBanue u ynpapiieHHe HHPOPMAIIMOHHON O€30MTaCHOCTHIO B YCIIOBHSIX PhIHKA
([TnanupoBaHue U yrpapieHre HHHOPMALUOHHOM O€30MaCHOCTBIO)

1 PbIHOK ycJayr 1o ynpanJjieHu0 MHGOpMANUOHHOH 0e301aCHOCThIO

Pa3BuTne coBpeMeHHbIX WH(MOPMAIIMOHHBIX TEXHOJOTUM, POCT 3aBUCUMOCTH
ACSTEIbHOCTY MHOTUX MPEINpHUITHA W YYpexKACHUH OT (YyHKIMOHUPOBAHHUS
MH(OPMAIIMOHHBIX CHUCTEM U IMOCTOSHHOE HapacTaHue OOBEMOB M CII0KHOCTU
UHPOPMALMOHHBIX MOTOKOB TMpPHBENIM K TOMY, YTO 3aJauyd OOecredeHust
uH(POPMAIIMOHHON 0€30MacHOCTH CTalM TPeOOBATh HMCIOIB30BAHHUS 3HAYUTEIBHBIX
pecypcoB. B uactHOcTH, (hUHAHCOBBIE CpEACTBA, BBIACISIEMble HAa oOOecredeHue
MH(OpMAMOHHOW O€30MaCHOCTH, 3aHUMAlOT BCE OOJBIIYIO A0 B OIOKETax
HOpEeNNpUsATH, a TEKyllee U CTpaTEerMuecKkoe YIpaBiIeHHE 3alluTol HH(opmanuu
TpeOyeT OONbIIer0 BHUMAaHHS HE TOJBKO CO CTOPOHBI CIIEIUATIUCTOB TIO
UHPOPMAIIMOHHBIM ~ TEXHOJIOTHSAM, HO W CO CTOPOHBI PYKOBOAMTENEH H
COOCTBEHHUKOB MpEANpUATHH. 3adacTyl0 HEOOXOIMMBbIE pecypchl MU YCHUIIUS
PYKOBOAMTENEH B 3TOM cdepe OKa3bIBAIOTCS COMOCTABUMBIMU C TEMH pECypcami,
KOTOpBIE TpaTiATCs Ha OCYLIECTBICHHE OCHOBHOM JAEATEIBbHOCTU MPENPUITHH.
Takum 00pazoM, CIOXWINCH MPEANOCHUIKH 711 (OPMUPOBAHUSI PHIHKA Pa3TMUHBIX
yciayr mo oOecrnedeHuto HHGOPMAIMOHHONW 0€30MacHOCTH, KOTOpbie (YCIIyTH)
MOMOTJIM OBl HE TOJBKO TOBBICUTH 3I(PGEKTUBHOCTH 3alIUTHI HHGOPMAIIMOHHBIX
pECypcoB, HO W ONTHMHU3HUPOBATh W3IEPKKH TMPEANPUATHN U OpraHHU3aIlHi.
OcHoBHBIMU  (DaKTOpamMH, KOTOpbIE OOYCIOBWJIM TOSBICHUE Yy TNPEANPUATHN
NOTpeOHOCTE B ycayrax CTOPOHHUX MPEANPUATUH, pelaroluX — 3aJadu
oOecrieueHuss MH(OPMAIMOHHONW O0€30MacHOCTH, W BBIIEJIEHUE YCIYr IO 3allluTe
MH(OPMAITMOHHBIX PECYPCOB B CAMOCTOSTENBHYIO chepy OM3Heca, CTalu:

— YCJOXXHEHHUE U TMOCTOSHHOE Pa3BUTHE COBPEMEHHBIX CHCTEM 00pabOTKH,
XpaHeHus U Tepeaadu HHPopMaIm,

— YCJOXXHEHHE NPOTPaMMHBIX U amlnapaTHBIX CPEICTB, MUCHOJIb3YyEMbIX IS
3amuThl  MHGOpMAalMK, HEOOXOAUMOCTh TOHUMAHHUS CJIOXKHOTO  KOMILIEKCa
TEOPETUIECKIX U METOAMYECKHUX BOMPOCOB ISt UX d(PPEKTUBHON IKCILTyaTallNH;

— PpOCT 4Mciaa MHIMIEGHTOB M pa3HooOpa3usi BHJOB  aTak Ha

PIH(i)OpMaHI/IOHHBIe CHUCTCMBI U UX MHTCHCHUBHOCTH,
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— HeXBaTKa KBaJIM(ULIMPOBAHHBIX CIIELUATUCTOB B chepe MHPOPMaLMOHHON
0€30M1acCHOCTH U POCT 3aTPaT Ha UX COJAEPKaHUE U MPOPECCUOHAIBHYIO IOJITOTOBKY.

— IlpuunHON TOrO, YTO MPEANPHUATUS OKA3bIBAIOTCS 3aMHTEPECOBAHHBIMU B
OTKa3€ OT CAaMOCTOSITEIbHOTO BBIITOJIHEHHSI ONPEIEICHHBIX (YHKIMI U NPUBIICYEHUS
CTOPOHHUX CHEIUAIM3UPOBAHHBIX KOMIAHUM i1 peuieHus HTUX 3axad (B
COBPEMEHHOW MPAKTHKE TAaKOW IMOAXOJ MPHHITO HA3bIBaTh «ayTCOPCHUHIOM» WIIH
«repefaveit Ha ayTCOPCUHTY), SBISETCS BO3MOXKHOCTH MOBBICUTH 3()PPEKTUBHOCTD
IIPOLIECCOB 3alllUThl MH(GOPMALIMU, B ONPEIEICHHON MEpe COKpaTUTh W3JEPKKH Ha
3TH TMPOIECCHI, a TaKKe B OOJbIIECH CTENEHU CKOHLIEHTPUPOBATHCS HA YNPABICHUU
OCHOBHOW J€ATEIBHOCTBI0 NPEANPUATHS M HE OTBIEKATb PECypCchl U BpeMs
PYKOBOJIMTENEH HA pEIICHUE 3a]ad, SBISIOIIMUXCA MO CBOEH CyTH BTOPUYHBIMU H
BCIIOMOT'aTeJIbHBIMU 110 OTHOILIEHWIO K OCHOBHBIM LIENSIM M 3aJadyaM JesATEIbHOCTH
npennpustus. bonee Bbicokas 3((EKTUBHOCTh pabOThl ClEHHUATU3UPOBAHHBIX
KOMITAHWA — TOCTaBUIMKOB YCIyr B cdepe MH(OPMAIMOHHOW O€30MacHOCTU IO
CPAaBHEHUIO C CaMOCTOSITEJIBHBIM DPEIICHHEM 3THX 3a/Jad CaMHMM IPEINPUATUIMH,
KAaK IPaBWJIO, CBSI3aHA C TEM, YTO BBICOKME W3IEPKKH PACHPENEISIOTCS MEXKIY
MHOXECTBOM MPEINPUITHI — KIMEHTOB TOCTABIIMKA YCIOyr. XapakTepHBIMU
IIpUMEPAMH TaKMX pacxoll0B, KOTOpbIE, C OJHOH CTOPOHBI, MOTYT OKAa3aThCs
HEIO3BOJUTENbHBIMU JJI1 OJHOTO MPEANPUATHS, HO, C IPYTOM CTOPOHBI, MOTYT OBITH
3¢ (pexTUBHO pacnpeneneHbl MeXAY HECKOIbKUMU NPEINPUATUIMU, SABISIOTCS:

— HallM BBICOKOKBaJU(UIIMPOBAHHBIX CIEILMATUCTOB B OTHOCUTEIBHO Y3KHX
TUCHUIUIMHAX W o0JjacTax uWH(OpMalMOHHOW  0Oe30macHOoCTH  (TaKuX  Kak
UCIIOJIb30BaHUE KpUNTorpaduyeckux CpeicTB, Oopbbda C BHpycaMHu, BHEAPECHUE
BUPTYaJIbHBIX YACTHBIX CETEU U TP.);

— yacToe rnepeoOy4yeHHe 1 MOBbIIIECHUE KBATM(DUKAIIMU CIICIUATICTOB;

— TIOCTOSIHHO€ OTCJIEKMBAHUE HOBBIX Yrpo3 M IIIYOOKUH KayeCTBEHHBIN
aHaJIM3 TEKYIIEro COCTOSIHUS WH(GOPMAIMOHHBIX TEXHOJOTUH M TEHACHUUH HX

pa3BUTHS,
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— mpuoOpeTeHUEe CIEUUaTU3UPOBAHHBIX MPOTPAMMHBIX M almapaTHBIX
CpelCTB, HEOOXOMUMBIX IS 3alUThl MHGOpPMAIMU U ayauTa HHPOPMALMOHHBIX
CHUCTEM,;

— obecrieueHue KpyrJIOCYyTOYHOTO JIEKYypCcTBa CIy)XO pearupoBaHusl Ha
WUHIUICHTHI.

[Ipu Bcex mpeumylecTBaX MepeAaud OTAETbHBIX 3a7ad  oOecreueHus
0€30MacHOCTH Ha AyTCOPCUHT ATOT MOJXOJ MMEET W Psii HEAOCTAaTKOB, KOTOpPHIE B
OTIpe/ICIEHHOW MEpe MOTYT OIpaHUYMBAaTh €r0 IPUMEHEHHE:

1) Ilpenmpusitie, KOTOPOE TMOJB3YETCS TAKHUMH YCIYraMH, HECKOJIBKO
OTrpaHUYMBAET ceOs B BO3MOKHOCTSIX YIPABISATH CBOMMHM 3aTpaTaMH M COKpaIlaTh
M3JICPKKU (HAKJIAIHbIE pacXoibl) U, TaKUM 00pa3oM, MOMaJacT B OMNPEJCICHHYIO
3aBHCHUMOCTh OT IICHOBOM TIOJUTHKH TOCTaBIIMKOB YCIyr, a Takxke OT
CKJIAJIBIBAIOIEHCST KOHBIOHKTYPBI PhIHKA.

2) CoTpyIHUKH KOMIAHWH, MPEIOCTABIISIFOIIEH YCIYTH, MOJy4aroT AOCTYI K
HanOoJsiee BaXKHON MHGOPMAIMK MPEINPUATHSI-KIMEHTa U €ro HWH()OpMaIMOHHBIM
CUCTEMaM, YTO MOTEHIMATHLHO MOXXET OBITh MCTOYHHUKOM JOTOTHHUTEIBHBIX PUCKOB
JUTsl ”HPOPMALIMOHHOM 0€30MacHOCTH.

3) BO3HMKAIOT JOMOJIHUTEIBHBIC Yrpo3bl HHPOPMAIMOHHON 0€30MacHOCTH
MIPU B3aUMOJICUCTBUH MEXIY KOMIIAHUEH-TIOCTABIIIMKOM U MPEANPHUITHEM-KITUESHTOM
B MIPOILIECCE OKa3aHUs YCIyT (HalpuMmep, MOXKeT ObITh mepexBaueHa HHPopMaIus npu
VAQJICHHOM  aAMUHUCTPUPOBAHWU WHOOPMAITMOHHBIX CHCTEM  MPEANPHUSITHSI-
KJINCHTA).

OCHOBHBIMH yCITyTaMH, KOTOPbIE€ MOTYT OBITH MepeJaHbl Ha ayTCOPCUHT (Kak
0 OTJENHHOCTH, TAK U B KOMILICKCE), SIBJISTFOTCSI:

— YCAYrd 1O  TPOBEACHUIO  KOMIUICKCHBIX  ayJAWTOB  COCTOSIHUSA
nH(})OPMAITMOHHON 0€30MTaCHOCTH Ha MPEPUSITHY;

— YCIyI'H TI0 TPOBEIACHUIO ayJUTOB (MHCTPYMEHTAIBHBIX TMPOBEPOK)

YCTOﬁqHBOCTH N HaJCKHOCTH OTACIBHBIX I/IH(I)OpMaHI/IOHHI)IX noaACuCTEM (CCTCﬁ,
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IPOrpaMMHBIX U anmapaTHBIX IUIATGOPM U Mp.) U CPEACTB 3alUTHl MH(POPMAIIUH,
UCIIOJIb3YEeMbIX MPEIIPUITHEM;

— ycIyra 1o cepTuduKanuu HWHPOPMAIMOHHBIX CHCTEM, IPOU3BOJIUMBIX
NPOrPAMMHBIX U allapaTHBIX CPEJCTB 3alUThI UHPOPMALIUU;

— KOHCYJIbTAIIMOHHBIE YCIYTH, CBSI3aHHbIE C (POPMHUPOBAHUEM CTpPATETUU
npeanpuatTus B cpepe nHPOpMaIMOHHOW OE30MaCHOCTH M Pa3pabOTKON MOJUTHKA
0e30MacHOCTH;

—  YCIIYTH 1O MPOCKTUPOBAHUIO CUCTEMBI 3aIIUTHI HHGOPMAIIHH;

— KOHCYJNBTAIIMOHHBIE YCIYyTH I1I0 BBIOOPY U aJanTalil  OTACIBHBIX
TEXHOJIOTUH 3aIIUThI uHopMaru (kpunrorpadumu, OMOMETpUYECKOM
UICHTUGUKAIIMK W TIp.) MPUMEHUTEIBHO K ONPENENICHHBIM YCJIOBHUSIM BEICHUS
On3Heca;

— YCIyI'H TIO BHEAPCHHUIO CHUCTEMBI 3allUThl HWHPOpMAIHMH, a TaKKe
BHEJIPEHUIO OTIEIbHBIX TEXHUYECKUX (MPOrpaMMHBIX W allapaTHbIX) CPEACTB U
peanu3aly OpraHu3alMOHHBIX MEPOTIPUSITHIA;

— YCIyrHm 1O  TEKymeMy  aJMUHUCTPUPOBAHUIO,  TIOAJCPKKE |
COTPOBOXKICHUIO MH(GOPMAITMOHHBIX CUCTEM M CUCTEM 3allUThl HH()OpMAITIH;

— YCIYIrH MO pEearupoBaHUI0 HAa HWHIIUACHTHI, CBA3AHHBIC C HAPYIICHUSMHU
nH(pOpMaITMOHHOM 6€301aCHOCTH;

— YCIyr'd 1O OOyYEeHHIO PYKOBOAMTENCH MPEANPHUATHS, CIEIUATUCTOB
ciy k061 nH(pOpMarmoHHou O6e3omacHocTH U WUT-cimyxObl, a Takxke MoJb30BaTeNeh
WH()OPMAITMOHHOW CHCTEMBI TIPEIITPUSATH.

Taxoke B KOHIIC 3TOH TJIaBBI MBI PACCMOTPHUM €IIIC JIBa BHJIa YCIIYT, CBA3AHHBIX
c obOecnieueHreM HWH(POPMAIMOHHOW OE30MAaCHOCTH: YCIYTH 10 CTPaXOBAHHUIO
WHOOPMAITMOHHBIX PHCKOB MW YCIYyTH TI0 TOJIICPKAHUIO HHGPACTPYKTYPHI
nyonmmunbix kimodeit (Public Key Infrastructure, PKI).

B 1menoM, Kk HacTosmieMy MOMEHTY CJIOXKHO TOBOPHUTH O (OPMHUPOBAHUHU
MOJTHOLICHHOTO PhIHKA yCIyT B cepe nHPOopMaIMoHHOM 0e30MmacHOCTH (0COOCHHO B

Poccun), Tak kak y OOJBIIMHCTBA MEHEIKEPOB KPYMHBIX, a OCOOCHHO CPEIHUX U
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MajbIX TNPEINPUSATAA B OCHOBHOM HE C(OPMUPOBAIUCH MPEACTABICHUS O
HEOOXOJIUMBIX Mepax B 3ToM cepe, a ¢uHaHCHpOBaHHE PAOOT MO OOECIEYEHUIO
UH(POPMALIMOHHONW OE€30MaCHOCTH 3a4acTyl0 OCYIIECTBIACTCA 10 OCTaTOYHOMY
npuHiuny. HekoTropble KpymnHbIE POCCUHCKHE pa3pabOTUUKM  KOMIUIEKCHBIX
pemeHnii B cdepe HHPOPMANMOHHON O€30MacHOCTH, XOTSA W (YHKIHOHUPYIOT
JOCTaTOYHO AaKTUBHO, HO TMpPH ITOM (PaKTHUECKH HE SBISIOTCS YYaCTHUKAMU
OTKPBITOTO PBIHKA, TaK KaK MX NPOAYKIHUS U YCIYTd NPAKTUYECKHU MOJHOCTHIO
OpUEHTHPOBAHbl HA OMNPENEICHHBIX NOTPEOUTENEe B TOCYJapCTBEHHOM CEKTOPE,
takux kak ®Cb, Munartom u apyrue. Eme onHON BaKHONW OCOOEHHOCTBIO PBIHKA
ycayr B cdepe uHpOpMaIrmoHHON 0€30MacHOCTH SIBJISIETCS TO, YTO OKa3aHUE TaKUX
YCIIyT MHOTJAa CTAHOBUTCS «IOOOYHBIMY, JOMOIHUTEIbHBIM BUAOM (HAIIPaBICHUEM )
NEATEIbHOCTA I KOMITAHWM, 3aHUMAONIMXCS [IOCTaBKOM anmapaTHbIX H
MPOTrPaMMHBIX CPEJICTB 3allIUThl HHPOpMAlLMHU (TaK HA3bIBAEMBIX «KOPOOOUHBIX
MIPOJIYKTOBY»), a TaKKe Il KOMITAHWM, 3aHUMAIOIINXCS pa3pabOTKON KOMITJIEKCHBIX
pELICHUN [0 aBTOMATU3aLMU NPEeANPUATHN. BO3MOXHBIM HEIOCTaTKOM TAaKOIo
MOAXO0/Ja TOTEHIHATbHO MOXET OBITh TO, YTO KOHCYJIbTAaHThl M aAHAJUTUKU
OKa3bIBAIOTCS KECTKO «IPHUBSA3AHBI» K ONPEIEICHHBIM MPOrPAMMHBIM U allapaTHbIM
cpencTtBam (IIPOU3BOAUTEINSM, TOPTOBBIM MapKaM) U HE UMEIOT BO3MOKHOCTU THOKO
noaAOUpaTh OTAENIbHBIE CPEJCTBA 3aUIUTHl U (hOpMUPOBATH Hambosee d3(PPeKTUBHbIC
KOMIUIEKCHBIE PEIIEHUsI B COOTBETCTBUU C MOTPEOHOCTSIMHU Ka)XJ0r0 KOHKPETHOIO
MPENPUSATHUS.

Tem He MeHee, HECMOTpPSI Ha ONpPENENICHHbIE HEIOCTATKA B PA3BUTUU PbIHKA
yCIyT MO0 00ecTeueHnI0 MH(POPMAIMOHHOW 0€30MacHOCTH, HEOCTIOPUMBIM (HaKTOM
ABJISIETCSI TO, YTO MHOTHE TaKWE€ YCIYTH YXK€ MPEACTABICHbl HA PHIHKE, 3 OCHOBHBIE
PBIHOYHBIE ¥ OpraHU3AlMOHHBIE MEXaHW3Mbl HAYMHAIOT OTpadaThIBaThCS Ha
npaktuke. [Ipy sToM opHOW M3 pekOoMeHAAUMM Tpu padoTe C MpeANnpUATUSIMU-
MOCTABIIUKAMHU YCIYT B cepe NHPOPMAIIMOHHON 0€30MaCHOCTH SIBIISIETCS MPABUIIO -
MOJIb30BATHCS YCIYyraMU HECKOJIBKUX Pa3HbIX NPEANPUATUN U IEPUOAHYECKH MEHSTh

IMapTHEPOB, O6€CHCIII/IB3.IOH.II/IX PEIICHUC TCX WJIIW MHBIX HpO6JICM 0e301acHOCTH.
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2 XapaKTepuCTUKHU YCJIYT ynpaBJjeHuss UHGoOpMauMoHHO# 06e3011acHOCTHIO

Kaxnpii Bupg  yemyr B 3ToM  cdepe HMeeT CBOM — crienuduueckue
XapaKTEPUCTHKM KakK C TOYKM 3pEHUs OpraHu3aluyd padoTbl  KOMIIAHMIA,
OKa3bIBAIONINX YCIYTH, TaK U C TOUYKHU 3PEHUSI CTPYKTYpbl phiHKa. COOTBETCTBEHHO,
i 3Q¢peKTuBHON pabOThl HEOOXOAUM HHIWBUIYATbHBIA MOAXOA K OpTraHU3alUU
OKa3aHMWs TakKUX YCIOyr, a TaKkKe OpraHu3alydyd B3aHUMOJCHUCTBHS  MEXIY
NOTPEOUTENSIMU M OCTABIIUKAMU YCITYT.

1) VYcuayru mo pearupoBaHHIO Ha WHIMICHTHI (HapyIIeHUus HHOOPMAIMOHHON
0€30MacCHOCTH), YK€ YACTUYHO PaCCMOTPEHHBIE B OJHOM M3 MPEABIAYIINX pa3/eioB,
ABIISIIOTCS OJHUM M3 HauOoJee XapakTEepPHbIX IPUMEPOB OOOCHOBAHHOCTU H
L[EJIECO00PA3HOCTH NEPENAYN CEPBUCOB OE30MACHOCTH Ha ayTCOPCHUHI. B yacTHOCTH,
1e1eco00pa3HOCTh  OTKa3a OT  CaMOCTOSITEJIbHOTO — BBINOJHEHUS  (PYHKLIMH
pearupoBaHus ~Ha  MHUOUJAEGHTHI W uUX  (PyHKUMM)  UEHTpalu3alud B
CHELUAIN3NPYIOIIECS HAa TaKUX 3aJadax KOMIIAaHMM CBSI3aHA C TEM, 4YTO 3Ta
JesITeIbHOCTh UMEET CIIEYIONINE BaXKHbIE OCOOCHHOCTH:

— TpeOyeT MOCTOSTHHOTO (KPYIJIOCYTOYHOT0) AEXKYPCTBA, YTO MPEAIOJIaract
CoJlepKaHUE B IITATE KAK MUHUMYM IISITH CIIELUAIIUCTOB;

— TpeanojiaraeT HaJW4yhe BBICOKOKBATM(DHUIMPOBAHHBIX (2 CIIEJOBATEIBHO,
BBICOKOOIJIAYMBAEMBIX M BOCTPEOOBAHHBIX Ha PBIHKE TpyJa) CHEUUATUCTOB,
CHOCOOHBIX ~ OBICTPO  MOPEANpHUHATH APQPEKTHUBHBIE MEpbl  MPOTUBOACHCTBUS
BO3HMKAIOIIMM Yrpo3aMm (B TOM YHUCJE W NMPUMEHHUTHh KOHTPMEPHI K HaNaJarolluM B
npoliecce IAIIEHCS aTakd), a TakXe CaMOCTOSITENbHO NPUHATH HEOOXOAUMbIE
pELIeHHs B IPOLIECCE OTPAKEHUS UISLICICS aTaKu;

— 3arpy3ka JAEXYpHBIX CIIELHAIMCTOB, OTBEYAIOIIMX 3a pPEarnpoBaHUE Ha
MHUUJEHTBI, MOXKET ObITh KpailHe HEPABHOMEPHOM.

Takum o60pazom, s>ddext oT mneHTpanm3zanuu (QyHKIUH, CBSI3aHHBIX C
pearupoBaHWEM Ha HMHIMJEHTHI, CKJIAJbIBAETCS M3 HECKOJBKHX COCTABJISIOIIUX U

MPpEeAOCTABILICT BOSMOXHOCTH KaK I COKpalllCHHUA 3aTpaT W INOBBIIICHHA YPOBHS
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3AIIUIIEHHOCTH  MNPEINPUATUN-KIMEHTOB, TaK W I TOJY4YeHHUS TpHObUIH
NpeanpusATUHaMU-IOCTaBITUKAMH TaKUX YCIIYT.

[Ipu »TOoM pasrpanndeHue QYHKOHA MEXKAY NPEANPUITHEM-KIUEHTOM |
KOMITaHUEU-TTOCTABIIMKOM YCIyT MOXKET 3aBUCETh OT TaKUX (aKTOPOB, KaK:

— YpPOBEHb MOBEpHUS MPEANPUATHI-KIUCHTA K MPEANPUSITHIC-TIOCTABIINKY
YCIyT;

— CJOXUBILIAACS TMpaKkTUKa OKa3aHUs TaKUX YCIyr M Hajludyhe Yy
MPEANPUATUNBI-TIOCTABIIMKA HEOOXOJUMBIX  CIEIUATUCTOB C  OMNpeeICHHBIM
YpPOBHEM KBalU(PUKALINY;

— COCTaB, XapaKTEPUCTUKU U (PYHKIIMOHATLHOCTh HHPOPMAIIMOHHBIX CHCTEM
MPEANPUATUSI-KITUCHTA,

— YpOBEHb KBaIM(PUKANNK COTPYAHUKOB TMPEANPUATHS-KINCHTa (Kak
MOJIb30BaTENe MH(MOPMAIMOHHBIX CHCTEM, TaK W COTPYIHUKOB JemapTaMeHTa
nH(}OpMaAIMOHHOM 6€30MaCHOCTH);

— OIICHKA CYIIECTBYIOIINX PUCKOB (BEPOSITHOCTH HaHECEHUS yIiepoa);

— OIleHKa (B TOM 4YHCIIe M CyOBEKTHBHAs) TOTO, HACKOJIBKO 3HAYUMBIM
ABJISICTCSl 3HAHWE BHYTPEHHEH cCpeapl MPEAnpHUsITHS COTPYIHUKAMH  CITY>KOBI
MH()OPMAITMOHHONW 0€30MaCHOCTH U UX CIIOCOOHOCTh «H3HYTPU» KOOPIUHUPOBATH
JEHUCTBUSA 1 pPelIaTh MpoOJIeMbl B CITydae KaKUX-TU00 WHITUICHTOB.

Kpome TOro, B HEKOTOpBIX CIy4dasx MOTYT CYIIECTBOBATH OIPEICICHHbBIE
3aKOHO/JATENbHbIE OrPaHWYCHHS Ha ayTCOPCHHI TPOIECCOB Oe30macHOCTH (B
YaCTHOCTH, JUISl TOCYJIAaPCTBEHHBIX MPEATIPUSTHH ).

2) OcCHOBHBIC  BONPOCHI  MPOBEACHHWS  aAyAWTOB  HH(POPMAIMOHHOM
0e3omacHOCTH (M, B YaCTHOCTH, BHEIIHMX ayJIUTOB) YK€ pacCMaTpPUBAINCh HAMH B
npeapiaymen geknuu. [lomumMo yxe ykazanHbIX (akTOpPOB, KOTOPbIE 00YCIaBIMBAIOT
HEO0OXOJMMOCTh TIPOBEICHHUS] MMEHHO BHEITHUX ayJWTOB, a HE BHYTpEeHHUX (Ooiiee
BBICOKAs KBATM(UKAIKS CIICIHAIMCTOB, TIPABO JENaTh 3aKIIOUYEHUS O COOTBETCTBUU
MEXIYHAPOJHBIM CTaHAApTaM W TP.), BAXHBIM SBISIETCS TaKXKE H  TO

O6CTO}IT€HBCTBO, 4YTO BHCIIHHMC ayAUTOPLI, KaK IIPpaBWJIO, HC 3aMHTCPCCOBAHLI B



Tewma 2.9 — [InanupoBanue u ynpapiieHHe HHPOPMAIIMOHHON O€30MTaCHOCTHIO B YCIIOBHSIX PhIHKA
([TnanupoBaHue U yrpapieHre HHHOPMALUOHHOM O€30MaCHOCTBIO)

Npe/CTaBlIeHUd HEOOBEKTUBHOW MH(OpManuu (B OTIMYKE OT BHYTPEHHEU CITyX OBl
uH(popMalMoHHON Oe3omacHocTu). B ciywyae e, eciau mnpeAnpusaTve 3axouer
CO3/l1aTh COOCTBEHHYIO HE3aBHUCHMYIO CIYKOy [UIsi TpPOBEACHHUS  AyAHTOB
nH(pOPMAITMOHHONW 0e30MacHOCTU (OTAEIBbHO OT JenapTamMeHTa WHOOPMaIMOHHOU
0€30MacHOCTH MW JPYTUX MOApA3JCNCHUN NPEANpUATHs), pPe3yabTaTOM MOTYT
OKa3aThCsl OYEHb OONBIIME 3aTpaThl, TeM 0OJiee YTO YacTOTa MPOBEIACHHS TaKHX
ayJIMTOB, KaK MPABUIIO, SIBJISETCS HE OUYEHb OOJIBIION.

3) HeoOxommmocTh  mpuberaTh K  ycIyram  CHEIHATU3UPOBAHHBIX
NPENNPUITUIA, CBSI3aHHBIM C MPOBEPKON 3aIIUIIEHHOCTH U HAJEKHOCTH OTHEJIbHBIX
AJIEMEHTOB HMH()OPMAMOHHOW WHMPACTPYKTYphl (CEpPBEPOB, CETEH, MEKCETEBBIX
KpaHOB M Tp.), OOYCJIOBIJIEHA, KaK MPaBWIO, HAIWYUEM Yy OSTUX MNPEANPHUITHIA
CHELMAIM3UPOBAHHBIX MPOIPAMMHBIX W amllapaTHBIX CPEACTB, HEOOXOIUMBIX IS
OpOBEJCHUS TaKUX TMPOBEPOK (HampuMep, CHEIHATU3UPOBAHHBIX CKAaHEPOB
ySI3BUMOCTEM), a TakkKe Haluuue CIEUUajIbHbIX 3HAHUH W HAaBBIKOB U
Pa3HOCTOPOHHET0 OIbITa, HAKOIUIEHHOTO B MpOLECCe MpaKTU4YeCKol padoThl Ipu
MPOBEICHNHN TOJO00HBIX MPOBEPOK Ha PA3IMYHBIX NpeAnpustusx. [IpuobOperenue
10/I0OHOTO OMbITa B paMKaxX OJHOIO MPEANpPUSTHSA, TyCTh Ja)Xe U OYEHb KPYIHOTO,
MPAKTUUECKH HEBO3MOXKHO.

Opnum u3 HambOosee 3P(PEKTUBHBIX MPUEMOB NPH MPOBEACHUU TAKOTO poja
MPOBEPOK  SBJIIETCA  NPOOHOE  (TECTOBOE) TMPEOAOJICHHE  3alluThl, Korja
MPOBEPSIONINI HMMHUTHUPYET OMpEACIEHHOEe HalaJeHne C I1EeNbl0 COBEPIIHUTH
HapyieHue (pa3pymuTh 0a3y JaHHBIX, BEIKPACTh KOH(UIECHITUATBHYIO HH(OPMAITUIO
u 11p.). OCHOBHBIMU 3ala4aMu ITPOBEPOK TAKOTO POJA SIBIISIFOTCS:

— omeHKa 3()PEeKTUBHOCTH HCHOJIB3YEMBIX TEXHHYECKUX (ITPOTPaMMHBIX U
anmnapaTHbIX) CPEACTB 3aIUThI HH(POPMALIUY;

— omneHka A3(PGEKTUBHOCTH padOThl CHEHIHUAIMCTOB, OTBETCTBECHHBIX 34
pearnupoBaHNe Ha UHIIHICHTHI;

— KOHTpPOJIb  COONIOACHUSA COTPYOHUKAMU TNPEANpUATHsS  TpeOOoBaHUM

MOJIMTUKUA OE30IMaCHOCTH.
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Jlnst monmyueHust Hanbosiee IOCTOBEPHBIX PE3yIbTAaTOB JKEJIAaTeIbHO, YTOObI Ha
CaMOM TMPENNPUSATAA O NPOBEACHUM TAKOTO TECTAa 3HAIM TOJIBKO HECKOJBKO
PYKOBOJMTENEH, OTBETCTBEHHBIX 33 €r0 OpraHu3anuio. Takke BaKHbIM YCIOBHEM
IPOBEAECHUS TAaKOW MPOBEPKH SIBISETCS 4YETKask JOTOBOPEHHOCTh O TOM, HACKOJBKO
JAJIEKO JTOJKHA 3alTH aTaka U KakoWl ypOBEHb MPOHUKHOBEHHS M Pa3pyLIUTEIbHBIX
JNEUCTBUN  SBISICTCS  JOCTAaTOYHBIM,  JJII ~ TOTO  YTOOBI  JOCTOBEPHO
IPOJIEMOHCTPUPOBATH, UTO aTakyemas (MpoBepsieMas) CUCTeMa SIBJISIETCS YSI3BUMOI.
B m000oM ciydae BCS OTBETCTBEHHOCTh 3a YIIEepO, HAHECEHHBIM B pPE3yJbTaTe
OCYILIECTBJIICHUSI TAaKOM TMPOBEPKH, IMIOJHOCTBIO JIOKUTCS HA MPEINPUATHE,
3aKa3aBIlIee TAKYI YCIYTy.

3) KoHCynbTallMOHHBIC YCIIYTH, CBS3aHHBICE C TIEPBUYHOM ITOCTAHOBKOM
CUCTEMBI YIpaBJieHUs MH()OPMAIMOHHONW O€30MacCHOCTHIO (IMEPBUYHBIM aHAIU30M,
dbopMUpOBaHUEM U BHEAPEHUEM TMOJUTUKH O€30MacHOCTH), OOBIUHO OBIBAIOT
HEO0OXOJMMBI B TOW CUTYyaIluH, KOT/Ia MPEAIPUITHE BIIEPBbIE CTaBUT It ceOsl 3aauy
LIEJICHANPABICHHOT O CHUCTEMaTUYECKOTO KOMIIJIEKCHOT'O oOecrnievyeHus
nH(pOpMaMOHHOW 0e30macHOCTH. B 3TUX yCIOBHSIX NPHUBJICUYEHHE CTOPOHHUX
KOHCYJIbTAHTOB SIBJIIETCA TPAKTUYECKH EIUHCTBEHHBIM CHOCOOOM c(HOpMUpPOBATH
JIOCTATOYHO aJicKBaTHYIO U d(PGHEKTUBHYIO MOJUTHUKY OE30MaCHOCTH B OTHOCUTEIHHO
KOPOTKHE CPOKH, TaK Kak caMo MPEANpUsATHE B TaKOW CUTyallMM OOBIYHO HE MMEET
HEOOXOJMMBIX CHEIUAINCTOB U PYKOBOJUTENEH, KOTOPbIE MOTJIM Obl PEUIuTh BECh
KOMIUJIEKC ~ 3aJa4, CBSA3aHHBIX C  OLEHKOW  PHCKOB, HWHBEHTapU3aluen
WH()OPMAIITMOHHBIX aKTHBOB, BBHIPAOOTKOMN cTpaTeruu, (OPMUPOBAHUEM TOIUTHKU U
OpraHU3aIMOHHON CTPYKTYPHI AenapTaMeHTa HHPOPMAIIMOHHOM 0€30MMacHOCTH.

[IpuBnexaemast AJig pelIeHUs: BCEX 3THUX 3a/1a4 KOHCYJIbTAIMOHHAs KOMITaHUS
JOJDKHA OyJIeT TPOBECTH aHAIM3 JCATEIBHOCTH TPEANPHUSITHS B HECKOJBKUX
pa3pe3ax: € TOYKM 3PEHUS OCHOBHBIX OW3HEC-TIPOLIECCOB, C TOYKH 3PECHHUS
AMEIOLIENCS UH()OPMAIIMOHHO-TEXHOJIOTHUECKOM 51 KOMMYHHUKAIIMOHHOMN
UHOPACTPYKTYpPhl, a TaKXe C TOYKH 3PEHUS WCIOJIb3YEMBIX MPUIIOKECHUN
(mporpamMmmMHOro oOecrieueHuss U 0a3 AaHHBIX). TakuM 00pa3oM, HEOOXOIUMOE

KauecTBO  paboThl MO 00eCIeUeHNI0  KOMIUICKCHOM  3allMIIEeHHOCTH
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MH(OPMAITMOHHBIX PECYPCOB MPEANPUITHS MOXKET OBITh JOCTUTHYTO TOJIBKO B TOM
cllydae, €CJIi Y KOHCAJITHHTOBOW KOMIIaHUU UMEIOTCSI HEOOXOIUMbIE CIIEIIUATUCTBI, a
TaK)K€ OMBIT PabOThl KaK Ha MOJOOHBIX MPEANPHUATHAX, TaK U C MOJOOHBIMH
OpOrpaMMHBIMM M ammapaTHbiMM  Tuilat@opmamu. Beicokue TpeOoBaHud K
KBATH(UKAINKA  CHCIUAINCTOB, padOTAOIMMX B KOHCAITHHTOBBIX KOMIIAHUSX,
OOBSICHSIIOTCS HEO0OXOAMMOCTHIO HE POCTO MOHSTh OCOOECHHOCTH
(YHKIMOHUPOBAHUS T€X UM UHBIX OM3HEC-TIPOIIECCOB U MHPOPMALIUOHHBIX CHCTEM,
HO M JIOCTaTOYHO OBICTPO OLEHUTh HX CJIA0ble MECTa, CYLIECTBYIOLIUME PHUCKUA U
HanboJiee BEpOSITHBIEC CLICHAPUHU HaHECEHUs yiepOa NHGOPMAIIMOHHBIM pecypcam.

4) VYciuyrd 1o aaMUHHCTPUPOBAHWIO WH(GOPMAIMOHHBIX CHCTEM M CPEJICTB
3aIIATBl UHPOPMALUA MOTYT MPEJOCTABIATHCS KAaK B KOMILUIEKCE C YCIyraMu IO
pearupoBaHUI0 Ha WHIUACHTBHI, TaK M HE3aBUCUMO OT HuX. [Ipeanpustuiibi-
MOCTaBIIMKHU YCIYT MOTYT OCYIIECTBIISATh AIMUHUCTPUPOBAHUE TAKUX CUCTEM, KaK:

— DJIGKTPOHHAsi Tmodyta (3amuTa OT BUPYCOB, CIamMa, HAapyIICHUS
KOH()HICHIIMATIEHOCTH U IPYTUX HAPYIICHUI MOTUTUKHA O€30TTaCHOCTH);

— cereBoe  obopymoBanue  (cOop u  a”Hanu3 ~ wHQOpMALMH O
(YHKIITMOHUPOBAHUU MAPIIPYTU3ATOPOB, CEPBEPOB U APYTUX YCTPOUCTB);

— OpanaMay»pbl (KOHGUTYPUPOBAHKME W HACTPOMKA JOCTyIA K CETH, a TAKXKe
oOecrieueHrne CBOEBPEMEHHOTO pearnpoBaHus Ha pa3IMuHbIe HAPYIICHHS);

—  CHCTEMBI 0oOHapyKEeHUS BTOP>KECHUI (oTcnexxruBaHuE BCEX
«TOJIO3PUTEIIBHBIX» JACHCTBUM B OTHOIICHUHU CETEH, CEpBEpPOB, MPUIIOKEHUN U 0a3
JTAHHBIX ).

[Ipu >TOM mNpeanpHUITHE-KIUCHT MOXKET MpUOeraTb K yClIyraMm JIpyrux
MNPEANPUATANA JUIsI KOHTPOJIA 3a TEM, HACKOJIbKO 3(M(EKTUBHO OCYIIECTBISCTCS
aAMUHUCTPUPOBAHUE CPEICTB 3allUThl HMH(OpMALMK, JUOO CaMOCTOSATEIHHO
OCYUIECTBJISATh TAKOH KOHTPOJb IIPHU MOMOIIM CTIEIIMAIBHBIX CKAHEPOB.

[Ipyn okazanuu ycCiayr mo aJMUHHCTPUPOBAHHUIO MPEANPHUATHHA-TIOCTABIIHK,
KaK MpaBUIJIO, HE MOXET B35Th Ha Cce0s MOJIHYI0 OTBETCTBEHHOCTh 33 COXPAHHOCTH

uH(popMalnu (Tak e Kak U MPU OKa3aHUU YCIYT M0 PEarupoOBaHUIO HA UHIUICHTHI),
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OJIHAKO [IJIi YCTAHOBJIEHUA (OpPMaJIbHBIX OTHOILIEHUN MPEANPUATHE-KIUEHT M
NpeanpusTUia-mocTaBIIMK ~ MOTyT  Bblpabotarb  CornamieHue 00  ypoOBHE
oOCIy’)KMBaHUsS, KOTOpPO€ JIOJDKHO MpEAyCMaTpUBATh OCHOBHBIE I1apaMeTpPhl
(GYyHKUIMOHUPOBaHUS ~ MHMOPMALIMOHHBIX  CUCTEM U HMX  3alIUIICHHOCTU
(rapaHTHpPOBAHHOE BpEMsI HAJEKHON pabOThI CHUCTEM, TapaHTHUPOBAHHBIE CPOKU
BOCCTaHOBJICHHS pa00TOCTIOCOOHOCTH IIPH HAPYIICHUSIX U TIP.).

3 UndpacTpykTypa nyoJIMUYHBIX KJII0OYel

HNudpactpykrypa nyommunsix wiroued (Public Key Infrastructure, PKI)
MPEACTABISIET  COOOW  CJIOXKHYIO  OpPraHU3allMOHHO-TEXHUYECKYI0  CHUCTEMY,
OCHOBAaHHYIO Ha COBPEMEHHBIX TEXHOJOTHSX M Pa3BUTHIX OpPraHU3AIMOHHBIX
CTaHAapTax, KOTopas NOo3BOJSIET A(P(EKTUBHO peElIaTh HEKOTOPHIE KIIOUYEBBIC
npo0semMbl UHPOPMAITMOHHOW O€30MaCHOCTH M, B YAaCTHOCTH, MPOOJIEMBI 3allUTHI
JAHHBIX, TIEPEJaBaeMbIX MO CEeTAM (KaK JIOKAJbHBbIM, TaK M TIJOOAbHBIM), H
UIeHTU(GUKAIIMM ~ CTOPOH,  YYacTBYIOIIMX B HH(QOPMAIlMOHHOM  OOMEHE
(monmp3oBareneld, WHPOPMAIMOHHBIX  CHUCTEM,  MPOTPAMMHBIX  MPOIECCOB).
Texnonoruss PKI sBasieTcss OCHOBHBIM MHCTPYMEHTOM, IPH MOMOIIM KOTOPOrO Ha
OCHOBE 3aKOHOJIaTeIbHOM 0a3bl (B 4acTHOCTH, Ha ocHOBe DenepanbHoro 3akona PD
«O06 anexTpoHHON 1MPpoBON moanucuy, NpuHATOro B 2002 r0Oay) MOXET OBITH
CO37aH IOPUAMYECKH 3HAYMMBIM JTOKYMEHTOOOOPOT, KOTOPBIA, B CBOK OYEpElb,
MOXET CTaTh OCHOBOW ISl aKTUBHOTO PA3BUTHS DJIEKTPOHHOW TOPTOBIIHU, OKa3aHUS
(bUHAHCOBBIX, WH(OOPMALMOHHBIX M JPYTUX VYCIYr, a TakKXe OCYIIECTBICHUS
ANIEKTPOHHBIX TUIATEXKEHW depe3 WHOOPMAIIMOHHBIE CETH OOIIEro IMOJIb30BaHMS.
B03MOXHOCTh HCIIOJIB30BAaHUSI 3TOM TEXHOJOTMU Ul OCYIUECTBJICHUS IUIATEXKEN U
XO03IMCTBEHHBIX CJIEJIOK CBS3aHA C TEM, UTO €€ CaMbIM Ba*KHBIM 3JIEMEHTOM SIBJIICTCS
TaK Ha3bIBAEMBIN MU(PPOBON CEPTU(UKAT, BHIAABAEMBIN TPEThEel CTOPOHOM, KOTOpas
(aKTHUUECKH SIBISIETCS FApPAHTOM TOTO, UTO CHIEJIKH, COBEPIIAEMbIE C UCIIOJIb30BAHUEM
oTpeieNieHHOro U(PoBOro cepruukara, COBEpLIAIOTCS OT UMEHH OIPEIeICHHOTO
muna. TakuMm  00pa3oM, OJHUM U3 KIIOYEBBIX OSJEMEHTOB HWHOPACTPYKTYPHI
MyOJAMYHBIX KIIOUEH SBISIOTCS TaK Ha3bIBAEMBIE «yIOCTOBEPSIOIIUE IEHTPBI»?

(Certificate Authority, CA) — opraHu3alMOHHBIE CTPYKTYPBI, OCYIIECTBIISIOIINE
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UICHTU(UKAIMIO JTUYHOCTEH (€Clii pedyb HUIET O BblAaue cepTUdUKaTa IS OJHOTO
YelloBeKa) W BBIIaYy AJIGKTPOHHOTO cepTU(UKATa YCTaHOBJICHHOTO 00pasiia,
OJTHO3HAYHO U JOCTOBEPHO MPEICTABIISIONIETO 3TOTO YelloBeKa. TakkKe ATH LEHTPHI
peIIaloT MHOXKECTBO JIOMOJHUTENBHBIX 3a7a4, CBA3aHHBIX C oOecredeHneM
sbdexkTuBHON pabOThl HMHOPACTPYKTYpPHl MYOJUYHBIX KIIOYEH: BEAYT CIUCKU
AHHYJIMPOBAHHBIX CEPTU(PHUKATOB, OOHOBIAIOT WCTEKIHEe ceptudukatel u mp. B
IICJIOM BCS COBOKYITHOCTh HCIOJB3YEMBIX TEXHUYECKUX U OpPraHW3aI[MOHHBIX
pelieHui, a TakXKe JCUCTByIollas opuaudeckas 0a3a JaloT BO3MOXKHOCTh
OJIHO3HAYHO CBs3bIBaTh LUPpoBON  cepTudukar (UUGpOBYI0 TMOJIIMUCH) C
oTmpefeNeHHbIM (DU3MUECKUM JIMIIOM U TaKKe TapaHTUPOBATh, YTO HE MPOUCXOIUT
HAPYIICHUS [IEJIOCTHOCTH MePeIaBaeMbIX COOOIIEHUH.

B Hacrosmiee BpeMs 10CTaTOYHO XOPOLIO pa3padoTaHbl 0a30BbIE TEXHUYECKUE
CTaHAApPTH 1 MHGOPMAIIMOHHBIE TEXHOJOTUH (Cpe/cTBa KpunTorpaduu, alrOPUTMBI,
peau3yrolmue X3Ul-pyHKIMA W Ip.), HEOOXOAMMBIE MJii IOCTPOCHUSI CPEACTB
sammThl Ha ocHoBe PKI. JlampHelmme mepcrekTUBhl pa3BUTHS B JTaHHOW cdepe
CBSI3aHBI, TJABHBIM O0Opa3oM, C COBEPIICHCTBOBAHHWEM pBIHKA YCIYyT U
OpraHU3alMOHHBIX MEXaHU3MOB.

Uneonorust padotel PKI mnpenmonaraer co3nanue ceted W HEpapXUUECKu
B3aMMOCBSI3aHHBIX CTPYKTYP MHOXKECTBA Pa3IMUYHBIX YJOCTOBEPSIONIMX IICHTPOB,
paboTaImMUX B paMKax €IUHOM COTJIACOBAHHOM MOJUTHKKA M OMUPAIOLIUXCS Ha
o0muii «KOpHEBOW» ynocTroBepswonmid 1eHTp. Ha mnpaktuke ke Haubosee
pacnpoCTpaHEHO CO3JaHHE CaMOCTOSITENBHBIX Pa3pO3HEHHBIX YAOCTOBEPSAIOIINX
IIEHTPOB, CO37]aBa€MbIX OTIEIHHBIMHU MPEANPUITHIMU (HAIIPUMEDP, KOMMEPUECKUMU
O0aHKaMM) Ha OCHOBE THUPAKHUPYEMBIX MPOTPAMMHBIX W aIlllapaTHBIX PEIICHUH IS
oOecrieueHus 3alUIeHHOCTH U MPUAAHUS IOPUINYECKON 3HAYUMOCTH CO3/IaBaCMbIM
JOKyMEHTaM  HW  TpPaH3aKIHMSAM,  OCYIIECTBIIEMBIM B KOPIOPATUBHBIX
UH(POPMAIIMOHHBIX CHCTeMax (TaKMM Kak, HampuMep, IUIaTE)KHbIC MOPYUEHHs)
CIyXaIllMMH, KIMCHTaMH U OW3Hec-TapTHepaMmu mpeanpustus. B cioydae ecnm
npeAnpusITAe caMocTosiTeIbHO pa3BepThiBaeT PKI B pamkax coOGCTBEHHOM

WH()OPMAITMOHHOW CHUCTEMBI, BCE B3aMMOOTHOIICHHS MEXIy aJAMUHUCTPAIMECH WU
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MOJIB30BATEJISIMU  PETYJIUPYIOTCS. BHYTPEHHEH TOJUTUKOM, BOMPOCHI pa3pabOTKu
KOTOPO# OBUIM pacCMOTPEHBI B MTPEAbIAYIIEH TIIaBe.

[Ipu 3TOM OAHUM U3 BO3MOXHBIX MOJXOJOB K BHeApeHuto TexHosoruu PKI
ABJISIETCS nepeAada (yHKIMA, CBA3aHHBIX C BbIJa4e W JalbHEUIIUM OOpalleHueM
u(poBeIX cepTUdUKATOB, HA ayTcopcuHT. [lepenadya QpyHKIMI yI0CTOBEPSIOIIETO
IIEHTpa CTOPOHHEW CHEIUaTu3UPOBAHHON KOMIIAHUM, KakK MPaBWIIO, pEIIaeT s
NPEANpUsATUS JBE BAKHBIX 3a/1a4u:

— TO3BOJISIET M30€KaTh 3HAYMTEIBHBIX PAcXOJIOB, CBSI3aHHBIX C 3aKYIKON U
MO/JICp)KaHNEM TIPOTPAMMHBIX W alllapaTHBIX CPEACTB, a TakKe HaWMOM U
oOy4eHHeM MepcoHaa;

— JlaeT BO3MOXKHOCTb MPUMEHSTHh HUGPOBBIE CEepTUDUKATHI 3a MpeaesiaMu
CBOCTO TPEANPHUATHS, a TaK)Ke HKCIOIb30BaTh Ha MPEINPHATHH CEePTUDUKATHI
COTPYIHHUKOB JAPYTUX MPEATPUITUH.

B cBoto ouepenb, KOMIAHUSI, BBIMOJHAIONMAS (DYHKIUUA YAOCTOBEPSIOIIETO
IIEHTpa, MOXKET MepeaTh 4acTh padoT, KOTOPHIE CBS3aHBI C MPOBEPKON JOKYMEHTOB
JIUII, TPETEHAYIONMX Ha MOJIyYeHHE CepTU(PUKATA, U UX KOHCYIHTUPOBAHUEM, CBOUM
MapTHepaM — TaK Ha3bIBAEMBIM «PETHCTPAIlMOHHBIM IeHTpam». WX ocHOBHas
GyHKIMS 3aKII0YaeTCs B YNOPOIICHHWM W YCKOPEHUHW TMPOIEAYypbl POBEPKH
JOKYMEHTOB M WACHTH(PUKAIMKA JUYHOCTH TPH BbIAade cepTUdUKATa IJIs JIHII,
KOTOPBIE HE MOTYT JIMYHO SIBUTHCS B YAOCTOBEPSIONININ TIEHT].

NMeHHO Ha OCHOBE CETEM PErMCTPAlMOHHBIX LEHTPOB, a TaKkKe
B3aMMOJICCTBHUS PA3IUYHBIX YAOCTOBEPSIOMUX IIEHTPOB (WX OOBEAMHEHUS B
EAUHYI0 CETh) JIOJDKHO MPOUCXOIUTH MOCTPOCHUE YHUBEPCAIBHON OOIIENIOCTYITHON
UHOPpACTPYKTYphl MyONWuHbIX  Kirode. [Ipemmomaraercs, dYTO OCHOBHBIMH
MOJIb30BATEIISIMU — KIIMEHTaAMHU YJOCTOBEPSIONMIMX IIEHTPOB, JKEJIAIOIIMMHU MOJYIUTh
1udpoBbie cepTU(UKATHI, — JOJKHBI OBITH JIUIIA, 3aMHTEPECOBAHHBIE B JOCTYIIE K
pPa3IMUYHBIM  CIEHHUAIU3UPOBAHHBIM  JJICKTPOHHBIM  CEpBHCAM,  OOJErdaronuM
B3aMMOJICCTBUE KaK C Pa3IUYHBIMA KOMMEPUYECKHMH CTPYKTypamu (Harpumep,

0aHkamMH), TaKk M C TOCYAapCTBEHHbIMH opraHamu. OJHAaKO Ha MPaKTHKE
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npoasmwkenue texnonoruu PKI u ee mupokoe ucnosib30BaHUE CUIIBHO 3aTPYIHEHO B
CBSI3U C MHO>KECTBOM OOBEKTUBHBIX U CYObEKTUBHBIX (DAKTOPOB, TAKUX KaK:

— HETOTOBHOCTh MHOTHX TMPEANPUATHA U OCOOCHHO TOCYIapCTBEHHBIX
OPraHoB K HCIOJIb30BAHUIO TAHHOM TE€XHOJIOTMU W, B YACTHOCTH, K MapajlIeIbHOMY
UCIIOJIb30BAHUIO KaK OOBIYHBIX «OYMa)KHBIX» JOKYMEHTOB, TaK W 3JIEKTPOHHBIX
(3aBEpEHHBIX JIEKTPOHHBIMHU MOJIUACIMU);

— OTCYTCTBHEM Yy MHOTHX JIIOJIEd JIOCTATOYHBIX HABBIKOB OOpAILEHUS C
KOMITBIOTEPHOM TEXHUKOM, a TAKKe JOCTyna B ceTb IHTEpHET;

— OTCYTCTBHEM y MHOTHX JIOJECH KYyJbTYPbl HMCHOJIb30BAaHUS 3JIEKTPOHHBIX
JOKYMEHTOB ¥ JJIEKTPOHHOW TMOAMNUCH, 3a KOTOPYI0 HEOOXOAMMO HECTH
OTBETCTBEHHOCTb;

— OrpaHUYE€HHas COBMECTUMOCTh HEKOTOPBIX CPEICTB 3alIUThl HH(OPMALINH,
HCIIONB3yeMbIX B Poccuu, co cpeicTBaMM 3alluThl UHPOPMAIUU, TPUMEHSIEMBIMU B
OPYTUX CTpaHax.

B pe3ynprare nNEepCreKTUBBI PEIIEHUS BaXXHBIX OPTraHU3ALMOHHBIX 3ajad,
TaKMX Kak YHU(DHUKAIMS TEXHOJOTHH AJIEKTPOHHO-IIMGPOBON MOJANUCUH U Pa3BUTHE
oOmedenepabHbIX yIOCTOBEPSIIONINX IIEHTPOB, OKA3BIBAIOTCS HEOMPEIEICHHBIMU U
BO MHOIOM  3aBHCSAT OT  KBaJu(UKalMM  OTACIBHBIX  MpeaCcTaBUTENCH

MpoQEeCCUOHATIEHOTO COOOIIECTBA U MX OTHOIICHUSI K JAHHOU Mpoleme.
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