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0€30MacHOCTHIO
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1 IlpuMeHeHHe MPOTPAMMHBIX CPeICTB YIPaBJieHUsI 6€30I1aCHOCTHIO

JlestenpHOCTh 1O  OOecreueHrnt0 HWHQPOPMAIMOHHOW  0e30MacHOCTH  Ha
NPEANPUATAN MOXKET MOJACP>KUBATHCS MPOrPAMMHBIMU TMPOIYKTAMHU Pa3IMYHBIX
TUNoB. B OONBIIMHCTBE ciy4yaeB MporpamMMHasl MOJACPKKA peaan3allddl MOTUTUKH
nH(GOPMAIIMOHHON 0e30MacHOCTH obecreunBaeTcss (PYyHKIUAMH U MPOrPaMMHBIMU
MOJYJSIMH, KOTOPbIE BCTPOEHBI HEMOCPEJICTBEHHO B MPOTPaMMHOE OOECIedeHHeE,
CO3JarolIee YCIOBHUS A XpaHEHus, oO0pabOoTKM M mepenaud HHPopMaluu
(omepalMOHHBIE CHUCTEMBI, CHUCTEMBbl YIpaBieHHA Oa3aMH JIaHHBIX, CHCTEMBbI
anektpoHHod mouthl, MRP/ERP-cuctemsr). [IpakThuecku Bce COBPEMEHHBIC
IpOrpaMMHbIE NPOAYKTHl HMMEIOT BHYTPEHHHE CpPENICTBA, IO3BOJISIONINE YETKO
ONpeAENuTh NpaBa TE€X WIA HHBIX I[0JIb30BAaTENEH, pa3rpaHU4YUTh JOCTYI K
uH(pOpPMaIIH, pacTpeAeIUTh NCIIOIb30BaHNE CUCTEMHBIX PECYPCOB M BBECTH JPYTHE
OTpaHUYEHUS], KOTOPBIE B LIEJIOM JIOJKHBI 00ECIEUYUTh COOIIOACHUE YCTaHOBIEHHBIX
TpeOOBaHUI U peanu3aluio MOIUTUKN HH()OPMAITMOHHON O€30aCHOCTH.

[TpumeneHne Ipyrux MHCTPYMEHTAIBHBIX CPEACTB, KaK MPABUIIO, HE SBIISACTCS
00s13aTebHBIM, HO BO MHOTHX CIy4asX MO3BOJISIET MOBBICUTh 3(P(PEKTUBHOCTh U
KaueCTBO MHOTUX paboT, CBSA3aHHBIX C OIEHKOM pPHUCKOB, pa3paboTKOI
OpPraHU3allMOHHON JOKYMEHTAI[MM, KOHTPOJIEM 32 BBINOJIHEHHWEM YCTaHOBJIEHHBIX
TpeOOBaHMUI U BHIMTOJIHEHUEM MHOTHX JIPYTHX BaKHbIX (pyHKIuil. Takum obGpazom,
BBIICTISICTCS  OTACNBHBIA  KJAcC  CHEIUANBHBIX  MPOTPAMMHBIX  MPOJIYKTOB,
MpelHa3HaYCHHBIX MCKJIIOUUTENbHO Ui MOAJIEPKaHUsl MPOLECCOB pa3pabOTKU
MOJIUTUK OE€30MaCHOCTH M yNpaBlieHUs WHGOPMAIIMOHHONM 0€30MacHOCThIO Ha
OpraHM3aIMOHHOM YpoBHE. OCHOBHBIMH (DYHKIIMSMH TaKUX TPOTPaAMM SIBIISIOTCS
CIIpaBOYHO-MH(GOPMAIIMOHHAS TOJEPKKA, ITOMOIIH PpU 00padOTKe YIPABICHUECKON
uH(POpMAIlMK, OIICHKE PHCKOB M TIOATOTOBKE HEOOXOMUMBIX JTOKYMEHTOB. B
YACTHOCTH, U 3TUX LeJell MoXeT ucnonb3oBaThes 11O crieayromux OCHOBHBIX
BU/JIOB:

— COOpHUKM (MHTEpPaKTUBHBIE DJIEKTPOHHBIE CIPABOYHUKH), KOTOPHIE

comepKaT THIOBBIC JOKYMEHTHI (IIaOJIOHBI OKYMEHTOB), HCIOIb3YEMbIE IS
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yrpaBieHUs] HHPOPMAIIMOHHOM 0€30MaCHOCTHIO, ONMUCAHUS OT/IEIBHBIX MPOLIECCOB U
MpoLENyp, CBS3aHHBIX C oOecrnedyeHneM HWH(GOPMALMOHHONM  0€30IacHOCTH,
JOJKHOCTHBIX 00s13aHHOCTEN U (QYHKIMM COTPYTHUKOB MPEAIPUSITHS;

— CHCTEMbl, IPEeHAa3HAYCHHbIC ISl HAKOIUIEHUS M OOpabOTKH CBEAEHUH O
PHUCKAX ¥ IPOBEJICHUS CBOJHBIX OLIEHOYHBIX PACUETOB [TOKA3aTENIEH PUCKA;

— [IIO, uHTerpupoBaHHO€ B HMH(POPMALMOHHYIO CHUCTEMY MPEANPUITHS U
MO3BOJIAIOIIEE ABTOMATUYECKHM KOHTPOJIUPOBATH COONIOACHHUE YCTAHOBJIEHHBIX
MOJUTUK O€30MAaCHOCTH, a TakXke IMoMorampiiee (GOpMUPOBATH 3aKIOYEHUS O
TEKYIIEM COCTOSHUM HWH(OPMALMOHHONW 0€e30MacHOCTH (B T.4. IyTEM aHalu3a
JNEUCTBUN TOJIb30BaTeNied B MH(OPMAIMOHHOW CHUCTEME, a TaKKe IyTeM aHallu3a
KYpPHAJOB ONEPALMOHHBIX CHUCTEM, IPOrpaMmM, CPEACTB 3alIUTBl U CETEBOIO
o0opyI0BaHUs);

— TIO, ocymiecTBisitoniee MOAAEPKKY MPOIECCOB ayauTa UHPOPMAIMOHHOMN
0€30MacHOCTH.

Taxke ¢ ynpaBieHueM UWHOOPMAIIMOHHONW  O€30MACHOCTHIO  CBSI3aHbI
MPOrpaMMHBIE IPOTYKTHI, KOTOPHIE:

— aBTOMAaTW4ecku (LEHTPAIM30BAHO U  YHU(PUIMPOBAHO)  YNPABISIOT
YUETHBIMH 3alUCSIMHM M MpaBaMU JOCTyNa OJHOBPEMEHHO B HECKOJBKUX 3JIEMEHTax
UHPOPMAIIMOHHON HHPPACTPYKTYpHI (0a3ax TaHHBIX, TPUIOKCHUSIX U TIP.);

— TPOU3BOASAT AaBTOMAaTHYECKOE CKAaHUPOBAHUE OTHEIbHBIX 3JEMEHTOB
MH(POPMALIMOHHON HH(PACTPYKTYphl (ONMEPAlMOHHBIX CHUCTEM, MPOTpamMM, CPEICTB
3aIUThl UHPOPMAIIMHU) U UX MPOBEPKY HA YCTOWYUBOCTH U HATMYHUE YA3BUMOCTEH;

— TPOU3BOAAT AaBTOMATHYECKOE OOHOBJICHHE MPOrPAMMHBIX MPOIYKTOB C
LENbI0 yCTpaHEHHs] BBISIBICHHBIX YSA3BUMOCTEH (YCTAHOBKY T.H. «HaTdeny,

«3aIIaToKy).
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2 IIporpaMMHasi MoJyIeP-KKa MOJUTUKU 0€30MACHOCTH

COopHHMKM (CIIPaBOYHUKH), KOTOPBIE COAEPX AT THUIIOBBIE JOKYMEHTHI,
CBs3aHHBIE C oOecrieyeHueM HH(OpMAIMOHHOW 0€30MaCHOCTH, MOTYT BKJIIOYATh B
ceost:

— 00pa3ipl MOMUTHK O€30MaCHOCTH pPa3HbIX YPOBHEH UIsl TPEINpUSTUH,
(GYHKIMOHUPYIOIIMX B Pa3IMUHBIX cdepax [IeATeTbHOCTH € PEIbBISIONIMX
pa3iuuHbie TpeOOBaHUS K YPOBHIO 3alUIIIEHHOCTA WH(OPMAIINH;

— 00pasiupl (1m1absioHbl, OJAHKW) JTIOKYMEHTOB, MCIIOJIB3YEMBIX B IPOIlECcCax
3amuThl UHPopManuu (00s3aTENBCTB O HEpas3rialieHuu HMHPOPMAIMKM, OTYETOB O
COCTOSTHUM MH(DOPMAIIMOHHOW O€30IMaCHOCTH H TIP.);

— 00pa3ipl pasliesIoB Pa3INYHbIX JOTOBOPOB (KOHTPAKTOB C Pa3IUYHBIMU
KOHTpPareHTaMM WM TPYJIOBBIX JIOTOBOPOB C COTPYJIHUKAMHU TPEIIPUITHS),
cojiepkaiie TpeboBaHus K 00ecreyeHno HH(HOPMAIIMOHHOM 0€30MacHOCTH.

Takoro poaa >7IEKTPOHHBIE CIIPABOYHUKH MOTYT BBIYCKAaThCA KaKk HAa OCHOBE
OpUTHHAIBHBIX METOJMYECKUX Pa3pabOTOK, TaK M HAa OCHOBE OOIIETpPU3HAHHBIX
cragaaptoB (takumx kak SO 17799) c menpio comelcTBOBATH TMPOXOKICHUIO
cepTUPUKAMA HA COOTBETCTBHE AITHUM CTaHAapTaM. Bbimyckaembie 3JE€KTPOHHBIC
CIIPABOYHHUKH MOTYT OBITh JOMOJHEHBl YyYeOHWKAMH, TEKCTaMH CTaHIApTOB H
JIPYTUMHU METOJIWYECKUMH MaTepHuajaMH, BBITYIICHHBIMA B BHJe Oporrrop. OmHuM
13 HauOoJjiee TOJHBIX SBJSICTCSA SJCKTPOHHBIM crpaBounuk «Information Security
Policies Made Easy» amepukanckoit xommnanuu Information Shield, Inc. [IeBsrtas
BEpCHS DTOr0 CHpPaBOYHHMKA coaepkuT Oonee 1360 oOpasmoB u  1M1a0JI0HOB
pa3IMyYHBIX TOKYMEHTOB, CO3JIaHHBIX C y4eToM TpeboBanuii crangapra SO 17799 u
OTHOCSIIIUXCS KO BCEM acleKTaMu HHGOPMAITMOHHON 0€301MacHOCTH MPEATIPHUSITHSL.

Konnenmuu 0Gojiee pa3BUTHIX TPOTPAMMHBIX MPOAYKTOB, OCHOBaHHBIX Ha
WHTEPAaKTUBHOM WHTEIICKTYaIbHOM aHAJIM3€ W COBEPIICHCTBOBAHWU TTOJUTHKA
0€30MacHOCTH, MPEIOJIaraoT, YTO MOJB30BaTeIb (MEHEKEP) CHaYalla BHECET BCIO
HEOOXO0MMMYI0 WH(OOPMAITUI0O O COCTOSHUW HH(POPMAIMOHHOW O€30macHOCTH Ha

CBOEM MpEINpUsATAU (OTBETUT Ha 3aJaBaeMble MNPOrPaMMON BOMPOCHI), a 3aTeM
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MOJIYYHT JIETATBHBIN OTYET O COCTOSTHUHM HH(POPMAITMOHHOW 0€301MaCHOCTH, OTIMCAHNE
YpPOBHSI ~ COOTBETCTBUS  TpPEOOBAHMSIM  CTaHAAPTOB,  PEKOMEHIAIMA IO
YCOBEPIICHCTBOBAHUIO JICUCTBYIOMICH MOJUTHUKKA O€30MacCHOCTH W JAPYTHUe OTYETHI.
Takum o0OpazoM, TporpaMMHOE OOECTICUCHHE ITO3BOJISET YBSI3BIBATH B EAMHBIN
IpoIecC TPOIEAYPhl MEPBUYHOTO cOopa WHPOpPMAIMH O TPEANPUATHH, aHAIH3a
(GaKTUYECKOTO  YPOBHS  OpPraHU3aIMOHHOTO oOecrnedeHus WHGOPMaIMOHHON
0€30MacHOCTH, Pa3pabOTKH JIOKYMEHTAaIlMW, ajanTallid METOJIOB YIpaBJICHUS K
onpeneneHHbIM TpeOoBaHusaM (Hampumep, crangapta ISO 17799) u mposenenue
ayIuTOB MH()OPMAIIMOHHOW 0€30MacHOCTH.

OaHuM U3 TakuX MNPOrpaMMHBIX MPOAYKTOB siBisieTcss cuctema «COBRAY,
nocrapisieMass OputaHckor kommanumed «C&A Systems Security Ltd.» B aByx
BapUaHTax: COKpaleHHas Bepcus BKIodaeT B cebs momynsr «COBRA 1SO17799
Consultant», a mosmHast Bepcus, TOMUMO HETO, COACPKHUT TAKXKE OMOJHUTEIbHBIC
cpenctBa aHanm3a puckoB («Risk Consultanty) wu croenuandbHBIA — MOIYJIb,
MO3BOJISIFOLIMN CO3/1aBaTh U MOAU(MUIIMPOBATHL COOCTBEHHBIE 0a3bl 3HAHUN U HAOOPHI
BOTMPOCOB JJIsI KCCIICOBAHUS COCTOSIHUS MH(DOpMaIMoHHon 6e3omacHoctu («Module
Manager»). ba3oBbiii MOAYJIb 3TON CHUCTEMBI MpPEIHA3HAYEH [JIs OIEHKU TOTO, B
KaKoil cTeneHu paboTa 1o 3amuTe WHOOpPMAIMOHHONW 0€30MaCHOCTH COOTBETCTBYET
TpeboBanusm crangapra 1SO 17799. Ha nepBoM sTame ero UCHoab30BaHMS BCTYHAeT
B pabdory «Question Module» — Moaysib OTBETOB Ha BOTPOCHI, KOTOPBIA COJEPIKUT
Ha0Op BOMPOCOB, PA3ACIICHHBIX HA TPYIIBl B COOTBETCTBHUM CO CTPYKTYPOM
crangapta ISO 17799: Oe3omacHOCTh TMepcoHaa, TMOJUTHKA 0€30MacHOCTH,

yIpaBJIeHUE TOCTYIOM, TUIAaHUPOBAHKUE HETIPEPbIBHOW paboThl U np. (PucyHok 1).
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Pucynok 1 — I'pymmer BopocoB jutst ananu3a coctostaust b cucremoit «COBRAY

Ha ocHoBe BBeneHHON TakuM 00pa3oM HMHGOPMAIMK MOXKET ObITh MOJTY4YeH
OTYET O COCTOSHHHM WH(GOPMAIMOHHONH OE30MacHOCTH M CTEIEHU €€ COOTBETCTBHUSA
TpeOOBaHUSAM CTaHAapTa. B 4YacTHOCTH, TaKOoW OTYET MOXKET COCTOSITh U3 IISITH
OCHOBHBIX Pa3JIeIiOB:

1) BBojHas 4acTh.

2) IlepeueHb OCHOBHBIX HAITPABICHHH PaOOThI, TOBEPTHYTHIX MPOBEPKE.

3) OreHka YpOBHSI HECOOTBETCTBUI

4) TlepeueHb OpPraHU3AIMOHHBIX MEPONPHITHHA, peanu3aius KOTOPBIX
He0oOXoaMMa JIJIsl BEITIOJIHEHUS TPEOOBaHMM CTaHIapTa.

5) TlepeyeHsb 3aaHHBIX BOMPOCOB U JAHHBIX HA HUX OTBETOB.

[ToMuMO TEKCTOBOW 4YaCTH, B OTUET TAKKE MOTYT OBITh BKJIIOYEHBI TpaduKw,
HaTJISTHO OTPaKAOIKe YPOBHH BBITIOJIHEHUS TpeOoBanuit ctanmapra (PucyHok 2).

JlomoTHUTENbHBIC MOJYJIH, BXOJISAIIME B IOJHYI BEpPCHIO IPOTPAMMHOTO
MPOJIyKTa, HEOOXOAMMBI il obecreueHuss Oojee TOJHOTO W THOKOTO aHaau3a

PHUCKOB B YCIIOBUAX KOHKPETHOT'O NPCATIPUATHUA.
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B COBRA Report
X M 4 8oz » M om|[Joox =]

Assessment Of Non-Compliance (continued)

Non Compliance Levels

Pucynok 2 — I'padux BeiosHEHUs TpeOOBaHUI cTaHIapTa

% COBRA Report
X W 4 stz p Mo ||z |

Improvements Required (continued)

Risk Category:  System Access Conirol

NUMEER TEXT
0l Business requirements for access control should be defined and documented. (9.1.1)
72 There should be a formal user registration and de-registration procedure for granting

access to all multi-user information systems and services.

Accessto multi-userinformation services should be controlled through aformal user
registration process. (9.2.1)

73 The alocation and use of privileges (any feature or facility of a multi-uszer information
system that enables the user to override system or application controls) should be
restricted and controlled. {9.2.2)

Pucynok 3 — Pa3zyien ot4yera o coctossHuH WHG)OPMAITMOHHON 0€30ITaCHOCTH
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K uncny mporpaMMHBIX TMPOJYKTOB TaKOTO pOJa, aHAJTIOTUYHBIX OpHUTaHCKOMN
cucteme «COBRA», otHocutcs Ttakke «lIporpamMmHBI KOMIUIEKC YIpaBJICHUS
HOJUTHUKOUN HH(pOpMAITMOHHOM 0e30macHOCTH KOMIIAaHUH KOHIOP+y,
noctaBisieMblit  Cankt-IletepOyprekoii  upmoit  «dumxutan Cekbpioputn». OH
COJEPKUT KaK DJIEKTPOHHBIE CIIPABOYHUKH, TaK U MOOYIb, OCYLIECTBIISIOMINN
VWHTEPaKTUBHOE B3aWMOJECHCTBHE C IIOJIB30BATEIEM B IIPOLECCE aHaIW3a U
COBEPILECHCTBOBAHMUS  MOJMTHKM  HMHPOPMALMOHHON  Oe3zonmacHocTH. JlaHHBIN
IPOrpaMMHBIM KOMILIEKC, MOMHMO COOpPHMKAa THUIOBBIX MOJUTHK O€30MaCHOCTH,
BKJIFOYAET B ce0s YEThIpEe OCHOBHBIX (DYHKIMOHAIBHBIX MOAYJIS (pa3ziena):

1) «Ilpoekt» — mnpemaHa3HadeH Ui cOOpa WHPOPMAIMH O COCTOSIHUU
nH(}OpPMAIIMOHHOM 0€30MaCHOCTH.

2) «OtueTh» — TpeAHA3HAYEH JUIS JIETAILHOTO aHAIM3a COCTOSHHS
MH(GOPMallMOHHON 0€3011aCHOCTH Ha OCHOBE BBEJCHHBIX JaHHBIX.

3) «/lmarpaMMbl/CTaTHCTHKA» — TPEAHA3HAYCH JUIS CBOJHOTO aHaIHM3a
COCTOSIHUSI UH(OPMAITUOHHOM 0€30MaCHOCTH.

4) «AHanmM3 pHCKOB» — TpEJAHA3HAUYCH JJIsl KOJHYCCTBEHHOH OICHKH
CYLIECTBYIOIUX PUCKOB.

v’ Kongop + - Ci\Program Files'\Digital Security'\Kondor + Demo'\example kdrdemo

[MpoeKT QOTYeT PuUCKW  TWUMOBEA NOAMTIMKA  [oMOLLb

Ded ke

it ) Mpoekr IE OTueml ® [uarpammefCratuctuka | B Ananus puckoe | B
#-0TueTsl

- AuarpaMmel{CTaTucTuka

- AHANWE PUCKOB OBbeKT: "Pora & Koneita LLC"

Monezoeatent: IBEHﬂep oM.

HomkHoCTb: ICneuManMCT no ofecnedeHus 6e30NacHOCTH

Paznens: IHI‘IpaBJ’IEHMe pecypcamMu LI 4

Pucynok 4 — Ocnonble Monynu «IIporpammuoro komriekca KOHAOP+»
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v Kogop+ - C:\Program Files'\Digital Security'\Kondor + Demo'example kdrdemo

MpoekT QTY4eT PuckW  TUMOBAA MOMMTIKA  MOMOLLb
D&

= Mpoexr 0 Mpoexr ‘E OTueTb|| 0 ﬂuarpaMMbu‘CTaTMCTMKa| I AHan3 prckoe I ¥ ﬂemo—aepcwa'
Monutuka BezonacHocTd (0710)

= OpraHusauuonHye Mepsl (15/15)
CywecTBYI0T AW B KOMNAHUM (OpY CYI.I.I.EGTBYIOT I B KOMMNaHWHU QOpyMbl N0 KOOPAWHALIUK BONPOCOB, CBAS

Kakwe Bonpock, cas3anHse cno - oGecneyeHusl UHE OpMaLMOHHON GesonacHocTH?

PaccMaTpuBaeTcs i Ha aToM Gof
PaccMaTpuBaeTcs i Ha 3TOM dof
SlBngeTca M 0AHON U3 NocTaBneH
Paccmarpuaetcs M Ha aToM op| | (* [la
PaccMaTpuBaeTcs i Ha 3TOM Gof
MpoBOAMTCS M HA 3TOM OPYME 8 | (& 1o
Cywecreyet nu B UC pacnpenenet
OnpeaeneHw A1 pecypek No Kaxal

Pucynok 5 — Monynb «IIpoekT» — 0TBeTHI Ha BOIpockl 0 coctossuuu Ub

I 2. OpranuzaumoHHele mepel (7418, puck 77.74%) I 7. Kontpone goctyna (37/114, puck 63.91%)
[ Bcero {44/132, puck 65.63%)
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Pucynok 6 — I'padmyaeckoe mpeacTaBiIeHHe CBOAHBIX JJAHHBIX 00 UMEIOIIMXCS HECOOTBETCTBHUAX
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Tax xe, xkak u B cucreme «COBRAY», B Mmoayne «IIpoext» «IIporpammuoro
kommuiekca KOHJIOP+» monb3oBarento — OTBETCTBEHHOMY MEHEIXKEPY —
IpeayiaraeTcsi OTBETUTh HA BOMPOCHI, CrPYNIHUPOBAHHBIE B COOTBETCTBHH CO
cTpyKTypoii crangapta I1SO 17799 u umeroniue onpeeneHHble BApUAaHThI OTBETOB.

Ha ocHoBe BBeneHHOM TakuM oOpa3oM uHdOpManuu mporpamma
aBTOMAaTUYEeCKH (POPMUPYET KaK CBOJHYIO CTAaTHCTHKY, MPEJICTaBISIEMYIO B BHJIE
auarpaMm JUisi Kaxaoro pasnaena crangapra [SO 17799, tak u nerann3upoBaHHBIE
OTYETHl 00 UMEIOLINXCS HECOOTBETCTBUSIX.

[Ipn aHamm3e HecCOOTBETCTBUU B Moayjie «OT4eTbl» MOJIb30BATENb HMEET
BO3MO>KHOCTh IIPU TOMOILM CIIPABOYHOM MMOACUCTEMBI 00PaTUTHCS K KOMMEHTapUsIM
Y PEKOMEHAIMAM JKCIIEPTOB, ONKCHIBAIOIIMM OTIEIBHBIE BOIPOCHI TPAKTUYECKOIO
npuMeHnenus ctanaapta 1SO 17799.

Takum oOpazoMm, nporpammusbiii komiuieke «KOHJIOP-+» mo3BossieT npoBecTu
BECh KOMIUIEKC paldoT 1Mo cOOpy CBEIEHUM O COCTOSIHUM HHGPOPMAIMOHHOMN
0€e30MacHOCTH U OpraHu3aly 3alUTHBIX MEp Ha MNPEANPUSITHH, COMOCTABICHUIO
(akTHYeCcKOro TOJIOKEHUsI Jien ¢ TpeboBanusiMu cranmapra I1SO 17799 (kak
VKPYIHEHHO, TaK M JAETAJbHO) W OINPEACIICHUIO MPUOPUTETHBIX HaIpaBICHUM
JAIBHENIIEr0 pa3BUTUS CUCTEMBI MEHEPKMEHTA.

0 Mpoexr B Oruers |@ ﬂuarpaMMbl,’CTammMKa| I AHanuz puckoe I % ﬂemo-sepcm|

=M Koutpons noctyna
B4 ToAUTUKE AOMKHE YUUTIBETL TREBOBEHMS, CEA3aHHEIE C BE30NECHOCTEH BU3HEC-TPUADXEHMI
TpeBoeaHus No 6e30NACHOCTH OTAENBHEX BUSHEC NPUNDKEHWI U UABHTUBUKALMA BCEH UHBOPMALMM, CEAZAHHOM C HUMU
MoAWTUKE PACNPOCTPEHEHUA W BETOPUAELMM MHGOPMELMM, COOTEETCTEBME MEXAY KOHTPONEM OCTYNE M NOAWTUKON KNaccue
3HEUMMBIE 3EKOHBI O 38WWTE MHBOPMALMOHHBIX PECYPCOE
CraHaapTHeIe NpodMAW A0CTYNE ANG BCEX TUNOBLIX KATErOpWil NoNL30EaTENEN
YnpaeneHue NpaeaMi NonL30BaTeNel B PACNPEASNEHHEIX CUCTEMEX CO BCEMM TUMAMMA COBAMHEHWI
= Bl |
M OuchdepeHumaua Mexay NpaeUnaMu, KaTOpLIE 0GA38TENsHS UK HEOBA3ATENbHE!
¥ CozpaHue npasun A0CTYNE N0 NPUHUMNY "38NPEWEHO BCE, YTO HE PAZPEWEHD ABHD"
X OnpeaeneHue AEHCTEMA, AN OCYWECTENEHIUA KOTOPLIX HPKEH SAMUHWCTRATOD
M1 Peructpauys nonb30eaTens A0MKHa NOAPASYMEEAT BEINOAHEHUE PAAA OCOBHX MEp
M Vcnonb30BaHUE YHUKENBHOMD WABHTUGMKATOPE NOAL30BATENS, N0 KOTOPOMY BM0 MOXHO OAHOZHEYHO MAEHTUGHUUMPOBAT,

FHEMERE

Pucynoxk 7 — I'paduaeckoe npeacraBieHne CBOAHBIX JaHHBIX 00 MMEIOITUXCSI HECOOTBETCTBHIX



Tewma 2.8 — [IporpamMMHbIe CpeIcTBa TUTAHUPOBAHUS U YIIPABICHUS WH()OPMAITMOHHOM

0€30I1aCHOCTBIO

(ITmanupoBaHue U yrpaBicHHe HHPOPMAIIMOHHOMN O€30MaCHOCTHIO)

=B Mpaeuna KOHTPONS AoCTYNA
NudpdepeHuMaumrs Mexay NPEBUNamMu, KOTOPLIE 06A3ATENEHE UM HEOBA3aTENbHI

M Coznadue nnaridn norTHna 0o NnAEL AN
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"Jannemedn rre UTA He nazneiedn aedn"

A

KommeHTapun K tpeboeaHuio ctaHaapta ISO 17799

9.1.1.2 IIpaBiina KOHTPOJIA JOCTYIIA

OCTaHOBMMCA Ha HECKONBKMX OCHOBHBIX NPUHLIMITAX,
peKOMEH]OBaHHbIX CTAHOAPTOM AT OpMHUpOBAHIA MPABUI
VIIPABTIEHHA JOCTVIIOM.

IIpexne Beero, HeobXomMMO 9eTKO pasfeNiTh NpaBuia, KOTOophble
obasaTelbHb] WM HeobA3aTeNbHb] K MCTIONHEHHIO. BO-BTOPRIX,
HeobXOoMMO HCMIONb30BaHNE CIEAYIOIEro OCHOBHOTO MPHHLMIIA
TIpH CO3OaHMH MPaBUIT JOCTYIIA: "3alpelleHo Bee, YTO He
paspemreHo 98HO"). TO eCTh, H3HAYANBHO MO YMOTYAHHEO, JOCTYII
3anpellieH U TpebyeTca OTAeNbHO paspellaTs JOCTYI K TeM WK
MHBIM ObBbexTaM. 3aMeTiM, 4TO AaHHbI MPUHLMI ABIAeTCA ONHIM
13 OCHOBHBIX [PY 3a0aHHK NPpaBUN QUL TPALIK AT MeKCeTeBOro
sipaHa (firewall).

W nocnenHee, 5To ONpefeneHie OeACTBYH, O OCYIeCTEIEHUA
KOTOpBIX TpebyeTca yyacTHe afAMMHUCTPATOpa CUCTEMBL

F—] FHi ﬂon>|<Hb||— q:HKCMpOBaTb

PI/ICYHOK 8 — BrI30B 9KCIICPTHOI'0O KOMMCEHTApH: MO OIPCACICHHOMY BOIIPOCY

3 [IporpamMMHasi moAaep:KKa aHAJIHU3a PUCKOB
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AHaJIn3 pUCKOB Jis1 UHOOPMAIIMOHHOM 0€30MacHOCTH (KaK KOJMYECTBEHHBIH,

TaK W Ka4eCTBCHHBIN), MPEACTaBIICT cOO0H OAHY M3 HamboJjee CIOXKHBIX 3a/1a4d B

oOmmel cucTeMe OpraHu3allMOHHOM U aHAJIMTHYEeCKOoW paboTel. Mertomonoruu

aHalIn3a PpUCKOB U IIPOTpaMMHBIC CPEACTBA, PCATUIYIOIMHUC 3TH MCTOJO0JOIMH, KaK

IMpaBUiIo0, MPCANOIararOT BbIIIOJHCHUC CICAYIONINX OCHOBHLIX IIAros, HCO6XOI[I/IMBIX

1St OPMHUPOBAHUS KOMITJIEKCHOM OLICHKHU CYIIECTBYIOIIUX PUCKOB:

— cOop undopmannu 00 00bEKTaX 3AIIUTHI;

— BBIIBJICHHC U OICHKA BO3MOKHBIX YI'PO3 U YHSBHMOCTeﬁ;

— (opmupoBaHUE CBOJHOMN OIICHKH PHCKOB.

B OonwpmmHCTBE CJIy4acB KOHEUYHOU OCJbKO TaKOI'o aHajlin3a ABIACTCA

dbopmann3oBaHHasi OIEHKAa MOTPEOHOCTH Tpeanpusitus B O€30MaCHOCTH U
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Tewma 2.8 — [IporpamMMHbIe CpeIcTBa TUTAHUPOBAHUS U YIIPABICHUS WH()OPMAITMOHHOM
0€30MacHOCTHIO
(ITmanupoBaHue U yrpaBicHHe HHPOPMAIIMOHHON 6€30IMacHOCTHIO)

oTpe/eieHNe OCHOBHBIX MPUOPHUTETOB PA3BUTHUS CHUCTEMBI 3aIUTHI MH(pOpMAIuu, a
Takke co3gaHue WHOOpPMAIMOHHOW 0a3bl IS OIEHKHM HAKOHOMHUYECKOUH
3 (PEKTUBHOCTH BIOXKEHMA B peaM3alUIi0  OTAEIbHBIX MEpPONPHUAITHI IO
obecrieueHn0 HHPOPMAITMOHHON 0€30MTaCHOCTH.

OnHUM U3 MHCTPYMEHTAJIBHBIX CPEACTB aHAIM3a PUCKOB SIBISETCS CEMEWCTBO
nporpaMMHbBIX TIpoaykToB «CRAMMY, mocTaBiseMbiX OpUTAaHCKOM KOMIIAHUEH
«Insight Consulting»: «CRAMM Experty u «CRAMM Express». Jlanubi
MIPOTrPaMMHBIN MaKeT OCHOBAH HAa OJHOMMEHHOU Metoauke ananuza puckoB (CCTA
Risk Analysis and Management Method — CRAMM), pa3paborannoit B 1985-1987
rojiax LleHTpanbHBIM areHTCTBOM MO KOMIIbIoTepaM U TesiekommyHukaiusm (Central
Computer and Telecommunications Agency — CCTA) BenukoOputanuu u B
nanpHelieM nepenaHHo B BeneHue CimyxObl Oe3omacHocTH BenukoOputanum.
IlepByto  KOMMEpPYECKYI0  BEpPCHUIO  IMPOrPAMMHOIO  MHPOAYKTa,  KOTOpPBI
aBTOMATH3UPYET aHATMTUUYECKUE MPOIETYPhl, OCYIIECCTBISIEMbIE B COOTBETCTBUU C
MetogomM CRAMM, CCTA Beimyctuia B 1988 rogy, a ero uerBeprasi Bepcus Oblia
BeimymieHa B 2001 roay yxxe komnanuei Insight Consulting.

Ucnons3oBanue cuctembl CRAMM  BriodaeT B ce0s  HECKOJIBKO
MOCJIEA0BATEIbHBIX 3TAIOB:

— UW3YyYEHHUE BCEX DJIEMEHTOB aHAJIU3UPYEeMOi HH(POPMAITMOHHOM CUCTEMBI;

— OLICHKA yrpo3 JJisi UHPOPMAITMOHHON CUCTEMBI;

— CBOJHBIM aHAJIN3 PUCKOB; MPUHATUE MEP K YCTPAHCHUIO BBISBICHHBIX

HenocTaTKoB (PucyHok 9).
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Tewma 2.8 — [IporpamMMHbIe CpeIcTBa TUTAHUPOBAHUS U YIIPABICHUS WH()OPMAITMOHHOM

0€30I1aCHOCTBIO

(ITmanupoBaHue U yrpaBicHHe HHPOPMAIIMOHHOMN O€30MaCHOCTHIO)

I3yueHne 11 OLieHKa
HH(OPMALOHHBIX KTHBOB

IHnmmposanie
TpoLIEcca aHa3a

AHamn3
DIICKOB

OLeHKa yrpo3 I
VA3BIMOCTEI]

Pucynok 9 — Cxema npumenenus cucreMsl CRAMM
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Tewma 2.8 — [IporpamMMHbIe CpeIcTBa TUTAHUPOBAHUS U YIIPABICHUS WH()OPMAITMOHHOM
0€30MacHOCTHIO
(ITmanupoBaHue U yrpaBicHHe HHPOPMAIIMOHHOMN O€30MaCHOCTHIO)

Threat Type IMasquerading of User Identity by Insiders _'_I
Level for all Impacts I :”High Z]
Asset Group Impact Threat Yuln Comment ﬂ
(if specific) Level Level
IUsing Local Area Network UNAVAIL-15ML Yery High i High
1Using Local Area Network UNAVAIL-1H ¥Yery High i High
1Using Local Area Network UNAVAIL-3H High High
1Using Local Area Network UNAVAIL-12H High High
1Using Local Area Network UNAVAIL-1D Medium Low
IUsing Local Area Network UNAVAIL-2D Low Low
IUsing Local Area Network DESTR-PART Low High
1Using Local Area Network DISCL-I ¥Yery High i High
IUsing Local Area Network MODIF-DEL Low High
1Using Stock Control System UNAVAIL-15ML High High
1Using Stock Control System UNAVAIL-1H Low High
IUsing Stock Control System UNAVAIL-3H Low High
1Using Stock Control System UNAVAIL-12H Low High
!Using Stock Control System UNAVAIL-1D Yery Low iLow
!Usin=g Stock Control System UNAVAIL-2D Yery Low > v]
Note Status of TY Questionaires I TY Reports |

Pucynok 10 — OneHka B3auMOCBsI3eH MEXIY Pa3TUIHBIMU YIrpo3aMH U HHPOPMAIMOHHBIMH
cepBucamu B cucteme CRAMM

Ha ocHoOBe Bcex BBEICHHBIX JAHHBIX U [0 PE3yJIbTaTaM pacyeToB U 00pabOTKU
“H(pOpMaIIu MOTYT OBITh MOJYYE€HBI CBOJIHBIC XapAKTEPUCTUKU YPOBHEUM pucKa IJis
aHAIM3UpyeMOd HMHQPOPMAIIMOHHON CHUCTEMBI M, B YaCTHOCTH, IJISi OTAEIbHBIX
nHpopmanmoHHbIx cepBucoB (Pucynok 11).

[locne Toro kak mpoW3BEAEHAa OLEHKA PHCKOB, CHCTEMA MpPEAJIaraeT
peanu30BaTh KOHKPETHBIE MEPHI 110 MOBBIIICHUIO YPOBHS 3allIUIIIEHHOCTH, UCIIOIb3Ys
BBEJICHHYI0O MH(OpPMAIMIO O COCTOSSTHUU MH(GOPMAIIMOHHONW 0€30MacHOCTH, a TAKXKe
coOcTBeHHYIO0 «brbMMoTeKy KOHTpMEp» — 0a3y 3HaHMI, KOTOPAsi COJAEPIKUT MPUMEPHI
U peKoMeHJaIu (Kak KOHKPETHbIC, TaK W OOIIME), OTHOCSIIHECS K Pa3IuYHBIM
acmekTaMm 3aluThl UH(OPMAIIMOHHBIX pecypcoB. C UX NMPUMEHEHHUEM MOXKET OBITh
HayaT I[IepexoJ] OT aHajJlh3a pPHUCKOB K HEMOCPEICTBEHHBIM YIPABICHYECKUM

JEUCTBUSM IO 0OecriedeHrI0 MH(HOPMAIIMOHHON 0€30MMacHOCTH:
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Tewma 2.8 — [IporpamMMHbIe CpeIcTBa TUTAHUPOBAHUS U YIIPABICHUS WH()OPMAITMOHHOM
0€30MacHOCTHIO
(ITmanupoBaHue U yrpaBicHHe HHPOPMAIIMOHHOMN O€30MaCHOCTHIO)

E3 Impact Chart Wizard [ x|

Click the button of the chart type you want and watch the chart change automatically.

Area I 3D Area l Column [ {3D Column Bar I ZDBar l
Unavailability Values
LA [ 1 @ Administrative
|

=3 |
6 |
2 |
2
o Administrative

= = = =

z5 Z 2 % E = = Manufacturing

= 3] = 3 = 4 = 4

=] = = =)

Canced | < Back I Next > I sty I

Pucynok 11 — IIpumep cBOAHO# OIIEHKH PHCKOB HEIOCTYITHOCTH JIBYX WH(OPMAIIMOHHBIX
MOACUCTEM

— pa3paboTka MEpONpPUATUI MO NPOTUBOAECUCTBHIO yrpo3aM (PucyHok 12);
— COBEpUICHCTBOBAHUE CUCTEMbI pearipoBaHUs Ha MHLUICHTHI;
— yYCTpaHEHHME HEeCOOTBETCTBUHN TpeboBanusiM crtangapra I1SO 17799 wu

JIPYTUX HOPMATUBHBIX JoKyMeHTOB (Pucynok 13).

#2 Countermeasure Tree

[+ System Input/Output Controls
= MNetwork Securty Management
=l Information and Software Exchange Agreements
=+ Network Management
=) Network Monoring
= 1 The network should be mon&ored
S AR Detection and alarms For network Faldure
Traffic loss detectionfalarm
MNode loss detectionfalarm
Intelligent Management System
Introduction of unauthorised devices or nodes
Multiple address clashes
Signal loss alarm systems
= 1 AlFaults on the network should be reported
] % Security of Network Services
Evasion of Network Disruption

WhhWwww

+

MName Rec. Status
lLocaI Area dNetveork | ITo be implemented

Pucynox 12 — JlepeBo kouTpmep» cucteMbl CRAMM
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Tewma 2.8 — [IporpamMMHbIe CpeIcTBa TUTAHUPOBAHUS U YIIPABICHUS WH()OPMAITMOHHOM
0€30MacHOCTHIO
(ITmanupoBaHue U yrpaBicHHe HHPOPMAIIMOHHOMN O€30MaCHOCTHIO)

% Status of BS 7799 Controls [Findings. Analysis + Actions)

[ Security Organisation {4.2) |be drawn up and maintained,
[ Assets Classfication and Control (4.3) |
=& Accountabilky for assets (4.3.1)
& Inventory of assets (4.3.1.1)

[*#- Information classification (4.3.2)
[= C Personnel Security (4.4)

#-» Security in job definition and resourcing (4.4.1)

(#1- User training (4.4.2)

[ > Responding to security incidents and malfunctions (4.4.3)
#-[7 Physical and Environmental Securiy (4.5) =

Findings | analysis | Actions |

@ [ Management System Requirements (3.) | Obbctive
@17 Security Policy (4.1) |An inventory of all impartant assets shall
o

The following inventaries are currently maintained:

- An inventory of all equipment connected to the network
- An inventory of all stand-alone equipment
- An inventory of all software instalied on networked and stand-alone equipment

Pucynok 13 — OxHO aHanu3a HECOOTBETCTBUI TpeOoBaHusM ctangapra [ISO17799/BS7799

Takum o00pa3oMm, B pe3yJbTaTe MCHOJb30BAHUS BCEX IEPEUUCICHHBIX
nHCTpyMeHTOB cuctemMbl CRAMM mnpennpuste MOXKET OCYIIECTBUTH KOMIUIEKC
paboT 1Mo ympaBJICHHUIO HWH(POPMAIIMOHHOW OE30MAaCHOCThIO M CO37aTh HE TOJIBKO
XOPOIIO KOHTPOJUPYEMYIO CUCTEMY 3allUThl HH(POpMALIMKU, HO U UHOOPMALIMOHHYIO
0a3y, NO3BOJSIIOLIYI0 B OyAylleM OLEHHUTh LEJIecOO0pa3HOCTh BIIOKEHUN B
peanu3alurio JOMOJTHUTEIBHBIX MEPONPUITHI MO0 oOecriedeHr0 MHGOPMAIIMOHHON
0€30IacCHOCTH U UHBECTUIINI B OT/ICJIbHBIC CPEJICTBA 3aIUTHI HHPOpMAITUH.

4 TIporpaMMHBIe CpeacTBa, HHTerpupyeMble B HH(OPMANMOHHYIO
CUCTEMY NpeANnpUsATHs

Eme  oxHum  HampaBieHHMEM — pa3BUTUSL  MPOTPAMMHBIX  CPEJICTB,
00eCreunBaOINX  MOJACPKKY  OPTaHM3AIMOHHOW  pabOThI B chepe
MH(OpMAIIMOHHOW O€30MacHOCTH, SIBISIETCS CO3[JaHUE U BHEIAPEHHE KOMILJIEKCHBIX
CpPEICTB aHalM3a TIOBEICHUS ToJb30oBaTelield B MH(POpManMoOHHOW cucteme. Bo
MHOIOM Takue€ (PYHKIMH M MCHOJIb3yeMbIE QJITOPUTMBbI CXOXHU C (YHKIUAMH U
QITOPUTMAaMH  CPEJICTB OOHapykeHusi BTOpkeHUU. OCHOBHBbIC (DYHKIIUU TaKUX

MPOTPAMMHBIX CPEJICTB:
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Tewma 2.8 — [IporpamMMHbIe CpeIcTBa TUTAHUPOBAHUS U YIIPABICHUS WH()OPMAITMOHHOM
0€30MacHOCTHIO
(ITmanupoBaHue U yrpaBicHHe HHPOPMAIIMOHHON 6€30IMacHOCTHIO)

— TPOBEpPKa JICWCTBHUM MOJIb30BATEIECH HA MX COOTBETCTBUE JCHCTBYIOIIAM
MOJINTUKAM O€30IaCHOCTH;

— BBISABJICHHWE HAPYIICHUN JEUCTBYIOUMIEH TOJUTHUKA HWH(POPMAIIMOHHOM
0€e30IMacHOCTH;

— YCTaHOBJICHWE JUI, YbW JICUCTBUA MPUBOIAT K HAPYIICHUSM U CO3/IAIOT
yrpo3bl HHHOPMALIMOHHON OE€30MaCHOCTH.

OcCHOBHBIMH ~ QYHKIHUAMH, pPEATU3YEMbIMH TMPOrPAMMHBIM OOECIICUCHHEM
TaKOTO THIMA, SIBJISIIOTCS COOp MEPBUYHBIX JAHHBIX O JIEUCTBUAX MOJb30BaTENEH, UX
ABTOMATU3UPOBAHHBIN aHAJIM3 C Y4eTOM TpeOOBaHUN MOJUTHUKU O€30MACHOCTH U
OCYIIECTBJICHUE  HEOOXOJUMBIX  aKTUBHBIX  JCHUCTBUN:  MHGOPMHpPOBAHUE
aIMUHUCTPATOPOB, BPEMEHHOE OTPAHUYEHUE MPAB MOJb30BATENCH U TIP.

Onun u3 mporpaMMmHbIX mpoaykToB Takoro tuma — «INSIDER — Cucrema
OOHapyXEHUsI BHYTPEHHETO HAPYIIUTENsH», MOCTAaBIsIEMasi POCCUICKOW KOMITaHUEH
«IIpaitmTexk». DTa cucTeMa HaKaIJIMBAET CBEICHUS O MOBEACHUU MOJIb30BATEIEH, a
TaKXe€ MO3BOJISIET WHHUIIMUPOBATh ONPEICIICHHbIE AKTUBHBIC NEUCTBUS (HAmpuMmep,
JUTSL TPEAOTBPAIIICHUS BBISBJICHHOTO JUISIIETOCS HAPYIICHUS ).

B wactHOCTH, M1 aHanM3a TMOBEACHUS IOJIH30BaTelIe B MH(POPMAITMOHHOMN
CHUCTEME MOTYT OBITh UCIIOJIb30BAHbI CIEAYIONIUE JaHHbIC:

— T0KAa3aTelu MHTEHCUBHOCTH UCIIOJIb30BaHUs Pa3IMYHbBIX
M0JIb30BATENBCKUX MPUIIOKECHUM;

— TIOKa3aTeJIM MHTEHCUBHOCTH (4acTOThI, 0ObeMa) YTCHHS, KOMUPOBAHUSI U
yaaneHus Qaitsios;

— T[OKa3aTeJX WHTEHCHUBHOCTUM OTIPAaBKM U MpHeMa  BJIEKTPOHHBIX
COOOIIEHUI;

— TI0Ka3aTeJIM MHTEHCUBHOCTH MEPEIauu JaHHBIX IO CETH;

— TONBITKK Noa00pa napoJei;

— JIeCTBUA C CUCTEMHBIMU (pailllaMu U peecTpoM;

- HeﬁCTBHH C CUCTCMHBIMHU YTUJIIMTAMHU H IIP.
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Tewma 2.8 — [IporpamMMHbIe CpeIcTBa TUTAHUPOBAHUS U YIIPABICHUS WH()OPMAITMOHHOM
0€30MacHOCTHIO
(ITmanupoBaHue U yrpaBicHHe HHPOPMAIIMOHHON 6€30IMacHOCTHIO)

Takum  oOpa3zoMm, y aJAMHHHUCTPATOPOB HH(POPMALIMOHHBIX  CHCTEM,
CHEIHATUCTOB 10 HMHPOPMAIIMOHHON 0€30MaCHOCTH M PYKOBOJUTENEH MpeanpUsTus
IMOABJIAOTCA BO3MOKHOCTH OJIs1I  PCArMpOBaHUA Ha HMHIOUIACHTBLI, IIPCCCUCHUMA
MOTECHIMAIIBHO OIMACHBIX JCUCTBUN U BBISIBIICHUS HAPYIIUTENICH U3 YUCIa IEPCOHAa
IIPEAIPUATHS.

Taxke cpeaqu  WHGOPMAIMOHHBIX  IJIATGOpM,  MHTETPUPYEMBIX B
MH()OPMAIMOHHYIO CUCTEMY MPEANPUITHS W CHEHHUAIBHO MPEIHA3HAUYECHHBIX JIA
peajin3aliii U KOHTPOJIA BBIIIOJHCHUA ITOJIHTHUK 6€3OHaCHOCTI/I, BBIICIIAKOTCA TAaKUEC
MPOAYKTHI, KaK:

1) Tivoli Security Information and Event Manager xommanuu IBM, a takke
KOMIUIEKC CMEKHBIX ITPOIYKTOB, OTHOCAIMXCS K T.H. IBM security framework

2) MARS: Security Monitoring, Analysis, and Response System kommnanuu
Cisco.

Tivoli Security Information and Event Manager Bkirouaer B ce0s:

A) Tivoli Security Operations Manager.

b) Tivoli Compliance Insight Manager.

Tivoli Compliance Insight Manager mnpexacraBiseT co00i CrHEIUATBHYIO
MpOTpaMMHYI0  IUIATGOPMY, KOTOpas OOEeCIeuMBacT KOHTPOJb  BBHITIOJHCHUS
TpeOOBaHUI TOJUTUKH O€30MacHOCTH, a TaKKe aBTOMATH3UPYET 3HAYUTEIIbHYIO
4acTh padOTHI MPU MPOBEICHUH ayIUTOB UH(OPMALIMOHHON 0€30MacHOCTH U aHAJTU3Ee
3aIMIICHHOCTH JaHHBIX. B ywactHocTH, nanHoe IO obGecmeunBaeT cOop, aHAIM3 U
3alUIIICHHOE XpPaHEHHE >KYpPHAJIOB (JIOTOB) pabOThl Pa3IMYHBIX MPHUIIOKCHUH,
OIICPAlIMOHHBIX CUCTCM H HJ'IaT(l)OpM U UX MHTCPHIPETALIMIO B TCPMHHAX, IMOHATHBIX
HETEXHUYECKUM CHEIUaIncTaM. TakuMm 00pa3oM, OT4eThl, (popMupyeMble TaHHOU
CUCTEMOI, MOryT OBITb TMOHSATHBI OW3HEC-MEHEHKepaM U  ayJuTopaMm H
HCII0JBb30BaHbI AJIs1 KOHTPOJIA BBIITOJIHCHUA Tpe6OBaHHfI INOJIMTHUK 6630HaCHOCTI/I.

Tivoli Security Operations Manager npeaHa3HaueH Ui KOHTPOJIS COOBITHH B
KOPIOPAaTUBHOM  WH(POPMAIIMOHHOW CHCTEME U  BBIABJICHHUS HApYyIICHUH W

MOI03PUTEBHBIX JEHCTBUI B PEXXUME OJIM3KOM K PEKUMY PEATBHOIO BPEMEHH.
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Cucrema MARS Tarke obecriedmBaeT cOOp W IEHTPAIM30BAHHOE XpaHEHUE
JTAHHBIX O CHCTEMHBIX COOBITHSIX, KOTOPBHIC TIOCTYMAIOT OT PA3IUYHBIX YCTPOWCTB H
wiatrGopM, BXOMSIIIMX B KOPIOPATUBHYK HHMDOPMAINMOHHYIO CHCTEMY, U
o0ecrieunBaeT BO3MOXKHOCTh IIEHTPATM30BAHHOTO OMNEPAaTUBHOTO KOHTPOJS 3a
COOJIFOZICHUEM YCTaHOBJICHHBIX TpeboBanuii. Taxke MARS wuHTerpupoBan c
nporpaMMHbiM KoMmiuiekcoM Cisco Security Manager, KoTopsli, B CBOIO OuY€pe/Ib,
MO3BOJISIET  IEHTPAIM30BAaHO MW YHU(PHUIIMPOBAHO  YIIPABIATH  HACTPOWKAMHU
0e30macHOCTH B Pa3JIMYHBIX CHUCTEMaxX 3allldThl W CHCTeMaX OOHapyXeHUs

BTOp)KeHI/Iﬁ, YCTAaHOBJICHHBIX B KOMIIaHHH.
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