Tema 3.1 — MexyHapoaHbIE OpraHU3alUH TUNIAHUPOBAHUS U YIPABJICHUS HHPOPMALMOHHOM
0€30I1aCHOCTBIO
(ITmanupoBaHue U yrpaBicHHEe HHPOPMAIMOHHOM 0€30IaCHOCTHIO)

1 XapakrepucTuka MeXKIYHAPOAHBLIX oOpraHusaumii B  cdepe
ynpasJjieHus1 HHGOPMaIMOHHOM 0€30MACHOCTbIO

B ducne MexAyHapoIHBIX OpraHM3alui, JACHCTBYIOIIMX B  cdepe
yrpaByieHus: THHOPMAIIMOHHON 0€30MacHOCThI0 M OKAa3bIBAIOIIMX CYIIECTBEHHOE
BIUSIHAE Ha (PYHKIMOHUPOBAHHE TIJIOOANBHBIX HH(POPMAIIMOHHBIX CHUCTEM U
JEeATEIbHOCTh BCEr0 MH(POPMAMOHHOTO COOOLIECTBA, BBIAEISAIOTCS OpraHU3alyd
CJIEIYIOIINX THUIIOB.

1) KpynHble MexXIyHapOJHbIE HEKOMMEPYECKHE M HEIPaBUTEIbCTBEHHBIC
OpraHu3aluy, OOBEIUHAIONINE CICIHAIUCTOB B OMNPEACNICHHbIX 00JIaCcTX,
CYILIECTBYIOIIME, KaK IMPaBWIO, YK€ B TEUECHHUE MHOTHX JIET U OXBAThIBAIOIIUE
MHO>XECTBO OCHOBHBIX HaNpaBJIE€HUW Pa3BUTHS KOMIBIOTEPHOM WHKEHEPHUH,
AIEKTPOHUKU M TEICKOMMYHHKALUM, BKIJIOYas, B TOM YHUCJIE U ONPE/ICIICHHbIC
BOIIPOCHl ~ OOecrieueHHusi  O€30MaCHOCTH  COBPEMEHHBIX  HMH()OPMALMOHHBIX
TEXHOJIOTUH.

2) OtaenbHble OTHOCHTEIBHO  HEOOJBINHME  OpraHW3alid, KOTOPBIC
CHEUAIN3UPYIOTCS Ha OoJiee WM MEHEe Y3KHMX BOMNpocax HHPOPMALUOHHOU
0€30IMacCHOCTH, HUMEIIIUX IJ00aJIbHOE 3HAYeHHEe JJI1 BCEro CcooOIecTBa
MOJIb30BaTeNIe WHMOPMAIMOHHBIX CHUCTEM, M TIOSIBUJIMCh Ha 0a3e YacTHBIX
KOMIIAaHUA WJIM  MCCIEOBATEIbCKUX CTPYKTYp B TEUYEHUE IOCJIEAHErO
JECATUIIETHS, Koraa po0aemMbl HHGOPMAIIMOHHON 0€30MacCHOCTH CTalli 0OCOOCHHO
aKTyaJIbHBIMH.

3) CoBMecCTHBIE CTPYKTYphI (KOMHUTETBI, albSHCHI W Jp.), CO3JaBacMbIe
(MHOTITa BPEMEHHO) KPYMHBIMU KOMMNAHUAMHU (MHOTJA NPH Y4YaCTUU KPYIHBIX
HCCIIEIOBATENIbCKUX IIEHTPOB, Y4YEOHBIX 3aBEACHUNM U MPABUTEIHCTBEHHBIX
CTPYKTYp) I pEUIeHUs OIpPEACIICHHbIX 3amad B cdepe uHOOPMAIMOHHBIX
TEXHOJIOTUI U MH(POPMALTMOHHON 0€30MaCHOCTH.

Kaxnpi ©3 TUNOB oOpraHu3anuii, B CBOK O4YEpelb, HMEET CBOU

CHeHI/I(bI/I‘-IeCKI/Ie OpraHn3allOHHBIC OCO6€HHOCTI/I, OJIHAKO BCC OHH, KdK IIpaBUJIO,
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pemaT 3agady pa3paboTKH, COTJIACOBAHHS W JAANbHEHIIEro pachpoCTpaHEHHS,
oOlmmMX [JIsi BCEro cooOIIecTBa MoJib30Bareed WHMOPMAIIMOHHBIX CHCTEM
TEXHUUYECKUX U OPTaHU3AIMOHHBIX PEIICHUH, TAKHX KaK:

— MPOTOKOJIBI I100ATBHBIX CETEH;

— ApXMUTEKTYpbl,  QJITOPUTMbI, MPOTOKOJbl  MYOJIMYHBIX  CPEICTB
mrdpoBaHUs JaHHBIX;

— IpaBWja MOCTPOEHUS TI00ANBHBIX CeTel 0OMeHa JaHHBIMH M JPYTHX
3JIEMEHTOB IJ100aJIbHON HHPPACTPYKTYpbl HHPOPMAIIMOHHON 6€30I1aCHOCTH.

Taxke BaXHBIMM 3JEMEHTaM OpPraHU3alMOHHON paboOThl Ha YpPOBHE
MEXIYHAPOJHBIX CTPYKTYP SBIISIOTCS:

— opraHu3anus oOMeHa 3HaHUSMH U aKTyaJlbHBIMH HOBOCTSIMH B CpEE
CHELMAIUCTOB 10 HMH(POPMAIMOHHON 0e30macHOCTM B Takux Qopmax, Kak
nyOnuKays CHelUAIU3UPOBAHHBIX MEPUOAMYECKUX H3AaHUM W COOPHUKOB
Hay4yHBIX paboT, OpraHu3alus CIEeUUATU3UPOBAHHBIX HAyYHO-TIPAKTUYECKUX
KOH(pepeHUnid, CEMUHApOB U JIp.;

— OpraHu3ainus U Mojjep>KaHue B aKTyaJlbHOM COCTOSHMM 0a3 JaHHBIX U
0a3 3HaHMI, KOTOpbIE COIEpX,aT CBEJIEHUS, HEOOXOIMMBIE IOJIb30BATEISIM
WH()OPMAIIMOHHBIX CHUCTEM, aJAMUHHUCTpAaTOpaMm, pa3paboTYMKaM U JIPYrUM
y4acTHUKaM Jisl o0ecriedeHus: MH(POpMaIMOHHOM 0€301aCHOCTH.

[Ipumepamu Takux 0a3 AaHHBIX SBISIOTCA Oa3bl JaHHBIX, COJEPIKALUE
CBEJICHUS O BBISIBJICHHBIX YSI3BUMOCTSIX Pa3IMYHBIX MPOTPAMMHBIX U ammmapaTHBIX
miaTdopM HHPOPMAITMOHHBIX CUCTEM.

B nenom opranuzanuonHas paboTa Ha YPOBHE MEXIYHAPOIHBIX CTPYKTYD
HE SBJIIETCS] YHUBEPCAJIIHOM, U B OOJIBIIMHCTBE CIYYaeB OHU CTPOSIT CBOIO paboTy
camMocToATEeNbHO.  OOHAKO  MOXHO  BBIJACIHTH  HEKOTOPHIE  OCHOBHBIE

OpraHMU3alMOHHBIC IIPUHIIUIIBI, XapaKTEPHBIC AJIs1 ACATCIIBHOCTH MHOTHX U3 HUX.
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1) IMpuHiun AO0OPOBOJIBHOCTH y4yacTHs B paboTe TaKMX CTPYKTYp H B
OTJIEJIBHBIX MTPOEKTaX WJIU BO BCEl padoTe.

2) TlpuHIMI OTKPBITOCTH (JOCTYITHOCTH) PE3yJbTaTOB PabOThI (BCEX WM
WX 4YacTH) [JI1 COOOIIECTBAa CHEIUATUCTOB B cdepe HHPOPMAIIMOHHBIX
TEXHOJIOTUH.

3) Ipunnmn camoduHAHCUPOBAHMUS.

PaGoTa KpymHBIX MEXIYHAPOJIHBIX MNPOPECCUOHANBHBIX (OTPACIEBBIX)
opraHuzainuii (00beIMHEHU), KaK MPaBUI0, UMEET CICAYIOIIUE OTIUYUTEIIbHbIC
OCOOEHHOCTH:

1) Ona, Kak NpaBWIO, HE HaMpaBlieHa TOJILKO Ha peEIIeHUEe 3aaa4
uH(OpMAIMOHHOW O€30MacHOCTH — 3aJaud MH(OPMAIMOHHOW O€30MacHOCTH
pemalTcss B KOMIUIEKCE €O MHOXXECTBOM JIpYIHMX TpobsieM  (pa3BUTHS
WH()OPMAITMOHHBIX TEXHOJIOTHUH, MTOCTPOCHUSI TEICKOMMYHHUKAITMOHHBIX CHCTEM U
ap.).

2) OHa B ONpeneleHHOW Mepe MOXKET ONUPAThCS Ha TMOJJICPIKKY CO
CTOPOHBI PA3TUYHBIX TOCYIaPCTBEHHBIX CTPYKTYD.

3) OHa o0beaAMHSET OOJBIIOEC KOJUYECTBO CICIUATNCTOB M3 Pa3IMYHBIX
UCCJIEIOBATENLCKUX, YYEOHBIX, KOMMEpPUYECKHX OpraHu3alui, HO TpU ITOM
OOJBIIMHCTBO YYACTHUKOB (YJIEHOB) MOKET HE UMETh KOHKPETHBIX 003aTENbCTB,
00s3BIBAIONIUX BHOCUTDH BKJIQJ B pa0OTY U JOCTUTATh OMPEICICHHBIX IIEJICH.

2 Me:xknyHapoanbie mnpogeccuoHajJbHble 00beIMHEHHUS YIPaBJIEHUSA
HHGOPMALMOHHOI 0€30IACHOCTHI0

OcHOBHBIMU HanOoJie€ KPYNHBIMH U U3BECTHBIMH MEXKIYHAPOIHBIMU
npohecCHOHANFHBIMUA O0BEIMHEHUSIMH, TaK WM WHAYE CBS3aHHBIMH C BOIIPOCAMU
nH(OPMAITMOHHON O€30TTaCHOCTH, SBJISTFOTCS:

— ITU — International Telecommunication Union;

— |EEE - Institute of Electrical and Electronics Engineers;

— ACM - Association for Computing Machinery;
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— W3 Consortium;

— ISSA — Information Systems Security Association;

— ISO - International Organization for Standardization;

— |ETF — Internet Engineering Task Force;

— ICSA — International Computer Security Association;

— Information Systems Audit and Control Association (ISACA);

— Internet Security Alliance.

2.1 MexayHapoOAHBbIil COK03 3JIEKTPOCBSI3H

International Telecommunication Union (ITU) — MexayHapoaHblii COr0O3
AIIEKTPOCBA3U SABJISACTCS CTAPEUILIEN MEXIYHAPOJHOM OpraHu3alyen, CBA3aHHOU C
uH(OpMaIMOHHBIMU TexHoJorusasMu. OHa Oblla ocHOBaHa B 1885 romy kak
MexayHapoHbIi TenerpadHbIii COI03 U MOMy4YWIa CBOE HOBOE Ha3zBaHue B 1934
rony. B nacrosimiee Bpemsa ITU oO6wvenunser 189 rocymapcrs. Kak moHsTHO U3
Ha3BaHUsS, OCHOBHOI €€ 3aJjaueil M3Ha4aJbHO OBUIO YHPABICHHE W KOOPAMHALIUS
JeATeNIbHOCTH B cepe mepeaaun MH(poOpMaluu U, B YaCTHOCTHU, B PAIMOCBSI3U U
tenerpadHoi cBsizu. OpHAKO MO Mepe Pa3BUTHS TI00ATBHBIX KOMITBIOTEPHBIX
ceTel U UHTETPallMi KOMITBIOTEPHBIX U TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM, 00J1aCTh
nestenpHocT ITU Obula 3HAYMTENBHO pacHIUpeHa W B HACTOSIINEE BpeMs
BKJIIOYaeT B ce€0si MHOXECTBO BOIPOCOB, CBSI3aHHBIX C IOCTPOCHUEM
KOMITBIOTEPHBIX CETEH, nepenayeit HUPPOBbIX NTaHHBIX, 00pad0TKOW MH(pOpMAIUU
v Jp.

YUnenamu ITU-T saBnsrores:

— TOCYJapCTBEHHbIE OpraHbl BIACTU (MUHUCTEPCTBA U BEJOMCTBA CBS3U
OTZIECJIbHBIX CTPaH);

— HayyHble  OpraHM3alMid ¥ KOMIIAaHUU  —  TPOU3BOJUTENIU
TEJIEKOMMYHUKAITMIOHHOTO 000Dy 10BaHUS;

— peruoHajbHbIE u MEKIyHApPOIHbIC TEJIEKOMMYHUKAIIMOHHBIE

OpraHu3alyy.
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OynkunoHanbHbIMU opradaMu [TU-T asasrorcs:

— Bcemupnas accamOnest mo cranaaptusanuu teaekommyHukanuii (World
Telecommunication Standardization Assembly), mpoBoauMmasi Kakaple YETBIpE
rojJia, — OCHOBHOM PYKOBOJSIINNA OpTaH CEKTOpa CTaHAapTU3ALINY;

— bropo mo crangaptuzanuu TeiaekoMMmyHukanui (Telecommunication
Standardization Bureau) —  HCHOONHHTEIBHOE  MOApA3ICICHHE  CEKTOpa
CTaHJapTHU3AIIHH;

— MHUccnenoBarenbckue rpynimsl (Becero ux 14);

— KoHcynbpTaTuBHasg rpynmna Mo CTaHAAPTHU3AIUM  TEJIEKOMMYHUKAIIHUMA
(Telecommunication Standardization Advisory Group) — BcrmoMorarteinbHOE
1oJipa3zesieHue, OCYIECTBIISIIOIIEE KOOPAUHAIIMOHHYIO padoTy.

Bricium opranom Binactu Coroza siisiercst [lomHomounast Kondepenmus
(Plenipotentiary Conference), cobpanue aeneranuii rocygapctB — wieHoB Coro3a,
mpoxojsiee pa3 B yeTbipe rojga. OCHOBHbBIE UCTIOHUTENbHBIE Opranbl — CoBeT U
['enepanbhbiil cekpetapuat [TU. OcHOBHBIE paboure MoaApa3AesiCHUs] pas3aesiCHbl
Ha TpHU CeKTopa: cekTop cranaaptuzauuu cBsa3u, ITU-T; cexrop paguocsszu, [TU-
R; cekrop pazButus anekrpocsszu [TU-D.

ITU-R wuw ITU-D  BBINONHSIOT  OTHCIBHBIE  HCCIEIOBATEIBCKUE,
KOOPJIMHAIIMOHHBIE U TeXHUYECKUE QYHKIMU (TaKue Kak, HapuMep, PerucTparus
pPaNoYacTOT WU KOOpAWHAIUS pabOThl KOCMUUYECKHX TEIEKOMMYHHKAIIMOHHBIX
CryTHUKOB), Toraa kak Cektop cranmaptusanuu cBs3u — |ITU-T B OGomnbuieit
CTENIEHW  OTBEYAeT 3a  pEIIeHHWe  CTPATEerMYecKUX  3a7ad  Pa3BUTHSA
WHOOPMAITMOHHBIX TEXHOJOTHH © WH(QpPAaCTpyKTyphl M, B YaCTHOCTH, 3a
pa3pabOTKy METOAWK ¥ CTAaHJIAPTOB, HEOOXOIAMMBIX JJII BCETO MHPOBOTO
cO00111eCTBa.

OcHoBHo#l nenvto padotel ITU-T sBnsierca pa3paboTka yHHBEpCAIbHBIX
pEKOMEHJAIMH W MEXKIyHAPOAHBIX CTAHIAPTOB, OTHOCSIIMXCA K Pa3IUIHBIM

chepam TEIEKOMMYHHUKAIIMOHHBIX TEXHOJIOTU u yIPaBJICHUS
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TeJIeKOMMYHUKausiMu. Pa3zpabaTeiBaeMble peKOMEHAAINN 00ECIICYHBAIOT OCHOBY
JUISL pa3BUTHsI PBIHKA YCIYT CBSA3U, CO3[aHUS COBMECTHUMBIX TEXHUYECKUX U
OpraHU3alUOHHBIX cucTeM U ap. C Touku 3peHus obecnedeHrus nHGOPMAIMOHHON
Oe3omacHOCTH HauOoJiee 3HAYMMBIMU CTall PEKOMEHJAlUU, OTHOCAIIMECS K
cepun "X — CeTu nepeayu JaHHBIX U CBSI3b OTKPBITBIX CUCTEM' M, B YaCTHOCTH, K
cepun "X.8xx — be3omacHocTh".

B coorBerctBum ¢ Pesomonueir 1 BcemupHoit  accam0Gienm 1o
cTaHjapTuzanuu TtenekommyHukanuid 2000-ro roma, Oblla BBEIEHA MpaKTHKa
HasHaueHus Benymux uccnegoarensckux rpynn (Lead Study Groups, LSGs) no
OTIPEJICTICHHBIM BOIpPOCaM, TPEOYIONIUM OJIHOBPEMEHHON KOOPAMHAIIMH YCUIIHM
HECKOJIbKUX HCCJIEAOBATEIbLCKUX TPYIIN, KOTOpPble paldOTalOT B Pa3IUYHBIX
obnactsix. Haunnas ¢ centsaops 2001 roma dynkunonupyet "HccienoBarenbckas
rpymmna 17: Cern mepenadynm JaHHBIX M TEJIEKOMMYHHUKAIMOHHOE IPOTPAMMHOE
obecneuenue" ("Study Group 17: Data Networks and Telecommunication
Software"), oOpa3oBaHHass Ha  OCHOBE  CYIIECTBOBAaBIIMX JO  ATOTO
"UccnenoBarensckou rpynnsl 7" u "UccnenoBarensckon rpynnsl 10". C momeHnTa
cBoero oOpaszoBaHMsI OHa sBIsieTCs Bemyied ucciaeaoBaTelbCKOW TpYMIoON o
BOIPOCaM 0O€30MacHOCTH KOMMYHHUKAIMOHHBIX cucteM (Communication Systems
Security, CSS) u, COOTBETCTBEHHO, HE TOJILKO pabOTaeT HaJa OOeCIeUYCHUEM
0€30MacHOCTH TEXHOJIOTHH, HAMpPSIMYK OTHOCSIIMXCS K €€ KOMIIETCHIIUHU, HO H
KYpUPYET BOMPOCHI 0OecredeHrs 0€30MacHOCTH Pa3InYHbIX KOMMYHUKAIIMOHHBIX
TEXHOJIOTUH, pa3padaTbIBAEMbIX IPYTUMH HCCIIEA0BATEILCKUMU TPYIIIIaMHU.

OpHoit w3 HamboJee 3HAYUMBIX pa3padOTOK H3TOM Tpynmel B cdepe
nHpopmarimonHot 6e3zonacHoctu cumtaercs Cranmapt X.509, 3amoxuBIINN
OCHOBBI ~ Pa3BUTUA  UHPPACTPYKTYypbl  MyOnwuHbIX  Kirodeil.  Haumbonee
aKTyaJbHBIMH TpoOJieMaMU, HaJ KOTOPHIMM B HacTosiliee BpeMs paldoTaer
Benymas  ucciegoBaTenbckass — rpymnma IO BompocaM — 0€30IacHOCTH

KOMMYHHKAITMOHHBIX CHCTCM, ABJIAIOTCA: YHpaBJICHUC 6630HaCHOCTBIO;
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0e30MacHOCTh MOOWJIBHBIX CHCTEM; O€30MacHOCTh CHUCTEM CBSI3U  CIYkKO
pearupoBaHus Ha Ype3BbIYAHbIC CUTYAIH; TEICONOMETPHS.

B wmenom e pabGoTa 3TOM HCCIEAOBATENbCKOW TPYIIBI OXBAaTHIBAET
CJIEIyIOIIUE OCHOBHBIE C(EPHI:

— 0e30macHOCTh yHOpaBJieHUS CceTsIMU (BKJIIOYaeT B cels paboTy Haj
cnenyrommmu  pekomenpanusmu:  M.3010 — [lpuHumner cerer ynpasieHUs
tenekoMmmyHukamusimMu, M.3016 — OO630p Oe3omacHOCTH ceTed ynpaBleHUs
TEJIEeKOMMYHUKALUSIMU U HEKOTOPbIE IPYTHUE);

— ayreHTHUKamus U ciayxObl  karajmoroB (X.500 —  O630p
KOHIENTYalbHbIX MOJiesIel U cepBUCOB, X.509 — OCHOBBI TEXHOJOTUU ITyOIMYHBIX
KJIIOYEH U cepTU(PUKATOB U HEKOTOPBIE APYTHUE);

— ympaBnenue cucremamu (X.733 — OyHKUA oTYeTa O MPOUCIIECTBUH,
X.740 — OyHKIMS TPOBEJCHUS ayIUTa 0€30MaCHOCTH U HEKOTOPBIE IPYTHE);

— OCHOBBI  apxuTekTypbl Oe3zomacHoct (X.800 —  ApxuTekrypa
0e30macHOCTH MH(MPACTPYKTYPhI OTKPBITBIX cucTeM aiis npuiioxkenuit [TU; X.802
— Mogens O6e3onacHocTd HKHUX ypoBHel, X.803 — Mogens 06e30macHOCTH
BEPXHHUX YPOBHEU U HEKOTOPBIE IPYTHE);

— ¢akcumunsHas  cBsa3b  (T.36  —  Bo3moxHoctn — obecrniedeHus
0€30MacHOCTH NPHU UCIOJIb30BAaHUU (PAKCHUMMJIBHBIX allapaToB TPEThEH IpyIIIbI;
T.563 — XapakTepucTUKH TEPMHHAJIOB JJIsi UCIOJIL30BaHUS C (PAKCHUMHUILHBIMU
anmnapaTaMmH Ye€TBEPTOM rpyIIbl U HEKOTOPBIE IPYTHUE);

— TeJeBUM3WOHHbIE U KabempHBIE cucTembl (J.170 — Cnemmdukanms
6e3onacHoctu [IPCabelcom u HexkoTOpBIE pyTrHue);

— TexHuka  oOecmeueHus  OezomacHocTH  (X.841 < —  OOBEKTHI
MH(OPMAIMOHHOW O€30MaCHOCTH JIJIsl KOHTPOJIS IOCTyNa U HEKOTOPBIE PYTrHe);

— wMynbTUMeanitHeie  kKoMmMmyHukanmuu (H.233 — Cucrema obGecnieuenus

KOH(QUACHIIMATBHOCTU I aylAHOBU3yalbHbIX cepBucoB, H.234 — Vmpasnenue
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KITo4aMi  UGPOBAaHUS M CHCTEMOW ayTeHTH(UKANNN B ayJHOBU3YaTbHBIX
CepBHUCAX U OP.

[ToMmuMo pa3pabOTKM pPEKOMEHJALUWd M CTaHJAapTOB, OJHHUM W3 BayKHBIX
HarpasieHuil padbotel ITU takxke crano obecneuenue MHGOPMAIIMOHHOTO OOMEHa
B pa3IM4YHbIX  (opMax: pacmpocTpaHEHHWE  METOJIMYECKUX  MaTepHUalIoB,
Kacaronmxcs obecreueHus WHOOPMAIIMOHHONW  O€30MacHOCTH, TMPOBEICHUE
cemMuHapoB M KoHbepeHnui. OpHuM u3 Hanbonee MacIITaOHBIX TaKUX
MEpONpUATHNA sBIsieTCs BceMupHBIM caMMUT MO MH(OPMAIIMOHHOMY OOILECTBY
(WSIS: The World Summit On The Information Society).

2.2 UHCTUTYT MHKEHEPOB M0 JJIEKTPOHNKE U 3JIeKTPOTEXHUKE

Institute of Electrical and Electronics Engineers (IEEE) — HWuctutyr
VH)XEHEPOB IO JJIeKTpoHUKE U diekrtporexHuke IEEE sBisercs omHon u3
HanOoJiee U3BECTHBIX NMPO(ECCHOHANBHBIX OpraHu3alui, cymecTpyer ¢ 1884 roga
M B HacTosiuiee Bpemsi HacuuThiBaeT 0koyio 380000 wienoB u3 150 ctpan mupa. B
chepy €€ HHTEpPEecCOB BXOAUT MHOXKECTBO  BOIPOCOB, CBSA3aHHBIX C
AIEKTPOTEXHUKOM, PaIHO3JICKTPOHUKOM, BBIYNCIIUTEIBHOU TEXHUKOM,
nHOOPMATUKON, a TakKe HEKOTOPhIMU pazjaeinaMu (U3UKA U MaTeMaTHKU.
OcHOBHBIE  HampaBjJeHUsT  pabdOTBl  ATOM  OpraHu3alMu:  MPOBEICHUE
CHEIUAIN3UPOBAHHBIX  MPOPECCUOHANBHBIX  KOH(EepeHUHUH; nyOnuKarus
CHEIUATN3UPOBAHHBIX W3JIaHUM; TOJACPKKA 00pa30oBaTEIbHOU EATEIbHOCTH;
NOJAJIEP)KKa HMHHOBALIMOHHBIX TEXHUYECKUX W METOJUYECKUX pa3paboToK B
pasznnyHbIX cdepax; pa3paboTKa U paclpOCTPAHEHUE TEXHUYECKUX CTAHIapTOB.

B cocra IEEE Bxomsr 10 peruoHanbHbIX  OTAeNeHUM, 38
npodeccuoHaNbHBIX 00mecTB, 4 coBera W 1450 CTyIEHUECKUX OTICJICHUM.
Tekylee yInpaBlIeHHE AEATEIBHOCTBIO HAa BEPXHEM YPOBHE OCYILECTBIISIETCS
CoBeroM JUpPEKTOpPOB U VICHOTHUTENbHBIM KOMHUTETOM, pPabOTy KOTOPBIX
BO3TABILIOT [Ipesuaent u McnonautenbHbli nupekTop. OIHUM M3 OCHOBHBIX

nonpazaenenuit I[EEE, cneumanmsupyrommxcs Ha Bompocax HHGOPMAMOHHON
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(ITmanupoBaHue U yrpaBicHHEe HHPOPMAIMOHHOM 0€30IaCHOCTHIO)

Oe3omacHOCTH, SABISIETCS TEXHMUECKH KOMHUTET IO O€30MacHOCTH W 3aIluTe
yactHoii uHbpopmaruu — "IEEE Computer Society Technical Committee on
Security  and Privacy"(http://www.ieee-security.org/).B ero COCTaBe
GYHKIMOHUPYIOT TPU MOJAKOMUTETA:

1) TMomxomwurer o cranaapTam (Subcommittee on Standards);

2) TlogxomwuTeT 1Mo akajemuueckod pabdore (Subcommittee on Academic
Affairs);

3) TloakOMHUTET MO CHENHATU3UPOBAHHBIM KoHpepeHIusIM (Subcommittee
on Security Conferences).

4) OCHOBHBIMH MEPONPHUATHSIMH, KOTOPHIC TPOBOAMT 3TOT KOMHMTET,
SBJISIIOTCSL:

5) ExeromHslii CHUMIO3UYM 10 O€30MAaCHOCTH W 3allUTe YaCTHOU
uHpopmanuu (IEEE CS Symposium on Security and Privacy);

6) ExxeromHelii ceMuHaAp MO OCHOBaM HWH(GOPMAIMOHHOW OE30MacHOCTH
(Computer Security Foundations Workshop).

Taxxe kKoMUTET BefeT paboTy 1Mo cOOpy U OOOOIICHUIO aKTyalbHOM
uH(pOpMAIUU O COOBITUSX B COOOIIECTBE CIEIMAIMCTOB MO HHGOPMAIIMOHHON
0e30macHOCTH: OOBSIBICHUS O IUIAHUPYEMBIX KOH(MEPEHIUAX, OTYEThl O
MPOIICANINX KOHPEPEHIUAX U CEMHUHapax, 0030pbl JUTEpPATypbl U TMEPUOIAUKH,
CCBUIKM Ha pecypchl B cetu MuTepHer u ap. CrnenuanbHblii MHGOPMAIIMOHHBIN
OroyutereHb ¢ 3Tod mHpopmanueit — "Cipher" — paccpuraercs moanucYMkKaMm B
CpellHEM OJMH pa3 B JiBa MecsIa.

2.3 Acconuanysi BbIYMCIUTEIbHON TEXHUKH

Association  for Computing Machinery (ACM) —  Accouuanus
BBIUMCIIUTEIILHOM TEXHUKH SIBJISICTCS OJHOW M3 CTapeUIlMX OpraHu3aluu,
CBS3aHHBIX ¢ MH(OPMAIMOHHBIMUA TEXHOJOTUSIMU — ObUIa OcHOBaHa B 1947 rony,
Ha 3ape€ pa3BUTHs KOMIbIOTEpHOU TeXHUKU. OcHOBHBIE 3agaun ACM - nojaepskka

o0pa3oBaTeNbHBIX MPOEKTOB B  cdepe UHPOPMAIMOHHBIX  TEXHOJIOTHUH,


http://www.ieee-security.org/
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0€30I1aCHOCTBIO
(ITmanupoBaHue U yrpaBicHHEe HHPOPMAIMOHHOM 0€30IaCHOCTHIO)

OpraHu3anys HAyYHO-TIPAKTUICCKUX KOH(PEPECHIMI, CHMIIO3MYMOB I CEMHHAPOB,
OOIIIECTBEHHO-TIONIUTHYECKass  paboTa, CBs3aHHasE ¢  HMHQOPMALMOHHBIMU
TEXHOJIOTUSMH, ITyOJUKAIMS TMEePUOANUCCKUX HW3IaHUA ¥ COOPHHUKOB HAYYHBIX
TPYJIOB,  TOCBSIIEHHBIX  MpoOJieMaM  COBPEMEHHBIX  HMH(POPMALMOHHBIX
TEXHOJIOTUM, MOJAJEPKKa SJICKTPOHHOIO apXWBa TaKWX NyOJIMKalMid, a TaKxke
apyrasi TomoOHas AesTeNbHOCTh. (OCHOBHBIM YIPABISIONMIAM OPTaHOM JTOU
opranuzaiuu siBysiercss CoBer ACM, B KOTOPBIM BXOAUT 16 4eI0BEK, B TOM YHUCIIE
MPE3UICHT U BUIIC-TIPE3UICHT. YTMPABJICHUE TEKYIIUMHU JeliaMu Accoluanuu
OCYHIIECTBJISIOT 4YeTbipe mnpoduiabHbiX Komutrera. llltabG-kBaptupa ACM, B
KOTOpO# paboTal0T OCHOBHBIE MCIOJHUTEIbHBIE OpraHbl, pacronaraercs B Hbro-
Hopke maumHas ¢ 1960 roxa.

OnHoit U3 ocHOB opranu3zanuu padboTel ACM sBisieTcst pa3jiesieHue BCEro
coOOIIIeCTBa YJICHOB AacCOIlMallid Ha TaK Ha3bIBAEMbIE TPYMIIBI CHEHHUATBHBIX
uatepecoB  (Special  Interests Group — SIG) —  moapasnencHus,
CHEIUATN3UPYIOMIHUECS Ha OTACIBbHBIX OTHOCUTENIBHO Y3KHUX MpoOJieMax pa3BUTUS
uH(popMamoHHbIX TexHosornid. Bcero ACM oObeaunser 34  rpynmsl,
CHEIUATM3UPYIOMIHUECS HAa Pa3IUYHBIX BOMPOCAX Pa3padOTKU M HCIOIb30BAHUS
MPOrpaMMHOTO OOECIIeUeHHs, almapaTHhIX CPEACTB W TEICKOMMYHHKAIIUU.
Kaxmas w3 rpynm camMOCTOSTEIBHO OMpeAeiseT s cedsi TpaHWIlbl CBOEH
NESATEILHOCTH, & UX MOJUTUKA U (DMHAHCOBBIE BOMPOCHI KOOPAUHUPYIOTCS OJTHUM
13 KOMUTETOB.

Onna w3 stux rpymnn — Special Interest Group on Security, Audit and
Control (SIGSAC, I'pynma crienuaibHbIX HHTEPECOB 10 BOMPOcaM 0€30MacHOCTH,
ayauTa W KOHTpoJs, http://www.acm.org/sigs/sigsac/) — crenuanu3upyercss Ha
BOMpocax uHQpopMarmoHHOW Oe3zonacHocTr. OCHOBHOM 3a/iaueil JaHHOUW TPYIIIIBI
SABJISIETCS OpraHu3anus padboThl CHEHUATIU3UPOBAHHBIX HAYYHO-TIPAKTUYECKUX
KOH(EPEeHIIMHA, TaKUX KaK: CUMIIO3UYM MO TEXHOJIOTHSM U MOJICTISIM YIpaBJICHUS

noctymom (SACMAT: ACM Symposium on Access Control Models and
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Technologies), mpoBoaNMEBIi exerogHo HaunHasg ¢ 1995 roma; oHdepeHuus 1O
oe3onacHoctu KoMmIibloTepoB U kommyHukanui (CCS: ACM Conference on
Computer and Communications Security), mpoBoguMas €keroiHo HauuHas ¢ 1993
roga. Kpome Toro, Bompochl HH(POPMALMOHHON O€30MACHOCTH TPSIMO HWITU
KOCBEHHO 3aTparuBaloTCs B paboTe JPYyrux CHENUATIM3UPOBAHHBIX TPy
Acconmanuu, Takux Kak, Hampumep, Special Interest Group on Electronic
Commerce (I'pynmna no mpoOiaemMaM 3JIEKTPOHHONH KOMMEPITUN ).

2.4 Koncopunym Beemupnoii [layTunbi

World Wide Web Consortium (W3C) — Koucopuuym Beemuproii [TayTussi.

Coznanne W3C Obuto mHunMupoBaHo B 1989 romy c menwsio pa3paboTKu
€UHBIX, COTJIACOBAHHBIX CTAaHJAPTOB OOMEHa MH(pOpMaIuel B TJI00aTbHBIX CETAX
nepeiadn JaHHBIX, a OQUIMATIBLHO CO3JaHHE KOHCopIuyma OblIo 0(OopMIIEHO B
1994r. Ero OCHOBHBIMHM 33/1a4aMU SBJISIFOTCS

— o0ecreueHre BO3MOXKHOCTH JIOCTyMa K cetu MHTepHeT 11 Kak MOKHO
OOJBIIIETO YHMCa JIOJIed BHE 3aBUCHUMOCTH OT 3HAHHUS HMHOCTPAHHBIX SI3BIKOB,
KyJIbTYPHOUH MPUHAJICKHOCTH, T€OrpapUIECKOrO IMOJO0KEHUS M JOCTYIMHBIX UM
TEXHUYECKUX CPEJICTB U TEXHUYECCKOU HHPPACTPYKTYPHI;

— o0ecrieueHrEe BO3MOKHOCTH TOJKIIOUEHHS K WHTEpHET pa3iMyuHbIX
TEXHUYECKUX YCTPOUCTB;

— o0ecreueHre BO3MOXKHOCTU CTPYKTYpUpOBaHMS U (popManuzanuu
uHdopMaIuu, J0CTymHOM yepe3 MIHTepHeT, ¢ 1eNblo cIeNaTh ee Kak MOXKHO OoJiee
MIPUTOIHOM JIJIsl aBTOMATU3UPOBAHHOW 00pabOTKH;

— ofecreueHre HaASKHOCTH M 0O€30macHOCTH oOMeHa uH(opmaruei, a
TaK)kK€ BO3MOXKHOCTH y4acTBOBAaTh B MH(MOPMAIIMOHHOM OOMEHE C TeM ypOBHEM
3aIUIEHHOCTH, KOTOPBIA OTACNbHBIC TOJB30BATEId CUMUTAOT JUIsl  ceOs
MOAXOISIIHAM.

K HacTosieMy BpeMEHHM KOHCOPLUYM OO0beIuHseT Ooyiee YeThIPEXCOT

BCAYIIUX TCXHOJOTHYCCKHUX 141 TCIICKOMMYHHUKAIIMOHHBIX KOMHaHHﬁ,
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MIPABUTEIBCTBEHHBIX OpPTaHHU3aINi, HCCIEA0BATEIbCKUX IIEHTPOB, MHCTUTYTOB U
YHUBEPCUTETOB 1O BceMy Mupy. Kpome Toro, B mrare KOHCOpLUHUYyMa COCTOSIT
ok0J10 70 HE3aBUCUMBIX TEXHUYECKUX DKCIEPTOB, OOCCIEUNBAIOIINX €r0 PadoTy.
DuHaAHCUPOBAHKE NIEATEILHOCTH OCYIIECTBIISIETCS 32 CUET WICHCKUX B3HOCOB, a
OCHOBHbIC  aJIMUHHUCTPAaTUBHbIE (PYHKIIMM W TOBCEIHEBHAs JEATEIHHOCTD
BBITIOJIHSIOTCS Ha 0a3e TpeX OpraHU3allMid:

1) Maccauycetckuii Texnonorndeckuii UHCTUTYT (CIIIA).

2) EBpomeiickuii  KOHCOpPIIMYM TIO0  WCCIEAOBaHHWSIM B 00JacTu
uHpopmaTrku 1 MateMatuku (Dpanius).

3) VYuusepcuret Keiio (SImonus).

[Tomumo opmupoBanusi crannaptoB ('pekomMeHaanuii"), sTa opraHu3arus
TaKK€ 3aHUMAeTcs O00pa3oBaTElIbHOM  JEATENBHOCTBIO U MPEIOCTaBIISIET
BO3MOXXHOCTH Ui  OOCYKIEHHS  pa3IMYHbIX  BOINPOCOB, CBSI3AHHBIX C
¢bynkunonupoBanuem HMuTtepHeT. JleaTenbHOCTh KOHCOpLHMYyMa OpPraHU30BAaHA B
Buje rpynm: PabGounme rpynmbl (3aHMMArOTCS MPOPAOOTKOM TEXHUYECKHUX
BOMPOCOB), ['pymnmbl cnenuanbHbIX HHTEpecOoB M KoopauHAIIMOHHBIE TPYIITHI
(oOecreunBarOT B3aMMOJICUCTBUE MEXKIY APYTHUMH rpylinaMu). B kaxmyro rpynmy
BXOJISIT NMPEACTABUTEH OPTaHU3AIM-yYaCTHUKOB KOHCOPIIMYMa U TIPUTJIalICHHbIC
skcneptol. Cdepbl paboThl koHcopiuyMa ("momensl", Domain), pa3aeneHsl Ha
HampaBieHus: (Activities). PabGora 1o [Baamatu YEThIPEM HAIMPaBICHUSIM
BBITIOJIHAETCS B OOIIEH CII0KHOCTU HIECThIOJECATHIO IPYIIIAMH.

Bomnpocamun  uHbopmaliMoHHOW  0€30MacHOCTH  3aHUMaeTcs  cdepa
"Texnonoruss u oo6mectBo" (Technology and Society Domain) B pamkax
cnenuanbHoro HampaieHusi "bezonmacnHocts" (W3C  Security  Activity),
COCTOSIIEro W3 JABYyX paboumx rpymm. Takke no 2006 roma B cocraBe
Koncopuuyma GpyHKIIMOHMPOBAJIO HampaBlieHUE "3amuTa 4acTHOM uHbopmanuun"

(Privacy).
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K paboram xoHcopimyma B cdepe HHPOPMAIMOHHOW OE30MaCHOCTH
OTHOCATCA: pa3paboTka cTaHAapTa HU(POBBIX MOAMNHUCEH st MHOOPMAIMOHHBIX
pecypcoB (PICS Signed Labels 1.0 Specification); pa3paboTka CHUCTEMBI
AJIEKTPOHHOM MOANMUCH ISl ToKyMeHTOB XML; pa3paboTka cTaHIapTOB Nepeaadu
3amr(pOBaHHBIX JAHHBIX C UCIIOJIb30BaHUEM si3bika XML.

2.5 MexXayHapoaHasi OpraHu3aius no CTaHAapTH3AUNU

International Organization for Standardization (ISO) — MexayHapoaHast
opraHuzauys no craHgaptuzauuu. ISO B HbIHENIHEM BUAE OblIa YUpeXJI€Ha B
1946r. wu  mnpencraBisier  coOOW  HEMPaBUTEILCTBEHHOE  OOBEIUHEHUE
HAIMOHAIBHBIX OpPTaHU3aIUi 10 CTaHAAPTU3AIMH, HAIlEJICHHOE HA YHU(PHUKAIIUIO
CTaHAAapTOB (TJIABHBIM  00pa30oM, TEXHUYECKHUX) B PA3IUYHBIX 00JACTAX
IIPOU3BOJICTBEHHOM JIEATEIBHOCTH M OKA3aHUS yCIIYT.

[ToMuMO OCHOBHBIX WiIeHOB (156 cTpaH), HEMOCPEICTBEHHO YYaCTBYIOIIMX B
pabote, B ISO Taxxe Bxomar wieHbl-koppecnoHieHTsl (Correspondent member) —
CTpaHbl, HE MMEIOIINE MOJHOLEHHBIX OPTaHOB CTAHJIAPTU3ALNH, a TAKKE YJICHbI-
noanucuuk (Subscriber member) — cTpaHbl ¢ HEOOJbIIMMU 3IKOHOMHKAMH,
MOJTy4arolue HE0OX0AUMYIO CIIPABOYHYIO HH()OPMALIHIO HA JIBIOTHBIX YCIOBUSX.

I'maBubiM opranom ympasieHus MCO sBaserca exerogHas ['eHepanbHas
AccamOnesi, TpUHUMaIONIasi CTPATETMYECKUE PEIICHUS, KaCAIOIIMecs pa3BUTHUSA
BCeM opraHu3anuu. [[oAroToBKOM MaTepuUalIoB Uil NPUHATHS TAKUX PELICHHUUN
3anuMmaercsi Coser MCO, coOpaHus KOTOpPOro MPOXOMST JBa paza B TO/I.
HemnocpencrtBeHHo pa3pabOTKON CTaHAAPTOB 3aHUMAIOTCS TEXHUYECKUE KOMHUTETHI
U TIOJKOMHUTETH, B paboTe KOTOpPBIX NPUHUMAIOT Yy4YacTUE NPEICTaBUTEIU
3aMHTEPECOBAHHBIX CTpaH. 3a pa3pabOTKy KaXIOro AOKYMEHTa B TOJKOMHTETE
OTBEYAECT CIEUMAJIbHO co3AaBaeMasl Uil 3TOro pabouas rpynma. [IpoexTs
MEXIYHAPOAHBIX  CTAHIAPTOB,  MPHUHATBIE  TEXHUYECKUMH  KOMHUTETaMH,

PACChUIAlOTCAd B HAOMWMOHAJIIBHBIC OpraHu3alvn I TOJIOCOBAHUA; JOKYMCHT
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Tema 3.1 — MexyHapoaHbIE OpraHU3alUH TUNIAHUPOBAHUS U YIPABJICHUS HHPOPMALMOHHOM
0€30I1aCHOCTBIO
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npuoOpeTaeT CTaTyCc MEXIYyHapOJIHOTO CTaHAapTa, €CIHM 3a HEro MpOorojocoBajo
He MeHee 75% 4JIeHOB, y4acTBOBABIIUX B TOJIOCOBAHUMU.

OcHoBHbIM  mogpazgenennem  MCO,  3aHMMaromuMmcs  BOIPOCAMH
uHpopmalmoHHo Oe3omacHOCTH, sBisieTcss OOBEIUHEHHBIM TEXHUYECKUU
komuter JTC 1 "MHpopMalMOHHBIE TEXHOJOTHH'", B COCTaB KOTOPOTO BXOJMT
nonkomuteT SC 27 "Cpencta 6€30MacHOCTH B UH(DOPMALIMOHHBIX TEXHOJIOTHUSIX"
(IT Security techniques). 3a BpeMs cBoeil pabOThI ATOT MOAKOMHUTET pa3zpadborai
oosee 60 MEXIYHAPOAHBIX CTAaHAAPTOB, OTHOCAIIUXCA K HHPOPMAIMOHHOMN
0€30I1aCHOCTH.

C BompocamMu HMH(OPMAIIMOHHON O€30MaCHOCTH TaKXKe CBs3aHa padora
noakomutera SC 37 "buomerpuueckas wuaeHtupukauus"' (Biometrics) u
noakomuteta SC 17 "Kaprouku u nepconansHas uneHtudukanua" (Cards and

personal identification).
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Tema 3.2 — Crenmanus3upoBaHHbIE MEXKIYHAPOJHBIC OPraHU3aAMU U 00bEIUHEHNUS TUIAHUPOBAHKS 1
ynpasieHuI HHPOPMAIOHHOHN 0€30MacHOCTBIO
(Ynpasnenue naGopmMarmoHHOM 0€30MaCHOCTHIO)

1 Coenuaau3upoBaHHbIe MEXKIYHAPOAHbIe OpraHuzamuum B cdepe
IVIAHUPOBAHMS U yNIPaBJieHUs NH(POPMALMOHHO 0€30NMaCHOCTHIO

1.1 XapakTepucTHMKAa  CHEHUAJU3UPOBAHHBIX  MEXKIYHAPOIHBIX
opranusanuii B cpepe ynpapijieHusi HHGOPMAIHOHHOK 0€30MIACHOCTHIO

Crennaiv3upoBaHHbIE OpraHU3AlMK, MUMEIOIIUE TJI00AIbHOE BIUSHUE HA
ynpaBieHue UHPOPMAIIMOHHON 0€30MacHOCTHIO HAa Pa3IMYHBIX YPOBHAX M 00IIee
COCTOsIHUE  HMH(POpPMAlMOHHOW  O€30mMacHOCTH,  Kak  MPaBWIO,  MOTYT
dbyHKIMOHUpOBATH Ha Oasze:

— YaCTHBIX KOMITAHHH, 3aHUMAIOIIIUXCS NCCICAOBAHUSAMU, Pa3paboTKaMH U
KOHCYJIbTUPOBaHKHEM B c(pepe nHpOpMaIlMOHHON OE3011aCHOCTH;

— KpPYIOHBIX  Y4eOHBIX  3aBEJEHUM,  CHEHUAIM3UPYIOIIMXCA  Ha
WHOOPMAITMOHHBIX TEXHOJIOTHSIX, a TakkKe OO0JaJaroIuX CYIIECTBECHHBIM
aBTOPUTETOM U (PMHAHCOBBIMH PECypCamu;

— TPaBUTEITBCTBEHHBIX YUPEKICHUHN, OTBETCTBEHHBIX 3a OOECIeUYeHHE
nH(pOpMAITMOHHOM 0€30MaCHOCTH B OIPEEICHHBIX cepax.

OCHOBHBIM HaINpaBICHUEM OPTaHU3AIMMOHHON PabOTHI, OCYIIECTBIIEMON B
Takoi (opme, cTaHOBUTCS (POPMUpPOBAHUE U TOJJEpKaHUE 0a3 JaHHBIX,
colepkammx HWHPOPMAIIMIO O CTaBIIUX HW3BECTHBIMH YSI3BUMOCTSX Pa3IUIHBIX
MPOTrPAaMMHBIX M alMapaTHBIX CPEJACTB, a TakkKe Apyrue (popmMbl U HAIPaBICHUS
nH(OPMAITMOHHON, KOHCYJIHTATUBHON M METOIMYECKOW paboThl B JaHHOU cdepe.
BaxxHbIMU (haKTOpaMu YCIEIIHOCTH (YHKIIMOHUPOBAHMS TaKUX OpTaHHU3aIUi
ABJISIETCS] OOBEMHEHUE WH(DOPMAITUU U3 KaK MOKHO OOJIBIIIETO YMCJIa HCTOYHUKOB
(B 9aCTHOCTH, OT KaK MOXHO OOJIBIIIET0 YHWCIa CHCIUAINCTOB M KOMIIaHHH,
3aHUMAIOIIUXCS MpoOieMaMu HWH(POPMAIIMOHHOW 0€30MacHOCTH) U KaK MOYKHO
Ooomee »(ddekTuBHOE pacHnpocTpaHEHHWE CBeAcHUN (3HaHWI) B COO0OIIECTBE
TI0JIB30BaTENICH HHPOPMAITMOHHBIX CUCTEM.

BBugy Ttoro, uto Takas (opma opraHu3alMOHHON pPabOTHI OCHOBaHa Ha

YACTHBIX KOMITAHUSX M OTHOCHTEIBHO HEOOJBIINX YUPCKACHUAX, IMOAXOAblI K
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OpraHM3ald M YIPAaBICHUIO OOBIYHO HE MOJUUHSIOTCS KaKHUM-JIMOO OO0IIHUM
npaBuiaM. Takke cOCTaB TaKMX OpraHU3alMil MOXKET CO BPEMEHEM MEHSThCS: Ha
CMEHY OJIHUM HCCIIEIOBATEIbLCKUM IIEHTPAaM MOTYT MPUXOJUTH JIpyrue — Ooliee
ycremHbie 1 3pPeKTUBHBIE — ¢ TEMU K€ PYHKIHUIMH. B HacTosee BpeMst MOXKHO
BBIICJIUTH Clenylolue Haubosee 3HAUYMMble OpraHM3allud, 3aHUMAIOIIUE 3Ty
aumy: CERT  Coordination Center — Koopaunammonnsnii nentp CERT;
uccienosarenbekas rpynna X-Force komnannu IBM.

1.2 Koopaunauuonnslii nentp CERT CERTCC

CERT Coordination Center (CERT/CC) — Koopaunanmonssriii ieatp CERT
CERTCC, Bosuukmias B 1988 romy kak Computer security incident response team
(I'pynna  pearmpoBaHusi Ha UWHIWACHTHI, CBSI3aHHBIE C KOMIIBIOTEPHOI
0e30MacHOCTbhIO), PYHKIMOHUPYET Ha 0aze MHCTUTYyTa pa3padOTKU TPOrpaMMHOTO
obOecrieuenusi mnpu YuuBepcurere Kapueru-Menon (Software Engineering
Institute, Carnegie Mellon University) u ¢unancupyercs MuHHUCTEPCTBOM
o0opoHbl U MunuctepcTBoM HarmoHanbHOM Oe3zonacHoctr CIIIA. Hapsany c
IPOBEJICHUEM HE3aBUCHMBIX HCCJIEIOBAHUI U PELIEHUEM pa3IUYHbIX 3a]ad 0
oOecrieyeHnto 0e30MacHOCTH TJIO0ATIbHOM MH(POPMALIMOHHON HHQPPACTPYKTYPHI,
3Ta OpraHu3anus OOecleuynBaeT LEHTPaJU30BaHHBIA cOOp cBedeHH 000 Bcex
YSI3BUMOCTSIX B Pa3IUYHBIX HH(DOPMALMOHHBIX CHCTEMax | MOJAep KaHue
aKTyaJbHOW 0a3bl 3HaHUN 00 YA3BUMOCTSX B HH(POPMAIMOHHBIX CHCTEMaX.
CBeleHUS O BHOBb BBISABJISIEMBIX YSA3BHUMOCTSIX, BPEIOHOCHBIX IMPOTpaMMax H
crocobax HapymieHus: WHOOPMAIMOHHOW OE€30MacCHOCTH  PacChUIAlOTCS IO
AJIEKTPOHHOM TOYTE: MOJMMCYUKAMH ATOTO OrosutereHs sBistotTcs 6onee 161000
CHenuainucToB Bo BceM wmupe. B pamkax astoii gesrenbHoctu CERT/CC
OCYIIIECTBISIET MOCTOSTHHYIO UCCIIEIOBATENLCKYIO PaboTYy:

— OIpejAesieHHEe XapakTepa BO3MOXKHBIX TOCIEACTBUNA HCIOJb30BaHUSA
BBISIBJICHHBIX YS3BUMOCTEH M BUPYCOB;

— aHaJIM3 UMCIOIHUXCA CPCACTB UCIIOJIb30BaAHUS YHBBHMOCTCﬁ;
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— aHalM3 TOTO, HACKOJBKO AaKTHBHO UCHOJB3YIOTCS YA3BUMOCTH U
HACKOJIBKO HIMPOKO PaCIpOCTPaHEHBI BUPYCHI;

— B3aUMOJICHCTBHUE C MOCTaBIIUKAMH MH(GOPMAIIMOHHBIX CHUCTEM C IIEJIbIO
0osee rmyOOKOro aHajan3a BhISBIIIEMbIX YSI3BUMOCTEH.

Ha ocnoBe mpoBoaumoro anamuza CERT/CC paspabatbiBaeT Mephl IO
YCTPAHEHHUIO YSI3BUMOCTEH W PEKOMEHAAIMM [0 YMEHBIICHUIO HEraTUBHBIX
nocinencteuid. [lo pesynpraTtam 3TOM paOOThI BCEM MOANMCYHKAM PACCHLIAETCS
nHpopmaruss 00 yrpo3ax HUHOOPMAIMOHHOW O€30MacCHOCTH W BO3MOXKHBIX
cnocobax HX ycTpaHeHus. Takke Ha OCHOBE JTHX JIaHHBIX (QOpMHUpPYETCS
CleluanbHasi CHOpaBOYHAasT M TEXHUYECKas JOKyMEHTAlHs, TPOBOIUTCS
JanbHEWIIas HccileloBaTeNbcKass W MeToAudeckas pabota. B wactHocTH,
CERT/CC mnonmnepxxuBaeT mporpamMmmy Oe3omacHoi pazpabotku I[1O ("secure
coding'), OCHOBBIBAIOIIYIOCSI HA TOM, YTO OOJIbIIIasl YaCTh YSI3BUMOCTEH BO3HUKAET
B CIIEJCTBHE OTHOCHUTEIHHO HEOOJIBIIOTO 4YMCia OIMMOOK B MPOTPaAaMMHOM KOJie
uHopmarmonHeix cucteM. Takum obpazom, CERT/CC Ha ocHOBE HAKOIJIEHHBIX
pe3ysNbTaTOB aHalu3a YSI3BUMOCTEM BeleT LeJCHAlpaBlIeHHY0 paldoTy IO
BBISIBJICHUIO THUIMYHBIX TMPOTPAMMHBIX  OHIMOOK, BBIPAOOTKE CTaHAAPTOB
0€30IMacHOT0 MPOTPAMMHUPOBAHUS U PACTPOCTPAHEHUIO dTOM MHPOPMAIUH CPEIH
pazpabotuunkoB [1O. Tlomumo oOcHOBHOW HWH(OpPMAIMOHHONW PpabOTBI ¢
ysa3BuMocTsimu  CERT  Takke  3aHMMaercss  CONMYTCTBYIOIIMMHM — BHJAMH
JESITEIIbHOCTH:

— opraHu3aiys y9eOHBIX KypCOB MO Pa3IMYHBIM HaIpaBJICHUSM (ceTeBast
0€30MacHOCTh, yIpaBiieHHe WHGOPMAIMOHHBIMU PUCKAMU, OpTraHu3aius padboThI
rpynI pearupoBaHusi);

— ceptuduUKalms CrelrualicTOB MO0 pearupoBaHMIO HA MHIUACHTHI B cpepe
nH(pOopMaIIMOHHOM 0€30MaCHOCTH;

— Toanepxka (QpyHIAaMEHTATbHBIX HAYYHBIX WCCICIOBAHUN B Pa3IMUHBIX

oOnactax WHGOPMAIMOHHON O€30MaCHOCTH, TAaKMX KaKk METOJbl pa3pabOTKH
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0€30MacHbIX MPUIIOKEHUW, BBIABICHUE YSI3BUMOCTEH, aHanu3 mmuoHckoro I10,
pelieHre BOIPOCOB 0€30MacHOCTH KaK COCTaBHAsl YacTh Mpolecca pa3padoTKu U
Ap.,

— COJICUCTBUE PA3BUTHIO JIOKAIBHBIX (HAIMOHATBHBIX U KOPHOPATUBHBIX)
IpyNI pearupoBaHusl Ha UHIIUIACHTHI.

1.3 UccaenoBaTtenbckas rpynna X-Force

X-Force security intelligence team — HccnenoBarensckas rpymma X-Force.
JlesTeIbHOCTh ATOW TPYIIIHI SABJISIETCS] OJIHUM M3 HalpaBlieHUH OnM3Heca KOMITaHUU
Internet Security Systems (ISS) — Haumbosee aBTOPHUTETHOrO IIOCTABIIUKA
KOMIUIEKCHBIX pellleHu B cdepe MHOpPMAMOHHONW OE€30MaCHOCTH, KJIMEHTaMU
KOTOPOTO SIBJISIOTCA Bce 0e3 UcKItoueHus kpynueimue komnanuu CIHIA, a Takxke
IpaBUTEIbCTBEHHbIE opranuzamuu. B konne 2006 rogma ISS Obuta KymeHa
komnanuerd IBM u wuHTErpupoBaHa B HEE B KA4€CTBE CAMOCTOSITEIBHOTO
noapasaenenud. OpHoll w3 3axad rpynnbl X-Force sBnsercs mopaepkaHue B
aKTyaJbHOM COCTOSTHUM ©0a3bl JaHHBIX HW3BECTHBIX YA3BUMOCTEH pa3IMUHBIX
MPOrpaMMHBIX U ammapaTHeIX miatd@opm. baza maHHBIX, moaaepKUBaeMas dTOM
IPYIION, JOCTYIMHA MO ceTh HTEpHET U MOCTOSIHHO MOMOJIHIETCS CBEACHUSIMU O
HOBBIX YSI3BHUMOCTSX (B HacTosiee BpeMs WX HacuutbiBaercs Oosiee 40000).
OcCHOBHbIE PUYMHBI, IO KOTOPBIM JIaHHAs] OpTaHU3alUs SIBISETCS BEAYIICH B 3TON
o0JiacTu, Cleayroume:

— OOJIBIIIOE KOJIMYECTBO KPYMHBIX KOMIAHUN-KIMEHTOB, OT KOTOPBIX
MOCTOSTHHO TIOCTYTIaeT HH(OpMaIus 0 HamaAeHUsIX, YSI3BUMOCTSX U Jp.;

— HaJIM4Me COOCTBEHHOW HAy4YHO-UCCIEI0BATEIbCKOM 0a3bl, Ha OCHOBE
KOTOPOM TOCTOSSHHO OCYIIECTBIISICTCS BBISIBIICHHE HOBBIX YSI3BUMOCTEH U
000011IeH1Ee CBEICHUI 00 YSI3BUMOCTSIX, MMOTYYEHHBIX U3 PA3IMYHBIX UCTOYHUKOB,;

— HCHIOJIb30BaHHME  CHEIUAIBbHO  pa3padOTaHHBIX  YHUBEPCAIbHBIX

Kkjaccudukanuii (B 4aCTHOCTH, OOIIEro cloBapsi HAMMEHOBAHUM YSI3BUMOCTEH —
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Common Vulnerabilities and Exposures, CVE) mna xpanenus u o0paboTku
uHpopmaluu B 6a3ax JaHHBIX U3BECTHBIX YS3BUMOCTEH.

Taxke  ogHMM M3 HaNpaBlICHUN  CIPABOYHO-UH(POPMALMOHHOM
JESITEIBHOCTH 3TOW MCCIEI0BATEIbCKOM TPYIIBI SBISETCS OKa3aHWE YCIYr IO
WHIMBHIYyAJIbHOMY aHaIN3y yrpo3 u uHpopmupoBanuio (X-Force Threat Analysis
Service (XFTAS)). JlanHBI KOMIUIEKC YCIYT TO3BOJISET 3aKa3uWKaM €XEIHEBHO
[oJlyyaTh aJalTUPOBAHHYIO AaKTyaJbHYI0 HMHpopMmManmuio o0 yrpozax W
YSI3BUMOCTSIX C YYETOM OCOOCHHOCTEH MOCTPOEHMSI UX UH(POPMALIMOHHBIX CUCTEM
(mnaropm, nOpuIOKEHWH, cdepbl BeneHus OuszHeca, reorpaduueckoro
IOJIO’KEHUS) M BKJIIIOYAeT B ce0s: nHpopMainnio 00 yrpo3ax; 3KCHEpTHBIM aHaIu3
yrpo3; OMHCAHME TEKYIIETO W MPOTHO3ZHOTO COCTOSHHUS YTPO3; PEKOMEHIYyEMBbIC
CHOCOOBI YCTpaHEHUsl yIrpo3; KOJIMYECTBEHHBIM aHAIM3 aTak 3a mnociuennue 30
nHeil. Eme opHOWM w3 3amad  rpynmbl  SBISETCS BBIIYCK INEPUOJUYECKUX
(e’xeKBapTaIbHBIX, €XKEroAHbIX) MH(POPMALMOHHBIX OroyieTeHed ¢ 0030paMu
HanOoJIee 3HAYNMBIX COOBITUH B chepe nHDOpMAITMOHHOM 0€3011aCHOCTH.

2 ChneuuaJu3MpoBaHHbIe MEXKIYHAPOAHBIX O0O0ObeIHHeHMs B cgepe
ylpaBjeHUsA HHPOPMALMOHHOH 0€30IIaCHOCTBIO

2.1  XapakTepMCTHKa  CHeNUAJTU3HPOBAHHBIX  MEKIYHAPOJAHBIX
o0beauHeHuil B cepe ynpapiieHuss UHGOPMALMOHHON 0€301aCHOCTHIO

AJNBSIHCBI KPYIHBIX TEXHOJOTMYECKHX KoMMIaHWi. COBMECTHBIE aJIbsHCBHI
(accomnmanyu, KOAJIUIHUK, TPYMIbI) KPYIHBIX (MHOTJA CPEAHUX) TEXHOJIOTUUECKUX
U KOHCYJIbTAllUOHHO-UCCIEOBATEIbCKUX  KOMIIAHUM  MPEJCTaBIISIIOT  cOOOM
BpEMEHHbIE  (3aKJIIOYaeMble HA  KPAaTKOCPOUHYI0 WM  CPEAHECPOUHYIO
MEPCIIEKTUBY) WM JOJTOCPOYHBIE COTJIAIICHHS] MEXKIY HECKOJBKUMH (pUpMaMHu,
HamnpaBlieHHbIE Ha COBMECTHOE, CKOOPAMHHPOBAHHOE, IIEJICHANPABICHHOE
pellieHue OMNpEeNeIeHHbIX MACIITa0HBIX M PECYpPCOEMKHX 3a/ay pa3BUTHUSA
TEXHOJIOTHH, (POPMUPOBAHHUSI PHIHOYHOTO CIPOCa Ha OMpeeNIeHHbIE MPOAYKTHI U

opraHu3anuu WHOPACTPYKTYphl HH(POPMAIMOHHON Oe30macHOCTH. Bricokas
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3HaYUMOCTh TaKoi ()OpMbI OpraHU3aIMOHHON paboThl B chepe NHPOPMAITMOHHOMI
O0e3omacHOCTH, Kak (OPMUPOBAHHE ANBIHCOB KPYIMHBIMU U CPEIHUMH
KOMITAaHUSIMH, CHEUUATU3UPYIONIMMUCS HAa WHOOPMAIIMOHHBIX TEXHOJOTHUSX,
oOyCJIOBJIEHA TEM, UTO:

— Takhe aJbSHChl CHOCOOHBI  OCYIIECTBUTH Hambojee KpyIHBIC
WHBECTULIMM B Pa3pabOTKy HOBBIX TEXHOJIOTMM W MPOBEJICHUE HCCIICOBAHUMH,
KOTOpbI€ MOTYT MOBJIMSATH Ha BCE PA3BUTHE HWHQPOPMAIMOHHBIX TEXHOJOTHH U
cocTostHuE e B chepe nHPOpMAITMOHHON 0€301aCHOCTH;

— KOMIIAaHHMM, BXOJSIIME B TAKHUE AJIbSHCHI, 3aHUMAIOT 3HAYUTEIIBHYIO
JIOJII0  pbIHKA W TOTOMY ONPENENSIOT oOllee HalpaBiI€HUE pa3BUTHUSA
WH(OPMAITMOHHBIX TEXHOJIOTUM BOOOINE M CPEACTB 3allUuThl HWHMOpPMAIUU B
YaCTHOCTH;

— Takh€ AaJbSHCHl KOMIIAHMM  CIIOCOOHBI  CO3/1aTh  KOMIUICKCHBIC
TEXHOJIOTUH, MPOAYKThI M PEIICHUS, OXBATHIBAIOUIUE PA3JIUYHBIE aACIEKTHI
(GYHKIITMOHUPOBAHUS UHPOPMAITMOHHBIX CUCTEM M CPEJCTB 3allUThl HH(pOpMAIIUH,
U TakuM 00pa3oM JOCTUYh HOBOTO YPOBHS 3alUIIIEHHOCTH WH(OpMaIMH, 4TO
MPAKTUYECKA HEBO3MOXKHO TMpU padOTe KOMMAaHUM (Jaxe CcaMblX KPYIHBIX) IO
OTZEJIBHOCTH.

Kak nmpaBuio, KaxJ1plii TAKOW AJIbSIHC SIBJIIETCS YHUKAJIBHBIM, U YYAaCTHUKU B
KOKJIOM KOHKPETHOM CIlydae ONpPENeNsiOT YCJIOBHS pabOThl B paMKax TaKOu
opraHu3anioHHON (opmbl. Ha KOHKpeTHBIH MOJXOJ K OpraHu3aldu ajibsHCa
MOTYT TOBJIMSITH Takue (HaKTOPHI, KaK:

—  XapakTep LeJIEN U 3a71a4, KOTOPBIE CTABATCS MEpPE.l aJbIHCOM;

— TEeKyllee COCTOSIHUME Jell B TOW oOJacTu, Ijsi paboThl B KOTOPOM
CO3/J1a€TCs AJIBSIHC;

— COCTaB YYaCTHHUKOB aJllbsHCA, WX POJdb M MECTO Ha PBIHKE

MH(OPMAIMOHHBIX TEXHOJIOTUH;
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— HaJIM4YKME BO3MOXKHBIX KOHKYPEHTOB (HampuMep, aHaAJIOTUYHBIX aJibSHCOB
napajuiesIbHO CO3/1aBa€MbIX APYTUMU rPyIamMu KOMIaHUM);

— paHee CJOXKHMBIIMECS B3aUMOOTHOILICHUS MEXAY KOMIIAHHUSIMU —
y4aCTHUKaMU ajibsHCa U JIp.

3amauamu HOPMHUPOBAHUS ATTBTHCOB MOT'YT OBITh:

— pa3paboTKa HOBBIX MPOJYKTOB U YCIYT, a Takke 0a30BbIX TEXHOJIOTHIA,
MPOTOKOJIOB, aJITOPUTMOB U COIJIAIIEHUI, HA OCHOBE KOTOPBIX TaKu€ MPOAYKTHI U
yCIIyTH B OyAyIlleM MOTJI Obl pa3pabaThiBaThCA,

— (opmupoBaHHE HOBBIX PHIHKOB COBITA U MOAJIEPKKA CYIIECTBYIOIIHX;

— BIMSHHE Ha TOCYJapCTBEHHBIC U OOIIECTBEHHBIC OPTraHU3AINH, a TAKKE
Ha COOOILECTBO MOJIb30BaTENEeH MHOOPMAIMOHHBIX CHUCTEM C IIEJIbI0 00eCTIeYeHUs
pa3BuTHs U 0oJiee MIMPOKOTO HMCMOJIb30BaHUS MH(OOPMAIMOHHBIX TEXHOJOTUN U
cpencTB UHPOPMAIIMOHHOM 0€3011acCHOCTH;

— BJIMSHUE HA CUCTEMY MPO(PECCUOHATBHONW MOJATOTOBKH CIEHUAIUCTOB C
LEJIbI0 00eCTeUeHUs KauecTBa X 00yUYEeHUSI.

OCHOBHBIMU THUITUYHBIMU MPUEMaMHU OPTaHU3AIMOHHOW PabOTHI HA TaKOM
YPOBHE SIBJISIFOTCSL:

— CKOOPJMHHUPOBAHHBIN BBIOOP M YHUDUKAIMA TEXHUYECKUX PEIICHUN
(anmmapaTHBIX YCTPOMCTB, MPOTPAMMHBIX aITOPUTMOB), UCTIOJIB3YEMBIX B CHCTEMAaX
nepeaayu U o0paboTKu UH(POPMAIUK W/ UM CUCTEMAaX 3alllUuThl HH()OpMaLINHY;

— uH(pOpMaIMOHHAs MOIEPKKA KaK MPOU3BOAUTENCH MH(GOPMAIIMOHHBIX
CUCTEM M MOCTABIIMKOB PEUICHUN (BXOJAIIMX B albsIHC M HE BXOJSIIUX B HETO),
TaK 1 MoTpeduTeneit u nojap3oBaresiell (MOTEHIMATBHBIX U HACTOSIINX );

— CKOOPJMHHMPOBAHHOE pazjesieHne (QYHKIMA 1Mo pa3paboTKe OTACIBbHBIX
AJIEMEHTOB HMH(MOPMAIMOHHONW TEXHOJIOTHM B paMKax oOIIed coriacoBaHHOM
CTpaTEeruu pa3BUTHS;

— CKOOPJMHHMPOBAaHHAs MApKETHUHTOBass M WHGOPMAIIMOHHAS TOJUTHKA,

HaIpaBJeHHas Ha OO0OEeCleYeHWEe WCIOIb30BaHUs (TIOIIEPKKH, COBMECTUMOCTH)
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CO37aBa€MbIX PEIICHUI (TEXHOJOTHH, MPOTOKOJIOB U Jp.) KaK MOXHO OOJIBITAM
YUCJIOM MOTpeOUuTeNnell 1 He3aBUCHUMBIX MPOU3BOJUTENECH, a TAKXKE €€ MpU3HAHUE
MPaBUTEIBCTBEHHBIMU CTPYKTYPaMHU;

— COBMECTHOE BJHMSHHE Ha OpraHbl TOCYJapCTBEHHOH  BJIACTH
(JloOOupoBaHue) C IeIbl0  O0OeCredeHUs TOCYAapCTBEHHOW  TOAJICPIKKHU
ONpEJECNCHHBIX  MPOAYKTOB,  MPOEKTOB,  TEXHOJOTUH U  apXUTEKTYp
WH()OPMAITMOHHBIX CUCTEM M CHCTEM 3aIUThI HH()OPMAITUH.

2.2 Aabsiac mo cmapt-kapram — SCA

Smart Card Alliance (SCA) — Aumesac mno cmapr-kapram. SCA
(http://www.smartcardalliance.org) 3annMaeTcst BOIpocaMy pa3BUTHS TEXHOJIOTHH
CMapT-KapT — OJHOM M3 KIIOYEBBIX TEXHOJOTHHA B chepe HHPOPMALMOHHOU
0€30MacHOCTH, MCTOIB3YeMON sl MACHTU(UKAIMKA TOJIB30BaTENCH pa3IMuHbIX
CEPBHUCOB U MHPOPMALIMOHHBIX CUCTEM (TaKWX KaKk MOOWJIbHBIC TeJIe(DOHHBIE CETH,
OAHKOBCKHE  "SJEKTPOHHBbIE  KOWIEAbKH" ¥ Ap.). OTOT  JOJTOCPOYHBIN
(cTparernueckuii) anbssHC ObUT oOpa3zoBaH B Hawaie 2001 roma myTtem CIUSHUS
nByx opranuzanuii: Smart Card Industry Association m Smart Card Forum. B
COCTaB  ajbsfHCA BXONAT OKOJIO COTHH  pa3IMYHBIX  KOMIIAHUH W
MPaBUTEIBCTBEHHBIX oOpranu3anui. [Ipm 3ToOM B cocTaBe y4YaCTHHUKOB ajbsHCA
BBIJICJISIFOTCSI HECKOJIBKO TPYIII:

1) PyxoBomsmuit Coer (Leadership Council) — Beaymme KoMIaHUH,
OTIpEJISIISIIONTNE OCHOBHYIO mMonuTuKy AnbsHca: Visa USA, Bank of America,
IBM, Lockheed Martin, Intel, Mastercard International u HexoTopwie apyrue
(Bcero Oosee ABaAIaTH KOMITAHUM ).

2) OcHOBHas Trpymma 4YiICHOB AJbSHCA — pa3juyHble (QUPMBI, TaK WM
WHaue CBs3aHHBIE C BOMpOCaMH HWHOOPMAIMOHHOW OE€30MaCHOCTH, IMOCTABKOU
COOTBETCTBYIOIIUX TPOAYKTOB © ycuyr (Takume kak Texas Instruments

Incorporated, Sun Microsystems u apyrue) — Bcero okosiao 70 KoMmaHuii.


http://www.smartcardalliance.org/
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3) UneHsl — MpaBUTEIbCTBEHHBIC OpPraHU3aMKU. B 3Ty Tpymiy BXOAAT Kak
dbenepanbubie  npaButenbcTBeHHble  yupexaenus CIHIA  (I"ocynmapcTBeHHbIN
JnenapTamMeHT, MUHUCTEPCTBO HAIMOHAJIBHOW O€30MaCHOCTH U JApPYyTHE), TaK U
MecTHbIe opranbl Binactu (IToptoBasi anMuHucTpanus Hbm-ﬁopKa, TpancnoptHas
aAMUHUCTpanus BamuHrrona u apyrue) — Bcero okosio 30 4ieHoB.

Takxke B coctaB AubsSHCA BXOJUT OJWH YHUBEPCUTET M HECKOJBKO
acCOLMUPOBAHHBIX WiIeHOB. PaboTy anbsiHca BO3raBisiioT COBET IUPEKTOPOB BO
rilaBe ¢ InpezacenareneM M VICIOJHHUTENBHBIN JUPEKTOp. [leATenpHOCTh anbsHCa
paznenena Ha uwieHckue coBeTbl (Member Council) mo otnensHbIM cepam
UHTEPECOB:

1) CoBer 110 0ECKOHTAKTHBIM K MOOMIIBHBIM IIJIATEKAM.

2) CoBeT 1O 3ApaBOOXPAHCHUIO (CIEIUATU3UPYETCS HA  BOIPOCAX
UCIIOJIb30BaHUs CMapT-KapT B cpepe 3apaBOOXpaHEHHUS).

3) CoBer 10 UICHTH(PHUKAIINY.

4) CoBet 1o cUCTeMaM KOHTPOJIS 32 (PU3HUYCCKHM JIOMYCKOM.

5) Coger 1o TpaHCHOPTY (CHEIHATH3UPYETCS HA BOMPOCAX MPOJABUKCHUS H
ajanTalid cMapT-KapT B TPAHCIIOPTHOU cdepe).

Kaxxzplii coBeT ympaBisieTcsl NpencenareieM, BULE-TIPEACENATENSIMA U
yHOpaBISIIONMM KoMuTeToM. Hanpasiienust paboTbl AjbsiHCa BKIIFOUAIOT B CEOSI:

— OpraHM3alMio CHEeIHUAIU3UPOBAHHBIX €KETOIHBIX KOH(EPEeHIINI;

— OpraHm3alfio 00pa30BaTEIbHBIX MPOTPAMM U CHUCTEMBI CEPTH(PHUKALUU
CHELUAINCTOB;

— HW3JaHMe Pa3INYHbIX MH(OOPMAIMOHHBIX U CIPABOYHBIX MATEPUATIOB Kak
TEXHUYECKOTO0, TAK U YIPABIECHYECKOTO XapaKTepa;

— BEJCHHE LICHTPAJIM30BaHHOM 0a3bl JaHHBIX MOCTABIIMKOB 000y 10BaHUS
U ycnyr B cpepe cMapT-KapT.

Internet Security Alliance (ISA) — AnbsHc 1o 0€30MaCHOCTH CETH

Hurtepnet. ISA 6bu1 coznan B anpesie 2001 roga mo MHUIMATUBE JIBYX KPYIHBIX
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aroputeTHbix opranuzanuii: CERT/CC VYuusepcurera Kapueru-Memion wu
Acconmanun djektponHoi npomeiiuieHHoctd (Electronic Industries Alliance,
EIA). Vxe k cepenune 2004 roga B ajIbssHC BXOAWJIO OKOJIO TPHUALIATH YICHOB, B
YHUCJIe KOTOPBIX TaKkue KpymHble koMmmannu, kak Boeing, NEC, Mitsubishi, Federal
Express, AIG, Sony, Symantec u npyrue. Paboroii Anbsnca pykoBoaut CoBer
JTUPEKTOPOB, B KOTOPBIA BXOASAT AaBTOPUTETHBIE TIPEICTABUTENIM HauOoJee
M3BECTHBIX KOMITaHHUI-4JIeHOB. KpoMe TOro, B cOCTaB ajibsiHCA BXOIAT OKOJO
TPUALUATA aCCOLMUPOBAHHBIX 4iI€HOB. Ha mepBOHAYambHOM »JTarne CoO3JaHus
albsiHCA €ro OCHOBHOM 3ajaveil ObuIo MOBbIIEHUE 3(P(EKTUBHOCTH OOMEHa
uHpopmaruent 06 ysa3Bumoctsax, pacnpoctpansemoit CERT/CC. B manbhelimem
Kpyr 3a7ad ajbsHCa paclIupsicsa, W Teneph paboTa BEAECTCS MO CICAYIONIUM
HaIpaBJICHUSIM:

— co3nanue HGGEKTUBHBIX MEXaHM3MOB oOMeHa wuHpopManueit o006
YSI3BUMOCTSIX B C€TH MIHTEepHET U HalICHHBIX PEIICHUsX MpoosieM 0€30MacHOCTH;

— wuccienoBanue QyHIaMEeHTaIbHBIX MPOOJieM 0€30MaCHOCTH;

— pa3BUTHE MPOrpamMMm MpPOQPECCHOHATLHON MOATOTOBKU M CEPTH(PUKAIINH
CIIEIUAJIICTOB 10 MHPOPMAITMOHHOM 0€3011aCHOCTH;

— B3aMMOJICMCTBUE M TOCYJAPCTBCHHBIMU OpraHaMH 3aKOHOAATEIBHOU W
WCTIOJIHUTEILHOU BIACTH.

2.3 MexayHapoaHas accouanus KOMIIAHUI -MIPOU3BOAUTEIeH
OMOMeTPHUYECKOro 000py10BAHUS

The International Biometric Industry Association (IBIA) — MexayHapogHast
accolmanusi KOMIAHUH-TIPOU3BOUTEICH OHOMETpUUYECKOro  000pYIOBaHUS.
Accommarus Obuta co3gaHa B 1998 rogy ¢ 1esbl0 KOJIJIEKTUBHOW MOJIIACPIKKU
WHTEPECOB KOMIIAHWUM, CBSI3aHHBIX C TMPOU3BOJCTBOM OHOMETPHUYECKOTO
obopynoBanusi. OCHOBHOM 3ajauell aibsHCA SIBIISCTCS B3aWMMOJICHCTBUE C
MOTEHIUAIBHBIMM  3aKa3YMKaMH WX TMPOAYKIHUU (KaK Cpeaud KOMMEPYECKUX

KOMITAaHW, TaK W B OOIIECTBEHHOM CEKTOpPE) C IENbI0 MPOJBIKECHUS CPEICTB
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Tema 3.2 — Crenmanus3upoBaHHbIE MEXKIYHAPOJHBIC OPraHU3aAMU U 00bEIUHEHNUS TUIAHUPOBAHKS 1
ynpasieHuI HHPOPMAIOHHOHN 0€30MacHOCTBIO
(Ynpasnenue naGopmMarmoHHOM 0€30MaCHOCTHIO)

OnoMeTpuyeckoil maeHTU(UKaMu. YneHamu accouuanuu SBISIOTCA OKojo 30
KOMMaHuW W opranm3anuii, cpenu kotopweix Hitachi, LG Electronics, Panasonic,
NEC wu gpyrue. VYmnpapieHue TeKyllUMH JenamMu ocyiectBisier CoBeT
JTUPEKTOPOB B COCTaBE OJWHHAJIATA YEJIOBEK, a TaKKe WCIOTHUTEIHHBINA
nupekTop. JesaTenbHOCTh Accolmanuu pas3fefieHa Ha IMIeCTh pabodmx TPYIII,
CpeIr KOTOPBIX:

— pabouas rpymmna Mo craHgapTam U TexHojorusM. Ee ocHoBHas 1enb —
3aluIaTh 0a30Bble MHTEPECHl WIEHOB aibsiHCa B cdepe craHaapTU3aluu
OMOMETPUICCKUX TEXHOJIOTUH U CUCTEM, HCTIOIL3YIOMNX OMOMETPHIO;

— pabouass Tpylma MO MOTPEOUTEIHCKUM TPHIOKEHUSIM. 3aHUMACTCS
OpUEHTallMed  phIHKA MOTPEOUTEIBCKUX CHUCTEM Ha  0ojiee  MIUPOKOE
HCITOJIb30BaHNE OMOMETPUICCKUX TEXHOJIOTHI;

— pabouas Tpymma IO MEXKIYHAPOJHBIM phIHKAM. OCYIIECTBISICT
KOHTAKThI C IPYTUMH OMOMETPHUUECKUMU OPTaHU3alUSIMHU 110 BCEMY MUDY;

— paboyas rpynmna no oOpa3OBaHHMIO, MAPKETHHIY U HUH(MOPMHPOBAHUIO.
ObecnieunBaeT MHOOPMAITMOHHOE MPUCYTCTBHE KOMIAHUH-UJICHOB acCOIMAIIAN B
pa3sNUYHBIX O00JIACTAX Yepe3 peaau3allii0 MapKETUHTOBBIX MEPOIPUSTUN U
o0pa3oBaTeIbHBIX MTPOTPAMM;

— pabouas rpymma o ro0anbHOM TIOJIATUKE. [TIpoBoauT
nH(OPMAITMOHHYIO PabOTy € MPEICTABUTENSIMU MPABUTEIBLCTBEHHBIX CTPYKTYp IO

BCEMY MUDY.
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Tema 3.3 — [InanupoBanue u ynpasieHHe HHPOPMALMOHHOIN 0€30MaCHOCThIO OCTABIIUKAMHU
MH(POPMAIIMOHHBIX CUCTEM
(ITmanupoBaHue U yrpaBicHHEe HHPOPMAIMOHHOM 0€30IaCHOCTHIO)

1 Merogonoruss ynpapjieHuss HWH(OPMANMOHHOW 0€30MACHOCTHIO
NOCTABIIUKAMH HH(OPMALMOHHBIX CHCTEM

B nmnocnenHee necAtuneTde — TMEpUOJ, KOIJAA MPOU3ONUIO MIUPOKOE
pacmpocTpaHEeHUE  aBTOMATHU3UPOBAHHBIX  WH(MOPMAIIMOHHBIX  CHUCTEM, HX
oObeMHEHUE B E€IUHYI0 TJOOAJbHYI0O CE€Th M MAacCOBO€ HCIOJIb30BAaHUE
MUJUTMOHAMHU TI0JIB30BATENCH OJHUX U TEX K€ KOMIIOHEHTOB MH(OPMAIIMOHHBIX
cUCTeM (ONEpPAlMOHHBIX CHUCTEM, amlMapaTHBIX IUIAT(HOPM, MPOTOKOJIOB OOMEHa
nH(opmariiueit), — 00IbII0€ 3HAYEHUE MPUOOPETIO TO, KaK MOCTaBIIUKHU MOT0OHBIX
YHUBEPCAIBHBIX IIATPOPM U KOMIIOHEHTOB (SIBIIIOIIMECS MHOTJA MPAKTUYECKU
MOHOIIOJIUCTAMH Ha ONPEJECICHHBIX CETMEHTaX PbhIHKA) OPraHU3YyIOT padoTy IO
MOBBIIIICHUIO  YPOBHS ~ MH(POPMAIIMOHHON  0€30MacHOCTH MO  Pa3IUYHBIM
HaIpaBJeHUSIM. YPOBEHb BIUSHUS TaKMX KOMIIAaHUM HA COCTOSIHUE Jen B cepe
UHGOPMAITMOHHON 0€30MacHOCTH HMHOT/IAa MOXET OBITh OYCHb 3HAYUTEIBHBIM —
Jaxke  OONBIIMM, YeM  MEXAYHapOAHBIX  OpTaHM3allMii ©U  HEKOTOPBIX
MPaBUTEIBCTBEHHBIX CTPYKTYP.

OcHOBHBIE 3314l OPraHU3ALMOHHON PabOThl KPYMHBIX (T.€. 3aHUMAIOLIUX
OO0JIBIIYIO JOJIIO PhIHKA) MOCTABIIMKOB MIMPOKO UCIIOJIBb3YEMbIX HH(OPMALIMOHHBIX
cucreM B chepe nHpopMarmoHHOM 6€30IaCHOCTH:

— 3aKpenuTh CBOM PHIHOYHBIE MO3UIIUN MyTEM CO3JaHMs OJarompusTHOTO
UMUJKa B IJa3aXx [OKynaTteJed W BCEero cooOliecTBa MOJIb30BaTeNel
UH(OPMAITMOHHBIX CHUCTEM;

— 3aHATh HOBBIC PHIHOYHBIC HHWINHW, TPEIBABIAIONINE Oojee CcTporue
TpeOOBaHMSI K YPOBHIO HHGPOPMAIMOHHON O€30MacHOCTH IO CPAaBHEHUIO C
MaCCOBBIM PBIHKOM (OaHKOBCKHI CEKTOP, MPABUTEIBCTBEHHBIE CTPYKTYPHI U JIP.);

— obecneunTh 3(G(HEKTUBHYIO WHTETPAIMIO TMOCTaBISEMBIX MPOIYKTOB B
pazuyHble UHPOPMAITMOHHBIE CUCTEMBI U OM3HEC-TIPOIIECCHI;

— u3bexarb OOBUHEHMI (B TOM YHCIE U CYyACOHBIX MCKOB) CO CTOPOHBI

HOTpG6PITCH€I>i, YbH I/IH(bOpMaI_II/IOHHBIe CHUCTEMBI MOTJIN OBl INOABCPIrHYTHCA aTaKaM.



Tema 3.3 — [InanupoBanue u ynpasieHHe HHPOPMALMOHHOIN 0€30MaCHOCThIO OCTABIIUKAMHU
MH(POPMAIIMOHHBIX CUCTEM
(ITmanupoBaHue U yrpaBicHHEe HHPOPMAIMOHHOM 0€30IaCHOCTHIO)

[Tpuembl U METOBI yIIpaBieHUs HH(OOPMALIMOHHON O€30MaCHOCTHIO Ha ATOM
YPOBHE B KaXJIOM CIIydae MOTYT OBITh Pa3IMYHBIMH M OTIPEACISIOTCS IS KaKI0U
KOMIIaHUH-TIOCTABIIMKA CIEAYIOIUMU OCHOBHBIMU (DaKTOpaMH:

—  XapakTepoM MPOAYKTOB, TIOCTABISEMBIX Ha PHIHOK;

—  COCTOSTHHEM (KOHBIOHKTYPO) pBIHKA UH(POPMAITMOHHO-
TEXHOJIOTHUECKHUX TPOJTYKTOB TAKOTO TUTIA M TIOBEJICHNEM KOHKYPECHTOB;

— TIONUTHUKOW TOCYAapCTBEHHBIX CTPYKTYp KaK B OTHOIICHHH BOIPOCOB
MH(POPMAIMOHHON O€30MacHOCTH BOOOIIE, TaK M B OTHOLIEHUHU OTAEIbHBIX
KOMITaHUM-TTOCTABITUKOB HH(POPMAITMOHHBIX CUCTEM, B HACTHOCTH;

— 3aJayaMM, UEISIMH M OCHOBHBIMH  CIIOCOOAMH  HMCIOJB30BAHUS
MOCTABJISIEMBIX ITPOIYKTOB MOJIb30BATEIISIMH;

— 00muM coctosiHueM el B chepe uHOOpPMAIMOHHONW OE30MaCHOCTH,
UHGOPMAIMOHHON KyJIbTYpOl, pa3BUTHEM U PACTIPOCTPAHEHUEM MPECTYIMHOCTH;

— ¢dopMUpyeMbIM OOIIECTBEHHHIM MHEHHEM B OTHOIIEHHWH BOIIPOCOB
nH(OPMAITMOHHON O€30MaCHOCTH U OTACIbHBIX KOMIAHUN-TIOCTABIIIHKOB.

OpranuzaimonHas pabora B cdepe uHGOpMAMOHHONW OE€30MAaCHOCTU Ha
YPOBHE TaKUX KOMITAaHUH pa3eisieTcs Ha JBa OCHOBHBIX ITO/I-HATIPABICHMUS:

— opraHuzaiys paboThl BHYTPpU KOMIIAHUH, CIIEIIMATIBLHO HAPABJICHHON Ha
obecnieueHre HHPOPMAITMOHHOI 0€30MaCHOCTH BHIMTYCKAEMbIX MTPOTYKTOB;

— OpraHm3anyisi  BHEUIHETO  B3aUMOJICHCTBUS C  MOTPEOHUTENSIMH,
napTHEpaMU, TOCYAAPCTBEHHBIMH CTPYKTYPaMU U IPYTUMHU yUACTHUKAMHU.

BryTpenusis opranuzanuonHas padoTa 1mo ooecredeHn0 HHPOPMaInOHHOM
0€30MacHOCTH  MPOW3BOJUMBIX M MPOJABa€MbIX  MPOAYKTOB  SIBIIAETCS
HEOTHEMJIEMOM  YacThl0  Mpollecca NPOEKTUPOBAHUSA, TMPOU3BOACTBA U
MapKETHHTOBOM TMOMJIEPKKH 3TUX MPOAYKTOB. OJHAKO TMPH 3TOM BBIIEISIOTCS
JIOTIOJTHUTENbHBIC CIENUATbHBIE MEPONPUSITHS, OCYIIECTBISIEMbIC OTACIBHO OT
OCHOBHBIX TIPOM3BOJICTBEHHO-COBITOBBIX TPOIECCOB B KOMITAHUSX — KPYITHBIX

IMPOU3BOAUTCIIAX I/IH(bOpMaIII/IOHHLIX CHUCTCM. HpI/IMepaMI/I TaKHUX CICHHUAJIBHBIX
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Tema 3.3 — [InanupoBanue u ynpasieHHe HHPOPMALMOHHOIN 0€30MaCHOCThIO OCTABIIUKAMHU
MH(POPMAIIMOHHBIX CUCTEM
(ITmanupoBaHue U yrpaBicHHEe HHPOPMAIMOHHOM 0€30IaCHOCTHIO)

OpPraHM3AIlMOHHBIX  MEPONPUATHN  SBISETCS  CO3JaHUE  CIEIHUATbHBIX
HoJipa3esiecHui, Ybell OCHOBHOM 3a/ayeil sBJIAETCS KOHTPOJIb 3a YCTPAaHEHHEM
CYIIECTBYIOIIUX YA3BUMOCTEH U BBIIIOJIHEHUE COMYTCTBYIOMMX (DYHKIUMN, a TAaKKe
oOyueHue pa3pabOTUMKOB CIEHUAIbHBIM METOJaM pa3padOTKU HPOrPaMMHOTO
o0ecrieueHus U anmnapaTHbIX CPEACTB, HE COJAEPKAIIMNX YA3BUMOCTEH.

OcHoOBHBIE TTPHEMBI U METO/Ibl BHEIITHEH OpraHU3aIllMOHHON paboThI B cdepe
MH(POPMALIMOHHON 0€30MAaCHOCTH HAa YPOBHE KPYIHBIX KOMIAHUH—TIOCTABIIMKOB
MH()OPMAIMOHHBIX CUCTEM MOTYT OBITh CJIETYIOLIHE:

— opraHu3aius ~ MHGOPMAlMOHHOIO  OOMEHa C  IOJIb30BaTEIsIMU
BBIIIYCKAEMBbIX  MPOAYKTOB — TPOTPAaMMHBIX M  alllapaTHbIX  CPEJCTB
(MH(pOpMHUpPOBaHME O BBISBICHHBIX YSI3BUMOCTSIX M CHOCO0aX HX YCTpaHEHHS,
noJlydyeHrue HHPopMaIiu 00 ysI3BUMOCTSIX, BBISIBICHHBIX TOJIB30BATEISIMHE, a TAKXKE
JIPYTUX BO3HUKAIOLIUX MPo0IeMax);

— OpraHu3ainusi JeATebHOCTH B c(epe MOATOTOBKUA CHEUUATUCTOB
(cuctemMa  MOATOTOBKM  KBAIM(PUIUPOBAHHOTO  HMHXKEHEPHO-TEXHUYECKOTO
nepcoHaa, CHeHATM3UPYIOIIErocs Ha ONPEeNIEHHBIX MPOrPaMMHBIX MPOIyKTax
¥, B YaCTHOCTHU, Ha aJIMUHUCTPUPOBAHUH CPEJCTB 3aIIUTHI HHPOPMAITUH, CETEBBIX
OTIE€paIIMOHHBIX CUCTEM U T.I1.);

— opraHuzanus npodeccruoHaIbHbBIX KOH(epeHInid, KOTOpBIE
CIIOCOOCTBYIOT OOMEHY ONBITOM W HH(pOpMAaIMel, CBSI3aHHON C MOBBIILICHHEM
ypOBHSI HMH(OPMALMOHHOW OE€30MacHOCTH MPU HCIOJIb30BAHUU OMPEIEICHHBIX
IPOrpaMMHBIX U aNMapaTHBIX IaTPopM;

— OpraHm3allys B3auMOJICHCTBUS C MPaBUTEIbCTBEHHBIMH OpTaHU3AIUSIMU
(B TOM YHCIIE 110 BOIIPOCaM CEPTHU(PHUKALIMU MPOTPAMMHBIX U allllapaTHBIX CPEICTB
Ha COOTBETCTBHE TPEOOBAHUSAM HAIIMOHAJIBHBIX CTAHIAPTOB U MPaBUII);

— CO3JlaHM€ U MOJJEp’KaHUE CHUCTEeMbl CepTU(UKAIMU CHEIUATUCTOB,
OPUEHTHPOBAHHONW Ha OIpPEJEIECHHbIE NPOrpaMMHBIE NPOAYKTHI U alllapaTHbIE

CHCTCMBbI (B TOM YHUCJIC, OpraHru3anus B3aHMOHeﬁCTBHH CO CricuraJin3npOBaAHHBIMUA
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Tema 3.3 — [InanupoBanue u ynpasieHHe HHPOPMALMOHHOIN 0€30MaCHOCThIO OCTABIIUKAMHU
MH(POPMAIIMOHHBIX CUCTEM
(ITmanupoBaHue U yrpaBicHHEe HHPOPMAIMOHHOM 0€30IaCHOCTHIO)

KOMIaHUSIMH, 3aHUMAIOIIUMUCS npohecCHOHATEHBIM TECTUPOBAHUEM
CHEIUAINCTOB U JIp.).

Opranuzanus WHOOPMALIMOHHOTO OOMEHAa C TMOJb30BATENIAMU TPOIYKTOB
SBJIIETCSI OJTHUM U3 HanOojiee Ba)KHBIX HAMPABICHUU NESITEIbHOCTH KOMITAHUMA B
JTaHHOM cdepe. DTa paboTa BKIIIOYAET B ce0s1 cOOp MHPOpMALIUU, €€ aHAITHU3, & TAKXKE
MPUHATHE PEIICHUH O TOM, HEoOXOoAuMO Jii MUHGOPMUPOBATH BCE COOOIIECTBO
I10JIb30BAaTENEH, KOTOPHIX MOKET KOCHYTHCSI BBISIBIIEHHAS! YSI3BUMOCTb, UJIA TOJIBKO
OTPaHUYEHHBIA KpPYTr JOBEPEHHBIX CHEIHAIMCTOB, HMEIONIMX HEOOXOAUMBIE
NOJIHOMOYMSL U aBTOpuTeT. JlanmpHeilime AeMcTBUs, KaK MpPaBUIIO, CBS3aHBI C
YBEIOMJICHHEM IIOJIb30BaTENEe O BO3MOXKHBIX CIIOCO0AX peleHus MpodseM
(MOTEeHIMANBPHBIX WM YK€ BO3HUKIINX) U HHPOPMUPOBAHHEM O BO3MOYKHBIX
NOCIIEACTBUSIX PEeaTU3alUuu YIpo3.

2 VYnpasienue HHGPOPMALMOHHOH 0€30MACHOCTHI0 MOCTABIIUKAMH
HH(GOPMAIMOHHBIX CHCTEM

2.1 Kopnopauusi Microsoft

Kopnopauus Microsoft siBasieTcss KpynHEHIIMM B MHUpPE MPOU3BOIUTEIEM
IPOrpaMMHOr0 0OECHEUYEHUsI — €€ MPOrpaMMHbIE MPOAYKThl PaCHpPOCTPaHEHBI 110
BceMy Mmupy. B uyactHocTH, Microsoft mpou3BOOUT M MOCTaBISIET CIEAYIOLIUE
OCHOBHBIE TPOIrPAMMHBIE CPEACTBA!

— OIEpalMOHHbIE CHCTEMbI i pabo4yMXx CcTaHUUi (TMOJIb30BATENbCKUX
NIEPCOHATIBHBIX KOMITBIOTEPOB) cemericTBa Windows;

— ONEpallOHHBIE CHUCTEMBI [UIsi CETEeBBIX CEpBEpPOB (BeO-cepBEPOB,
cepBepoB 0a3 JaHHBIX, (aiii-cepBepoOB U Jp.) — CTAPIIUE BEPCUM ONEPAIUMOHHBIX
cucteMm cemerictBa Windows;

—  ONEpaIlMOHHBIC CUCTEMbI JUii MHHHU-KoMIboTepoB (PDA) — cemeiicTBa
Windows CE u Windows Pocket PC;

—  CHelIHaM3UpPOBAHHbBIC (GyHKIIMOHATbHBIE CEepBEPHL: CEpBEPHI

pensunoHHbIX 0a3 maHHbIX (Microsoft SQL Server), Be6-cepsepsnl (IIS — Internet
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Tema 3.3 — [InanupoBanue u ynpasieHHe HHPOPMALMOHHOIN 0€30MaCHOCThIO OCTABIIUKAMHU
MH(POPMAIIMOHHBIX CUCTEM
(ITmanupoBaHue U yrpaBicHHEe HHPOPMAIMOHHOM 0€30IaCHOCTHIO)

Information Server), cucTeMbl TOCTPOCHUS XpaHUIIUII TaHHBIX (Analysis Services)
Y HEKOTOPBIX JPYTHX;

— cpeacTBa pa3pabOTKU MPHIOKEHUH;

— TIOJIb30BATEIbCKUE MPOrPaMMHBIE MPOAYKTHI At miatgopmbl Windows:
BeO-Opay3ephl, TTOUYTOBBIC KJIMEHTHI, MpOorpaMMbl BepcTku B ¢dopmare HTML,
o(HCHBIE MPUITOKECHHSI, MyJIbTUMEIUITHBIC TIPUIIOKEHUS U IPYTHE.

Taxxe  kopmopamueit  Microsoft Opta  npuoOpeTeHa  KOMIAHUA,
3aHUMAIONIASICS IOCTABKAMU CUCTEM YIIPaBJICHUS MPEANPUATUIMH (CUCTEM KJlacca
ERP — Enterprise Resource Planning).

B cuwity Ttoro, yto mporpamMmHbBIMH TpoaykTamu Microsoft moisb3yercs
OOJBIIMHCTBO MOJIH30BATENICH MEPCOHANTBHBIX KOMIIBIOTEPOB (KaK YaCTHBIX, TaK U B
KOMMEPYECKUX W TPaBUTCILCTBCHHBIX OPraHMW3aIlMsAX), a Ha OCHOBE CEPBEPHBIX
nporpaMmMHbeIX  Tiatpopm  Microsoft  dyHKUMOHUpPYET ~— OOJBLIMHCTBO
MH(POPMAIIMOHHBIX CUCTEM, OOECIeunBarouX 00pabOTKy, XpaHEHHUE U Mepeaady
uHopmaruu (B TOM 4uciie U B ceTu VHTEpHET), opraHu3aloHHasi pabota 3Tou
Kopriopaiiud B cdepe uHPOpMAIMOHHOW O€30MaCHOCTH HMMEET TJI00aTbHOE
3Ha4YCHHE.

BuyTpennsis opranusaronHas pabora B cdepe HUHPOPMAIMOHHOM
0e30macHOCTH MPOIYKTOB Kopropanuu Microsoft Bkiitouaer B ceosi:

— TIPOBEACHHUE CHCIHAIBHBIX TPEHWHTOB WM JIOTIOJHUTEIBLHOTO OOyUYCHUS
pa3pabOTYMKOB  TPOTPAMMHOTO  OOECIEUEHHUs  CHCIHAIbHBIM  METOJaM,
00ecreunBaOIIUM HaAeKHOCTh U 0€30MacCHOCTh MPOU3BOJUMOIO MPOrPaMMHOTO
oOecnieueHrs (BKJIIOYas BHEAPEHHWE W  HCIOJB30BaHHME IS pa3pabOTKu
COOCTBEHHBIX MPOAYKTOB MeTojojoruu JKu3HeHHoro mnukia Oe3omacHoOu
pa3paboTKu);

— OpraHmzaIyio crenuanbHoro LlenTpa pemenus BOpocoB 6€30macHOCTH
(Microsoft Security Response Center, MSRC), ocHOBHBIMU 3afaqaMu KOTOPOTO

SIBIISIFOTCSI TIOCTOSIHHBIN C60p I/IHq)OpMaHI/II/I N ITOHUCK HOBBIX y}IBBHMOCTCﬁ, IMPUHATHUC
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Tema 3.3 — [InanupoBanue u ynpasieHHe HHPOPMALMOHHOIN 0€30MaCHOCThIO OCTABIIUKAMHU
MH(POPMAIIMOHHBIX CUCTEM
(ITmanupoBaHue U yrpaBicHHEe HHPOPMAIMOHHOM 0€30IaCHOCTHIO)

MEp K YCTPaHEHHWIO BBISBICHHBIX VSA3BUMOCTEH, KOOpPAMHAIMS PabOTHI
pa3pabOTUMKOB M HEIOMYIEHUE MOSBICHUS PaHEee BBISIBICHHBIX YSI3BUMOCTEH B
HOBBIX ITPOJYKTaX B OyqyIIEM.

B opranuzanumonnoit ctpykrype Microsoft momumo MSRC cyiecTBytor erie
OJIHO TO/Ipa3/iesieHne, CIIeUATM3UPYIOLIEECs Ha PEIICHUH BOIPOCOB O€30MaCHOCTH
— IenTp 3ammTel OT BpeaoHOCHBIX mporpamm (Microsoft Malware Protection
Center, MMPC). On BkIIt0o4aeT B ce0sl HECKOJIBKO JIa00paTOPHil, PacONOKEHHBIX
M0 BCEMY MHPY, U 3aHHUMAETCAd UCCICAOBAHHEM BPEIOHOCHBIX IPOTPaMM,
o0OecrieynBaeT METOJMYECKYI0 TMOIJIEPKKY pa3pabOTKH Pa3IMYHBIX CPENCTB
samuThl (Takux, kak Windows Live OneCare, Windows Defender, Malicious
Software Removal Tool), a Taxke y4acTByeT B MpOIEAypax pearnpoBaHUs Ha
BO3HUKHOBEHHUE HOBBIX yTp03 0€301aCHOCTH.

OCHOBHBIMM  HalpaBJICHUSIMM  BHEIIHEW OpPraHU3alMOHHOW  pabOThI
kopriopaiuu Microsoft B cepe nndopmaiionHoi 6€30MacHOCTH SIBJISIFOTCSL:

— CcHCTeMaThyeckoe HWH(POPMUPOBAHUE TMOJIH30BATEIEH OMEPAIMOHHBIX
cucteM Windows (a Takke APYruxX MPOrPAMMHBIX MPOJAYKTOB) O BBISBICHHBIX
YSI3BUMOCTSIX M paclpoCTpaHeHre HHOOPMALIUKU O TOM, KaK 3TH YSI3BUMOCTH MOTYT
OBITh MU YCTPAHECHBI;

— peanuzanus MOporpaMMbl YOPEXKAAIOMUX 3alllUTHBIX JEUCTBUUA —
Microsoft Active Protections Program (MAPP);

— ToAJepXKKa OOy4deHUs TOJIb30BATEICH MPOTPAMMHBIX TMPOAYKTOB (B
OCHOBHOM aJIMUHUCTPATOPOB CEPBEPHBIX IIATHOPM);

— pa3paboTka 1 nojaaepkKa MeTo0710ruu JKM3HEHHOT 0 ITMKJIa 0€3011acHOM
paspabotku — Microsoft Security Development Lifecycle (SDL);

— mapTHepckas mnporpamma Microsoft Security Partners — IlaptHepsr
Microsoft B cdepe 6e30macHoCTH;

— Government Security Program (GSP) — IIporpamma o0GecrnedeHus

0€30MacHOCTH MPABUTEIILCTB;



Tema 3.3 — [InanupoBanue u ynpasieHHe HHPOPMALMOHHOIN 0€30MaCHOCThIO OCTABIIUKAMHU
MH(POPMAIIMOHHBIX CUCTEM
(ITmanupoBaHue U yrpaBicHHEe HHPOPMAIMOHHOM 0€30IaCHOCTHIO)

— opraHmzanys KoH(EpeHIHH MO Pa3IuYHbIM aClEeKTaM HCIOJIb30BaHUS
IpOrpaMMHBIX poAyKToB Microsoft;

— OpraHmzalys crenuanbHoro (GoHaa 1y 60psObI C Xakepamu;

— OpraHm3aiys IEHTPAIU30BAHHOW CepTU(UKAIIMK CBOMX MPOIYKTOB B
rOCy/IapCTBEHHBIX OpraHax;

— TpOBEJEHHE COOCTBEHHON KOH(EPEHIUH 110 OE30MaCHOCTH.

1) Opranuzanus wuHOOPMHPOBAHHS IIOJB30BATElICd O  BBISBICHHBIX
YSI3BUMOCTSIX — CTPOUTCS Ha OocHOBE T.H. bromnereneid bezonmacHoctu ("Security
Bulletin"), BeImycKkaeMbIX ¢ ONpeAeNeHHOW MEPUOJUYHOCTBIO, a TAKKE MO Mepe
BBIXO/Ia CIICIIMATBHBIX OOHOBIICHUH, YCTPAHAIOMINX BBISBICHHBIC YI3BUMOCTH (T.H.
"3amat", patches). Ilopsaok Bblycka 3THX OIOJIJIETEHEN, UX COACPKAHUE U IPYTHe
BOIPOCHl PErYJIUPYIOTCS CIELUUATbHBIM OPraHU3alMOHHBIM JTOKYMEHTOM —
[Ipouenypoii Beimmycka bromnereneit bezonmacHoctu (Security Bulletin Release
Process). Taxke B paMkax 3TOM pabOThl OpraHu3oBaH cOOp uH(Opmauu 00
ySI3BUMOCTSIX, BBISIBISIEMBIX TIOJIb30BaTeNsIMH: Ha VHTepHeT-caliTe KOMIaHHUH
pa3MellieHa crennaibias GopMa, 3alI0JIHUB KOTOPYIO, KaXK IbIN KEITAIOIMINI MOXKET
COOOIIUTH O HOBBIX CAMOCTOATEIBLHO OOHAPYKEHHBIX YSI3BUMOCTSIX B IPOTPaMMHBIX
IPOAYKTaX.

2) Ilporpamma ymnpexaaroIlux 3amUTHBIX jaericTBuii — Microsoft Active
Protections Program (MAPP) — mpeacraBisieT co0OW CHCTEMY YCKOPEHHOTO
UH()OPMUPOBAHUS PA3pabOTUMKOB CUCTEM O€30MaCHOCTU (AaHTUBHUPYCOB, CHUCTEM
OOHapy>KeHUsI U IPEIOTBPAILICHHS BTOPKEHMIT) O BHOBB BBISIBICHHBIX YSI3BUMOCTSIX.
JlaHHas mporpamMma peaau3yercsl JJis TOro, 4TOObl CTOPOHHHE pPa3pabOTUYUKU
cucTeM Oe30MacHOCTH MOIJIM He JOKUIAThCs BbIXOJa odepeaHoro bromneTens
be3omacHocT M Kak MOMHO paHbllle HayaThb pa3paldaThiBaThb MEXaHU3MbI
HEUTpaJIM3alMy HOBBIX YS3BUMOCTEH Ha OCHOBE CBOUX IIPOIPAMMHBIX PELICHUM.

Jyst yaacTusi B JaHHOM MPOTpaMMe JIOMyCKAIOTCs pa3padOTUYNKKA CUCTEM 3aIUTHI HA
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OCHOBE IIporpamMMHBIX miatgopm Microsoft, kimeHTckas 6a3a KOTOPBIX COCTABIISAET
He MeHee 10000 nmonp3oBaTenei.
3) INomnepxkka CHUCTEMBI oOyJeHHS MOJIB30BATENCH u
aJIMUHUCTPATOPOB pEaTU3YETCsl HECKOJIBKUMH OCHOBHBIMH CIIOCOOaMU:

— LIeJIeHANpaBJIeHHas MOATOTOBKA U OMYOJMKOBaHHE YYEOHBIX MOCOOMUIA,
CIPAaBOYHHUKOB, CTaTeH M APYTUX yU4eOHBIX MaTEPHAJIOB, COJIEPKAIINX MOSICHEHUS,
NOILIArOBbI€ MHCTPYKLMH, MPUMEPHl KOHQUTYpaluu U CLEHApUU JUIs YCTAaHOBKH
IPOrpaMMHBIX MPOJIYKTOB, B TOM YHCII€ U TaKUE, KOTOPbIE JTOJKHBI O0ECIEUUTh
pelieHre BOnpocoB MHPOPMAITMOHHOM 0€301TaCHOCTH;

— OpraHM3alysi ¥ METOINYECKas MOAIEpPKKa CUCTEMBI TPOPECCUOHATBHOTO
oOyueHuss M CepTUPHUKAIUU CIEUUATUCTOB IO PAa3IMYHBIM POrPaMMHBIM
IPOIYKTaM (B TOM UYHKCIIE aIMUHUCTPATOPOB CETEBBIX ONEPALMOHHBIX CHCTEM, 0a3
JaHHBIX M JAPYTUX CEPBEpPHBIX MPOAYKTOB, Takux Kak Internet Security and
Acceleration Server). Takas mnojaep:kka BKJIOYaeT B ceOs cepTU(UKAUIO
npernojaBaresieil ydeOHbIX LEHTPOB, CEPTU(PUKALMIO CAMHUX YUYEOHBIX LIEHTPOB, a
TaKK€  YCTAaHOBJICHHME  NApTHEPCKUX  OTHOLIEHWH €  OpraHu3alusMHu,
3aHUMAIOUUMUCA  TPO(PECCHOHANBHBIM  OOy4Y€HHEM U  MPO(PECCHOHATBHBIM
TECTUPOBAHUEM aIMUHUCTPATOPOB U pa3pabOTUMKOB UH(POPMALIMOHHBIX CUCTEM;

— TpoBeleHHE  OeCIUIaTHBIX  CEeMHHApOB Uil  aJIMUHUCTPATOPOB
OINEepPalMOHHBIX CUCTEM, TOCBSALIEHHBIX BOIIPOCaM oOecrieueHHs] HHPOPMALIMOHHON
0e30macHOCTH (B YaCTHOCTH, (PYHKIMOHAJIHHBIM BO3MOKHOCTSIM T€X HWJIM HHBIX
IPOrpaMMHBIX MPOAYKTOB, 00ECIIEUNBAIOLINM PEIICHUE ONPEAEICHHBIX BOIIPOCOB
3alUThl HHPOPMALIUH).

4) OnaHUM U3 HalpaBJICHUH HHPOPMALIMOHHON U METOIUUECKOMN MOIACPIKKH
coo0IIecTBa CHEUUATUCTOB SBISETCS NPOABMKEHUE U TOMYJSpU3aIUs Cpeau
pa3pabOTUMKOB HH(DPOPMAIMOHHBIX CHCTEM METOAO0JOTUU JKU3HEHHOro LHKIa
OesonacHoii paspabotku — Microsoft Security Development Lifecycle (SDL).

I[aHHa}I MCTOA0JIOTUsA IMMPEACTABIACT coboit Ha6op YHHUBCPCAIbHBIX MCTOJUYCCKHX,
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TEXHUYECKUX M OPraHU3allMOHHBIX PEKOMEHAALMN U MPUEMOB, B COBOKYIMHOCTH
00eCleYnBaOIINX  CYIIECTBEHHOE  TIOBBIIIEHHWE  YPOBHS  0O€30MaCHOCTH
paspabateiBaemoro [10. Tak, mo yrtBepkmenmio Microsoft, mociie BHempeHUs
JAHHOM METOJOJIOTUM €M yJajJoch CHU3UTH OOIllee YHUCIO YSI3BHUMOCTEH,
BbIsIBJIEHHBIX B SQL Server B TeueHue Tpex JIET MOCIE BBITYCKa MPOIyKTa Ha PBIHOK,
Ha 91% (eciu B MS SQL 2000 65110 BhIsiBIICHO 34 ysi3BuMocTH, To B MS SQL 2005
— BCEro 3 ysI3BUMOCTH).

[IponBukeHHe  JaHHOM  METOJNOJIOTMM B CpeAe  pa3padOTUMKOB
MH(POPMAILIMOHHBIX CUCTEM BKJIIOYAET B CEOs:

— OIyOJIMKOBaHUE U MOCTOSIHHOE Pa3BUTHE CAaMOW METOJI0JIOTHH;

— opranuzaiuio npodeccuonanpHoro coobmiectsa (SDL Pro Network),
KOTOpO€ OOBEOUHSET KOHCAJITHHTOBBIE KOMIIAHMA W y4eOHBIE IIEHTPHI,
CHEeLMATTU3UPYIOLIUECS Ha BOIIpocax 0€301acHOCTH;

— pa3paboOTKy W pacnpocTpaHEHHUE INa0JIOHOB ISl Cpedbl pa3padOTKu
Visual Studio, noanepuBaroniyux BbIOJIHEHUE TTOJOKEHUN METOI0JI0TUH.

5) Microsoft Security Partners — mporpaMma MOCTPOSHHSI MapTHEPCKUX
OTHOIIICHUH C Pa3TUYHBIMU HE3aBHCHUMBIMU KOMITAHUSIMU, paboTaroumu B cepe
uH(popmanmoHHou Oe3omacHOCTU. [laHHas mporpaMMa pa3BUBAETCS IO HECKOJIBKUM
CaMOCTOSATEIbHBIM HAIPABJICHUSIM:

— Antivirus Partners — IlapTHepcTBO B CO3JaHMM aHTUBUPYCHBIX H
3alIUTHBIX TPOTpaMM, a TaKke B OOMEHE aKTyalbHOW WHGpOpMaIueil 0 HOBBIX
BUpYCax, BO3/ICUCTBYIOIINX Ha pa3ianuHble NpoayKTel Microsoft. B aToit mporpamme
y4qacTByloT Takue ¢upMbl, Kkak Symantec, JluamorHayka, JlaGopatopus
Kacnepckoro, Panda Software u qpyrue (Bcero okosio 20 pa3audHbIX KOMIaHUH);

— Anwsac SecurelT — mapTHEpcTBO ¢ pazpaboTunkamMu pemeHuid B cdepe
6e3onacHoctu (VeriSign, Trend Micro, Symantec u 1ip.) o coBMecTHOM pa3paboTke

HOBBIX CPEJICTB B JaHHOU o0sacTu. UneHsl ajbsiHca nmoiyvatoT ot Microsoft u npyr
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OT JpyTa 3aKPBITYIO HH(OPMALIMIO O HOBBIX pa3paboTKax, MO3BOJISIONLYIO CO3/1aBaTh
UHTETPUPYEMBIE U B3aMMOACHCTBYIOIINE PEIICHHUS;

— ISA Server Partners — mapTHepcTBO C pa3pabOTYMKaMU MPOTPAMMHBIX U
anmapaTHBIX pEUICHUH, aJanTUpOBaHHBIX s miaTdopMmel Internet Security and
Acceleration Server;

— Microsoft Windows Rights Management Services Partners -
[lapTHEpcTBO ¢ KOMIAHUSMU-PA3paOOTUYUKAMH MPOTPAMMHBIX  MPOJIYKTOB,
pa3paboTUMKaMHM  ammapaTHbIX CPEACTB MJIEHTU(QUKAUUU UM  CHUCTEMHBIMU
WHTETpaTOpaMu B BOIpocax 0oJiee MOJHOTO HCIOJIb30BaHUA (PYHKIIMOHAIBHBIX
Bo3MoxkHOCcTe OC Windows, CBsI3aHHBIX C yIIpaBICHUEM [IpaBaMu MOJIb30BaTeNeH
U JIOCTYTIOM K MH(OPMAaLMOHHBIM pecypcaM. [laHHast mporpamma BKJIIOYaeT B ceOs
Tpu Kareropuu naptHepoB: HeszaBucumbix nocraBmukoB [10, Pa3paborumkos
UHPPACTPYKTYpHBIX perieHnid 1 CUCTEMHBIX UHTETPAaTOPOB.

6) Government Security Program (GSP) — Ilporpamma oOecriedcHHs
0€30MacHOCTH MPAaBUTENBCTB — MPEACTABIAECT COOOM MHUIMATUBY IO Mepenaye
[IPaBUTEIBCTBEHHBIM  CTPYKTYypaM  pPa3JM4YHbIX CTpaH HCXOJHBIX  KOJOB
IPOrPaMMHBIX TPOIYKTOB (TIaBHBIM 00pa3oM, ONEPAIMOHHBIX CUCTEM) JJIS TOTO,
YTOOBI Y CTICIIHAIIUCTOB U SKCIEPTOB ObLIa BO3MOXHOCTh YOSIUTHCS B OTCYTCTBUU
CYLIECTBEHHBIX M3BSIHOB B 3TOM HPOrpaMMHOM oOecrieueHuH. Takod aHaiu3
JOJDKEH JlaTh OCHOBaHMS JUIsl TPU3HAHUA JTHX MPOrPAMMHBIX MPOIYKTOB
HAJIS)KHBIMUA C TOYKH 3peHHs] HH(DOPMAITMOHHON 0€30MacHOCTH U, TAKUM 00pa3oM,
pacUIMpUTh BO3MOXKHOCTH WX NPUMEHEHMS Pa3MYHBIMU OpraHU3aALMsIMU (Kak
MPaBUTEIbCTBEHHBIMU, TaK M YacTHbIMM). TakKe mpenanoiaraercs, 4ro 3Ta
nporpaMma JI0JKHa MOMOYb YCTPAHUTh UMEIOIIUECS HEJOPAOOTKU B IPOTPAMMHOM
o0ecCIeyeHn U PACIIMPUTh NapTHEPCTBO MexAy Microsoft U mpaBUTEenbCTBAMU
pa3iIMuHBIX cTpaH B cdepe 3ammThl HHPopMmanuu. B paMkax mnporpammsl
YYaCTBYIOIIMM B HEH SKCIIEPTaM TaKXKe MPEAOCTABIIAECTCS JOCTYI K TIOKYMEHTALIUH,

CIIpaBOYHBIC MaATCpualibl, CICHOHUAJIbHBIC CpEACTBA JIAd pa6OTBI C HCXOAHBIMH

10



Tema 3.3 — [InanupoBanue u ynpasieHHe HHPOPMALMOHHOIN 0€30MaCHOCThIO OCTABIIUKAMHU
MH(POPMAIIMOHHBIX CUCTEM
(ITmanupoBaHue U yrpaBicHHEe HHPOPMAIMOHHOM 0€30IaCHOCTHIO)

KOJaMH U MOJJIEP’KKa CO CTOPOHBI criennanuctoB Microsoft. B nannyro nmporpamMmmy
BKJIIOUYEHBI 0K0J10 60 cTpaH (B Tom uncie u Poccus B mune @®CTIK), orBevarommx
ONpENENECHHbIM TpeOOBaHMUSIM K 3allUTe MpPaB Ha MHTEIUIEKTYaJIbHYIO
COOCTBEHHOCTb.

OnHoil W3 BO3MOXHBIX NPUYMH Hayaja peaju3aldd 3TOW MPOrpaMMbl
SBWJIOCh TO, YTO HEKOTOPBIE MpPaBUTENbCTBA (Hampumep, ['epmanuu) 3asBUIA O
BO3MOYKHOM IIEPEXOJE MPABUTEIBCTBEHHBIX W MYHULMIAJIBHBIX YYPEKICHUN Ha
aIbTEPHATUBHBIE ONEpPALMOHHBIE CHCTEMbl (Takue Kak, Hampumep, Linux), s
KOTOPBIX JOCTYIIHBI MCXOJHbIE KOJbl. Pa3BuTHE 3TOM TEHAEHUMHU B IEPCIEKTUBE
MOTJIO IPUBECTHU (U OTYACTH YK€ IIPUBEIIO) K OMPECICHHON TOTEPE PHIHKOB COBbITA
npoaykuuu Microsoft.

7) llentpanu3oBaHHass cepTU(UKAIMS TPOTPAMMHBIX TPOJIYKTOB B
rOCyJapCTBEHHBIX OpraHax sBiseTca Uil Koprnopauuu Microsoft ogHumM u3
HaIpaBJIeHUI pealn3alii KOHLEMINHA Pa3BUTUS 3aUIUIICHHBIX WH()OPMAIIMOHHBIX
CUCTEM W  MPEANOJaraeT BO3MOXHOCTb  MCIOJB30BaHUS  IPOTrPaMMHOIO
oOecrieyeHusi STOM KOMMIAaHUU B WH(OOPMAIMOHHBIX CHUCTEMaX, K KOTOPBIM
OPEIbSABISIOTCS O0cOOble TpeOOBaHUS C TOYKM 3PEHHUS HAJEKHOCTH U
uHdopmarmonHon Oe3zonacHocT. Tak, ceptudukanus PCTIK omeparmoHHBIX
CUCTEM M CHUCTEM YympaBieHus O0a3aMM JaHHBIX, MOCTaBisgeMbIXx Microsoft,
NIO3BOJIWJIA KCIIOJB30BAaTh 3TH MPOrPAMMHBIE NPOAYKTHl B aBTOMATHU3UPOBAHHBIX
CUCTEMaxX yyeTa W KOHTpPOJIS SJIEpHBIX MaTepuaoB Ha NpeanpusaTusx MuHaTtoma
P® u B npyrux opranuzanusax. [lepBelii mpoekT mo cepTu@uKauud NpOoAYyKTOB
Microsoft B Poccumn 6bu1 Hauat B 1996 romy u mpojoikancs Ha TPOTSKEHUU
MIPUMEPHO TPEX JIET C YYACTHUEM HE TOJIBKO CIIENUAIUCTOB | 'octexkomuccuu PO u
Microsoft, Ho u mpencraButeneii Munatoma P® u MuHuCTEpCcTBa YHEPTETUKH
CIIA.Takxe Microsoft Bemer paboTy mo cepTudUKAUMU HEKOTOPHIX CBOMX
npoaykToB Ha coorBerctBue craHnapTty Common Criteria for Information

Technology Security Evaluation — yHuBepcanpbHOMY cTaHmapty oOecredeHHs
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UHPOPMAIIMOHHON  0€30MacHOCTH, O(HUIMATBFHO TMPU3HABAEMOMY MHOTUMU
roCyJapCTBaMH.

Kondepennus mo 6e3omacuoctu BlueHat mpoBoauTcs ¢ 2005 roga nBakibl B
roj Juis oOMeHa MHEHHSIMH U HJISSIMU 110 Pa3IMYHbIM BOIIPOcaM MH(OPMAITMOHHON
Oe3onmacHocTH. B Hel yd4acTBYIOT TOJBKO CHEIMAIKMCTBI, TMpUTJIallaeMble

KoMITaHue Microsoft.
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2 Kopnopanus Cisco Systems

Kommanus Cisco Systems, ocHoBaHHast B 1984 rogy rpyImoi crnenuaiicToB
CtoH(pOPACKOTO YHHUBEPCUTETA, B HACTOSIIEE BPEMsI SBISETCS MUPOBBIM JIUJCPOM
B TIPOM3BOJICTBE 00OpYyIOBaHUs Mg ceTed mnepenaur AaHHbIX. Ha ocHoBe
000py0BaHUsl, MPOU3BEICHHOIO ATOM KOMITAHUEH, (DYHKIIMOHUPYIOT II100aJbHbIe
CeTH IepeJauM JAHHBIX, a TAK)KE CETH MHOTHX MPABUTEIHCTBEHHBIX OPTraHU3AINi U
KPYIHBIX KOMIIAHU.

B cBa3u ¢ TeM, 4TO 00OpyAOBaHHE 3TOW KOMMIAHUU OOECIIEUYNBAET
(GYHKIIMOHHMpPOBaHHUE OOJIBIIMHCTBA Hanboyiee 3HAUMMbIX U OTBETCTBEHHBIX CETEH
nepeJaud JaHHbIX, €€ OpraHMu3allMOHHAas TMOJAJIEp)KKa pEIIEHUs BOIPOCOB
MH(OPMAIMOHHOW O€301aCHOCTH UMEET II100anbHOE 3HAaUCHHE.

B uncino OCHOBHBIX HampaBieHUIl OpraHU3aIMOHHOM pabOThl KOMIAHHUU
Cisco BXOsT:

— MoAJAepXkKa ceTh 00pazoBaresibHbIX LHEHTPOB — CereBast Akanemus Cisco
— TpU Pa3IUYHBIX YYEOHBIX YUpEeXIEHHUSAX M mnpeanpusatusx. Padora CereBbix
AkanemMuil 1o BceMy MHpY OO€cleYMBaeT IMOATOTOBKY CIIELHUAIUCTOB IO
aJIMUHUCTPUPOBAHUIO CETEH M OO0ECNeUeHUr0 CeTeBOM O€30MmacHOCTH U
LHEHTPAJIN30BaHO MOJACPKHUBACTCS TOJOBHBIM O(HCOM, KOTOPBIM OCYIIECTBIISET
MOJITOTOBKY TpEeroAaBaTeliel, MpeoCcTaBIseT yuyeOHble MaTepualbl, BEAIET y4eT
CIIyIlIaTeNe, OCYIIECTBISIET 3K3aMEHAI[MOHHOE TECTUPOBAHUE BBITYCKHUKOB,
BBIMKICHIBAET MEXKAYyHapoaHble cepTudukatel U T.4. B Poccun QyHkumoHUpyeT
0oxee 50-tu CereBrix Akagemuii Cisco;

— OpraHMzalsi W KOOpPAMHALMSA pPAaOOThl IOCTABIIMKOB Pa3IMYHBIX
KOMIIOHEHTOB MH(GOPMAallMOHHON WHQPACTPYKTYphl Ha OCHOBE IPOTPAMMBI
Network Admission Control (NAC) — Ymupasnenue doctynom B Cerb. B pamkax
JaHHOW MporpaMmMbl, MHUIMHPOBaHHONM B 2020 rogy COBMECTHO C BEAYIIUMHU
nocTtaBmukamMu aHTUBUPYcoB (Network Associates, Symantec u Trend Micro) u

HallEJICHHOM Ha pelIeHue pa3IMyYHbIX MpodsieM WH(POPMAIMOHHOM 0€30MacHOCTH,
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Cisco muaHWpyeT peajn30oBaTh HOBBIC TEXHHUYECKHE PEIICHHUA M TOIXOAbl K
oOecrieyeHnt0 MHGOPMAIIMOHHON 0€30MacHOCTH, OCHOBaHHbIE Ha COOCTBEHHOM
ceTeBOM 00opyAoBaHMHM. B  dYacTHOCTH, Koomepauuss C TOCTaBIIUKAMU
MPOrPaMMHBIX TPOAYKTOB B paMKax JJaHHOW MNPOrpaMMbl JOJKHA TO3BOJIMTH
ABTOMATHUYECKU YIPABIATh MOAKIIOYEHUEM KOMIIBIOTEPOB, HE OTBEYAIOIIUX
OTIpeICIICHHBIM TPEOOBAHMSM (TIOJTUTHKAM) HH()DOPMAITMOHHONW O€30MTaCHOCTH;

— opranuzanus pabotsl Cisco Product Security Incident Response Team
(PSIRT) — I'pymnmisl pearnpoBaHusl Ha WHIMICHTHI, CBSI3aHHBIC ¢ 0E30MACHOCTHIO
npoaykTtoB Cisco. OCHOBHOM 3ajaueld 3TOro MOApa3ieNieHus SBISETCA COOp
uH(OpPMAIIMU O BBISBJIEHHBIX YSI3BUMOCTAX, MX aHAJIU3, a TaKXKe KOOPJAHHAIIUS
paboT Mo MX yCTPAaHEHHIO U MPEAOTBPAIICHUIO HETAaTUBHBIX MMOCIIEICTBUM;

— pacmpocTpaHeHHE WH(POPMAIMA O BBIIBICHHBIX YSI3BHUMOCTSX M

npobaemMax ¢ 6€30MacHOCTHIO.
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1 O0mass mosmtTnka CIIA B cdepe NIAHMPOBAHHMA M YNPABJICHHUS
HHpOPMALMOHHOM 0€30I1ACHOCTHI0

B cuny Ttoro, uro CIIA o0nagatoT 3HAYUTENIbHBIM (PUHAHCOBBIM,
TEXHOJIOTUYECKUM, HAYYHO-TEXHUYECKHMM W BOCHHBIM IOTEHIIMAJIOM, a TaKXKe
YACTAIOT OO0JbIIOE 3HAYEHUE YCHUJICHUIO HAlMOHAJIBHOM 0€30MacHOCTH, 3allluTe
IpaKJaHCKUX ITPaB U UHTEPECOB OM3HECA, OTBIT ATOW CTPaHbI B chepe YIpaBICHUs
MH(POPMAIIMOHHOW OE€30MaCHOCTBIO SBJISIETCS HAM0O0JIe€ BaXKHBIM JIJISI U3Y4YCHUSI.
3HauuMOCTh ympaBieHuss uHpopmaimonHod oOe3zonacHocThio B CIIA Ha
rOCyJJapCTBEHHOM YPOBHE OIpPEIEIAETCS TaKke TEeM, YTO B JTOM CTpaHe
CKOHIIEHTPUPOBAHBI KpPYIHEWINEe (PUHAHCOBBIE KOMITAHMH, HCCIIEI0BATEIHCKHE
YUPEKIICHUS U KOPHOPALUH, CYIIECTBEHHO BIMSIONINE HA PAa3BUTHUE TEXHOJOTHA,
(MHAHCOBYIO CTaOMJIBHOCTH M 3KOHOMHUYECKOE Pa3BUTHE BCEr0 MHPOBOTO
COO0O011IeCTBaA.

OgHuM M3 KJIIOYEBBIX HANpaBJICHUA pa3BUTUS  WMHOOPMAIMOHHOU
0e30MacHOCTH, TaK € KaK U BO MHOTMX JPYIMX CTpaHaX, BJIAETCS OOecreueHue
HAIMOHAIBHON (TOCYJapCTBEHHOM) 0€30MacHOCTH U, B YACTHOCTHU, 0€30MaCHOCTHU
MH(QOPMAITMOHHBIX CHUCTEM T.H. «CHJIOBBIX» BEIOMCTB: BOOPY>KEHHBIX CHJI,
BHEIIHEN pa3Beaku U np. Haunnas npumepHo ¢ 1992 roma ocHOBHbIE yCUIUS MO
OpraHu3anud  MeponpusTuii B cpepe HMHPOPMAIMOHHON  OE30MACHOCTH
npeanpuHuManuch MunucrepctBoM 000poHbl CIIA B paMkax KOHIEHIMU
«MHpOPMAIIMOHHOTO TPOTUBOOOPCTBA», OPHUEHTHUPOBAHHOW HA PEIICHHE 3a/1a4
OOpbObI C CHCTEMaMH YINPABJICHUS BOOPY>KCHHBIMH CHJIaMU TPOTHUBHUKA Ha
pa3IMYHBIX YPOBHSIX U obOecreueHne Oe3omacHOCTH H  A3(PEGEKTUBHOCTH
cobcTBeHHBIX HHQOopMannOHHBIX cucteM apmun CIIIA. JlanpHelmee pa3BuTue Ta
KOHIENIMs noinydmwia B 1996 rogy B Bulie HOBOro nosieBoro ycraBa apmuu CIIIA
«MHpOpMAIIMOHHBIE OTIEPAITUNY.

B nenom ke HayasioM COBPEMEHHOM LIEJICHAIIPABICHHON CUCTEMATUYECKOU

OpraHU3allMOHHON JesITeNbHOCTH B c(epe mHPOpManmoHHONW O€30MacHOCTH Ha
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HAIlMOHATHPHOM YPOBHE MOXHO CYUTATh W3JaHUE JUPEKTHBBI aTIMUHUCTPAIIUU
[Tpe3unenra bumia KmmatoHa Presidential Decision Directive 63 (PDD 63)
«3amnmTa KpUTHYECKH BaXXHOU MHPpacTpyKTyphl» oT 22 mas 1998 roga. Ha stom
JNOKyMeHTe Oaszupyercss noanucanHbiii buimom Kimmaronom B Hawane 2000 roga
«OO1IeHallMOHANBHBIA TUIAaH 3alIUThl HMH(MOPMAIMOHHBIX CHUCTEM», KOTOPBIN
OTpEJIEIIsIET OCHOBHBbIE HANpPAaBJICHUsS JEATEIBHOCTH TOCYJapCTBa U BCErO
oOmiecTBa B chepe obecneueHnss THOOPMALIMOHHOM 0€30MacHOCTH.

Taxxke B depae 2003 roma agMuHHCTparued mnpesuaeHta Jkopaxa
byma-mmamgmero Opuia omyOnukoBaHa «HamwoHampHash cTpaTerwsl JOCTHIKEHUS
OesonmacHocT B kuOepmpoctpanctBe»  («National Strategy to  Secure
Cyberspace»), ommuchiBaroImas MaTh MNPHOPUTETOB B nesTenbHocTH CIIIA 10
obecrnieueHu0 MHGOPMAIMOHHON OE€30MaCHOCT M OCHOBHBIE 3aJlaud B paMKax
ATUX MPUOPUTETOB HA CPEITHECPOUHYIO U JOJTOCPOUHYIO MTEPCIEKTUBY.

dakTHYeCKH JaHHBIE JOKYMEHTBI MOTYT CYHTAThCA O(HUIIHATBHOU
oOmeHanuoHanbHoU noautukoi CIIA B cepe nnpopmaiimonHoi 0€30MacHOCTH,
HAa OCHOBE KOTOpPOH CTPOMTCS BCSI CHUCTEMa JACSATEIBHOCTH TOCYIapCTBEHHOMN
BJJaCTH B OTOH O00JacTM ®  CTPYKTypa TOCYIAapCTBEHHBIX  OPraHOB,
o0ecreynBaIMX HHHOPMAITMOHHYIO 0€30MaCHOCTh B CTPAHE.

B coorBerctBUM co crparerueil MHGOPMAIMOHHONW  OE30MaCHOCTH
OCHOBHBIMH TOCYAAPCTBEHHBIMH PUOPUTETAMH B 3TON 00JIACTH SIBJISIOTCS:

— CTaHOBJICHHWE W Pa3BUTUE HAIMOHAJIHLHOM CHUCTEMBI PEarupoBaHUs Ha
MIPOUCIIECTBUS B chepe HHPOPpMAITMOHHOMN 0€30I1aCHOCTH;

— peanum3anys KOMIUIGKCHOM CHCTEMBI MEp 110 YMEHBIICHUIO Yrpo3
nH(pOopMaTMOHHOM 0€30TaCHOCTH;

— o0ecrieueHHe TOJTOTOBKH CHEIUAINCTOB B c(epe KOMIBIOTEPHOM
0€30MacHOCT U OO0ECMEUEeHHE OTBETCTBEHHOI'O OTHOIICHHUS BCErO0 HACEJICHHS

CTpPaHbI K BOIIPOCAM 3alllUThI I/IH(l)OpMaLII/II/I;



Tewma 3.4 — [InanupoBaHue U ynpaBlieHHEe HHPOPMAITMOHHON 0€30MacHOCThIO Ha
rocynapctBeHHOM ypoBHe B CIIIA
(ITmanupoBaHue U yrpaBicHHe HHPOPMAIIMOHHON 6€30MacHOCTHIO)

— oOecrnieueHne  3amUTHl  WHOOPMAITMOHHBIX  CHUCTEM,  HMMEIOIIUX
OTHOIIIEHUE K TOCYAapPCTBEHHBIM OpTaHaM;

— pa3BUTHE pa3NU4HBIX QopM Koomepauud (B TOM UHUCIE H
MEXIyHapOoIHOH) B cpepe oOecreueHuss nHOOPMaIMOHHOM 0€30acHOCTH.

1) TIpuopurer 1. Pa3BuTHE CHUCTEMBI pearupoBaHHs HA MPOWCIISCTBUS B
chepe uHPOpMaMOHHOW  0€30MaCHOCTH  TpeAroJiaraer, 4ro  OBICTpOe
oOHapy>KeHHE aTaK U CBOEBPEMEHHBI OOMEH MHOpMalHel 0 HUX BO MHOTHX
Clly4asiX MOTYT 3HAUUTEIbHO CHU3HUTH yuiepO. g obecnedeHus: G€30MacHOCTH
Crpaterus npe/noyiaraeT peayu3aiuio CIeIyIOIUX OCHOBHBIX MEPOTIPUSITHI:

— pa3paboOTKy apXHTEKTYpPhl B3aWMOJICHCTBUS KaK IPAaBUTECIbCTBCHHBIX,
TaK U HEMPABUTEIBCTBEHHBIX CTPYKTYP, KOTOpas obecrednia Obl pearupoBaHUE Ha
WHIUJICHTBI;

— o0ecrnevyeHne Kak TaKTHYECKOTO, TaK W CTPATETHYECKOro aHalln3a aTak
Ha WH(OPMAITMOHHBIE PECYPCHI, & TAK)KE OIICHKU UX YSI3BUMOCTH;

— TIOOIIPEHUE PACHpPOCTPAHEHUS! YACTHBIMH KOMITAHMSIMU WMEIOIICHUCS y
HUX uHpopMamuu 00 oO0meM cocTosHuM jaen B chepe HHOOPMAIMOHHON
0e30macHOCTH;

— pacmmpenue padotel «MHbOpMAIIMOHHON CeTH ISl MPEeayNPEekKICHHIMA
00 yrpozax kputruueckoi wuHppacTtpykrype» (CWIN) mnsa mommepX ku poiu
MunHncTepcTBa HAIMOHANBHOW O€30MAaCHOCTH B pa3pelieHud KPU3HCOB U
HEKOTOPBIX JIPYTHUX.

2) Ilpwopurer 2. Peanmuzamuss mnporpamMmbl YCTpaHEHHsS YIrpo3 JUis
MH(OPMAIMOHHOW 0€30MacHOCTU U YS3BUMOCTE B MH(OPMAIIMOHHBIX CHCTEMAax
MpeanojaraeT, 4ro HaJW4YUe YSA3BUMOCTEH B pPa3IUYHBIX HH(POPMAIMOHHBIX
CHCTEMax caMo 1o ce0e B oIpeieJIeHHONH Mepe 00yClIaBIUBAET BOZMOKHOCTh aTaK
HAa HUX WM, COOTBETCTBEHHO, SIBJISICTCSI MCTOYHUKOM OITACHOCTEW JJISi DJIEMEHTOB
KPUTUYECKA BaXXKHOW WHOPACTPYKTYpBI CTpaHbl. TakuMm o0pa3oM, yCTpaHEHUE

y}IBBI/IMOCTCﬁ ABIIACTCA OJHHUM U3 HanOoJIee BaXKHBIX HaHpaBJIeHI/Iﬁ pa6OTI>I 110

3
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obecrieueHunto nHGopMaImoHHOU Oe3onacHocTH. Jljis obecrieueHnus 6€30MacHOCTH
Crparerus npeamnoiaraeT peaau3auio ClIeIyI0IINX OCHOBHBIX MEPOTPUATHN:

— pacumpeHue BO3MOXHOCTEH MIPOBEICHUS paccie10BaHui
KOMIBIOTEPHBIX MPECTYIUICHUH SISl MTOCJIETYIOMIETO MPEeIOTBPALICHUS BO3MOKHBIX
aTak;

— coszJlaHue OOIIEeHAIMOHAIBHOTO MEXaHU3Ma JJIsi OLEHKH YS3BUMOCTEH C
Henblo odecrieyeHus: 0oJiee MOJMHOIO MOHHMMAHUS HETaTUBHBIX MOCJHEICTBUN OT
pean3aiyy yrpo3 U UCIOIB30BaHUs yI3BUMOCTEHH;

— TOBblIIEHHE 0e30macHOCTU ceT MHTepHeT myTeM COBEpILEHCTBOBAHUS
UCIIOJIb3YEMBIX MPOTOKOJOB W MEXAaHU3MOB MapIIPyTU3AlUd W HEKOTOPBIX
JIPYTHX.

3) Ilpuopurer 3. Pa3BuTHE OTBETCTBEHHOTO OTHOIICHUS K BOIPOCAM
nHpOpMAIIMOHHON OE€30MacHOCTH, W TMOJArOTOBKAa KaJapoB B 3ToM cdepe
IpeanoiaraeT, 4To UCTOYHMKOM MHOTUX YSI3BHUMOCTEH SBISETCS HEIOCTATOYHO
OTBETCTBEHHOE  OTHOIIEHHE  HEKOTOPbIX  IOJIb30BaTeNel,  CHCTEMHBIX
aJIMUHUCTPATOPOB U pa3pabOTYMKOB HMH(DOPMAIMOHHBIX CHCTEM K BOMpPOCaM
3aIUTHI uHdopmauu, 179 HEJ0CTaTOYHAs OCBEJIOMJICHHOCTb U
nH(GOpMHUPOBAHHOCTHL B 3TOU chepe. [ns obecneuenus 6e3onacHoctu Ctparerus
MpEenoiaraeT pealn3alnio CISAYIONINX YeTHIPEX OCHOBHBIX MEPOTIPUSATHI:

— TPOABMXEHHE MHOTOCTOPOHHEH OOUIEHAIIMOHAIBHON NpOrpamMMmbl IO
WH(OOPMUPOBAHHUIO M PA3BUTHIO OTBETCTBEHHOTO OTHOIICHMS TPaK/laH CTPAHbBI K
oOecreyeHnto 0e30MacCHOCTH Te€X HH(POPMALMOHHBIX CHUCTEM, K KOTOPBIM OHH
UMEIOT KaKON-JIN0O JOCTyT,

— TIOOHIPEHUE CO3JIaHUsl MPOTPaMM TMOATOTOBKHU CIICIUAINCTOB, KOTOPHIE
obecnieuryii Obl yJI0BJIETBOPEHHE MOTPEOHOCTH B MEPCOHAIE;

— ToBblIIEHHE 3(PPEKTUBHOCTH CYUIECTBYIOIIUX MPOrpaMM MOJATOTOBKHU

CTIEIUAINCTOB B cepe nHPOpMaIMOHHON 0€301MaCHOCTH;
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— TOAAEPKAHWE  YCWIMM  YacCTHbIX  KOMIIAHUKA  TI0  CO3/JaHMIO,
pacmlpoCTpaHEHUIO U OOECIEUEHUI0 BCEOOIIero MpHU3HAHUS CepPTU(PHUKAIIMOHHBIX
nporpaMm B cepe HHPOpMAITMOHHON 6€301TaCHOCTH.

4) Tlpuopurer 4. OXpaHa rocyJapCcTBEHHbIX WH()OPMAIMOHHBIX PECypCOB.
Jna pemenus 3agad B 9Tol cdepe Crparerus mnpeArnoiaracT peaau3aiuio
CJIETYIOIIUX OCHOBHBIX MEPOTIPUSTHIA:

— oOecrieueHHe HENPEPHIBHOTO OLEHUBAHUS YIpO3 AJIA IOCYIapCTBEHHBIX
MH(OPMAIMOHHBIX CUCTEM M CYIIECTBYIOUIMX B HUX (CUCTEMAX) ysI3BUMOCTEW;

— o0ecnieueHne  0€30MACHOCTH  JIOKAIBHBIX  I[PaBUTEJILCTBEHHBIX
OCCIIPOBOJIHBIX CETeH;

— oOecrnieueHre OE30MaCHOCTH MpU Mepeiaye NPOLECCOB Ha ayTCOPCUHT U
IPOBEJCHUM 3aKyTMOK JUIsl IPAaBUTEIbCTBEHHBIX HYK/] 1 HEKOTOPBIX APYTHUX.

5) Ilpuopwurer 5. Pa3Butne Koomepanuu MEeXIy pa3IndHbIMU BEIOMCTBAMH
Y KOMIIAaHUSIMHM, a TaKXe MEXIyHapOJHON Koomepauuud B cdepe obOecrnedeHus
uH(OpPMAIMOHHONW 0€30MacHOCTH OO0YCIOBJICHO TE€M, YTO MPAKTHUYECKH BCE
WH(GOPMAIIMOHHBIE CHCTEMEI (M B CTpaHe, U B MUPE) SBIISIOTCS B3aMMOCBSI3aHHBIMU
U TpeOyIOT ria00aJbHOT0 CUCTEMHOTO MOAX0a K BOMPOCaM 3alllUThl HH(pOpMaLuu.
Jna pemenust 3agad B 3ToM cdepe Crparerus mnpeanosiaraeT peaau3aiuio
CJIEAYIOIINX OCHOBHBIX MEPOIIPUATHM:

— yCUJICHHE KOHTPPa3BeIbIBATEIbHOMN JIEATENBHOCTH B c(hepax, UMEIOIINX
OTHOIIIEHHE K NH(POPMAIIMOHHBIM CHCTEMAaM U TEXHOJIOTHSM;

— TIOOMIPEHUE CO3[aHUS HAlMOHAIBHBIX M MEXIYHApPOIHBIX CceTei
HaOmroeHuss  w  mpenynpexaeHus  («watch-and-warning networksy),
00eCreunBalOIINX BBISBJICHHE U TMPEAYNpeKICHHE aTaKk Ha HH(POPMAIMOHHBIE
pecypcebl;

— TmoomipeHue mnpucoequHenus Apyrux crpaH k Konsenmum Coseta
EBponbl 1Mo KuHOEpHpECTyIJIEHUSIM WJIA COBEPIICHCTBOBAHUSA HAIMOHAIBHBIX

3aKOHOJATCIIbCTB U HCKOTOPLIX APYTHUX.
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2 Opraspl IUIAHUPOBAHMS W ynpaBjieHUs: HWH(OPMAIMOHHOM
0esonmacnocTsio B CLIA

B coorBeTrcTBHME ¢ OOIIEH HOJIUTHKOM, a TaK)Ke HMEIOIIElcsT 0a30BOU
UHPPACTPYKTYPOU U CIOKHUBIICHCS MPAKTUKON TOCYJapCTBEHHOTO YNPaBJICHUS B
CIHIA B TeyeHHME HECKOJbKMX JIET OblJa OpraHuM3OBaHa U TMOCTOSHHO
COBEPUICHCTBYETCSI CHUCTEMA TOCYJAPCTBEHHBIX OPraHOB, OCYIIECTBIISIOMINX
JeATeNIbHOCTh B cdepe HHPOpMAIMOHHOW O0€30MacHOCTU: OBUIM  CO3/1aHbl
CIEUHAJIBHBIE BEJIOMCTBA M PACIIMPEHBl 3aa4d U TOJHOMOYHMS paHEe
cymecTBOBaBIIMX. OIHUM W3 OCHOBHBIX MOJPA3ICICHUN MPE3UICHTCKON
aJIMUHUCTPAIINH, CTICIIMAIIBHO CO3JJaHHBIX JUIsl PEIIeHUs 3a7a4 UHPOPMaIUOHHOM
Oe3omnacHocTH, siBNsieTcs KoMuTeT mo HalMOHAIbHBIM CHCTEMaM Oe30MacCHOCTH
(Committee on National Security Systems, CNSS).

Taxke B cucTeMe€ WCIOJHUTENBHOW BIIACTH OBUIM CO3JIaHBI HOBBIC
oTHeNIbHbIC (eepaTbHble YUPEXKACHUS, MPUOPUTETHBIMU 3aJlauaMH KOTOPBIX
ABJIIETCSl pEIIeHHE 3ajady O0e30MacHOCTU TrOCylapcTBa M pelIeHHEe MpodieM
nH(popMarmoHHOM 0e30macHOCTH Ha (enepalbHOM YPOBHE:

1) MuHucTepcTBO HaloHaabHOU 0e3omacHocTH (Department of Homeland
Security, DHS), co3nanHoe B COOTBETCTBHU ¢ AKTOM O BHYTpEHHEH 0€30MacHOCTH
ot 25 Hos6ps 2002 T.

2) VYmnpaenenue BHyTpeHHew O0e3onacHoctu (Office of Homeland Security),
co3nanHoe Ykazom [Ipesugenta CIIIA No13228 ot 8 oktsa0ps 2001 r.

3) Coser mo BHyTpennerr Oe3omacHoctn (Homeland Security Council),
Tak)ke co3gaHHbId Yka3zoM Nel3228.

Bxotouenue ¢yHkiuii mo obecrnedueHno nHPOPMaIMOHHON 0€30MacHOCTH B
coctaB (QyHKIMHA MuHHUCTEpCTBA HAIMOHAIBHOM 0€30MacHOCTH U JAPYTUX
AQHAJIOTUYHBIX YUPEKICHUA OOBSCHACTCS TEM, YTO aTaku Ha WH(OPMAIMOHHYIO

UH(QPACTPYKTYpy TMOTEHLUUAIBHO MOTYT TIOBJ€Yb 3a CO0Oil HeraTuBHbIC
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MOCJEACTBUS ISl PAa3INYHBIX KU3HEHHO BaKHbIX oTpacieil skoHomuku CIIIA:
(HMHAHCOBOTO CEKTOPA, SHEPTETHKH, TPAHCIIOPTA U PYTHX.

Kpome Toro, B pamkax oTaenbHBIX (eepaibHbIX MUHHUCTEPCTB U BEJOMCTB
OBLTM CO37aHBI CIICIMAIBHBIE MOAPA3ICICHNUs, PEIIAIONINEe OTACIbHBIC 3a7a4 B
paMKkax oO1ei crpareruu ooecneueHus nHbopmaimonHon 6ezomacHoct CIIA:

1) I'pymma roToBHOCTH K YPE3BBIYAWHBIM CHTYAIMsIM B HH(GOPMAIHOHHBIX
cuctemax — United States Computer Emergency Readiness Team, US-CERT
(moapasnesenue, GyHKIMOHHUpYOIee B coctae DHS);

2) Apwmeiickuil IEHTp O€30MacCHOCTH U TMOIICPKKH pabOThI TII0OATBHBIX
cereii — Army Global Network Operations and Security Center, AGNOSC
(mompaznenenue, pyHKIMOHUpYIOlIee B cocTaBe MunuctepctBa 00oponsl CIIA);

3) AreHTCTBO OOOpPOHHBIX HWH(GOPMAIMOHHBIX CHCTEM MUHHCTEpPCTBA
o6oponsl CIIA (DISA), moa ynpasiaeHueM Kotoporo Haxoautcs: OO0beTMHEHHBIN
HeHTp olecreueHusi pabOThI KOMITBIOTEpHBIX ceTeir — Joint Task Force for
Computer Network Operations, JTF-CNO;

4) llentpanbHas ciyxba OezomacHoctu (Central Security Service, CSS)
ArenTcTBa HanmoHanbHOro Oe3omacuoctu, National Security Agency — NSA.

Takum o0pa3om, 00IIasi OpraHu3alMOHHAS CTPYKTypa TOCYIapCTBEHHOTO
ynpasienuss B cdepe uHpopmarmonHoi Oe3omacHoctu B CIHIA  siBhsiercs
JOCTAaTOYHO CJIO’KHON M COCTOUT M3 MHOXKECTBA OTHOCHUTEIIBHO CaMOCTOSITEIIBHBIX
Y TIPY 5TOM B3aWMOCBSI3aHHBIX 3JIEMEHTOB, OCHOBHBIE M3 KOTOPBIX MPEICTABICHbI

Ha pUCyHKe 1.
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IIpe3ugent CIIA

AQMUHUCTpaUMA Npe3uaeHTa

Pucynok 1 — CrpykTypa opranos ympasieHus ucnognutensHon Biactu YUB B CIITA

1) Komwurer mo HanumoHaJdbHBIM cucTeMaMm Oe3omacHocti (Committee on
National Security Systems, CNSS) coctout u3 21 unena u 11 Habmogatenci us
Yucia CHEIUAINCTOB pa3nyHbIX (emepanbHbix BemoMcTB. Pabora Komwurera
BEJIETCS B paMKaX HECKOJIbKUX pabouux rpyni. JlaHHBINM KOoMUTET (popMupyeT
LHEHTPAIU30BAaHHYKO TOCYJAPCTBEHHYK) TMOJHUTUKY B OTHOLICHHM OTIEJIbHBIX
TEXHOJOTMA W  METOAOB, BaXHBIX JUI  3allUThl  WUHGOPMAIMOHHON
MHQPACTPYKTYphl Ha OOIICHAIIMOHATLHOM ypoBHE. B wactHOCTH, paboTa Beaercs
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— YIOPAaBJICHHE PUCKAMU;

— CpeacTBa UACHTU(UKAIINY MOJIb30BATENCH U yCTPOUCTB;

— YCTOWYHMBOCTB CETEBOM MH(PACTPYKTYPHI;

— pa3BUTHE CHUCTEMBbI MOJTOTOBKM KaJapoB B cdepe HHPOPMAIMOHHOM
0€30IIaCHOCTH;

— o0ecrneyeHre HAIEKHOCTU TMPHU PACHIMPEHUH COBMECTHOTO JOCTYMa K
MH(POPMAITMOHHBIM peCypcam.

OCHOBHBIMM MHCTPYMEHTAaMH JOCTHKECHHMSI LI€JIEW B TaHHBIX HAIPABIICHUAX
SBIIFOTCS:

— Ppa3BUTHE HAUUOHAJIBHOW TMOJMUTUKH B chepe HHGPOPMALMOHHON
0€30I1acHOCTH, a TaKKe pa3paboTKa CTaHIapTOB;

— OLEHKA YPOBHS Pa3BUTOCTH CYIIECTBYIOIIUX U MCIOJb3YEMBIX CPEICTB
3alUThl HHPOPMALIUY;

— BBIMYCK JUPEKTUB, HHCTPYKUMH M TEXHUYECKUX OIOJIJIETEHEeH 110
OTpeIeICHHBIM MTpobIeMaM HH(DOPMAITMOHHOM 0€3011aCHOCTH;

— YUpEXIEHUE HOBBIX MPABUTEIBCTBEHHBIX CTPYKTYp MJIs pELICHUS
CHEeUaIu3UpPOBaHHBIX 33]1a4;

— y4yacTHe B peryJMpOBaHUH 3KCIOPTA CPEICTB 3aLUThHl HHPOPMALIUK.

2) MuHnuctepcTBO HarmoHaasHOU Oe3omacHocTu (Department of Homeland
Security, DHS), co3manHoe B HosiOpe 2002 rToma B mporecce KpyIHEUIIeH
peopraHu3aly TOCyAapCTBEHHOrO amnmapara Kak CaMOCTOSTEIbHBIM MOCTOSHHO
JNEUCTBYIOMN opraH QeaepanbHON BIACTH, HApSALY C PEIICHHEM pa3IdYHbIX
3amay, CBs3aHHBIX ¢ Oe3omacHocThio CIIIA (Takmx Kak MPOTHUBOACHCTBUE
TEPPOPU3MY U BHEIIHMM Yrpo3aMm, a TakXKe MpeAoTBpalleHue MOCIeICTBUN
CTUXMUHBIX OEICTBUI1), MPU3BAHO BBIMOJIHATH CICAYIOIINE OCHOBHbIE ()YHKIIHUU B

chepe nHPpOPMAITMOHHON OE30ITaCHOCTH:
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— pa3paboTKa W COBEPIICHCTBOBAaHHE OOIIECHAIMOHAIBHOTO TUTAHA TIO
oOecrieueHnt0 6E30MaCHOCTH KITFOUEBBIX PECYPCOB M AJIEMEHTOB HHPPACTPYKTYPHI
Coeaunennsix Iltatos;

— OCYIIECTBJICHHE YIIPABJICHUS KPU3WCHBIMHU CHUTYAIlMsSIMH NPHU aTakax Ha
HanOoJIee BayKHbIC HHPOPMAIIMOHHBIE CUCTEMBI;

— TMpPEeAOCTaBIICHUE TEXHUYECKON TMOAJIEP)KKM YACTHBIM KOMIIAHUSAM H
pPa3IMYHBIM MPABUTEILCTBEHHBIM OPTraHU3AIUsM JUIsl YCTpaHEHUs IOCIEICTBUIMA
cOOEB MpHU HAPYIICHUAX paOOTHl KPUTHICCKHA BAXKHBIX HHPOPMAITMOHHBIX CHCTEM;

— KOOpAMHALMS JCUCTBUU C (denepanibHbIMU CTPYKTypaMH B IEJSAX
CBOCBPEMEHHOTO OTIOBEIICHUS] PA3JIUYHBIX MPEANPUSTAR U OpraHu3aiui o
BO3HHKAIOIINX YIPO3axX U Mepax, KOTOpble HEOOX0IMMO TIPEATPUHSITH;

— BBINIOJIHEHHE, a Takke (PUHAHCUPOBAHME HAYYHO-HCCIIEIOBATEIbCKUX
paboT, HeOOXOAUMBIX JIJIsl PEIICHUS 3a7]a4 BHYTpEHHEN 0€30MacHOCTH.

OyHKMU obecrneueHuss HHPOPMALMOHHON O0€30MacHOCTH TMPUHAJJIEKAT
Ynpasnenuio kubep-6e3onacHoctd u kommyHukanuid (Office of Cyber Security
and Communications). B cocraBe »3Toro ympaBieHHs (YHKIHOHHPYET
no/ipasieJiecHue, HEMOCPEICTBEHHONW (PYHKITMEH KOTOPOTO SBJSETCS pas3pericHue
npoOJieM, CBS3aHHBIX ¢ WH(pOpMaIMOHHON Oe3omacHocThio, — Nationa Cyber
Security Division, B koTopoe, B cBoto ouepeb, BkitoueH USCERT.

3) I'pyrmima roTOBHOCTH K YpE3BBIYAMHBIM CHUTYAIUsAM B WH()OPMAIMOHHBIX
cucremax (United States Computer Emergency Readiness Team, US-CERT)
SBIIICTCSI  LEHTPAIBHBIM  KPYIJIOCYTOYHO  (DYHKITMOHHPYIOUIUM  OPTaHOM,
OTBEYAIOIINM 32 B3aMMOJICWCTBHE C MPABUTEIHLCTBEHHBIMU CTPYKTypaMu (Kak
dbenepalbHBIMU, TaK U MECTHBIMHU), & TaKKe APYTUMHU CYOBEKTaMHU 10 BOMpPOCaM
3amuThl  uHGopmanuu. Ee OCHOBHOW 0053aHHOCTBIO SIBJIAETCS COOp U
pacnpocTpaHeHue uWHGOPMAIIMKM C TEJIbI0 pEarupoBaHUs HA HWHIUICHTHI,
MOBBINICHUS YPOBHS CKOOPAMHUPOBAHHOCTH JCHCTBUM, CHWXKCHUS YpPOBHS

YA3BUMOCTH.

10
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['pynn BKIItOUYaeT B ce0s NATh MOAPA3IEICHUM.

A) Otmen texkymen pgestenpbHocTH (Operations branch). OtBewaer 3a
o0paboTky modydaemo wuwHbopManuu 00 HHIMACHTaX, oOecleuynBaeT
pearnpoBaHre HA WHIUACHTBI, PACIPOCTPAHSICT HEOOXOIUMYI0 HH(POPMAIHIO, a
TaK)Ke 00eCIeUYrBaeT aHAIN3 Pa3IUYHBIX JAHHBIX C LEIbIO MOBBIIICHUS KauyecTBa
OLICHKM W3BECTHBIX WM HOBBIX Yrpo3 [JIsi KPUTHYECKH BAXKHBIX 3JIEMEHTOB
HallMOHAJIBHOW WHMPACTPYKTYyphl (BKIIIOYash aHAIU3 CETEBON HUHQPPACTPYKTYpHI,
aHanu3 BpeaonocHoro 10 u mp.).

b) Otmen cutryaunonHoil uHdopmupoBanHoctu (Situational Awareness
branch). OTBeuaeT 3a KOMIUIEKCHBIN aHAIU3 CETEBOW aKTUBHOCTH (TEHACHIMHN U
XapakTepa W3MEHEHHM 3arpy3kd MarucTpalibHbIX ceTel) U HHGOPMHpPOBaHUE
dbeneparbHBIX CTPYKTYP C IEJbIO MOBBIICHUS YPOBHS WX 3aIMIICHHOCTH. Tarke
oOecrieynBaeT MOJIEPKKY B pa3pelieHUu WHIIUIEHTOB.

B) CnencrBennniit otmen (Law Enforcement and Intelligence branch).
OOecnieunBacT B3aUMOJICUCTBHE C MPABOOXPAHUTEIBHBIMA OpPTaHAMH  TIPH
BBISIBJICHUU U PACCIICIOBAHUHU TTPOTUBO3AKOHHBIX JICHUCTBUM.

I') Otnen nepcnektuBHoro passutus (Future Operation branch). OTBeuaet
32 pa3pabOTKy  TEPCIEeKTUBHBIX  IUJIAHOB,  MPOIEAYp,  PErJIaMEHTOB,
obecneunBaromux padoty US-CERT mo pearmpoBanuio Ha HHITUACHTHI.

) Ornen moanmepkku  (Mission  Support  branch). OGecneunBaer
MOJJICPKKY CPEACTB KOMMYHHUKaru, HeoOxomumbix st paboter USCERT,
BKJIFOYAsl TIOJJICPKKY BeO-caliTa, a Takke OTBEUaeT 3a aJMUHUCTPATHBHYIO
MOJJICPKKY, O€30MaCHOCTh TepcoHala, CHaOKEHHE W JIPYTHEe BCIOMOTaTeNIbHbIC
byHKIINN.

[Tomumo obecnieuenus pabotsl US-CERT, MunucTepcTBO HallMOHAIBHOM

0Ee30I1aCHOCTH TaK)K€ BBITTOJIHSICT pa60Ty IO CJICAYIOIINM HaIIPpaBJICHUAM:
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— mpoBoaMT mepuonnmyeckue (pa3 B nBa roxa) ydenms Cyber Storm c
[ENbI0 TPOBEPKM TOTOBHOCTH K YpE3BbIYAHBIM cHUTyalusiM B cdepe
nH(popMaIIMoOHHOM 6€301aCHOCTH;

— TPOBOAUT €XKErOJHBIH HHPOPMAIIMOHHO-00pa30BaTEIbHBIA MECIUYHUK
o0 KuOep-0€301acHOCTH;

— KOOPAMHHUPYET padoTy rpyIiibl U3 13 dhenepalbHbIX BEJOMCTB (BKIIIOUYas
pa3BenKy, mnpaBooxpaHutesbHble CTpYKTypel #u  US-CERT) Ha chyudaii
BO3HWKHOBEHUS MHIMICHTOB OOIIEHAIIMOHATFHOTO MacITaba;

— TOJJEPXKUBAET  CUCTEMY  MH(POpPMAIMOHHOTO  OOMEHa  MEeXAy
pabOTHUKAMU TPABOOXPAHUTENIBHBIX OPraHOB C IIE€JIbI0 BBISBICHUS U PO3bICKA
MPECTYIHUKOB, coBepMBIIMX knbep-npectyrmieHus (Cyber Cop Portal).

4) ArentcTtBO 000pOoHHBIX HH(popMaloHHBIX cucTeM (Defense Information
Systems Agency, DISA) MunucrtepctBa 060poHbl CIIIA BBIMOTHSET MHOXKECTBO
GYHKIWNA, CBSI3aHHBIX C MOIJACPKKOW BOCHHBIX MH(GOPMAIMOHHBIX CHCTEM, W, B
YaCTHOCTH, (YHKLUHU, CBsI3aHHbIE C OO0ECIeuYeHWeM UX HaJAECKHOCTHU U
0€30MacHOCTH.

Hupexkropy DISA mnomuunsiercss OOBEAMHEHHBIM MEHTP OOECIeUYeHUs
pabothl koMmmbrOTepHBIX ceredt (Joint Task Force for Computer Network
Operations, JTF-CNO?!) Munucrepcta o60ponsr CIIA, KoTOpbIi ObLT CO31aH B
1998 rony kak eIuWHBIA LEHTP KOOPJAWHAIMHU ACHCTBHM 1Mo 3ammTe OOOpOHHOU
nH(OPMAITMOHHONW HH(PPACTPYKTYPHI.

OcnosabIMHU 3agadamu JTF-CNO sBisrorcs:

— oOHapyxeHue BTOP>KEHUH B uH(OPMAITIOHHBIE CUCTEMBI
nojpaszeneHuit MuHucTepcTBa 0OOPOHBI U JPYTUX BEAOMCTB;

— aHanu3 OOHapyXEHHBIX BTOPXKEHMM B KOHTEKCTE TEKYLIEH BOEHHOM
00CTaHOBKH C YY€TOM UMEIOIICHCS pa3BebIBaTeIbHON HH(DOPMAITNH;

— OIIEHKA BJIMSHUS BTOPKEHUHN HA (PYHKIIMOHUPOBaHUE WH(POPMAITMOHHBIX

CeTeN U BOCHHBIC ornecpanuru,
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— TOATOTOBKAa  IUTaHAa  JCHCTBHM 1O  BOCCTAHOBICHHIO  PabOTHI
KOMIIBIOTEPHBIX CETEH;

—  KOOpAMHALIMS HEO0OXOUMBIX NEeNUCTBUN C Pa3IUYHBIMU
nojpaseneHussMu MuHuctepcTBa 000pPOHBI M IPYTUMHU BEIOMCTBAMU;

— CaMOCTOSITEJIBHOE OCYILECTBICHHE KOHKPETHBIX MEp MO 00ECIEeUEHUIO
0e30macHOCTH HH(OPMALIMOHHBIX CHCTEM.

B cocraB cui, oTBedaromux 3a MH(OOPMALMOHHYIO 0€30IaCHOCTh apMUU
CIIA, Takxe BXOT:

1) Tlepsoe KOMaH/JI0BaHUE UH(OPMAITMOHHBIMU orepanusIMu
amepukanckor apmuu (U.S. Army's 1st Information Operations Command
(LAND) (1ST IOC[L])), panee mu3BectHoe Kak IlompasnmenieHre 1o Ha3eMHBIM
BoeHHBIM HH(popmarmonHsiM onepanusiM (Land Information Warfare Activity,
LIWA).

2) Mopckoe KOMaH/J0BaHUE 000pOHHBIMU oneparusIMu B
kuoeprnpoctpanctse (Navy Cyber Defense Operations Command).

3) ApMeiickuii TIEHTp pearupoBaHusl Ha Yrpo3bl  UHQPOPMAIMOHHOM
oezonacuoctu (ACERT).

Kpome mnepeunciieHHbIX (QYHKUMNA OpraHoB (enepanbHOW  BIACTH,
rocyJapCTBeHHass  MOJUTHKA  WH(POPMAIIMOHHOM  OE30MacHOCTH  TaKXke
OPEINUChIBACT APYTUM YUPEKICHUSAM OKa3blBaThb HEOOXOJUMOE COJEHCTBUE
pelieHuto mpodeM HHPOPMAITMOHHON O€30MaCHOCTHU

1) HamwonaneHoMy Hay4HoMy (oHAy — OKa3biBaTh (PHHAHCOBYIO
MOIJICPYKKY HAYYHBIX UCCIIEIOBAHMM B chepe MHPOPMAIMOHHOM 0€301MacHOCTH.

2) TocynmapcTBeHHOMY JAeMapTaMEHTy — OKa3bIBaTh Pa3jIMYHBIM OpraHam
HE00X0MMOe COJIEHCTBUE npu OCYLIECTBJIECHUHU MEXAYHapOIHOIO
COTpyaHUYECTBa B chepe MHPOPMAITMOHHON O€30TTaCHOCTH.

3) lleHTpanbHOMY pa3BEABIBATCILHOMY VIIPABICHUIO — TIPOTUBOCTOSTH

POHUKHOBEHUSIM B HH(GOPMAIIMOHHBIE CUCTEMBI U3-32a pyOeKa.
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4) HamumonanpHOMy MHCTHTYTY ctanmaptoB (NIST), B mure YnpaBieHus
M0 KOMIBIOTEPHOM OE30MaCHOCTHU, COCTOAIIETO W3 4YeThIpexX Trpynm, —
pa3pabaThiBaTh ~ HEOoOXOJMMbIE CTaHAApThl B  chepe uHDOpMAIMOHHOU
0€30MacHOCTH.

5) MuHucTepcTBY OOOPOHBI — OKa3bIBaTh TEXHUYECKOE COJACHUCTBUC IPH
pa3paboTKe ¥ BHEAPEHUH CUCTEM 3alUThl HH(OPMAIUH.

6) MunucrepctBy toctuin U DeneparbHOMYy OIOpO paccieOBaHHA —
oOecrieunBath >PGEKTUBHOE pacClieJOBAaHUE U MpeceUeHUue KUOepIpecTyIICHUH,
a Tak)Ke OCYIIECTBIIATh IOPUIMUECKYIO TTOAACPKKY OpraHoOB (efiepaibHOIl BIacTU
Ipy  paspelieHud Pas3IMYHBIX BOMPOCOB, CBS3aHHBIX C HWHGOPMAIIMOHHON
0€30I1aCHOCTHIO.

Taxxe AnMuHHCTpaTUBHO-010/KeTHOE yripaBienue (Office of Management
and Budget, OMB) ymnoJIHOMOYEHO OCYIIECTBIIATh HAA30P 3a BHEAPECHHEM Mep
uHpopMaliMoHHOW  Oe30macHOCTH  (MPUMEHEHUEM  TOJUTHK  O€30MacHOCTH,
COOTBETCTBHEM  JCHCTBYIOIIMM  CTaHAApTaM,  BBIMOJHECHUEM  Pa3TUIHBIX
TpeOOBaHMI U Mp.) BO BceX ¢efepalbHbIX OpraHax BJIAcTH 3a HCKIIOYEHHUEM
OpraHOB IrOCYJIapCTBEHHOM 0€30MaCHOCTH.

Takum oOpazom, u3 onucanust GyHKIUNA pa3IMYHBIX BEIOMCTB, BXOISAIINX B
cuctemy ucnonautensHoi Binactu CIIIA, noHATHO, YTO YacTh U3 HUX (OPMUPYET
OOITyI0 MOJUTUKY W KOOPJAWHUPYET ACHCTBUS Ha YPOBHE MHUHHUCTEPCTB, YacTh —
perraeT BOMPOCHl METOJINYECKON M TEXHUYECKON TOMEPIKKH MPOIIECCOB 3aIUTHI
nHpopMalu, a YacTb — BBINIOJHSIET ITOBCEAHEBHYIO pPabOTy, CBI3aHHYIO C
paspernieHueM OTACIbHBIX HWHIUACHTOB M COBEPIICHCTBOBAHUEM OT/CIBHBIX
CUCTEM 3aIUTHI HHPOPMAIIUH.

B cocraBe 3axkononarenbHoM BeTBH BiiacTH — Konrpecca CIIIA — oCHOBHBIM
CTPYKTYPHBIM  TOJApA3JCICHNEM, OTBEYAIOIIMM 3a  pelieHue  mnpodsem
nH()OPMAITMOHHON 0€30MMacHOCTH, SBISICTCS OAWH U3 22 MOCTOSHHBIX KOMHUTETOB

[Tanater npencraButeneit — OcoObI KOMUTET MO HAIlMOHAJIBLHOW 0€30MacHOCTH
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(Select Committee on Homeland Security). OcHOBHBIM TPOQHIBLHBIM
MOJIKOMHUTETOM SIBJIsIeTCS [I0MKOMUTET 10 HOBBIM yrpo3aM, KHOepOe30MacHOCTH U
Hayke (Subcommittee on Emerging Threats, Cybersecurity, and Scienc and
Technology). B cdepy ero wuHTEpecoB BXOAIT BOIPOCH, CBS3aHHBIC C
0€30IMacHOCThIO KOMITBIOTEPHBIX CHUCTEM, TEICKOMMYHHUKAIIUH, HH)OPMAITHOHHBIX
TEXHOJIOTHI, CHCTEM aBTOMAaTHYECKOTO YIIPABIICHHUS B MPOMBIIUICHHOCTH, & TaK)Ke
BOIIPOCHI MPEIOTBPAIICHUS BHYTPEHHUX W BHEITHUX aTaK HA MPaBUTEIHLCTBCHHBIE
¥ YacTHBIC CETH, yliepOa, HAHECEHHOTO TPaXKIAHCKOMY HACEJICHUIO BCIIEIACTBUE
aTak Ha HHGOOPMAITMOHHBIE CUCTEMBI.

Hekortopsle ciymanuss 1mo BompocaM HHPOPMAIUMOHHON O€30MacHOCTH
Takke MOXKeT mpoBogauTh KomuteTr mo sHeprertvke u Topromie (Committee on
Energy and Commerce). B yacTHOCTH, 3THMH NPOOJIIEMaMH MOXET 3aHHUMAaThCS
[TogxomMuTeT MO TeleKOMMYyHHKanusM u ceth HWutepHer (Subcommittee on
Communications, Technologies, and the Internet).

B cocraB 3amau Konrpecca B cdepe ympaieHus uHGOpMaIMOHHON
0e30macHOCThIO, TaK >K€, KaKk M BO BCEX JAPYrux cdepax rocyaapCTBEHHOTO
yIpaBJICHHS, B COOTBETCTBUM ¢ KOHCTUTYITMEH CTpaHBI BXOJISAT:

— TPUHATHE 3aKOHOJIATEIHCTBA,;

— TpuHATHE OI0/DKETa U yIpaBiieHHe PUHAHCAMU;

— KOHTPOJIb 32 JIeATeIbHOCTHIO MPABUTEIHLCTBEHHBIX YUPEIKICHUN;

—  BBINIOJIHEHHE KBA3UCYIEOHBIX (DYHKIIMIA;

— (opmupoBaHHE CTPYKTYpPHI UCIIOJIHUTEILHOW B CyICOHOM BIIACTH.

Onnoit 3 ocHOBHBIX (popm padotel Konrpecca u, B yactHocTH, Komurera
M0 HaIMOHAJIBHOW Oe3omacHOCTH M KomuTera Mo HSHEPreTUKE W TOPTOBIIE,
SBJIICTCSI TIPOBEACHHUE CICIUANBHBIX CIyIIaHWH W pacciemoBaHuid. CoymaHus
MPOBOJATCA C LETBI0  OMpEACNICHUS  HAMpaBlIEeHWH  COBEPIICHCTBOBAHUS
3aKOHOJIATEIbCTBA, BBIABJICHHS W TIPECCUCHHUS HEAOPaOOTOK W HapyIIEHUH B

pa60Te OpraHoB HUCIIOJTHUTEIbHOM BETBH BJIACTU U IIp. KOHFpﬁCC MOXCET
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paccMaTpuBaTh Kak BOIPOCHI, CBSI3aHHBIE C HAIMOHAIBHOW OE30MaCHOCTHIO U
UHGOPMAIIMOHHON 0€30MacHOCThIO TOCYIapCTBEHHBIX CTPYKTYP, TaK U MPOOIEMbI
UHPOPMAITMOHHON 0€30MaCHOCTH YaCcTHOTO CEKTOpa W TpaxkIaH cTpaHbl. Jlms
y4acTHs B CIYIIAHUAX 0 Pa3IMYHBIM BOMPOCAM, CBSI3aHHBIM C MH()OPMALIMOHHON
6e3omacHocThiO, B KOHrpecc, kak MpaBWJIO, MPUTIAIIAIOTCS PYKOBOAUTEIU |
OKCIIEPTHI, MPEACTABISIONINE PA3TUIHBIE 00JIACTH JICSITEILHOCTH:

— TPEICTaBUTENIN MPABUTEIHLCTBEHHBIX YUPEKICHHUH, B UbI0O KOMITETECHITHIO
BXOMT obecrieueHre nHPOPMaIMOHHOM Oe3omacHocTH (Takux kak NSA u ip.);

— PYKOBOAMTENH KPYMHBIX YACTHBIX KOMITAHHM, SBIISIOUINXCS JHIEPaMHU B
MPOM3BOJCTBE MH(POPMAIIMOHHBIX CHCTEM W OKa3aHWU HWH()OPMAIIMOHHBIX YCIyT
(Takux, kak Microsoft, ISS u npyrux);

— TpeICTaBUTENU aABTOPUTETHBIX HAy4YHO-UCCJIEI0BATENbCKIX
YUPEXKJIEHUH, KOHCAITUHTOBBIX KOMIAHHUH, MPO(ECCHOHATBHBIX W OTPACIEBBIX
oObeauHeHun (Takux, kak Electronic Industries Alliance).

JlesiTenbHOCTh KOMHUTETOB U MoAKoMHUTETOB KoHrpecca mnopanep:kuBaercs
['maBHBIM KOHTpOJIBHBIM yrpaBieHueM Konrpecca (Government Accountability
Office, GAO), B uuncino (yHKIIMOHAJIBHBIX TOJAPA3JCICHUN KOTOPOTO BXOIUT
CTelMaibHas TPYIIa, 3aHUMAIOIIAsCS BOPOCAMU MH(POPMAITMOHHBIX TEXHOJIOTUI
u uHpopmanuonHoi Oe3omacHocTu (Information Technology Team). B crucok
3aJ1a4 3TOTO MOAPA3/IEIICHUS BKIIIOUEHBI:

— UW3Yy4YeHUE  COCTOSHMS  MHGOPMAIIMOHHOM  WMH(QPACTPYKTYphl U
WHPOPMAITMOHHOKW O€30MacHOCTH Ha pa3HbIX YPOBHAX W B  Pa3IMUHBIX
NPABUTENBCTBEHHBIX OPraHM3alMsIX C 1eJbl0 YCTPAHEHUS PHUCKOB B HX
JeSITEIbHOCTH;

— U3y4YEHHE U NPOJBHKEHHUE MEPEJIOBOTO OMbITa (WIyULIMX MPAKTHK») B
cepe moCTpOeHUsI HaJIeXKHBIX U 0€30MacHbIX HH(POPMAIIMOHHBIX CHUCTEM, a TaKkKe
COBpEMEHHBIX HH(OPMAIIMOHHBIX TEXHOJOTHH, HAa OCHOBE KOTOPBIX TaKHe

CHUCTCMbI MOT'YT CTPOUTBLCA,
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— OIIEHKA OTJCIBHBIX TEXHOJOTUN 3aIUThl MH()OPMAIIUU C TOYKU 3PCHUS
MX BO3MOKHOT'O MPUMEHEHHUSI B TE€X WJIM UHBIX MTPABUTEIILCTBEHHBIX CTPYKTYpaX;

— KOHTPOJIb 32 0OOCHOBAaHHOCTHIO OIO/IPKETHBIX PACXO/0B Ha O0OECIieUeHHE
nH(pOopMaIIMOHHOM 06€301aCHOCTH;

— H3y4YCHUE BO3MOXKHOCTEW MPAKTHUYECKOTO PAa3BUTHSL KOHIICHIUU T.H.
«3JICKTPOHHOTO MPaBUTEIILCTBA» (€-government).

Ha ocHoBe pe3ynbTaToB cBOEH aHamuTH4ecKoil padoTel GAO MOXET nenaTh
3aKJTIOYCHMS, TMPEJCTABIATh AHAIUTHUYECKUE MaTepuaibl 3auHTEPECOBAHHBIM
KOHTpeccMeHaM, GopMyJIUpPOBATh PEKOMEHAAINH U TIP.

3 @eaepajbHble NPOrpaMMbl W HWHHIHMATHBBI, MOJIEPKUBAEMbIE
rocyaapcTBoM

[TomuMo opranuzanuu pabOThl OTJAEIBHBIX BEIOMCTB, OJHUM K3 Ba)KHBIX
HaIlpaBJI€HU JIEATEIbHOCTH TOCYJapcTBa SBISIETCS MOJAEpP)KKa Mporpamm
COBMECTHOM J1eATebHOCTH B cdepe HuH(GOPMAIMOHHOW O€30IMacHOCTH BCEX
rOCyIapCTBEHHBIX YUPEKICHUM, 4 TAKKE YACTHBIX KOMITAHUH.

OnHOM W3 OCHOBHBIX TaKMX WHHIMATUB SIBIACTCA MeEXKpEruoHAIbHBIN
[lentp oOmena u ananusa uHpopmarmu (Multi-State Information sharing and
analysis center, MS-ISAC), 0oOBEOUHSIIOIIUN CTPYKTYphI, OTBEUAIOIIAE 32
MH(OPMAIIMOHHYIO 0€3011aCHOCTh, B MPABUTEILCTBAX MPAKTUYECKHU BCEX IITATOB.
3amaun ATOro O0HETMHECHHUS:

— oOMeH undopmalet 00 UHIIUICHTAX;

— pacnpocTpaHEHUE MPAKTHYECKH OMPOOOBAaHHBIX METOJOB U MPUEMOB
oOecnieueHuss 0€30IMacHOCTH;

— pacnpocTpaHEHue MpEeaYNPEKICHUMN 0 HOBBIX yrpo3ax
MH(OPMAITMOHHOW 6€30MaCHOCTH.

Kpome Toro, omHoit u3 (enepaibHbIXx MHALIUATUB sBIsieTcss HanmonansHOE
NapTHEPCTBO IO MOBBINICHUIO HaaexkHOcTH mHpopmanuu — National Information

Assurance Partnership, NIAP, cozmannoe s moajiep Kk pa3paboTKu HaASKHBIX
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WUT-nponykToB uU TPOBEPKH HMHPOPMAIIMOHHBIX CHCTEM Ha COOTBETCTBHE
MEXIYHApOJHBIM CTaHIapTaM B cepe MH(POPMALMOHHON O€30MacHOCTH. 3a1auu
ATOU CTPYKTYPHI:

— ONTUMU3ALMS PACXOJ0B MPABUTEIICTBEHHBIX M YACTHBIX CTPYKTYp Ha
OLIEHKY MH(OPMAIIMOHHBIX CUCTEM;

— TOOUIPEHUE CO3JaHUSl YACTHBIX CTPYKTYP, 3aHUMAIOIIMXCS MPOBEPKOU
0e30macHOCTH MH(OPMALIMOHHBIX ITPOTYKTOB;

— TMOBBIIIEHHE JOCTYMHOCTH WH(MPOPMALMOHHBIX CHUCTEM, MPOIIEIIINX
HaJUIEKAIYI0 IPOBEPKY HA COOTBETCTBUE COBPEMEHHBIM CTaHIAAPTAM.

Takxe K  yucily  oOmedenepanbHbIX IPOrpaMm OTHOCHUTCS
NudopmanmonHass ceTb I MNpeAyNpeXAeHH 00 yrpo3ax KpHUTHYECKOU
unppactpykrype (Critical infrastructure Warning Information Network, CWIN),
OCHOBHOM 3ajaueil KOTOpPOM SIBISIETCS MPEIOCTABICHHE BO3MOXKHOCTH OOMEHa
NpEeayNnpeXICHUSIMH U MEpeadyr CUTHAJIOB TPEBOTU MEX]y TPABUTEIBCTBEHHBIMHU
OpraHu3alusIMH, a TAaK)KE€ YaCTHBIMU KOMITAHMSIMU U HEKOTOPBIMH 3apyOeKHBIMHU
napTHepamu. [lo 3ambicity MuHHCTEpCTBAa HAIIMOHATBHON 0€30MaCHOCTH, JaHHAS
CeTb JOJDKHA OOECHEeYMTh HAJEKHYIO CBS3b C PA3IUMYHBIMU CYOBEKTaMH, Ybe€
y4acTHe MPUHUMUIIMAIBHO HEOOXOIUMO ISl BOCCTAHOBJIEHUSI KPUTHUUYECKH BaXKHOMU

MH(PACTPYKTYpPHI B Cllydae MPOUCILIECTBUI HALIMOHAIBLHOTO MacIiTaoa.
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