Tema 3.1 — MexyHapoaHbIE OpraHU3alUH TUNIAHUPOBAHUS U YIPABJICHUS HHPOPMALMOHHOM
0€30I1aCHOCTBIO
(ITmanupoBaHue U yrpaBicHHEe HHPOPMAIMOHHOM 0€30IaCHOCTHIO)

1 XapakrepucTuka MeXKIYHAPOAHBLIX oOpraHusaumii B  cdepe
ynpasJjieHus1 HHGOPMaIMOHHOM 0€30MACHOCTbIO

B ducne MexAyHapoIHBIX OpraHM3alui, JACHCTBYIOIIMX B  cdepe
yrpaByieHus: THHOPMAIIMOHHON 0€30MacHOCThI0 M OKAa3bIBAIOIIMX CYIIECTBEHHOE
BIUSIHAE Ha (PYHKIMOHUPOBAHHE TIJIOOANBHBIX HH(POPMAIIMOHHBIX CHUCTEM U
JEeATEIbHOCTh BCEr0 MH(POPMAMOHHOTO COOOLIECTBA, BBIAEISAIOTCS OpraHU3alyd
CJIEIYIOIINX THUIIOB.

1) KpynHble MexXIyHapOJHbIE HEKOMMEPYECKHE M HEIPaBUTEIbCTBEHHBIC
OpraHu3aluy, OOBEIUHAIONINE CICIHAIUCTOB B OMNPEACNICHHbIX 00JIaCcTX,
CYILIECTBYIOIIME, KaK IMPaBWIO, YK€ B TEUECHHUE MHOTHX JIET U OXBAThIBAIOIIUE
MHO>XECTBO OCHOBHBIX HaNpaBJIE€HUW Pa3BUTHS KOMIBIOTEPHOM WHKEHEPHUH,
AIEKTPOHUKU M TEICKOMMYHHKALUM, BKIJIOYas, B TOM YHUCJIE U ONPE/ICIICHHbIC
BOIIPOCHl ~ OOecrieueHHusi  O€30MaCHOCTH  COBPEMEHHBIX  HMH()OPMALMOHHBIX
TEXHOJIOTUH.

2) OtaenbHble OTHOCHTEIBHO  HEOOJBINHME  OpraHW3alid, KOTOPBIC
CHEUAIN3UPYIOTCS Ha OoJiee WM MEHEe Y3KHMX BOMNpocax HHPOPMALUOHHOU
0€30IMacCHOCTH, HUMEIIIUX IJ00aJIbHOE 3HAYeHHEe JJI1 BCEro CcooOIecTBa
MOJIb30BaTeNIe WHMOPMAIMOHHBIX CHUCTEM, M TIOSIBUJIMCh Ha 0a3e YacTHBIX
KOMIIAaHUA WJIM  MCCIEOBATEIbCKUX CTPYKTYp B TEUYEHUE IOCJIEAHErO
JECATUIIETHS, Koraa po0aemMbl HHGOPMAIIMOHHON 0€30MacCHOCTH CTalli 0OCOOCHHO
aKTyaJIbHBIMH.

3) CoBMecCTHBIE CTPYKTYphI (KOMHUTETBI, albSHCHI W Jp.), CO3JaBacMbIe
(MHOTITa BPEMEHHO) KPYMHBIMU KOMMNAHUAMHU (MHOTJA NPH Y4YaCTUU KPYIHBIX
HCCIIEIOBATENIbCKUX IIEHTPOB, Y4YEOHBIX 3aBEACHUNM U MPABUTEIHCTBEHHBIX
CTPYKTYp) I pEUIeHUs OIpPEACIICHHbIX 3amad B cdepe uHOOPMAIMOHHBIX
TEXHOJIOTUI U MH(POPMALTMOHHON 0€30MaCHOCTH.

Kaxnpi ©3 TUNOB oOpraHu3anuii, B CBOK O4YEpelb, HMEET CBOU

CHeHI/I(bI/I‘-IeCKI/Ie OpraHn3allOHHBIC OCO6€HHOCTI/I, OJIHAKO BCC OHH, KdK IIpaBUJIO,
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pemaT 3agady pa3paboTKH, COTJIACOBAHHS W JAANbHEHIIEro pachpoCTpaHEHHS,
oOlmmMX [JIsi BCEro cooOIIecTBa MoJib30Bareed WHMOPMAIIMOHHBIX CHCTEM
TEXHUUYECKUX U OPTaHU3AIMOHHBIX PEIICHUH, TAKHX KaK:

— MPOTOKOJIBI I100ATBHBIX CETEH;

— ApXMUTEKTYpbl,  QJITOPUTMbI, MPOTOKOJbl  MYOJIMYHBIX  CPEICTB
mrdpoBaHUs JaHHBIX;

— IpaBWja MOCTPOEHUS TI00ANBHBIX CeTel 0OMeHa JaHHBIMH M JPYTHX
3JIEMEHTOB IJ100aJIbHON HHPPACTPYKTYpbl HHPOPMAIIMOHHON 6€30I1aCHOCTH.

Taxke BaXHBIMM 3JEMEHTaM OpPraHU3alMOHHON paboOThl Ha YpPOBHE
MEXIYHAPOJHBIX CTPYKTYP SBIISIOTCS:

— opraHu3anus oOMeHa 3HaHUSMH U aKTyaJlbHBIMH HOBOCTSIMH B CpEE
CHELMAIUCTOB 10 HMH(POPMAIMOHHON 0e30macHOCTM B Takux Qopmax, Kak
nyOnuKays CHelUAIU3UPOBAHHBIX MEPUOAMYECKUX H3AaHUM W COOPHUKOB
Hay4yHBIX paboT, OpraHu3alus CIEeUUATU3UPOBAHHBIX HAyYHO-TIPAKTUYECKUX
KOH(pepeHUnid, CEMUHApOB U JIp.;

— OpraHu3ainus U Mojjep>KaHue B aKTyaJlbHOM COCTOSHMM 0a3 JaHHBIX U
0a3 3HaHMI, KOTOpbIE COIEpX,aT CBEJIEHUS, HEOOXOIMMBIE IOJIb30BATEISIM
WH()OPMAIIMOHHBIX CHUCTEM, aJAMUHHUCTpAaTOpaMm, pa3paboTYMKaM U JIPYrUM
y4acTHUKaM Jisl o0ecriedeHus: MH(POpMaIMOHHOM 0€301aCHOCTH.

[Ipumepamu Takux 0a3 AaHHBIX SBISIOTCA Oa3bl JaHHBIX, COJEPIKALUE
CBEJICHUS O BBISIBJICHHBIX YSI3BUMOCTSIX Pa3IMYHBIX MPOTPAMMHBIX U ammmapaTHBIX
miaTdopM HHPOPMAITMOHHBIX CUCTEM.

B nenom opranuzanuonHas paboTa Ha YPOBHE MEXIYHAPOIHBIX CTPYKTYD
HE SBJIIETCS] YHUBEPCAJIIHOM, U B OOJIBIIMHCTBE CIYYaeB OHU CTPOSIT CBOIO paboTy
camMocToATEeNbHO.  OOHAKO  MOXHO  BBIJACIHTH  HEKOTOPHIE  OCHOBHBIE

OpraHMU3alMOHHBIC IIPUHIIUIIBI, XapaKTEPHBIC AJIs1 ACATCIIBHOCTH MHOTHX U3 HUX.
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1) IMpuHiun AO0OPOBOJIBHOCTH y4yacTHs B paboTe TaKMX CTPYKTYp H B
OTJIEJIBHBIX MTPOEKTaX WJIU BO BCEl padoTe.

2) TlpuHIMI OTKPBITOCTH (JOCTYITHOCTH) PE3yJbTaTOB PabOThI (BCEX WM
WX 4YacTH) [JI1 COOOIIECTBAa CHEIUATUCTOB B cdepe HHPOPMAIIMOHHBIX
TEXHOJIOTUH.

3) Ipunnmn camoduHAHCUPOBAHMUS.

PaGoTa KpymHBIX MEXIYHAPOJIHBIX MNPOPECCUOHANBHBIX (OTPACIEBBIX)
opraHuzainuii (00beIMHEHU), KaK MPaBUI0, UMEET CICAYIOIIUE OTIUYUTEIIbHbIC
OCOOEHHOCTH:

1) Ona, Kak NpaBWIO, HE HaMpaBlieHa TOJILKO Ha peEIIeHUEe 3aaa4
uH(OpMAIMOHHOW O€30MacHOCTH — 3aJaud MH(OPMAIMOHHOW O€30MacHOCTH
pemalTcss B KOMIUIEKCE €O MHOXXECTBOM JIpYIHMX TpobsieM  (pa3BUTHS
WH()OPMAITMOHHBIX TEXHOJIOTHUH, MTOCTPOCHUSI TEICKOMMYHHUKAITMOHHBIX CHCTEM U
ap.).

2) OHa B ONpeneleHHOW Mepe MOXKET ONUPAThCS Ha TMOJJICPIKKY CO
CTOPOHBI PA3TUYHBIX TOCYIaPCTBEHHBIX CTPYKTYD.

3) OHa o0beaAMHSET OOJBIIOEC KOJUYECTBO CICIUATNCTOB M3 Pa3IMYHBIX
UCCJIEIOBATENLCKUX, YYEOHBIX, KOMMEpPUYECKHX OpraHu3alui, HO TpU ITOM
OOJBIIMHCTBO YYACTHUKOB (YJIEHOB) MOKET HE UMETh KOHKPETHBIX 003aTENbCTB,
00s3BIBAIONIUX BHOCUTDH BKJIQJ B pa0OTY U JOCTUTATh OMPEICICHHBIX IIEJICH.

2 Me:xknyHapoanbie mnpogeccuoHajJbHble 00beIMHEHHUS YIPaBJIEHUSA
HHGOPMALMOHHOI 0€30IACHOCTHI0

OcHOBHBIMU HanOoJie€ KPYNHBIMH U U3BECTHBIMH MEXKIYHAPOIHBIMU
npohecCHOHANFHBIMUA O0BEIMHEHUSIMH, TaK WM WHAYE CBS3aHHBIMH C BOIIPOCAMU
nH(OPMAITMOHHON O€30TTaCHOCTH, SBJISTFOTCS:

— ITU — International Telecommunication Union;

— |EEE - Institute of Electrical and Electronics Engineers;

— ACM - Association for Computing Machinery;
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— W3 Consortium;

— ISSA — Information Systems Security Association;

— ISO - International Organization for Standardization;

— |ETF — Internet Engineering Task Force;

— ICSA — International Computer Security Association;

— Information Systems Audit and Control Association (ISACA);

— Internet Security Alliance.

2.1 MexayHapoOAHBbIil COK03 3JIEKTPOCBSI3H

International Telecommunication Union (ITU) — MexayHapoaHblii COr0O3
AIIEKTPOCBA3U SABJISACTCS CTAPEUILIEN MEXIYHAPOJHOM OpraHu3alyen, CBA3aHHOU C
uH(OpMaIMOHHBIMU TexHoJorusasMu. OHa Oblla ocHOBaHa B 1885 romy kak
MexayHapoHbIi TenerpadHbIii COI03 U MOMy4YWIa CBOE HOBOE Ha3zBaHue B 1934
rony. B nacrosimiee Bpemsa ITU oO6wvenunser 189 rocymapcrs. Kak moHsTHO U3
Ha3BaHUsS, OCHOBHOI €€ 3aJjaueil M3Ha4aJbHO OBUIO YHPABICHHE W KOOPAMHALIUS
JeATeNIbHOCTH B cepe mepeaaun MH(poOpMaluu U, B YaCTHOCTHU, B PAIMOCBSI3U U
tenerpadHoi cBsizu. OpHAKO MO Mepe Pa3BUTHS TI00ATBHBIX KOMITBIOTEPHBIX
ceTel U UHTETPallMi KOMITBIOTEPHBIX U TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM, 00J1aCTh
nestenpHocT ITU Obula 3HAYMTENBHO pacHIUpeHa W B HACTOSIINEE BpeMs
BKJIIOYaeT B ce€0si MHOXECTBO BOIPOCOB, CBSI3aHHBIX C IOCTPOCHUEM
KOMITBIOTEPHBIX CETEH, nepenayeit HUPPOBbIX NTaHHBIX, 00pad0TKOW MH(pOpMAIUU
v Jp.

YUnenamu ITU-T saBnsrores:

— TOCYJapCTBEHHbIE OpraHbl BIACTU (MUHUCTEPCTBA U BEJOMCTBA CBS3U
OTZIECJIbHBIX CTPaH);

— HayyHble  OpraHM3alMid ¥ KOMIIAaHUU  —  TPOU3BOJUTENIU
TEJIEKOMMYHUKAITMIOHHOTO 000Dy 10BaHUS;

— peruoHajbHbIE u MEKIyHApPOIHbIC TEJIEKOMMYHUKAIIMOHHBIE

OpraHu3alyy.



Tema 3.1 — MexyHapoaHbIE OpraHU3alUH TUNIAHUPOBAHUS U YIPABJICHUS HHPOPMALMOHHOM
0€30I1aCHOCTBIO
(ITmanupoBaHue U yrpaBicHHEe HHPOPMAIMOHHOM 0€30IaCHOCTHIO)

OynkunoHanbHbIMU opradaMu [TU-T asasrorcs:

— Bcemupnas accamOnest mo cranaaptusanuu teaekommyHukanuii (World
Telecommunication Standardization Assembly), mpoBoauMmasi Kakaple YETBIpE
rojJia, — OCHOBHOM PYKOBOJSIINNA OpTaH CEKTOpa CTaHAapTU3ALINY;

— bropo mo crangaptuzanuu TeiaekoMMmyHukanui (Telecommunication
Standardization Bureau) —  HCHOONHHTEIBHOE  MOApA3ICICHHE  CEKTOpa
CTaHJapTHU3AIIHH;

— MHUccnenoBarenbckue rpynimsl (Becero ux 14);

— KoHcynbpTaTuBHasg rpynmna Mo CTaHAAPTHU3AIUM  TEJIEKOMMYHUKAIIHUMA
(Telecommunication Standardization Advisory Group) — BcrmoMorarteinbHOE
1oJipa3zesieHue, OCYIECTBIISIIOIIEE KOOPAUHAIIMOHHYIO padoTy.

Bricium opranom Binactu Coroza siisiercst [lomHomounast Kondepenmus
(Plenipotentiary Conference), cobpanue aeneranuii rocygapctB — wieHoB Coro3a,
mpoxojsiee pa3 B yeTbipe rojga. OCHOBHbBIE UCTIOHUTENbHBIE Opranbl — CoBeT U
['enepanbhbiil cekpetapuat [TU. OcHOBHBIE paboure MoaApa3AesiCHUs] pas3aesiCHbl
Ha TpHU CeKTopa: cekTop cranaaptuzauuu cBsa3u, ITU-T; cexrop paguocsszu, [TU-
R; cekrop pazButus anekrpocsszu [TU-D.

ITU-R wuw ITU-D  BBINONHSIOT  OTHCIBHBIE  HCCIEIOBATEIBCKUE,
KOOPJIMHAIIMOHHBIE U TeXHUYECKUE QYHKIMU (TaKue Kak, HapuMep, PerucTparus
pPaNoYacTOT WU KOOpAWHAIUS pabOThl KOCMUUYECKHX TEIEKOMMYHHKAIIMOHHBIX
CryTHUKOB), Toraa kak Cektop cranmaptusanuu cBs3u — |ITU-T B OGomnbuieit
CTENIEHW  OTBEYAeT 3a  pEIIeHHWe  CTPATEerMYecKUX  3a7ad  Pa3BUTHSA
WHOOPMAITMOHHBIX TEXHOJOTHH © WH(QpPAaCTpyKTyphl M, B YaCTHOCTH, 3a
pa3pabOTKy METOAWK ¥ CTAaHJIAPTOB, HEOOXOIAMMBIX JJII BCETO MHPOBOTO
cO00111eCTBa.

OcHoBHo#l nenvto padotel ITU-T sBnsierca pa3paboTka yHHBEpCAIbHBIX
pEKOMEHJAIMH W MEXKIyHAPOAHBIX CTAHIAPTOB, OTHOCSIIMXCA K Pa3IUIHBIM

chepam TEIEKOMMYHHUKAIIMOHHBIX TEXHOJIOTU u yIPaBJICHUS
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TeJIeKOMMYHUKausiMu. Pa3zpabaTeiBaeMble peKOMEHAAINN 00ECIICYHBAIOT OCHOBY
JUISL pa3BUTHsI PBIHKA YCIYT CBSA3U, CO3[aHUS COBMECTHUMBIX TEXHUYECKUX U
OpraHU3alUOHHBIX cucTeM U ap. C Touku 3peHus obecnedeHrus nHGOPMAIMOHHON
Oe3omacHOCTH HauOoJiee 3HAYMMBIMU CTall PEKOMEHJAlUU, OTHOCAIIMECS K
cepun "X — CeTu nepeayu JaHHBIX U CBSI3b OTKPBITBIX CUCTEM' M, B YaCTHOCTH, K
cepun "X.8xx — be3omacHocTh".

B coorBerctBum ¢ Pesomonueir 1 BcemupHoit  accam0Gienm 1o
cTaHjapTuzanuu TtenekommyHukanuid 2000-ro roma, Oblla BBEIEHA MpaKTHKa
HasHaueHus Benymux uccnegoarensckux rpynn (Lead Study Groups, LSGs) no
OTIPEJICTICHHBIM BOIpPOCaM, TPEOYIONIUM OJIHOBPEMEHHON KOOPAMHAIIMH YCUIIHM
HECKOJIbKUX HCCJIEAOBATEIbLCKUX TPYIIN, KOTOpPble paldOTalOT B Pa3IUYHBIX
obnactsix. Haunnas ¢ centsaops 2001 roma dynkunonupyet "HccienoBarenbckas
rpymmna 17: Cern mepenadynm JaHHBIX M TEJIEKOMMYHHUKAIMOHHOE IPOTPAMMHOE
obecneuenue" ("Study Group 17: Data Networks and Telecommunication
Software"), oOpa3oBaHHass Ha  OCHOBE  CYIIECTBOBAaBIIMX JO  ATOTO
"UccnenoBarensckou rpynnsl 7" u "UccnenoBarensckon rpynnsl 10". C momeHnTa
cBoero oOpaszoBaHMsI OHa sBIsieTCs Bemyied ucciaeaoBaTelbCKOW TpYMIoON o
BOIPOCaM 0O€30MacHOCTH KOMMYHHUKAIMOHHBIX cucteM (Communication Systems
Security, CSS) u, COOTBETCTBEHHO, HE TOJILKO pabOTaeT HaJa OOeCIeUYCHUEM
0€30MacHOCTH TEXHOJIOTHH, HAMpPSIMYK OTHOCSIIMXCS K €€ KOMIIETCHIIUHU, HO H
KYpUPYET BOMPOCHI 0OecredeHrs 0€30MacHOCTH Pa3InYHbIX KOMMYHUKAIIMOHHBIX
TEXHOJIOTUH, pa3padaTbIBAEMbIX IPYTUMH HCCIIEA0BATEILCKUMU TPYIIIIaMHU.

OpHoit w3 HamboJee 3HAYUMBIX pa3padOTOK H3TOM Tpynmel B cdepe
nHpopmarimonHot 6e3zonacHoctu cumtaercs Cranmapt X.509, 3amoxuBIINN
OCHOBBI ~ Pa3BUTUA  UHPPACTPYKTYypbl  MyOnwuHbIX  Kirodeil.  Haumbonee
aKTyaJbHBIMH TpoOJieMaMU, HaJ KOTOPHIMM B HacTosiliee BpeMs paldoTaer
Benymas  ucciegoBaTenbckass — rpymnma IO BompocaM — 0€30IacHOCTH

KOMMYHHKAITMOHHBIX CHCTCM, ABJIAIOTCA: YHpaBJICHUC 6630HaCHOCTBIO;
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0e30MacHOCTh MOOWJIBHBIX CHCTEM; O€30MacHOCTh CHUCTEM CBSI3U  CIYkKO
pearupoBaHus Ha Ype3BbIYAHbIC CUTYAIH; TEICONOMETPHS.

B wmenom e pabGoTa 3TOM HCCIEAOBATENbCKOW TPYIIBI OXBAaTHIBAET
CJIEIyIOIIUE OCHOBHBIE C(EPHI:

— 0e30macHOCTh yHOpaBJieHUS CceTsIMU (BKJIIOYaeT B cels paboTy Haj
cnenyrommmu  pekomenpanusmu:  M.3010 — [lpuHumner cerer ynpasieHUs
tenekoMmmyHukamusimMu, M.3016 — OO630p Oe3omacHOCTH ceTed ynpaBleHUs
TEJIEeKOMMYHUKALUSIMU U HEKOTOPbIE IPYTHUE);

— ayreHTHUKamus U ciayxObl  karajmoroB (X.500 —  O630p
KOHIENTYalbHbIX MOJiesIel U cepBUCOB, X.509 — OCHOBBI TEXHOJOTUU ITyOIMYHBIX
KJIIOYEH U cepTU(PUKATOB U HEKOTOPBIE APYTHUE);

— ympaBnenue cucremamu (X.733 — OyHKUA oTYeTa O MPOUCIIECTBUH,
X.740 — OyHKIMS TPOBEJCHUS ayIUTa 0€30MaCHOCTH U HEKOTOPBIE IPYTHE);

— OCHOBBI  apxuTekTypbl Oe3zomacHoct (X.800 —  ApxuTekrypa
0e30macHOCTH MH(MPACTPYKTYPhI OTKPBITBIX cucTeM aiis npuiioxkenuit [TU; X.802
— Mogens O6e3onacHocTd HKHUX ypoBHel, X.803 — Mogens 06e30macHOCTH
BEPXHHUX YPOBHEU U HEKOTOPBIE IPYTHE);

— ¢akcumunsHas  cBsa3b  (T.36  —  Bo3moxHoctn — obecrniedeHus
0€30MacHOCTH NPHU UCIOJIb30BAaHUU (PAKCHUMMJIBHBIX allapaToB TPEThEH IpyIIIbI;
T.563 — XapakTepucTUKH TEPMHHAJIOB JJIsi UCIOJIL30BaHUS C (PAKCHUMHUILHBIMU
anmnapaTaMmH Ye€TBEPTOM rpyIIbl U HEKOTOPBIE IPYTHUE);

— TeJeBUM3WOHHbIE U KabempHBIE cucTembl (J.170 — Cnemmdukanms
6e3onacHoctu [IPCabelcom u HexkoTOpBIE pyTrHue);

— TexHuka  oOecmeueHus  OezomacHocTH  (X.841 < —  OOBEKTHI
MH(OPMAIMOHHOW O€30MaCHOCTH JIJIsl KOHTPOJIS IOCTyNa U HEKOTOPBIE PYTrHe);

— wMynbTUMeanitHeie  kKoMmMmyHukanmuu (H.233 — Cucrema obGecnieuenus

KOH(QUACHIIMATBHOCTU I aylAHOBU3yalbHbIX cepBucoB, H.234 — Vmpasnenue
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KITo4aMi  UGPOBAaHUS M CHCTEMOW ayTeHTH(UKANNN B ayJHOBU3YaTbHBIX
CepBHUCAX U OP.

[ToMmuMo pa3pabOTKM pPEKOMEHJALUWd M CTaHJAapTOB, OJHHUM W3 BayKHBIX
HarpasieHuil padbotel ITU takxke crano obecneuenue MHGOPMAIIMOHHOTO OOMEHa
B pa3IM4YHbIX  (opMax: pacmpocTpaHEHHWE  METOJIMYECKUX  MaTepHUalIoB,
Kacaronmxcs obecreueHus WHOOPMAIIMOHHONW  O€30MacHOCTH, TMPOBEICHUE
cemMuHapoB M KoHbepeHnui. OpHuM u3 Hanbonee MacIITaOHBIX TaKUX
MEpONpUATHNA sBIsieTCs BceMupHBIM caMMUT MO MH(OPMAIIMOHHOMY OOILECTBY
(WSIS: The World Summit On The Information Society).

2.2 UHCTUTYT MHKEHEPOB M0 JJIEKTPOHNKE U 3JIeKTPOTEXHUKE

Institute of Electrical and Electronics Engineers (IEEE) — HWuctutyr
VH)XEHEPOB IO JJIeKTpoHUKE U diekrtporexHuke IEEE sBisercs omHon u3
HanOoJiee U3BECTHBIX NMPO(ECCHOHANBHBIX OpraHu3alui, cymecTpyer ¢ 1884 roga
M B HacTosiuiee Bpemsi HacuuThiBaeT 0koyio 380000 wienoB u3 150 ctpan mupa. B
chepy €€ HHTEpPEecCOB BXOAUT MHOXKECTBO  BOIPOCOB, CBSA3aHHBIX C
AIEKTPOTEXHUKOM, PaIHO3JICKTPOHUKOM, BBIYNCIIUTEIBHOU TEXHUKOM,
nHOOPMATUKON, a TakKe HEKOTOPhIMU pazjaeinaMu (U3UKA U MaTeMaTHKU.
OcHOBHBIE  HampaBjJeHUsT  pabdOTBl  ATOM  OpraHu3alMu:  MPOBEICHUE
CHEIUAIN3UPOBAHHBIX  MPOPECCUOHANBHBIX  KOH(EepeHUHUH; nyOnuKarus
CHEIUATN3UPOBAHHBIX W3JIaHUM; TOJACPKKA 00pa30oBaTEIbHOU EATEIbHOCTH;
NOJAJIEP)KKa HMHHOBALIMOHHBIX TEXHUYECKUX W METOJUYECKUX pa3paboToK B
pasznnyHbIX cdepax; pa3paboTKa U paclpOCTPAHEHUE TEXHUYECKUX CTAHIapTOB.

B cocra IEEE Bxomsr 10 peruoHanbHbIX  OTAeNeHUM, 38
npodeccuoHaNbHBIX 00mecTB, 4 coBera W 1450 CTyIEHUECKUX OTICJICHUM.
Tekylee yInpaBlIeHHE AEATEIBHOCTBIO HAa BEPXHEM YPOBHE OCYILECTBIISIETCS
CoBeroM JUpPEKTOpPOB U VICHOTHUTENbHBIM KOMHUTETOM, pPabOTy KOTOPBIX
BO3TABILIOT [Ipesuaent u McnonautenbHbli nupekTop. OIHUM M3 OCHOBHBIX

nonpazaenenuit I[EEE, cneumanmsupyrommxcs Ha Bompocax HHGOPMAMOHHON
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Oe3omacHOCTH, SABISIETCS TEXHMUECKH KOMHUTET IO O€30MacHOCTH W 3aIluTe
yactHoii uHbpopmaruu — "IEEE Computer Society Technical Committee on
Security  and Privacy"(http://www.ieee-security.org/).B ero COCTaBe
GYHKIMOHUPYIOT TPU MOJAKOMUTETA:

1) TMomxomwurer o cranaapTam (Subcommittee on Standards);

2) TlogxomwuTeT 1Mo akajemuueckod pabdore (Subcommittee on Academic
Affairs);

3) TloakOMHUTET MO CHENHATU3UPOBAHHBIM KoHpepeHIusIM (Subcommittee
on Security Conferences).

4) OCHOBHBIMH MEPONPHUATHSIMH, KOTOPHIC TPOBOAMT 3TOT KOMHMTET,
SBJISIIOTCSL:

5) ExeromHslii CHUMIO3UYM 10 O€30MAaCHOCTH W 3allUTe YaCTHOU
uHpopmanuu (IEEE CS Symposium on Security and Privacy);

6) ExxeromHelii ceMuHaAp MO OCHOBaM HWH(GOPMAIMOHHOW OE30MacHOCTH
(Computer Security Foundations Workshop).

Taxxe kKoMUTET BefeT paboTy 1Mo cOOpy U OOOOIICHUIO aKTyalbHOM
uH(pOpMAIUU O COOBITUSX B COOOIIECTBE CIEIMAIMCTOB MO HHGOPMAIIMOHHON
0e30macHOCTH: OOBSIBICHUS O IUIAHUPYEMBIX KOH(MEPEHIUAX, OTYEThl O
MPOIICANINX KOHPEPEHIUAX U CEMHUHapax, 0030pbl JUTEpPATypbl U TMEPUOIAUKH,
CCBUIKM Ha pecypchl B cetu MuTepHer u ap. CrnenuanbHblii MHGOPMAIIMOHHBIN
OroyutereHb ¢ 3Tod mHpopmanueit — "Cipher" — paccpuraercs moanucYMkKaMm B
CpellHEM OJMH pa3 B JiBa MecsIa.

2.3 Acconuanysi BbIYMCIUTEIbHON TEXHUKH

Association  for Computing Machinery (ACM) —  Accouuanus
BBIUMCIIUTEIILHOM TEXHUKH SIBJISICTCS OJHOW M3 CTapeUIlMX OpraHu3aluu,
CBS3aHHBIX ¢ MH(OPMAIMOHHBIMUA TEXHOJOTUSIMU — ObUIa OcHOBaHa B 1947 rony,
Ha 3ape€ pa3BUTHs KOMIbIOTEpHOU TeXHUKU. OcHOBHBIE 3agaun ACM - nojaepskka

o0pa3oBaTeNbHBIX MPOEKTOB B  cdepe UHPOPMAIMOHHBIX  TEXHOJIOTHUH,
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OpraHu3anys HAyYHO-TIPAKTUICCKUX KOH(PEPECHIMI, CHMIIO3MYMOB I CEMHHAPOB,
OOIIIECTBEHHO-TIONIUTHYECKass  paboTa, CBs3aHHasE ¢  HMHQOPMALMOHHBIMU
TEXHOJIOTUSMH, ITyOJUKAIMS TMEePUOANUCCKUX HW3IaHUA ¥ COOPHHUKOB HAYYHBIX
TPYJIOB,  TOCBSIIEHHBIX  MpoOJieMaM  COBPEMEHHBIX  HMH(POPMALMOHHBIX
TEXHOJIOTUM, MOJAJEPKKa SJICKTPOHHOIO apXWBa TaKWX NyOJIMKalMid, a TaKxke
apyrasi TomoOHas AesTeNbHOCTh. (OCHOBHBIM YIPABISIONMIAM OPTaHOM JTOU
opranuzaiuu siBysiercss CoBer ACM, B KOTOPBIM BXOAUT 16 4eI0BEK, B TOM YHUCIIE
MPE3UICHT U BUIIC-TIPE3UICHT. YTMPABJICHUE TEKYIIUMHU JeliaMu Accoluanuu
OCYHIIECTBJISIOT 4YeTbipe mnpoduiabHbiX Komutrera. llltabG-kBaptupa ACM, B
KOTOpO# paboTal0T OCHOBHBIE MCIOJHUTEIbHBIE OpraHbl, pacronaraercs B Hbro-
Hopke maumHas ¢ 1960 roxa.

OnHoit U3 ocHOB opranu3zanuu padboTel ACM sBisieTcst pa3jiesieHue BCEro
coOOIIIeCTBa YJICHOB AacCOIlMallid Ha TaK Ha3bIBAEMbIE TPYMIIBI CHEHHUATBHBIX
uatepecoB  (Special  Interests Group — SIG) —  moapasnencHus,
CHEIUATN3UPYIOMIHUECS Ha OTACIBbHBIX OTHOCUTENIBHO Y3KHUX MpoOJieMax pa3BUTUS
uH(popMamoHHbIX TexHosornid. Bcero ACM oObeaunser 34  rpynmsl,
CHEIUATM3UPYIOMIHUECS HAa Pa3IUYHBIX BOMPOCAX Pa3padOTKU M HCIOIb30BAHUS
MPOrpaMMHOTO OOECIIeUeHHs, almapaTHhIX CPEACTB W TEICKOMMYHHKAIIUU.
Kaxmas w3 rpynm camMOCTOSTEIBHO OMpeAeiseT s cedsi TpaHWIlbl CBOEH
NESATEILHOCTH, & UX MOJUTUKA U (DMHAHCOBBIE BOMPOCHI KOOPAUHUPYIOTCS OJTHUM
13 KOMUTETOB.

Onna w3 stux rpymnn — Special Interest Group on Security, Audit and
Control (SIGSAC, I'pynma crienuaibHbIX HHTEPECOB 10 BOMPOcaM 0€30MacHOCTH,
ayauTa W KOHTpoJs, http://www.acm.org/sigs/sigsac/) — crenuanu3upyercss Ha
BOMpocax uHQpopMarmoHHOW Oe3zonacHocTr. OCHOBHOM 3a/iaueil JaHHOUW TPYIIIIBI
SABJISIETCS OpraHu3anus padboThl CHEHUATIU3UPOBAHHBIX HAYYHO-TIPAKTUYECKUX
KOH(EPEeHIIMHA, TaKUX KaK: CUMIIO3UYM MO TEXHOJIOTHSM U MOJICTISIM YIpaBJICHUS

noctymom (SACMAT: ACM Symposium on Access Control Models and
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Technologies), mpoBoaNMEBIi exerogHo HaunHasg ¢ 1995 roma; oHdepeHuus 1O
oe3onacHoctu KoMmIibloTepoB U kommyHukanui (CCS: ACM Conference on
Computer and Communications Security), mpoBoguMas €keroiHo HauuHas ¢ 1993
roga. Kpome Toro, Bompochl HH(POPMALMOHHON O€30MACHOCTH TPSIMO HWITU
KOCBEHHO 3aTparuBaloTCs B paboTe JPYyrux CHENUATIM3UPOBAHHBIX TPy
Acconmanuu, Takux Kak, Hampumep, Special Interest Group on Electronic
Commerce (I'pynmna no mpoOiaemMaM 3JIEKTPOHHONH KOMMEPITUN ).

2.4 Koncopunym Beemupnoii [layTunbi

World Wide Web Consortium (W3C) — Koucopuuym Beemuproii [TayTussi.

Coznanne W3C Obuto mHunMupoBaHo B 1989 romy c menwsio pa3paboTKu
€UHBIX, COTJIACOBAHHBIX CTAaHJAPTOB OOMEHa MH(pOpMaIuel B TJI00aTbHBIX CETAX
nepeiadn JaHHBIX, a OQUIMATIBLHO CO3JaHHE KOHCopIuyma OblIo 0(OopMIIEHO B
1994r. Ero OCHOBHBIMHM 33/1a4aMU SBJISIFOTCS

— o0ecreueHre BO3MOXKHOCTH JIOCTyMa K cetu MHTepHeT 11 Kak MOKHO
OOJBIIIETO YHMCa JIOJIed BHE 3aBUCHUMOCTH OT 3HAHHUS HMHOCTPAHHBIX SI3BIKOB,
KyJIbTYPHOUH MPUHAJICKHOCTH, T€OrpapUIECKOrO IMOJO0KEHUS M JOCTYIMHBIX UM
TEXHUYECKUX CPEJICTB U TEXHUYECCKOU HHPPACTPYKTYPHI;

— o0ecrieueHrEe BO3MOKHOCTH TOJKIIOUEHHS K WHTEpHET pa3iMyuHbIX
TEXHUYECKUX YCTPOUCTB;

— o0ecreueHre BO3MOXKHOCTU CTPYKTYpUpOBaHMS U (popManuzanuu
uHdopMaIuu, J0CTymHOM yepe3 MIHTepHeT, ¢ 1eNblo cIeNaTh ee Kak MOXKHO OoJiee
MIPUTOIHOM JIJIsl aBTOMATU3UPOBAHHOW 00pabOTKH;

— ofecreueHre HaASKHOCTH M 0O€30macHOCTH oOMeHa uH(opmaruei, a
TaK)kK€ BO3MOXKHOCTH y4acTBOBAaTh B MH(MOPMAIIMOHHOM OOMEHE C TeM ypOBHEM
3aIUIEHHOCTH, KOTOPBIA OTACNbHBIC TOJB30BATEId CUMUTAOT JUIsl  ceOs
MOAXOISIIHAM.

K HacTosieMy BpeMEHHM KOHCOPLUYM OO0beIuHseT Ooyiee YeThIPEXCOT

BCAYIIUX TCXHOJOTHYCCKHUX 141 TCIICKOMMYHHUKAIIMOHHBIX KOMHaHHﬁ,
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MIPABUTEIBCTBEHHBIX OpPTaHHU3aINi, HCCIEA0BATEIbCKUX IIEHTPOB, MHCTUTYTOB U
YHUBEPCUTETOB 1O BceMy Mupy. Kpome Toro, B mrare KOHCOpLUHUYyMa COCTOSIT
ok0J10 70 HE3aBUCUMBIX TEXHUYECKUX DKCIEPTOB, OOCCIEUNBAIOIINX €r0 PadoTy.
DuHaAHCUPOBAHKE NIEATEILHOCTH OCYIIECTBIISIETCS 32 CUET WICHCKUX B3HOCOB, a
OCHOBHbIC  aJIMUHHUCTPAaTUBHbIE (PYHKIIMM W TOBCEIHEBHAs JEATEIHHOCTD
BBITIOJIHSIOTCS Ha 0a3e TpeX OpraHU3allMid:

1) Maccauycetckuii Texnonorndeckuii UHCTUTYT (CIIIA).

2) EBpomeiickuii  KOHCOpPIIMYM TIO0  WCCIEAOBaHHWSIM B 00JacTu
uHpopmaTrku 1 MateMatuku (Dpanius).

3) VYuusepcuret Keiio (SImonus).

[Tomumo opmupoBanusi crannaptoB ('pekomMeHaanuii"), sTa opraHu3arus
TaKK€ 3aHUMAeTcs O00pa3oBaTElIbHOM  JEATENBHOCTBIO U MPEIOCTaBIISIET
BO3MOXXHOCTH Ui  OOCYKIEHHS  pa3IMYHbIX  BOINPOCOB, CBSI3AHHBIX C
¢bynkunonupoBanuem HMuTtepHeT. JleaTenbHOCTh KOHCOpLHMYyMa OpPraHU30BAaHA B
Buje rpynm: PabGounme rpynmbl (3aHMMArOTCS MPOPAOOTKOM TEXHUYECKHUX
BOMPOCOB), ['pymnmbl cnenuanbHbIX HHTEpecOoB M KoopauHAIIMOHHBIE TPYIITHI
(oOecreunBarOT B3aMMOJICUCTBUE MEXKIY APYTHUMH rpylinaMu). B kaxmyro rpynmy
BXOJISIT NMPEACTABUTEH OPTaHU3AIM-yYaCTHUKOB KOHCOPIIMYMa U TIPUTJIalICHHbIC
skcneptol. Cdepbl paboThl koHcopiuyMa ("momensl", Domain), pa3aeneHsl Ha
HampaBieHus: (Activities). PabGora 1o [Baamatu YEThIPEM HAIMPaBICHUSIM
BBITIOJIHAETCS B OOIIEH CII0KHOCTU HIECThIOJECATHIO IPYIIIAMH.

Bomnpocamun  uHbopmaliMoHHOW  0€30MacHOCTH  3aHUMaeTcs  cdepa
"Texnonoruss u oo6mectBo" (Technology and Society Domain) B pamkax
cnenuanbHoro HampaieHusi "bezonmacnHocts" (W3C  Security  Activity),
COCTOSIIEro W3 JABYyX paboumx rpymm. Takke no 2006 roma B cocraBe
Koncopuuyma GpyHKIIMOHMPOBAJIO HampaBlieHUE "3amuTa 4acTHOM uHbopmanuun"

(Privacy).
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K paboram xoHcopimyma B cdepe HHPOPMAIMOHHOW OE30MaCHOCTH
OTHOCATCA: pa3paboTka cTaHAapTa HU(POBBIX MOAMNHUCEH st MHOOPMAIMOHHBIX
pecypcoB (PICS Signed Labels 1.0 Specification); pa3paboTka CHUCTEMBI
AJIEKTPOHHOM MOANMUCH ISl ToKyMeHTOB XML; pa3paboTka cTaHIapTOB Nepeaadu
3amr(pOBaHHBIX JAHHBIX C UCIIOJIb30BaHUEM si3bika XML.

2.5 MexXayHapoaHasi OpraHu3aius no CTaHAapTH3AUNU

International Organization for Standardization (ISO) — MexayHapoaHast
opraHuzauys no craHgaptuzauuu. ISO B HbIHENIHEM BUAE OblIa YUpeXJI€Ha B
1946r. wu  mnpencraBisier  coOOW  HEMPaBUTEILCTBEHHOE  OOBEIUHEHUE
HAIMOHAIBHBIX OpPTaHU3aIUi 10 CTaHAAPTU3AIMH, HAIlEJICHHOE HA YHU(PHUKAIIUIO
CTaHAAapTOB (TJIABHBIM  00pa30oM, TEXHUYECKHUX) B PA3IUYHBIX 00JACTAX
IIPOU3BOJICTBEHHOM JIEATEIBHOCTH M OKA3aHUS yCIIYT.

[ToMuMO OCHOBHBIX WiIeHOB (156 cTpaH), HEMOCPEICTBEHHO YYaCTBYIOIIMX B
pabote, B ISO Taxxe Bxomar wieHbl-koppecnoHieHTsl (Correspondent member) —
CTpaHbl, HE MMEIOIINE MOJHOLEHHBIX OPTaHOB CTAHJIAPTU3ALNH, a TAKKE YJICHbI-
noanucuuk (Subscriber member) — cTpaHbl ¢ HEOOJbIIMMU 3IKOHOMHKAMH,
MOJTy4arolue HE0OX0AUMYIO CIIPABOYHYIO HH()OPMALIHIO HA JIBIOTHBIX YCIOBUSX.

I'maBubiM opranom ympasieHus MCO sBaserca exerogHas ['eHepanbHas
AccamOnesi, TpUHUMaIONIasi CTPATETMYECKUE PEIICHUS, KaCAIOIIMecs pa3BUTHUSA
BCeM opraHu3anuu. [[oAroToBKOM MaTepuUalIoB Uil NPUHATHS TAKUX PELICHHUUN
3anuMmaercsi Coser MCO, coOpaHus KOTOpPOro MPOXOMST JBa paza B TO/I.
HemnocpencrtBeHHo pa3pabOTKON CTaHAAPTOB 3aHUMAIOTCS TEXHUYECKUE KOMHUTETHI
U TIOJKOMHUTETH, B paboTe KOTOpPBIX NPUHUMAIOT Yy4YacTUE NPEICTaBUTEIU
3aMHTEPECOBAHHBIX CTpaH. 3a pa3pabOTKy KaXIOro AOKYMEHTa B TOJKOMHTETE
OTBEYAECT CIEUMAJIbHO co3AaBaeMasl Uil 3TOro pabouas rpynma. [IpoexTs
MEXIYHAPOAHBIX  CTAHIAPTOB,  MPHUHATBIE  TEXHUYECKUMH  KOMHUTETaMH,

PACChUIAlOTCAd B HAOMWMOHAJIIBHBIC OpraHu3alvn I TOJIOCOBAHUA; JOKYMCHT
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npuoOpeTaeT CTaTyCc MEXIYyHapOJIHOTO CTaHAapTa, €CIHM 3a HEro MpOorojocoBajo
He MeHee 75% 4JIeHOB, y4acTBOBABIIUX B TOJIOCOBAHUMU.

OcHoBHbIM  mogpazgenennem  MCO,  3aHMMaromuMmcs  BOIPOCAMH
uHpopmalmoHHo Oe3omacHOCTH, sBisieTcss OOBEIUHEHHBIM TEXHUYECKUU
komuter JTC 1 "MHpopMalMOHHBIE TEXHOJOTHH'", B COCTaB KOTOPOTO BXOJMT
nonkomuteT SC 27 "Cpencta 6€30MacHOCTH B UH(DOPMALIMOHHBIX TEXHOJIOTHUSIX"
(IT Security techniques). 3a BpeMs cBoeil pabOThI ATOT MOAKOMHUTET pa3zpadborai
oosee 60 MEXIYHAPOAHBIX CTAaHAAPTOB, OTHOCAIIUXCA K HHPOPMAIMOHHOMN
0€30I1aCHOCTH.

C BompocamMu HMH(OPMAIIMOHHON O€30MaCHOCTH TaKXKe CBs3aHa padora
noakomutera SC 37 "buomerpuueckas wuaeHtupukauus"' (Biometrics) u
noakomuteta SC 17 "Kaprouku u nepconansHas uneHtudukanua" (Cards and

personal identification).
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