Tema 2.11 — DxoHOMHKA TUTAHUPOBAHUS U YIIpaBJIeHUs WH(DOPMAITMOHHONW 0€301MacHOCThIO
(ITnanupoBaHue U yrnpapieHHe HHOOPMALMOHHON O€30MaCHOCTHIO)

1 OcHOBBI 3KOHOMMKH NH(POPMALMOHHOMH 0€30I1aCHOCTH

VYnpasnenue nHGOpMAIIMOHHON O€30IIaCHOCTHIO, TaK K€, KaK U YIPaBICHUE BO
MHOTHX Jpyrux cdepax AesATEIBHOCTH, MPEANOJIaracT MEePUOIUYECKOe MPUHATHE
Pa3IMYHBIX YMPABICHYECKUX DPEIICHUM, 3aKII0YAIOUXCs, KaK MPaBUIIO, B BbIOOpPE
OTPEICIICHHBIX abTepHATUB (0TOOPE OJHON U3 BO3MOXKHBIX OPraHU3aI[MOHHBIX CXEM
WU OJIHOTO U3 JOCTYIHBIX TEXHUUYECKUX PEIICHHI) WK OMpPENEICHUH HEKOTOPBIX
napamMeTpoB OTIEIbHBIX OpPraHU3allMOHHBIX W/WJIM TEXHUYECKUX CHCTEM U
noacucteM. OJHUM W3 BO3MOXHBIX MOJXOJI0OB K BHIOOPY aJbTEPHATUB B CUTYalUU
MPUHATHUS YIPABICHYECKOTO PEIICHUS SBJSIETCA T.H. «BOJIEBOM» IMOJIXOH, KOTIa
pelieHrue Mo TeM WM WHBIM MPUYUHAM MPUHUMAETCS UHTYUTHUBHO, U (POpMabHO
000CHOBaHHAas MPUYUHHO-CIICJICTBEHHAS B3aUMOCBSI3b MEXIY OMNPEACICHHBIMU
MCXOJIHBIMU TPEMOCHUIKAMU U KOHKPETHBIM MPHUHSTHIM PEIICHUEM HE MOXKET OBITh
ycTaHoBJieHa. OUYeBUAHO, YTO aJbTEPHATUBOM «BOJICBOMY» MOAXOJY CTaHOBUTCS
MPUHSTHE PELICHUH, OCHOBAHHOE Ha OMpPENeNIeHHBIX (HOPMANbHBIX MPOIEAYpax U
MOCJIEA0BATEILHOM aHAJN3E.

OCHOBOM Takoro aHajau3a W MOCIEAYIOLIEro IMPUHATHS PEUIEHUN SBIIAETCS
HYKOHOMUYECKUN aHau3, MPEANOoararonil n3y4eHue Bcex (MiIn XoTst Obl OCHOBHBIX)
(hakTOpOB, MOJ BIUSHUEM KOTOPBIX MPOUCXOJIUT PA3BUTHE aHAIU3UPYEMBIX CHUCTEM,
3aKOHOMEPHOCTEH HX TMOBEACHUS, JUHAMHKA WU3MEHEHUS, a TaKXKe MCIOJIb30BAHUE
YHUBEPCAJIbHON JECHEKHOW OlleHKH. MIMEHHO Ha OCHOBE aJ€KBATHO ITOCTPOCHHBIX
SKOHOMMYECKUX MOJIEJIEH U OCYIIECTBIISIEMOIO C UX IMOMOIIBI0O IKOHOMUYECKOTO
aHanM3a JOJDKHBI TPUHUMATHCS PEIIeHUs, Kacalolluecs Kak OOIe cTpaTteruu
Pa3BUTHUSL, TaK U OTACJIBHBIX OPraHU3AIMOHHBIX U TEXHUYECKUX MEPONPUSITUH, KaK
Ha ypOBHE TOCYAapCTB, PETMOHOB W OTpaciieid, Tak U Ha YyPOBHE OTIEIbHBIX
MPEANPUATAN, TTOAPA3IeTIeHUN U UHHOPMAITMOHHBIX CHCTEM.

[Ipu 5TOM, TaKk K€ KaKk U SKOHOMHKA JIFOOOW OTpaciid NESITEIHbHOCTH HWMEET
CBOM OCOOCHHOCTH, SKOHOMUKA MH(POPMAIMOHHOW 0€30MaCHOCTH, paccMaTpuBaeMast
KaK OTHOCHUTEILHO CaMOCTOSATENIbHAS TUCIUTUINHA, C OTHOW CTOPOHBI, 0a3upyeTcs Ha
HEKOTOPBIX OOIIMX SKOHOMHUYECKHUX 3aKOHAX W METOAAaX aHaiau3a, a C Jpyro —

HYXIACTCA B HHAWBUAYAJIbHOM ITOHMMAHUHN, PA3BUTHN CHeI_II/I(I)I/I‘-ICCKI/IX IoAX0J0B K
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aHaIN3y, HAKOIUICHUU CTAaTUCTHUYECKUX NAHHBIX, CHEHU(GUYHBIX IJis 3TOU cdepsl,
(GhOpMHUPOBaHUM YCTOMYMBBIX MPEICTAaBICHUN O (aKkTopax, MOJ BIUSHHUEM KOTOPBIX
GYHKIHOHUPYIOT HHGOPMAIIMOHHBIE CUCTEMBI M CPEACTBA 3alTUTHI HH(POPMAITUH.

Cno’XHOCTh 337]a4 YKOHOMHYECKOTO aHalIM3a MPAKTHUYECKH BO BCEX O0JIACTSIX
JESTeNIbHOCTH, KaK MPaBHJIO, OOYCIAaBIMBAE€TCA TEM, YTO MHOTHE KIIOUYEBBIC
napaMeTpbl SKOHOMHUYECKHX MOJIeJIeii HEBO3MOXKHO JOCTOBEPHO OLIEHUTh, U OHHU
HOCST  BEPOSATHOCTHBIM  xapakTep (Takue Kak, HampuMmep, I[OKa3aTelu
MOTPEOUTETHCKOTO CIpoca). AHAIN3 YCIOXKHSIETCS TaKKe TEM, U4TO JaKe HEOOIbIIIHE
Kose0aHusi (KOPPEKTUPOBKA OLICHOK) TaKUX MapaMeTpOB MOTYT CEPhE3HO IOBIIUATH
Ha 3HAYCHUS 1eJIeBOM (PYHKIIMM ¥, COOTBETCTBEHHO, Ha PEIICHUs, MPUHUMAEMbIE 110
pe3ynbTaTaM aHanmm3a. Takum oOpa3om, 1jsi oOecrnedeHHs KaKk MOXHO OOJIbIIeH
JOCTOBEPHOCTH PAcCyYeTOB B IPOILIECCE IPOBEICHUS SKOHOMUYECKOTO aHalu3a U
MPUHATUSL PEIICHUA HEoOXOJAMMO OpraHu30BaTh KOMILIEKC padoT 1o cOopy
UCXOAHOM HH(OpMAaLUK, pacueTy MPOTHO3HBIX 3HAYEHHUH, OINpOCy 3KCIEPTOB B
pPa3NUYHBIX 00J1acTAX U 00paboTke Bcex AaHHBIX. [Ipu »TOM B mporiecce mpoBeaeHHUS
TAKOTO aHalnu3a HEOOXOJUMO YIeIsITh 0C000€ BHHUMAaHHE MPOMEKYTOUYHBIM
pELIEHUsIM, KAcaloIUMCs OLEHOK T€X WM MHBIX MapaMeTpoB, BXOASIIUX B OOLIYIO
Mozenb. Heo0XoanMMo Takke yIUThIBATh TO OOCTOSATEIBCTBO, YTO CaM IO cebe TaKou
aHaJIN3 MOXET OKa3aThCs JOCTATOYHO PECypCOEMKOM MpoIenaypoil u moTpedoBaTh
NPUBJICYEHUS] JIOTIOJIHUTEIbHBIX CHEIMAIUCTOB M CTOPOHHUX KOHCYJIBTAHTOB, a
TaK)X€ YCHJIMHA CO CTOPOHBI Pa3JIMYHBIX CHEIUAINCTOB (3KCIEPTOB), padOTAIOIIMUX HA
caMOM TMpEANpUATHU, — BCE OTU 3aTpaThl, B KOHEUYHOM CYETE, IOJIKHBI OBITH
OTIpaBIaHBbI.

Oco0ast  CIOKHOCTh SKOHOMHYECKOIO aHajliM3a B TakoM cdepe, Kak
uHpopmarmoHHasi 0e30MacHOCTh, OOYCIIABIMBACTCS TAKUMHU CHEIU(DUUECKUMHU
(dakTopamu, Kak:

— ObIcTpoe pa3BUTHE HH(POPMALMOHHBIX TEXHOJOTHUA U  METOJUK,
UCIIOJIb3YEMBIX B 3TOM cepe (Kak CPeACTB U METOAOB 3allUTHI, TAK U CPENCTB, U

METOOOB Hal'IaI[eHI/I}I);
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— HEBO3MOYKHOCTb JIOCTOBEPHO IpPEAyrajgaTh BCE BO3MOXKHBIE CIIEHApUU
Hana/eHus1 Ha MTHPOPMAIMOHHbIE CUCTEMBI U MOJIEJIH [TOBEACHUS HallaJatoIINX;

— HEBO3MOXKHOCTh JlaTh JIOCTOBEPHYIO, JOCTATOYHO TOYHYIO OLICHKY
CTOMMOCTH MH(POPMAITMOHHBIX PECYPCOB, a TAKKE OLICHUTH MOCIEICTBUS Pa3IMUHbIX
HapyLIEHU! B JICHE)KHOM BBIPaKEHUU.

OT0 TpedyeT [ONOJHUTEIBHBIX YCHUJIMH 10 OpraHu3auuu Ipolecca
SKOHOMHUYECKOTO aHaju3a, a TaKXe 3a4acTyl0 MNPUBOJUT K TOMY, YTO MHOTHE
IPUHUMAEMbIE PELICHUs,, OTHOCSIIMECSs K O0ecreueHu0 HH(POpMalMOHHON
0€30MMacHOCTH, MOTYT OKa3aThCs HealeKBaTHBIMU. [IpuMepaMu cuTyaimii, B KOTOPBIX
HEJ0CTaTOYHasi Pa3BUTOCTh METOJOJIOTMH SKOHOMHMYECKOIO aHajlh3a HETaTUBHO
BJIMSIET HA COCTOSIHHE MH(POPMALIMOHHOM 0€30MaCHOCTH, MOTYT OBITh CIIy4aH, KOTAa:

— PYKOBOJCTBO TPEANPHUATHS MOXET TPHUHATH HEaIeKBATHBIC PEIICHUS
OTHOCHUTEJIbHO MHBECTULIMN B CPEJCTBA 3aLUTHl UH(POPMALIUU, YTO, B CBOIO OUEPEIb,
MO>KET IPUBECTU K YOBITKAM, KOTOPBIX MOKHO OBLIO U30€KaTh;

— PYKOBOJCTBO MPEANPHUATHS MOXET MPHUHITH OIpEACICHHBIC PEIICHUs
OTHOCUTEJIBHO  OpraHu3aluu  OW3HEC-TIPOLIECCOB M TPOLIECCOB  00pabOTKU
uH(pOpMaLlMU Ha MPEANPUATHH, UCXOJ U3 CTPEMJICHHSI COKPAaTUTh TEKYILHE 3aTPaThl
M YMEHBIIUTh HArpy3Ky Ha TMEpCOHAN, MPH 3TOM HE NPUHUMAas BO BHHMAaHHE
HSKOHOMUYECKUE TMOCIEICTBUS HEJAOCTATOYHON 3aIMIIEHHOCTH WH(POPMAIMOHHBIX
pECypCOB;

— CTpaxoBarelb M CTPAaxOBIIMK MOTYT HE 3aKJIOYUTh JOTOBOpP O
CTPaxOBaHUU MH(DPOPMALIMOHHBIX PUCKOB WM YCTAHOBUTH HEa/leKBaTHbBIE MAapaMeTPhl
TaKoro J0roBopa BBHUAY TOrO, YTO OTCYTCTBYIOT MOJEIM U METOAbl OLEHKH

9KOHOMHYCCKUX IMapaMCTpPOB CACIKH.
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2 AHaJu3 BJIOKEHUI B cpecTBa 3allIMThI MHpOpMAaAUKN

B npouecce Tekymien AEATENbHOCTH MPEANPUATHIM MOCTOSSTHHO HMPUXOIUTCS
CTaJKUBATHCS C TEMU WM WHBIMU M3MEHEHUSIMHU: YTOUHSIOTCS OW3HEC-TIPOIECCHI,
MEHSIETCAd KOHBIOHKTYpa PBIHKOB COBITa M PBIHKOB MOTPEOJISIEMBIX MaTepUaIbHBIX
PECYpCOB U YCIYT, MOSBISIIOTCS HOBBIE TEXHOJIOTMH, U3MEHSIOT CBOE IOBEJICHUE
KOHKYPEHTBI U KOHTPAreHThl, MEHSIETCSA 3aKOHOAATEIBCTBO U MOJUTUKA TOCYyAapCcTBa
U T.J. B 9TUX yclIOBUSX MEHemKepaM (B TOM YUCJIE U PYKOBOJUTEISIM, OTBEYAIOIIUM
3a obecrnieyeHue UHPOPMAIMOHHON OE30MacCHOCTH) MPHUXOJIUTCS TOCTOSHHO
aHAJIM3UPOBATh MPOUCXONSIIME W3MEHEHUS M aJanTUpPOBaTh CBOIO pPabOTy K
MOCTOSIHHO MeHstoIeicss cutyanuu. KoHkpeTHbie POpMbI, B KOTOPBIX MPOSBIISIETCS
peakius PyKOBOJAUTENIEH, MOTYT OBITh PAa3IUYHBIMU. OTO MOXKET OBITh CMEHa
MapKeTUHTOBOM  TOJIMTUKH, peopraHu3anus OW3HEC-TPOIIECCOB, HW3MEHEHHE
TEXHOJIOTUM, U3MEHEHUE MPOU3BOJAUMOTO MPOJAYKTA, CIUSHUE C KOHKYPEHTaMH WJIU
ux mnornomieHue u np. OgHaKo NpU BCeM pPa3sHOOOpa3vH BO3MOXKHBIX MOJIENEH
MTOBEJICHHUS B MCHSIOIICICS Cpe/ie MOYTH BCeX MX OOBEIUHACT OJIMH Ba)KHBIM OOIIIMIA
JUIS HUX METOJO0JIOTMYECKUM AJIEMEHT: B OOJBIIMHCTBE CIIy4aeB peakiiusi Ou3Heca Ha
HOBBIE YI'PO3bl U HOBBIE BO3MOXKHOCTH TPEAINOJaraeT OCyIllecTBIEHNEe HOBBIX Ooee
WIM MEHee JOJTOCPOYHBIX M PECYpPCOEMKHUX BIIOXEHUH (MHBECTULMU) B
OTPE/ICJICHHBIC OPraHU3AIMOHHBIC W/WIM TEXHUYECKUE MEPOINPUSITHS, KOTOPHIC, C
OJIHOM CTOPOHBI, MPE/IOIATal0T PACXOI0BAHUE PECYPCOB (JIEHEKHBIX CPEICTB), a C
Ipyrol — JalT BO3MOXHOCTb TOJYYHUTh HOBBIE BBITOJBI, BbIpaXarolIUecs B
YBEIIMUYEHHUH J1I0X0/1a WJIA COKPAIICHUH HEKOTOPBIX TEKYIIHUX PACXOJI0B.

Takum oOpa3oM, B CUTyallMH, KOTJIa HEOOXOIUMO OCYIIECTBUTH HEKOTOPHIC
HOBBIC OpPraHU3AIMOHHBIE WJIM TEXHUYECKUE MEPONPUSITHS (peaiu30BaTh IMPOEKT),
OCHOBHOM  3aja4yeil JHI], OTBeHArONMX 3a J(PGEKTUBHYI0  OPTaHHU3AIUIO
MH(POPMAITMOHHON OE€30MacCHOCTH, SIBJIIETCS YETKOE COOTHECEHHUE 3aTpaT, KOTOPhIC
NpUJETCA TOHECTM B CBSI3M C pealu3alued d3Toro MeponpusTtus  (Kak
€IMHOBPEMEHHbBIC, TaK M TMOCTOSIHHBIE TEKYIIUE), W JIOMOJTHUTEIbHBIX (HOBBIX)

ACHCKHEBIX ITOTOKOB, KOTOPLIC 6y,Z[YT IMOJIYYCHBI. B JaHHOM CJiydac 1mnmoa ACHCKHBIM
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MIOTOKOM MOKET MOHUMATHCSI PKOHOMMUSI 3aTpart, MpeA0TBpallleHue YOBITKOB, a TaKk:Ke
JOTIOJTHUTENBHBIA JOXO MPEAIPUSITHS.

B kadecTBe OCHOBHOTO TMOKa3aTessl, OTPAXKAIOIIErO 3TO COOTHOIIEHHUE, B
HKOHOMHUYECKOM MPaKTUKE MPUHITO UCIOIb30BaTh (DYHKIIMIO OTAA4YU OT MHBECTHUIIHMA
— Return on Investment, RO

ROI = NPV (R,d)+ NPV (C,d)

rae:

I — jomonHWTeNBHBI ICHEKHBIA TMOTOK, CO3ABAEMBII B pe3ylbTaTe
pean3ainy MpoeKTa;

- 3aTpaThl, CBS3aHHBIE C peanu3alueil mpoekTa (pacxol pecypcos,
OTpULIATETIbHAS BETNUNHA);

l — craBKa IMCKOHTHPOBAHHUS;

NPV — pyuxiums quckoHTHpOBaHMSL.

OyHKIMA AUCKOHTUPOBAHUS HCIOJB3YETCA NPU aHAIU3E HHBECTHIIMOHHBIX
BJIO’KEHUH ISl ydera BIUSHUS (PaKTOpa BPEMEHH W NMPUBEICHHUS Pa3HOBPEMEHHBIX
3aTpaTr K OTHOMY MOMEHTY (OOBIYHO MOMEHTY Havalla peanu3anuu npoekra). CTaBka
JVCKOHTUPOBAHMS B 3TOM ClIydae MO3BOJISIET YU€CTh M3MEHEHNE CTOMMOCTHU JICHET C
TEYEHUEM BPEMEHH.

Mogenp OTmauu OT WHBECTHIIMM HArJAIHO JAEMOHCTPUPYET, KakKue JIBe
OCHOBHBIEC 3a/layll HEOOXOJMMO PELIUTh MPU aHaJIM3€ JHOOr0 WHBECTUIMOHHOIO
OpoeKTa M, B YAaCTHOCTH, MPOEKTa IO peanu3alu MEponpuiTuil B cdepe
nH(POPMAIIMOHHON OE30MaCHOCTH: pacyueT 3aTpar, CBA3AHHBIX C MPOEKTOM, H pacydeT
JOTIOJIHUTENIBHOTO JIEHEKHOr0 MOoToKa. Ecim Meromonorus pacuera COBOKYITHBIX
3arpar ( C ) 3a mocnenuue 10-15 et B eaoM J0CTaTOYHO MOJHO chopMupoBasiach
(8 Bune xonnenmuu «Total Cost of Ownership», TCO — CoBokynHas CTOUMOCTb
BrnajgeHusi, CCB) W aKTUBHO WUCHOJB3YETCAd HA MPAKTUKE MNPUMEHUTEIBHO K
pa3IMYHBIM BHJAM HH(DOPMAIMOHHBIX CHCTEM M DJIEMEHTaM WH()OpPMAIMOHHON
MHMPACTPYKTYpEI, TO pAacdyeT NOMOIHHTEIBHOrO IeHEeXHOro motoka ( 11 ),

[MoJIyd4acMoro B PpC3YyJIbTaTe I/IHBCCTI/IHI/Iﬁ B CPCACTBAa 3alIWTHI I/IH(i)OpMaHI/II/I, Kak
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IIPaBUJIO, BBI3BIBAET CEpbE3HbIC 3aTpyAHEHUs. OTHUM U3 HauboJjee MepCrIeKTUBHBIX
IIOAXO0J0B K pacyeTy 3TOro IOKa3aTess sABJIIETCS METOAMKA, KOTOpas ONUpaercs Ha
KOJIMYECTBEHHYIO (JCHEKHYI0) OIICHKY pPHCKOB yiiepba aisi MHGPOPMAIIMOHHBIX
pEeCypcoB M OLICHKY YMEHBIICHUSA OTUX PUCKOB, CBA3AHHOIO C peanu3anuei
JOTIOJIHUTEIBHBIX MEPOTIPUSATHH 10 3a1IUTe WH(OPMALINH.

Takum 00pa3zoM, B LI€JIOM COCTaB METOJOJIOTUM aHAJIM3a 11eJIecCO00Pa3HOCTH
BJIOXKEHHUI CPENCTB B MPOEKTHI, HAIIpaBJICHHbIE Ha oOecreueHnue MH(OPMaLNOHHON

0e30MacHOCTH, CXeMaTUYHO IIpecTaBieH Ha Pucynke 1.

Axanu3 ROl ans npoekTos,

HanpaBlieHHbIX Ha obecne4YyeHue
nHthopmMaLMOHHON Ge3o0nacHOCTH

I |

AHanus Bbirog o1 ONONHUTENbHbIE
Ananwua 3atpar (CCB) A A
peanuaauuu npoekTa npoLieaypbl 1 pacyeTbl
R 1]
OnpepeneHve pasvepa | BoiseneHne puckos, Ha | OnpepneneHue cTaBku
3artpart (Mo Kaxaon cTaTbe KOTOpbI€ NOBAUAET NPOEKT AUCKOHTUPOBaHUA

3arpar)
OueHka BepoATHOCTHbIX

XapakTepuCcTuK pUCKoB (4o
W nocne peanusauuu
npoekTa)

OnpegenexHue puckos
npoekTa

OLEHKa AeHEXHBIX — CsogHbin pacyeT ROI

— (CTOMMOCTHbIX)
XapakTepuCTUK PUCKOB

Pucynox 1 — Ctpykrypa MmeTogonoruu ananmu3a 3¢ (HEeKTHBHOCTH BIOKEHUN B MpoeKThl 1o Y Ub
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AHanm3 3aTpaT, CBSI3aHHBIX C peaju3aliedl TpPOeKTa, XOTS U SIBISIETCA
OTHOCHUTENFHO 00Jiee TPOCTOM 3ajaueii, BCEe K€ MOXET BBI3BaTh OIPEICIICHHBIC
3arpyaHeHus. Tak ke Kak W I MHOTUX JPYTUX TIPOEKTOB B  cdepe
MHPOPMAITMOHHBIX TEXHOJIOTHH, aHAJIM3 3aTpaT Ha pean3alfio MPOEKTOB B cdepe
WH(POPMAIIMOHHONW O€30MacCHOCTH 11eJecCO00pa3HO OCYIIECTBISATh, OMUPAsCh Ha
U3BeCTHYIO Oa3zoByro MeToosioruto «Total Cost of Ownership» — TCO (CoBokymHast
ctouMocTh BiaaeHus — CCB), BBeJCHHYIO KOHCANTHHTOBOW kommaHwuen «Gartner
Group» B 1987 rony mpUMEHHUTENBHO K MIEPCOHATBFHBIM KOMITbIOTEpaM. B memom, sta
METO/IMKa OPHEHTHPOBAHA Ha OOCCIEUYECHHE TOJHOTHl aHalu3a W3JEpKeK (Kak
NPSIMBIX, TaK W KOCBCHHBIX), CBSA3aHHBIX C HH(MOPMAIIMOHHBIMH TEXHOJIOTHSAMHU H
WH(POPMAIIMOHHBIMU CHUCTEMaMH, B CHTyalusiX, KOTrJa HEOoOXOJUMO OIICHHUTH
HPKOHOMHUYECKHE TOCIE/CTBUS BHEAPEHUS W HCIOJBb30BaHUS TAKUX CHUCTEM: TpU
orneHKe A()PEKTUBHOCTH WHBECTHIIMH, CPaBHECHUW aJbTEPHATHBHBIX TEXHOJIOTHH,
COCTaBJICHUH KaMTATBHBIX M TEKYIIHX OFO/KETOB H TIp.

B o6mem ciiydae cymmapnas BenuurHa CCB Bkitouaer B ce0s:

— 3aTpaThl HA MPOEKTUPOBAHNE HHPOPMAITIOHHON CHCTEMBI;

— 3arpaThl Ha TMPHOOpPETEHUE allapaTHBIX MW MPOrPaMMHBIX CPEICTB:
BBIYMCIIUTEIbHAS TEXHUKA, CETEBOE O0OpyIOBaHHE, MPOrpaMMHOE oOecrieueHue (cC
Y4€TOM HCTIOIb3yEeMBIX CITOCOOOB TUIICH3NPOBAHNS), a TAK)KE JIM3UHTOBBIC TIATEXKU;

— 3aTpaThl Ha  pa3pabOTKy MPOTpaMMHOTO  OOECleYeHHs] U €ro
JOKYyMEHTHUPOBAaHMWE, a TAKXKe Ha HCIPaBJICHHE OMMMOOK B HEM M JOpPabOTKYy B
TEYCHHE MEePHOIa IKCILTyaTallnu;

— 3aTpaThl Ha TEKyIlee aJIMUHUCTPUPOBAHHE WH()OPMAIMOHHBIX CHCTEM
(BKJTFOYAsI OTLIATY YCIYT CTOPOHHUX OPTaHU3aINNA, KOTOPBIM 3TH (YHKITHH ITepeIaHbl
Ha ayTCOPCHHT);

— 3aTpaThl HA TEXHUYECKYIO MOJICPIKKY U CEPBUCHOE OOCITYKUBAHUE;

— 3aTpaThl HA PaCXOHBIC MATEPUAIIBI;

— 3aTpaThl Ha TEJIEKOMMYHHUKaIMOHHBIE Yyciayru (moctyn B UHTEpHeT,

BBIACJICHHBIC 1 KOMMYTHUPYCMBIC KaHAJIbI CBA3WU U Hp),
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— 3aTparbl Ha oOOyYeHHe TMoJb30BaTelield, a Takke coTpyaHukoB WT-
noJipa3/ieJICHUH U iernapTaMeHTa nH(HOpMaIlMOHHON 6€3011aCHOCTH;

— KOCBEHHBIE 3aTpaTbl — H3ACPKKU MPEANPHUSITHS, CBS3aHHBIE C TMOTEpen
BPEMEHH TOJIH30BATEISIMU B Cilydae cOOeB B paboTe HHPOPMAIIMOHHBIX CHCTEM.

Taxke B pacder 3aTpaT Ha [MOBBIIIEHHE YPOBHA HHPOPMAIIMOHHON
0€30MacHOCTH HEOOXOAMMO BKIIOYUTH pacXxoAbl HAa peopraHu3aluio OusHec-
MpOLECCOB U MHGPOPMAIMOHHYIO pabOTy € TEPCOHAIOM: OIjiaTa yCIyr Ou3Hec-
KOHCYJIbTAHTOB M KOHCYJBTAHTOB MO BOMpocaM HHGOPMAIIMOHHON 0€301acHOCTH,
pacxo/bl Ha Pa3pabOTKy OpraHU3aAIMOHHON JOKYMEHTAIINH, PACXOIbl Ha MTPOBEICHUE
ayJUTOB COCTOSIHUS WH(popMaunoHHON Oe3zonmacHoctd U np. Kpome Toro, mpu
aHaJlM3e pacxolOB HEOOXOIMMO TaKKe YyYecTb TO OOCTOATEIhCTBO, YTO B
OOJIBIIMHCTBE CIy4yaeB BHEAPEHUE CPENCTB 3alIUThl MH(OpPMAIMK Tpeanojaraet
MOSIBJICHUE  JIOTIOJIHUTENBHBIX OO0S3aHHOCTEH y TepCOHalla MPEANpUATHS U
HEOOXOJUMOCTh OCYIIECTBIICHUSI JOMOJHUTEIBHBIX Olepanuii mpu pabore ¢
MH(POPMALIMOHHBIMU ~ CUCTEMaMH. OTO OO0yCIaBIMBaeT HEKOTOPOE CHUYKEHHE
MIPOU3BOAUTEIILHOCTH TPyJa COTPYIHUKOB MPEINPUSTUS U, COOTBETCTBEHHO, MOXKET
BBI3BATH JOTIOJIHUTEIBHBIE PACXO/IBI.

3nauenne CCB B KaxJIOM KOHKPETHOM Cllydae HEOOXOIUMO OMpEeNeisaTh
WHANBUAYAIbHO C Y4eTOM OCOOCHHOCTEH TPOEKTa, KOTOPBIA MPEICTOUT
peann3oBaTh: OCHOBHOM BOCTPEOOBAHHOM (PYHKIMOHAIBHOCTH, CYIIECTBYIOIIEH
MH(DPACTPYKTYPHI, KOJIMYECTBA TMOJIb30BaTeeH U apyrux ¢akropos. B obmem Bume
CCB nns ananuza 3(QEeKTUBHOCTH M 11€J1€CO00Pa3HOCTH BIOXKEHUN B peaid3alyio
MIPOEKTOB TIO TOBBIIIICHUIO YPOBHS 3alUIIICHHOCTH WH(POPMAIIUUA OMPEILISICTCS Kak

CyMMa BCCX 3JICMCHTOB 3aTpaT, CKOPPCKTHUPOBAHHAA C YICTOM (baKTopa BpPCMCHMU:

N
I Z {.Yfr.'

‘\' 1 Wl 1'1 - '] ‘
PV(C.d) Zx (1-+d)!
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(ITnanupoBaHue U yrnpapieHHe HHOOPMALMOHHON O€30MaCHOCTHIO)

rue:
f - npearnoiaaraeéMbplil JKU3HEHHBIM IUKI MpoeKTa (MHPOPMAIMOHHON W/Uiu
OpraHU3alUOHHOW CUCTEMBI), JIET;

\ — KOJIMYCCTBO BUAOB 3aTpaT, IPUHUMACMBIX B paCUcT,

Cht — 3aTpathl N-0T0 BUJA, IOHECEHHbIE B t-OM mepuoze, pyo.

Takum oOpazoM, B 1LIEJIOM MOTYT OBITh ONpENETIECHBI 3aTpaThl, CBSI3aHHBIE C
peanu3anyeld MEponpusATHd 1o o0ecTedueHn0 WH(POPMAIMOHHON 0e30MacHOCTH.
OnHako HauOOJBIIYIO CIIOKHOCTbh MPEJCTABISET ONPEIEICHUE IOJIOKHUTEILHOTO
abdexra oT BHeApeHUs cpeAcTB 3amuThl nHopmaruu. Kak npasuio, s¢pdexrt ot
BHeJpeHus: uHpopmanumoHHbix cuctem (ERP-cuctem, cucteM aBTomMaruzanuu
Oyxrantepckoro u ympasieHdeckoro yuera, CAD/CAM-cuctem wu 1p.)
OTpe/AeNseTCS TEeM, YTO OHH OOecClmeYnBalOT aBTOMATH3AIMI0 U YCKOPEHHE
pa3IMyYHBIX OM3HEC-ONEPALIUi, a 3TO, B CBOIO OUEPE/Ib, IO3BOJISIET COKPATUTh 3aTPATHI
pPYYHOTO TpyAa, NPUOOPECTH KOHKYPEHTHBIE IMpEeUMYyIIecTBa W, TaKUM 00pa3om,
MOBBICUTH  OOIIyI0 3(PPEKTUBHOCTh XO3SMCTBEHHON AesTenbHOCTH. (OJIHAKO
BHEJPEHUE CPEACTB 3alUThl HHPOpMAIMK camMo Mo cede, Kak MpaBujo, HE
o0ecrieunBaeT COKpalIeHUs 3aTpar (XOTS B OTHCNBHBIX CIy4dasX MOXET H
00ecrneynTh) — JOOCTH)KEHHE IMOJOXKUTENBHOTO 3(PQexkTa OT HX HCHOJIb30BaHUS
3aBUCUT OT MHOXKECTBA TPYAHO KOHTPOJMPYEMBIX (AKTOPOB KaK BHYTPH
OpennpusTHsi, Tak U BHE ero. bomee Toro, kak yxe ObBUIO OTMEUEHO, peann3aius
MEPOTIPUATHIA, CBSI3aHHBIX ¢ 00ecTieueHrneM HH(POPMAITMOHHON 6€30MacHOCTH, MOYKET
MPUBECTH K JOTMOJTHUTEIBHBIM Harpy3kaM Ha TMEepCOHAT MPEANpPUITHS W,
COOTBETCTBEHHO, K CHIKCHHUIO TTPOU3BOIUTEIILHOCTH TPY/Ia.

B cBsi3u ¢ 3TUM OJHKMM K3 HEMHOTHX CIIOCOOOB, KOTOPbIE MOTJH OBl MOMOYb
NPEANPUATUIO OmpeaeanTh 3PGEKT OT OCYIIECTBICHUS MEPOINPUSTUH B cdepe
3amuThl WHGOPMAIK, SBISETCS JIEHEX HAs OIEeHKAa (XOTs Obl MPUOJIM3UTEIHHAS)
TOrO ymiep0a, KOTOPBIA MOXET OBITh HaHeCeH WH(OPMAIMOHHBIM pecypcam
OPEeAnpusATAS U KOTOPBI MOXET ObITh MPENOTBpAllleH B pe3ysbTaTe pealu3aluu

MpeIaracMbix MEPOIPHUSITUN. Takum o0Opazom, MPEAII0IaracMblii
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NpeloTBpalleHHbIA yIIepO (pa3sHUIla MEXIy MpearnoiaraeéMbiM yiepooM B ciiydae
OTKa3a OT pealii3allii MEpPONpUITHI U yliepOoM B ciiydyae MX peaju3aiuu) Oyner
COCTaBIISITh IMOJIYYEHHBINM AKOHOMUYECKUH 3((EKT — JTOMOTHUTENIbHBIN JACHEKHBIN
HOTOK.

O4eBHIHO, YTO TPU TAKOM TMOAXO0JAE OOJBUIMHCTBO PACYETOB MOTYT OBITh
TOJIBKO OLIEHOYHBIMH U HOCUTb NMTPUOJIM3UTENBbHBIN XapaKTep. DTO CBA3aHO C TEM, YTO
AKTUBHOCTb  3JIOYMBIIIJICHHUKOB,  SBISIIOIIMXCS ~ MCTOYHUKAMHU  yrpo3  JJId
MH()OPMAIMOHHOW 0€30IaCHOCTH, NPAKTUYECKHM HEMNpe/cKazyemMa: HEBO3MOMXKHO
JOCTOBEPHO MpEACKa3aTh CTpATErUy HamaJeHus, KBAIM(PUKALUIO HamaJaroluX, UX
KOHKPETHBIE HaMEpEeHUs u pecypcbl (¢punaHCcOBBIE, TEXHUYECKUE,
OpraHU3alMOHHBIE), KOTOPbIE OYAYT 3a€MICTBOBAHBI JJII COBEPUICHUS TE€X WU UHBIX
JAEUCTBUM, a TakKe HaMEpPEeHHs B OTHOUICHMM YKpaJeHHON HHQopManuu (eciu
LEJIbI0 aTaku OyleT MOXUIIeHUE KOH(HIECHIHATbHBIX cBeAeHUl). COOTBETCTBEHHO,
JUIS OCYILECTBJICHUS BCEX HEOOXOAUMBIX pacueTOB HEOOXOUMO ClIeJIaTh MHOXKECTBO
JOMYUIEHUA M OSKCHEPTHBIX OLEHOK B KOHTEKCTE JESITEIBHOCTU JAHHOIO
KOHKPETHOTO TPEANPUATHS, & TAKKE MO BO3MOXXHOCTU HU3YYUTh CTATHCTHUYECKYIO
nH(pOpPMaLIMIO, Kacarollylocs aTak Ha HH(POPMAIMOHHBIE PECYpPChHI, aHAJIOTMYHBIE
3aIMIIAEMBIM.

Takum oOpa3oM, ’KOHOMHUYECKasi OleHKa 3(G()EKTUBHOCTH MEp MO 3alluTe
uH(}OpMAIUU TIPE/IoIaraeT:

— OLEHKY CYHIIECTBYIOUIMX YIpO3 JJii MHPOPMALMOHHBIX aKTUBOB, KOTOPBIX
KOCHETCS peain3alus 3alllUTHBIX Mep;

— OLIEHKY BEPOSITHOCTH peaIn3ally KaKJ10i U3 BBISIBICHHBIX YTPO3;

— S5KOHOMHYECKYIO OLIEHKY ITOCJIEICTBUI peaNn3aluu yrpos.

JInst  OoCylIeCTBIEHHMsS TakOro aHaiau3a, KakK IpaBWIO, HCIHOJb3YIOTCS
cienyromne 6a30BbIe MOHATHS.

1) Onenounas BennunHa equHoBpeMeHHBIX moTeph ( Single Loss Expectancy,

SLE, ) — mpenmojiaraeMasi CpelHss OICHOYHAas cyMMa yiiepOa B pe3yibTare

OJIHOTO HapyuleHus MH(OPMAIMOHHOW Oe30macHOCTH 1-ro Turna. OHa MOXKET ObITh
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oIpesiesieHa Kak MPOU3BEJCHUE O0IIe CTOMMOCTH 3allUIIAaeMbIX HH(OPMALIMOHHOTO
aKTUBOB ( AV ) Ha KO3(pQPUIMEHT HUX pa3pylLIeHHs] BCIEACTBHE HapPYIICHUS
uH(POPMallMOHHONW  Oe30macHOCTH  (MOABEPKEHHOCTH  HAMAJCHHIO), KOTOPBIN
oGosnauaercs [+ F'i (Exposure Factor).

2) KommyectBo HapymieHuit wuH(popManmoHHOW Oe3omacHocTH 3a roxm

Annualized Rate of Occurrence, ARO, ) — OIICHOYHAs YacToTa, C KOTOPOW B
TEYEHHWE TOJa MPOUCXOMAT HapymieHHs HHOOPMAIIMOHHONW  0€30MacHOCTH
(peanu3yroTcs yrpo3sl) i-ro THIIA.

3) OnieHouHass BeiawuuHa cpeaHerofoBeix morepb ( Annualized Loss

Expectancy, ALE, ) — CyMMapHbIi pa3Mep TOTepb OT HapYIICHHN

MH(}OpPMAIMOHHOW 0€30MaCHOCTH (peanu3aluy PUCKOB) 1-TO TUIIA B TEYEHHE rO/a.
ALE; = SLE; x ARO; = (AV x EFi) x ARO;
HenocpenctBennbiil 3¢(deKT oT peanu3alnuu MEpPONPUSTHI MO MOBBIILIEHUIO

YPOBHSI HHPOPMALIMOHHOM 0€30MacCHOCTH OYIE€T NPOSABIATHCS B TOM, YTO:

— HETaTUBHBIE TOCJIEICTBUS KaXKIOT0 HapylieHus (KaXIol pearn30BaHHOMN

1'-| --|f
YIPO3bI) MOCIIE peaiu3aliii MEPOTIPUITHH ( ET i ) OymyT MEHbIIE, YeM ObLIH J0 MX

EF; > EF! :

peanu3alyu:

— YacToTa HapylIeHU WHOOPMAITMOHHONW 0€30MacHOCTH YMEHBIIUTCS MOCTe

ARO; > ARO;
ALFE’

“i OyHIeT COCTaBJIATh:

pean3anuu MEPOIIPUSITUNA

B pe3ynbrarte yMeHbIIeHHAs] BETUYMHA
- 8 : C ATt !
ALE! = SLE; x ARO; = (AViEF!) x ARO!
Taxkum oOpazoM, cyMMapHBIi TO0BOM A(HEKT OT peann3anuu MEpOTPUSITHS
OyzleT onpeaesaThes Kak:
R=AALE; = ALE; — ALE;
Hcxons u3 3TOro, OOMIMI MEHEKHBIM TMOTOK OT peaju3allid MEPOTPHUSITHS

OTIPEIEIISICTCS TI0 CIIeAYIoIIel hopmyIie:
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/
r S (ALE; — ALE)
NPV(Rd) =} ‘=
\ (

t=0
Ha ocHOBe BceX 3TUX JAHHBIX B COOTBETCTBUHU C (POPMYIOH MOXKET OBITh

ONpesieNieH CyMMapHbBId 3(@exT oT peanusanuu Meponpusituii B  cdepe
UHPOpPMAllMOHHON  0€30MacHOCTM M MPOAEMOHCTPHPOBAHO,  HACKOJBKO
OTIpaBIaHHBIMU U LIEJIECOOOPA3HBIMU SIBISIFOTCS BIOKEHUS B T€ WJIM UHBIE CPEICTBA
3alUThl MH(QOpPMAIMM B YCJIOBUAX KOHKPETHOTO NPEANpPUATUS C Y4YETOM BCEX
0COOEHHOCTEN ero (PyHKIMOHUPOBAHMS (& TAKXKE C YUETOM MPUHATHIX JOMYIIEHUN U
CZEJIAHHBIX MPETIOI0KECHHMN ).

N X0Ts ¢ MaTreMaTH4eCKOW TOYKH 3PEHNUS BCE PACUETHI B OITMCAHHOW PaMOYHOMN
mozenu oreHkn ROl sBisitoTCS MpeneabHO MPOCTHIMH, OMPEICICHUE OTIACTbHBIX
napaMeTpoB (MPOTHO3HBIX YacTOT HApPYIIEHUH U pa3MepoB IMOTEPh, a TaKKe
MIPEANOIAraéMoOro CpoKa HMCIOJIB30BAHUS NMPOTPAMMHBIX M aIlIAPATHBIX CPEACTB U
OpPraHM3aIMOHHBIX MOJIENEe) MOXKET BbI3BaTh 3HAUMUTEIbHBIC 3aTPYAHEHUS Ha
npakTuke. IIpoBeneHHME TakuMX pacyeroB, TaK K€ KakK M IPOBEACHUE ayIUTOB
MH()OPMAIMOHHOW O0€30MaCHOCTH, MOKET MOTpeOOBaTh MPHUBJICUYECHHUS] CTOPOHHUX
KOHCYJIbTAHTOB, OJIHAKO KBaJIM(PUKALUA U TPO(eCcCHOHANIbHAS CHEHaIN3alns TaKUX
KOHCYJIbTAHTOB MOKET CYIIECTBEHHO OTIMYAThCS OT KBAIU(PHUKALMN KOHCYIbTaHTOB,
CIEHUAIN3UPYIOIUXCS, HanpuMep, Ha NPOBEIAEHUM AayJIWTOB W BHEJIPECHHUU
TEXHUUYECKUX CPEACTB 3alluThl MHGopManuu. [Ipuyem eciau OIEHKY BEpPOSITHOCTEH
aTak, a TaKXkKe OILIEHKY TOro, HACKOJbKO A3TH aTakh MOTYT ObITh YCHEUIHBIMH,
NPEINOYTUTENBHO JIOBEPUTh BHEIIHUM KOHCYJIbTaHTaM MO0 HH(OpPMAIMOHHON
0€30MacHOCTH, TO OIIEHKY CTOMMOCTH MH(POpPMallUd U SKOHOMUYECKHUX MOCIIEICTBUN
yTpaThl KOHTPOJIA HAaJl UHPOPMALIMOHHBIMHU aKTUBaMH, CKOPEE BCEro, LIeIeco00pa3Ho
OCYIIECTBIISITH CAMHUM CIIELMaINCTaM, pa0OTAIOIINUM Ha IPEAIPUITUN (IKOHOMHUCTAM,
MapKeToJoraM M Mp.), a TaKKe MPUBIEKATH ISl 3TOTO0 CTOPOHHUX CIELMAIMCTOB U3
COOTBETCTBYIOIIUX cep AeSITeTbHOCTH (MapKeTHHTa, (PMHAHCOB, TOPTOBIIH U TIP.).

HecmoTps Ha Bce TpyAHOCTH IpoLiecca OLEHKHU LeIeco00pa3HOCTH BHEAPEHMUSI

CpE€AaACTB 3alIUThI, OIIMCaHHas METOJO0JOIrA MMO3BOJISICT MCHCKEPAM U CIICHUAINCTaM
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no 3ammre HWHPOpMAlMUU MOdy4aTh OOOCHOBAaHHBIE OLEHKHM U JIeNaTh
(dbopMaii30BaHHBIE BBIBOJBI OTHOCHTEIBHO TOTO, HACKOJBKO ONpPaBIAHHBIMU
SIBJISIFOTCSI BIIOKCHHSI B ONPENEIICHHBIC CPEICTBA 3aIIUTHl WH(GOPMAIUH, a TaKKe
ONPEJEIUTh OCHOBHBIE MPUOPUTETHI PACXOJIOBAHUS CPENCTB, MPEIYCMOTPEHHBIX B
OromkeTe Ha oOecredeHHe HWHPOPMAITMOHHOW O€30macHOCTH (€CIM TMPEANPUATHE
MPaKTUKYET BhIJEICHUE (DUKCUPOBAHHBIX CYyMM Ha 3TH 11eiH). [Ipru 3ToM 10cTaToqHO
BBICOKHH YPOBEHb JIOCTOBEPHOCTU TAKUX OIIEHOK JIOCTUTAETCS 3a CYET TOTO, YTO BCA
paboTa TIO TPOBEACHUIO OICHKH M IIOATOTOBKE WHBECTHIIMOHHBIX PEIICHHMA
pPacKJIaJbIBACTCSl HAa HECKOJIBKO OTHOCHUTENHLHO 00Jiee MPOCTHIX U «IIPO3PAYHBIX)
3a/1a4, peneHne Kaka0i U3 KOTOPhIX MOXKET OBITh 3aKPETUICHO 3a CTCIHAINCTAMH B
onpeneneHHon cdepe. B pesynprare oOmias OLEHKAa CKIAIbIBAETCS Ha OCHOBE
MOJIYYCHHBIX PEIICHUN HECKOJIbKUX OTIEIbHBIX 3a7a4, KaKJ0€ U3 KOTOPBIX MOXKET
OBITh NMPOKOHTPOJIUPOBAHO U MPU HEOOXOAUMOCTH JOIMOJHHUTEIBHO yTOYHEHO. B
ATUX YCIOBHUSAX 00Ilee KadecTBO TMOJy4yaeMOM aHaTUTUYECKON OICHKU W,
COOTBETCTBEHHO, (POPMYIUPYEMOTO pEIICHUS 3aBUCUT OT KBalU(UKAIMU BCEX
AKCIIEPTOB, AHAJTUTUKOB M CIEIUAIMCTOB, YIaCTBYIOIIUX B padoTe. A 3HAYUT, OJHOU
M3 OCHOBHBIX 3a/1ad PYKOBOJMTENICH MPEANPUATHS U MEHEIKEPOB, OTBEUAIONIUX 32
oOecrneyeHrne MHGPOPMALIMOHHON O€30MaCHOCTH U MPUHATUE PELIEHU B 3TON cdepe,
SABJISIETCA MOA00p HauOosiee KBATU(PUIIUPOBAHHBIX U OMBITHBIX CHEIUAIMCTOB, HOO
OT KauecTBa WX pabOThl OyACT 3aBHUCETh HE MPOCTO OE30MACHOCTHh OTACIIBHBIX
AJIEMEHTOB HWH(OPMAIIMOHHBIX aKTHBOB B ONpEICICHHBIE MOMEHTHI BPEMCHH, a
3¢ ()EKTUBHOCTH BCEH CHCTEMBI 3aITUTHI MH(GOPMAIIMHN B CPETHECPOUHOM, a MHOTJA U

B JIOJITOCPOYHOM MEPCIICKTHUBE.
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