Tema 2.7 — Ayaut nHGOpMaIIMOHHON 0€30MaCHOCTH
(ITnanupoBaHue U yrnpapieHHe HHOOPMALMOHHON O€30MaCHOCTHIO)

1 Henan ayauroB nHGOpMANMOHHOK 0€30MIACHOCTH, UX KJIacCHPUKAIMHU 110
THIIAM

Aynut coctostHMsT MHGOPMALMOHHONW O€30MacHOCTH Ha  IPEANPUSITHU
npeacraBisger  coOOM  dKCmepTHoe  oOcCleOBaHME  OCHOBHBIX  acCIEKTOB
MH(POPMAIMOHHONW O€30MaCHOCTH, WX MPOBEPKY Ha COOTBETCTBUE OINpPEACICHHBIM
TpeOoBaHUSAM. B HEKOTOPBIX Ccilydasx Moj ayAUTOM HHGOPMAIIMOHHON 06€30MMacHOCTH
NOAPa3yMEBACTCS IpOBEpKa 3aIIHUIIEHHOCTH OTZIEJIbHBIX 3JIEMEHTOB
MH()OPMAIMOHHOW HHPPACTPYKTYPHI MPEANPUATHS (CETMEHTOB €TI0 CETH, OTAEIIbHBIX
cepBepoB, 0a3 naHHbIX, VIHTEpHET-CAaliTOB U Mp.) U HAJEKHOCTU CPEJCTB 3alUTHI
nH(popManuu (MEXCETEBBIX HKPAHOB, CHUCTEM OOHApYKEHHsS BTOPXKEHHM H IIp.).
OnHako Mbl B JalbHEHMIIEM HCXOJUM W3 TOrO, YTO ayauT HWH(OPMAIMOHHON
0€30MacCHOCTH SIBISIETCS KOMIUIEKCHBIM (IO BO3MOKHOCTH, HCYEPIIBIBAIOIINM)
HCCIIEIOBAHUEM BCEX aCMEKTOB MH(DOPMAIIMOHHONW 0€30MaCHOCTU (KaK TEXHUUECKUX,
TaKk W OpraHU3allMOHHBIX) B KOHTEKCTE BCEW XO3AWCTBEHHON JESATEIBHOCTH
MPEANPUATUS C YYETOM JACUCTBYIOIICH MOTUTUKH MHGOPMAIIMOHHON 0€30MacHOCTH,
OOBEKTHBHBIX NOTPEOHOCTEM MNpeAnpUsITHs U TPeOOBaHWM, MNPEABSIBIIEMBIX
TPETHbUMH JIMIAMH (TOCYIapCTBOM, KOHTPAareHTaMu U 1p.).

Pa3nuuaioT 1Ba OCHOBHBIX BHUJA AayauTa: BHYTPEHHUW (IPOBOJMMBII
MCKIIFOUUTENIbHO CUJIAMH COTPYJIHUKOB MPEANPUATHS) U BHEITHUI (OCYILIECTBIIIEMbIN
CTOPOHHUMU OPTaHU3ALMIMHU ).

[enssmu aynuta MOTYT OBbITh:

— YCTaHOBJIGHHE CTENEHU 3alIUIIEHHOCTH WH(POPMAIMOHHBIX PECYPCOB
MPEANPUATHS, BBISBICHHE HEJOCTATKOB U OINPEACIICHUE HAIPABICHUN JAJIbHEUILIErO
Pa3BUTHS CUCTEMBI 3aIIUTHl HHGOPMALIHH;

— IIPOBEpKa PYKOBOJACTBOM HPEANPUATHS U JIPYTMMHU 3aHHTEPECOBAHHBIMU
JUIAMH  JOCTH)KEHHUS TIOCTaBJICHHBIX ILened B cdepe uHPOpMaLMOHHON

0€3011aCHOCTH, BBITIOJHEHUS TPEOOBAHUI MOJUTHKU O0€30MMaCHOCTH;
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— KOHTpPOJIb 3(P(PEKTUBHOCTU BJIOKEHUU B MPUOOPETEHHE CPEICTB 3aIUTHI
uHbOpMAIIMM U peau3allii0 MEPOIPUATUN 0 oOecnedyeHuo HHGOPMaIMOHHOM
0e30MacHOCTH;

— ceptuduKalMsl HA  COOTBETCTBUE  OONICNpPU3HAHHBIM  HOpPMaM H
TpeboBaHusIM B cdepe HHOOPMAIMOHHOW O€30MacHOCTH (B YacTHOCTH, Ha
COOTBETCTBHUE HALIMOHAJIBHBIM U MEXYHAPOJHBIM CTaHIapTaM).

OpHOW M3 CTpaTerMyecKux 3a/ay, pElIaeMbIX IpU MPOBEACHUU ayauTa
MH(GOPMALMOHHON O€30MaCHOCTH M TOJYYEHHH COOTBETCTBYIOILErO cepTU(duKaTa,
ABJISIETCS] IEMOHCTpAIUs HAJSKHOCTU TPEANPUATHSA, €r0 CIIOCOOHOCTH BBICTYIIATh B
KayecTBE yCTONYMBOIO MapTHEpa, CIOCOOHOTO O0ECHEeYUTh KOMILIEKCHYIO 3alUTy
MHQOPMAIIMOHHBIX  PECYpCOB, UYTO MOXET OBbITh OCOOCHHO Ba)XHO IIpH
OCYIIIECTBIICHUU CJICTIOK, MPENOJIararounux o0OMeH KOH(PUACHIINATBHON
uHpopManuer, uMeroueld OoJIbIIYI0 CTOMMOCTh ((PUHAHCOBBIMU CBEACHUSIMH,
KOHCTPYKTOPCKO-TEXHOJIOTUYECKON JOoKyMeHTanuen, pesynbratamu HUOKP u np.).

B ToM ciydae, ecim ayauT SBISETCS BHYTPEHHHUM, TPYIILy ayIUTOPOB
Heo0XoauMO c(hOpMUPOBATh U3 4YMCIA TAKUX CHELHATUCTOB, KOTOpbIE CaMH HE
ABJISIFOTCS pa3pabOTYMKaMU U aIMUHUCTPATOPAMU UCIIOJIb3yEeMbIX HH(OPMAIIMOHHBIX
CUCTEM M CPEJACTB 3allUThl MHPOPMAIMM U HE UMEIH OTHOLIEHHUS K UX BHEAPEHUIO
Ha JaHHOM MPEIIPUITHH.

Kak npaBuiio, npeanpusiTue Mo>XeT Npuoeratb K NOMOUIM BHEIIHUX ayAUTOPOB
C LIEJIBIO:

— TIOBBIIIEHHUS OOBEKTUBHOCTH, HE3aBUCUMOCTH M MpodhecCUOHATBHOrO
YPOBHSI POBEPKU;

— TIOJMY4YEHUS 3aKJIIOYEHUH O COCTOSHUM MH(POPMAIIMOHHOM 0€30MacHOCTU U
COOTBETCTBUM MEXIYHAPOJHBIM CTaHIapTaM OT HE3aBUCHUMBIX ayJAUTOPOB.

KoMnanuu, crnenpanuM3upyromuyecs Ha TPOBEICHUU ayJUTOB, MOTYT
OCYIIECTBIISITh  NMPOBEPKH  COCTOSHUS ~ MHPOPMAIIMOHHOM  0€30MacHOCTH  Ha

COOTBCTCTBHEC TaKUM O6Hl€HpH3HaHHBIM CTaHdapTaM U Tp€6OBaHI/IHM, KakK:



Tema 2.7 — Ayaut nHGOpMaIIMOHHON 0€30MaCHOCTH
(Ynpasienue nHGoOpMaMOHHON 0€30MaCHOCTHIO)

— ISO 15408: Common Criteria for Information Technology Security
Evaluation (OOmme KpuTepuu OLEHKH  OE30MACHOCTH  HMH()OPMAIMOHHBIX
TEXHOJIOTHH);

— ISO 17799 (BS 7799): Code of Practice for Information Security
Management  (IlpakTtudyeckue  mpaBuia  yhpaBleHUs  HWH(DOpMaAMOHHON
0C30ITaCHOCTBIO);

— BSIIT: Baseline Protection Manual (PykoBoacTBo 6a30BOTO YpOBHS IO
3amuTe UHPOPMAITMOHHBIX TEXHOJIOTUIM ATreHTCTBa HH(POPMAIIMOHHOM 6€30MacHOCTH
I'epmanun);

— COBIT: Control Objectives for Information and related Technology
(OcHoBHBIE LI€TH I UHPOPMAITMOHHBIX U CBS3aHHBIX C HUMH TE€XHOJIOTUH);

— Tpebosanusim PykoBogasmux n1okyMeHTOB @PCTOK PD, ®Ch unu npyrux
roCyJapCTBEHHBIX OPraHoOB M JIpyrux AOKyMeHTOB (Takux kak SAC, COSO, SAS
55/78).

[Tpu aTOM Opranu3aIysi, OCyIeCTBIISIONIAs BHEIIHUN ayauT, TOJKHA OTBEYATh
onpeaeaeHHbIM TPEOOBAHUSIM:

— UWMeTh NpaBo (JIMIEH3WIO) HA BbIIAYy 3aKIIOYEHUH O COOTBETCTBUU
orpe/ieieHHbIM TpeOoBaHusIM (Hampumep, akkpeautannio UKAS — United Kingdom
Accreditation Service);

— COTPpYAHUKMA JIOJDKHBI HMMETh TMpaBO JOCTyna K uH}opmaiuuy,
COCTABJISIFONIEH TOCYIapCTBEHHYIO W BOCHHYIO TalHy (ecnu Takas HH(pOpMaIHs
MMEETCs Ha IPOBEPSEMOM MPEATPUSATHH ),

— 00magaTh HEOOXOIUMBIMH MPOTPAMMHBIMU W alllapaTHBIMH CPEICTBAMHU
JUTSI MCYEPIIBIBAIONICH TPOBEPKH HMEIOIIETOCS Y TPEANPUSTHS MPOTPAMMHOTO U

armapaTHOro 00ecreyeHusl.
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2 JTanbl ayauTAa

OCHOBHBIMU 3TallaMy MPOBEACHUS ayAUTa SBISIOTCA:

— HWHULUHAPOBAHUE NPOBEJICHUS ayAUTa;

— HEMNOCPEICTBEHHO OCYyIIECTBIEHHE cOopa HMH(OpMAlMM U IPOBEIECHUE
oOcieioBaHUs ayJUTOpamu;

— a”aiu3 cOOpaHHBIX TaHHBIX U BRIPAOOTKA PEKOMEHIAIIHI;

— IOATOTOBKA ayIUTOPCKOIO OTYETA U ATTECTALIMOHHOIO 3aKIIOYEHUS.

Ayaut fn0mKeH ObITh HWHULUMHUPOBAH PYKOBOJICTBOM MNPEANPHUIATHS C
JOCTaTOYHO YETKO CHOPMYJIMPOBAHHOHN II€JIbI0 HA ONPENEICHHOM JTale pa3BUTHUSA
MHQOPMAIMOHHOW CHCTEMbl WJIM CHUCTEMBI oOecnedeHus: HHOOPMAUOHHON
0€30MacHOCTH MpPEANpUATUS (HAmpuUMep, IOCJe 3aBEpLICHUs] OJHOTO W3 HTAroB
BHeJlpeHus1). B ciyyae ecnu ayauT He SIBISIETCS KOMIUIEKCHBIM, HA HAaYaJIbHOM JTarle
HE0OXOAMMO ONPENIETUTh €r0 HEMOCPEICTBEHHbBIE TPAHULIBL:

— TepedyeHb 00ciIeyeMbIX HH(POPMALIMOHHBIX PECYPCOB U MH(POPMALIMOHHBIX
cucTeM (IOJICUCTEM);

— IepeYeHb 3/1aHUM, IOMELIEHUN U TEPPUTOPUI, B TIpe/iesiaX KOTOPhIX OyAeT
IIPOBOJIUTHCS Ay/IMT;

— OCHOBHBIE yTpO3bl, CpPEACTBAa 3alIUTBl OT KOTOPBIX HEOOXOAUMO
MO/ABEPTHYTH ayJUTY;

— DJJIEeMEHTBhl CHUCTeMbl obecrieueHus UHPOPMAIMOHHON 0€30MacHOCTH,
KOTOphIE HEOOXOJUMO BKJIIOUHTH B TPOLECC MPOBEPKH (OpraHU3aIMOHHOE,
MPaBOBOE, MPOTPAMMHO-TEXHUUYECKOE, allllapaTHOE 00eCeueHUe);

OcHoOBHasi cTajgusi — TMPOBEJACHUE ayIUTOPCKOTO o0OcienoBaHuss U cOop
uH(}OpMAIUU — KaK MPaBUJIO, TOJDKHO BKITIOUATh B CEOSI:

—  aHaJu3 UMEIOLIEHCS MOJUTUKA UH(POPMALIMOHHON 0€30MacCHOCTH U JIPYTroi
OpraHU3alMOHHOMN TOKYMEHTAalUU;

— TPOBEJCHHE COBEILAHUH, OMPOCOB, JOBEPUTENIBHBIX Oecel] U MHTEPBHIO C

COTPYIHHUKAMU MIPEANPUATHUS,
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— TPOBEPKY COCTOSHUS (hU3MUecKor Oe30macHOCTH HH(OPMaLMOHHON
UHPPACTPYKTYPHI IPEITPUITHSL;

— TeXHUYecKoe o0cienoBaHre NHPOPMAITMOHHBIX CUCTEM — MPOTPAMMHBIX U
anmnapaTHbIX CPEJICTB (MHCTPYMEHTAIbHas TPOBEPKA 3AIUIIEHHOCTH).

[Tpesxxne uyeM NOpUCTYNHTh COOCTBEHHO K ayquTy UH(GOPMaLUOHHON
0e30MacHOCTH, ayAuTOpaM (B YAaCTHOCTH, €CIU MPOBOAMTCA BHEIIHUWA AayAHT)
HEOOXOJUMO O3HAKOMHUTHCA CO CTPYKTYpOHl Tpeanpusarvs, ero (QyHKIHIMH,
3aJjayaMM M OCHOBHBIMHM OM3HEC-TIPOLIECCAMH, a TaKXKE C HMEIOUIMMHUCS
MH(POPMAITMOHHBIMU CUCTEMAMHU (MX COCTaBOM, (DYHKIIMOHAILHOCTHIO, MPOLEYPAMHU
UCIOJIb30BAaHUSl W pOJbl0 Ha mnpeanpustuu). Ha HavampHOM 3Tame ayauTOpsl
MPUHUMAIOT PEIIEHUSI O TOM, HACKOJIBKO TITyOOKO M JAETaIbHO OyayT HCCIEIOBaHbI
OTIEJbHBIE  3JEMEHThl HMH(POPMALIMOHHOM CUCTEMBI U  CHUCTEMBI  3aLIUThI
uHpopmanuu. Taxke HE0OXOOUMO 3apaHee CKOOPAMHUPOBATH C MOJIb30BATEIISIMU
MH()OPMAIIMOHHBIX CHUCTEM IMPOLEAYPbl MPOBEPKM M TECTHPOBAHUA, TPEOYIOIINE
OrpaHUYEHMS JOCTYyIIA MOJIb30BaTeNe (Takue MPOLELyphl IO BOZMOXHOCTH JOJKHBI
OpOBOAMTHCS B HepaOouee BpeMs WIM B NEpUOAbl HaMMEHbILIEH 3arpys3ku
MH()OPMAITMOHHOW CUCTEMBI).

KayecTBeHHBIM  aHamW3  JCUCTBYIOIIEM HAa  NPEANPUITAA  MHOJUTHUKHU
0€30MacHOCTH SIBJISIETCS OTMPABHOW TOYKOW mJisi mpoBeaeHus ayaurta. OngHa u3
IIEPBBIX 3a/la4 KOMIUIEKCHOTO ayJWTa — YCTaHOBJIIEHHE TOIrO, B KAaKOW CTENEHU
JEUCTBYIOIIAsl TMOJMTHKA COOTBETCTBYET OOBEKTUBHBIM MOTPEOHOCTAM JIAHHOIO
OpennpusITiss B O€30MacHOCTH, MOTYT JHM JEHCTBUS B paMKax [IaHHOW MOJIMTUKU
o0ecrneynTh HEOOXOIUMBIM ypOBEHb 3alMIIEHHOCTH WHGOpMAlMK U CPEACTB €€
00pabOTKM, XpaHEHUd U MepeAadyd. IJTO, B CBOIO OYEpellb, MOXET MOTPeOOBATH
MPOBEJCHUS JOMOJHUTEIBHON OLIEHKH 3HAYMMOCTH OCHOBHBIX HH(OPMAIIMOHHBIX
aKTUBOB MPEANPUITHS, UX YA3BUMOCTH, & TaKXe€ CYUIECTBYIOUIUX PUCKOB U YIpO3.

AHanu3 MONUTHKHU TaK)Ke MOYKET BKJIIOYATh OIICHKY TAKHX €C XapPaKTCPHUCTUK, KaK:
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— TIOJIHOTa W TJIyOMHa OXBaTa BCEX BOIPOCOB, a TaKKe COOTBETCTBUE
collepKaHUsl TMOJUTHUK HUKHETO YPOBHS IENIIM U 3ajJadaM, YCTaHOBJICHHBIM B
MOJINTUKAX BEPXHETO YPOBHSI;

— TOHSTHOCTb TEKCTA MOJUTUKHU JUJIS JIOJEH, HE SABJISIIONINXCS TEXHUYECKUMHU
CHEeUaINCTaMH, a TaK)Ke€ YETKOCTh (POPMYITUPOBOK M HEBO3MOKHOCTh UX JBOMHOIO
TOJIKOBAHUS;

— aKTyaJbHOCTb  BC€X  IOJOXKEHHH W  TpeOOBaHMWA  MOJIMTHKH,
CBOEBPEMEHHOCTh yu€Ta BCEX H3MEHEHUH, MPOUCXOMAIIUX B HHPOPMAIMOHHBIX
cucTteMax u Ou3Hec-TMpoIleccax.

[Tocne mpoBEpKU OCHOBHBIX MOJIOKEHUN MOJUTUKH O€30MaCHOCTH B IMPOIIECCE
aynmura MOTYT OBbITh U3y4YeHBl (IIPOBEPEHBbI) JIEUCTBYIOIIUE KJIaccUPUKaUU
MH()OPMAITMOHHBIX PECYpPCOB IO CTEMEHW KPUTUYHOCTH M KOH(DUICHIMAIBHOCTH, a
TakKe€  Jpyrue  JOKYMEHThl, = HUMEIOUIME  OTHOLIEHHWE K  OOECHEeYeHUIo
nH(}OpMAIMOHHOM 0€30MTaCHOCTH:

— OpraHM3aIMOHHBIC JOKYMEHTHI TOApa3AeICHUN MPpeAnpusTUs (MTOJI0KEHUS
00 oTaenax, TOJKHOCTHBIE MHCTPYKITUH);

— UHCTPYKIUHU (TIOJIOKEHUSI, METOJMKH), Kacaroluecss OTAEIbHBIX OH3HEeC-
MPOIIECCOB MPEATPUSITHH;

— KaapoBas JIOKyMEHTaIus, 0053aTelbCTBa O HEpasrJallleHHH CBEICHUH,
JaHHBIE  COTPYJHUKAMH,  CBUACTEILCTBA O  MPOXOXKACHHUH  OOyYEHWS,
npo@ecCuOHANIbHOMN cepTU(UKAIIMK, aTTECTAIIMN U O3HAKOMJICHUH C JEHCTBYIOLIUMU
MpaBUJIaMU;

— TEXHUYECKas JOKyMEHTaIls | TI0Jb30BATCIIbCKUE WHCTPYKIIUU ISt
pPa3sIUYHBIX  HMCIOJB3YEMBIX IMPOTPAMMHBIX W amllapaTHbeIX  CpeiAcTB  (Kak
pa3pabOTaHHBIX CAMHM TIPEANPHUATHEM, TaK W TPHOOPETCHHBIX Yy CTOPOHHUX
MOCTABIIUKOB): MEXKCETEBBIX YKPAaHOB, MaPHIPYTHU3aTOPOB, OMEPAIIMOHHBIX CHUCTEM,

AHTUBHUPYCHBIX CPECACTB, CUCTCM YIIPABJICHUA MMPCANPHUATHEM U IIP.
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OcHoBHas paboTa ayAUTOPOB B Mpolecce cOopa MHPOpMALMK 3aKII0YAETCS B
U3y4YeHUU (AKTHUUECKU TMPEANPUHUMAEMBIX MeEp IO O0O0ECIEUEHUIO 3alllUThl
WH(GOPMAIIMOHHBIX aKTUBOB MPEANPHUSITHS, TAKUX KaK:

— OpraHu3anus mporecca oOydyeHHUs MOJIb30BaTelei MpueMaMm U IpaBUIIaM
0€3011acCHOT0 UCTI0Ib30BaHMsI HH(POPMALIMOHHBIX CUCTEM;

— opraHm3anms ~ paboOThl  aAMUHUCTPATOPOB  HMH(POPMAIIMOHHBIX U
TEJICeKOMMYHUKALIMOHHBIX CHUCTEM M CHUCTEM 3alUThl MH(pOpManuu (IPaBUIBHOCTD
UCIIOJIb30BaHUsl TPOTPAMMHBIX M aNlapaTHBIX CPEICTB aJIMUHUCTPUPOBAHMUS,
CBOEBPEMEHHOCTh CO3/IaHMSI U yIAJICHUsI YYETHBIX 3alliCeil MOoIb30BaTEIeH, a TaKKe
HAaCTpONKM HMX MpaB B HMH(POPMAIMOHHBIX CUCTEMaX, CBOEBPEMEHHOCTb 3aMEHBI
napojied M o0ecrne4yeHue UX COOTBETCTBUS TpPEOOBAHMSAM  OE€30MACHOCTH,
OCYUIECTBJIEHUE PE3EPBHOTO KOMHMPOBAHUSA JAHHBIX, BEJIEHUE IPOTOKOJIOB BCEX
IPOU3BOJUMBIX B IpoliecCce aIMUHUCTPUPOBAHUS ONEpalui, NPUHATHE MEp Npu
BBISIBJICHHH HEUCIIPABHOCTEH | TIp.);

— OpraHu3alusi HpOLECCOB IMOBBIIMICHUS KBATU(PUKAIMK aJIMUHUCTPATOPOB
MH(GOPMALIMOHHBIX CUCTEM M CUCTEM 3alIUThl THPOpPMAIUY;

— obecrieueHne COOTBETCTBUSA HEOOXOIUMBIX (B COOTBETCTBUU C MOJMUTHKOU
0e30MacHOCTM ¥ JIOJDKHOCTHBIMM ~ OOSI3aHHOCTSIMH)  TpaB  I0OJIb30BaTelsen
MH()OPMAITMOHHBIX CUCTEM U (PaKTUUECKH UMEIOIIUXCS;

— OpraHu3aius Ha3HAYCHHUSI u WCTIOJTb30BaHUS CTICIIMATTbHBIX
(«cyTeprob30BaTeNbCKUX») MPaB B MHPOPMAITMOHHBIX CUCTEMAaX MPEITPHUSITHS,

— opraHm3zanms paboT W KOOpPAMHALMK JCHCTBUI MpPH  BBIABICHUU
HapymeHud WHGOPMAIIMOHHONW  O€30MacHOCTH W BOCCTAHOBIICGHWH  PaOOTHI
MH(OPMAIIMOHHBIX CHCTEM IOCJEe COOEB M HaMaJeHUW (MPaKTHYECKOE BBHINOJHEHUE
«aBapUUHOIO MIJIAHAY);

— TpeanpuHMMaeMble  Mephl  AHTHBHPYCHOW  3amuThl  (Haaiexariee
WCIIOJIb30BAaHUE AHTUBHUPYCHBIX IMpPOrpamMM, Yy4YeT BCEX CJIy4aeB 3apakKeHMs,

opraHu3aus padoThI IO YCTPAHSHHUIO TTOCIECTBUN 3apayKeHUN U TIP. );
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— o0ecneyeHue  0e30maCHOCTM  NMPUOOPETAEMBIX  MIPOTPAaMMHBIX U
anmapaTHbIX CpEeACTB (HaJW4Me CcepTU(UKATOB M TapaHTUHHBIX 00s3aTENbCTB,
MO/JIEPKKA CO CTOPOHBI MOCTABIIMKA NPH YCTPAHEHUH BBISIBICHHBIX HEJIOCTATKOB U
mp.);

— o0ecneyeHne  O€30MACHOCTH  CAMOCTOATEIBHO  pa3padaThIBAEMOTO
MpOrpaMMHOr0 obecriedeHus (Halndue HEOOXOAMMBIX TPeOOBaHUI B MPOEKTHOU
JOKYMEHTAIlMl MH(POPMAIMOHHBIX CHUCTEM, KayeCTBO MPOTPAMMHON pealln3aluu
MEXaHU3MOB 3alIMTHI U 1IP.);

— opraHuzanus pabOT 1O YCTAaHOBKE M OOHOBJIEHUIO MPOrPAMMHOIO
oOecreyeHus, a TaKkKe KOHTPOJIS 32 LEJTOCTHOCThIO ycTaHOoBIeHHOro 110;

— NpeaupUHHMaeMble Mepbl IO OOECIEUEHUI0 Yy4yeTa M COXPaHHOCTU
HOCHUTENeW HHPpOpMaluu (JUCKOB, TUCKET, MATHUTHBIX JIEHT U IIp.), a TAKXKe MO HX
0€30IaCHOMY YHUUYTOXEHUIO MTOCJI€ OKOHYAHUS UCIIOJIb30BAHUS;

— 3 ¢EeKTUBHOCTD OpraHu3alNH B3aMMOICHCTBHSI COTPYIHHUKOB
OpEeNnpusITHsT — TMoJb30BareNeil HMH(OPMALMOHHBIX CHUCTEM — CO CIYXO00ii
MH(OpMaMOHHOW 0e30macHOCTH (B YaCTHOCTH, IO BONPOCAaM pEarupoBaHMS Ha
WHUUJEHTHl U YCTPAHEHMSI UX MTOCJIEICTBH).

OnHYM W3 BaXHBIX HANPABICHUN ayIUTOPCKOW NMPOBEPKHU SBISECTCS KOHTPOJIb
TOTO, HAaCKOJbKO CBOEBPEMEHHO M IIOJIHO TOJIOKEHHMS U TpeOOBaHMS IMOJUTUKU
0€30MacHOCTH U JAPYTUX OpraHU3alMOHHBIX JOKYMEHTOB JIOBOJSATCS JO IEepcoHalia
npeanpuatus. B Tom uuncne, HEOOXOAUMO OLEHUTH, HACKOJIBKO CUCTEMATUYECKH U
LIEJICHAIIPABICHHO OCYILECTBIsETCsl OO0y4yeHHe TMepcoHana (Kak NpU 3aHATHU
JOJDKHOCTEH, TaKk U B TIporiecce padoThl), U, COOTBETCTBEHHO, JAaTh OIEHKY TOMY, B
KaKoil Mepe MepcoHall IOHUMAET BCE MPEAbIBIseMble K HEMY TpeOOBaHUS, OCO3HAET
CBOM 00513aHHOCTH, CBSI3aHHBIE C 0OecreyeHrneM 0e30MacHOCTH, a TaKKe BO3ZMOXKHYIO
OTBETCTBEHHOCTb, KOTOpPas MOKET HACTYNHUTh MPH HAPYIIEHWU YCTAaHOBIEHHBIX
TpeOOBaHMIA.

B mpomecc mpoBeneHuss MHTEPBBIO, COBEIIAHWNH M Oecel C IMEPCOHAIOM

HCO6XOI[I/IMO BKJIFOUNUTH KaK MOXKHO OOJIbIIIE COTPYAHUKOB IPCANPUATHA, UMCIOIIUX
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X0Ts OBl Kakoe-TO OTHOIICHHE K HH(POPMAIMOHHBIM CHCTEMaM U IMpolieypam
00paboTku HHPOPMAIMU: AJIMUHUCTPATOPOB U Pa3pabOTYMKOB HH(POPMAIMOHHBIX
CHUCTEM, OIEepPaTOpPOB M APYTHX IMOJIH30BATENICH, BCIIOMOTATEIbHBIN MEPCOHAT U TIP.
[Ipu HemocpeACTBEHHOW paboTe C MEPCOHANIOM ayJIUTOpaM HEOOXOIMMO BBISICHUTH
OCOOEHHOCTH TPOTEKAHUS OTACIBHBIX OW3HEC-TIPOIECCOB, POJH  OTACIBHBIX
COTPYIHHKOB B ITHX MpoIlecCaX W WX MOTCHIUAIbHBIE BO3MOXXHOCTU BIUATH Ha
nH(pOpMaIIMOHHYI0 0Oe30MmacHOCTh. Takke HEOO0XOJUMO OILIEHHTh, B KaKol Mepe
COTPYIHHUKH ()aKTHICCKH BBITIOIHSAIOT CBOU 00SI3aHHOCTH B OTHOIIIEHUN 00CCTICUCHHUS
nH(}OpPMAITMOHHON 6€30MaCHOCTH.

OnHOM M3 BaXKHBIX 33/1a9 ayJUTa MOXKET OBITh YCTAHOBIICHHUE TOTO, HACKOJIBKO
MPEANPUATAE CIIOCOOHO MPOTHUBOJCHCTBOBATH BHYTPEHHHM yrpo3aM B JIHIIC
COTPYIHHMKOB, IICJICHANPABIECHHO JEUCTBYIOIIUX, YTOObl HAHECTH TOT WM HHOU
ymiep0 TPEANpPUATHIO W HWMEIOIMHX JUISI 3TOT0 pas3InyHbie BO3MOXXHOCTH. B
YaCTHOCTH, ISl 3TOTO MOTYT OBITh UCCJIEIOBAHBI:

— Tpolenypbl 0TOOpa U MPUHSATHS HOBBIX COTPYJHUKOB Ha paboTy, a Takxke
WX MPEIBAPUTEITHLHON MMPOBEPKU;

— TIpOIEeRYypbl KOHTPOJIS 32 AESITEIIbHOCTHIO COTPYIHUKOB (OTCIICKUBAHUS UX
JEUCTBUM);

— TIPOIEMyphl PETHUCTPAllMKM TIOJIb30BATEIC W Ha3HAYCHWS WM TIpaB B
UH(D)OPMAITMOHHBIX CUCTEMAX;

— pacnpeneneHue GYHKIUNA MEXKIYy pa3IdYHBIMH  COTPYJHUKAMU U
MUHUMM3AIUS UX TPUBUICTUN, a TAKKE€ BO3MOXXHOE HAIMYWE H3OBITOYHBIX TMPaB Y
HEKOTOPBIX IOJIb30BaTEICH U aIMHHUCTPATOPOB.

3 IIpoBepka cocTosiHusi (pu3n4veckoil 0e3omacHOCTH HHGPOPMANMOHHOM
HHPPACTPYKTYPHI

[IpoBepka cocTostHUST ~ (QuU3MYECKONM  Oe30MmacHOCTH  WH(POPMAILIMOHHOM
UHDPACTPYKTYPHI, KaK MPaBUIIO, BKIIOYACT B CEOS:

— TMPOBEPKYy TOro, 4roObl Hamboyiee Ba)KHbIE OOBEKThI HH(POPMAITMOHHOMN

MHQPACTPYKTYPBI M CUCTEMBI 3aIlIUTHI MH()OPMAIIMU pacloiaraiiuch B 30HaX (Y4acTsix



Tema 2.7 — Ayaut nHGOpMaIIMOHHON 0€30MaCHOCTH
(Ynpasienue nHGoOpMaMOHHON 0€30MaCHOCTHIO)

3/JaHUM, NOMEIIEHUAX), UMEIOLUX TPOMYCKHON pEeXHUM, a Takke 000pyHAO0BaHHBIX
KaMepamMH BHJICOHAOIIOACHUSI U JPYTMMU CPENCTBAMU KOHTPOJIS (DJIEKTPOHHBIMU
3aMKaMH, CPEICTBaMU OMOMETPHUECKOHN HICHTU(UKALIUY U TIP.);

— TpPOBEpPKY Haauuusg U pabOTOCIOCOOHOCTH TEXHUYECKUX CPENCTB,
o0ecreunBaroIInuX YCTONYMBYIO paboty KOMIIBIOTEPHOTO U
TEJIEKOMMYHUKALIHOHHOT O 000pyI0OBaHUA: HMCTOYHHUKOB oecrnepe0oitHOro
SHEProcHaOKEeHMs, KOHIUIIMOHEPOB (TaM, II€ 3TO HEOOXO0IUMO) U TIp.;

— TIIPOBEPKY Haluyusi U  pabOTOCHOCOOHOCTH  CPEACTB  IOKAPHOM
CUTHAJIM3AIUH U MT0KAPOTYIICHHUS;

— TPOBEPKY pacupeeieHnus OTBETCTBEHHOCTH 3a (pUu3nuecKoe (TEXHUYECKOE)
COCTOSIHME 00BbEKTOB MH(OPMALMOHHON HHPPACTPYKTYPHI IPEIIPUSITHSL.

4 UHCTPYMEHTAJIbHAS MPOBEPKA 3alIMIIEHHOCTH

WHCcTpyMeHTallbHAs TPOBEpPKa 3alUIIEHHOCTH SIBISIETCA B  OCHOBHOM
TEXHUUYECKOH 3a/laueil U OCYUIECTBIIAECTCS C UCIOJIb30BAaHUEM CIIEHUATU3UPOBAHHOTO
MPOrPaMMHOTO OO€CTeueHus, KOTOPOe MOIKIIYAaeTCs K NH(OOPMAIIMOHHONW CHCTEME
IOPENNPUITHS U aBTOMAaTHYECKH MPOU3BOAUT COOP BCEBO3MOKHBIX CBEJIECHUI: BepcUuid
YCTaHOBJICHHBIX OTIEPAIMOHHBIX CUCTEM U MPOTPaMMHOTO OOecredeHusl, JaHHBIX 00
HCIOJIb3YEMBIX CETEBBIX IPOTOKOJAX, HOMEPOB OTKPBITHIX MOPTOB, JaHHBIX O
BEPCUSIX YCTAHOBJIEHHBIX OOHOBiIeHMN u mnp. K 1pyrum  HampaBieHUSIM
WHCTPYMEHTAJIBHOTO U TEXHWYECKOTO KOHTPOJSI TAaKXKE OTHOCATCA Takue padoThI,
KaK:

— HETNOCPEICTBEHHOE W3yueHHEe pPa0OThl OTIENBHBIX CEPBEPOB, pPabOUYMX
CTaHIIMA W  CETEeBOr0 OOOpYAOBaHUS  COOTBETCTBYIOIIUMHU  TEXHHUECKUMU
CHELMAUCTaMH, KOTOpPble  MOTYT  MpPOBEPUTh  pa3jJUYHbIE  ACHEKThl  MX
GyHKIIMOHUPOBaHUS (MIPOLIETYPHI 3arPy3KHU, BHITIOIHSIEMBIC MPOIIECCHI, COACPKIMOL
KOH(UTypallMOHHBIX (ailioB u mp.);

— cOop ¥ TOCHeAyIOUMI aHamu3 JaHHBIX O TOM, KakK BBIMOJHIIOTCS
IpOLEAYPHl PE3EPBHOTO KOMUPOBAHUS, a TAKXKE JIPYrUe HEOOXOAUMbIE TEXHHUUECKHE

IpOLEYPbl, MPETYCMOTPEHHBIE PETJIAMEHTOM;
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Tema 2.7 — Ayaut nHGOpMaIIMOHHON 0€30MaCHOCTH
(Ynpasienue nHGoOpMaMOHHON 0€30MaCHOCTHIO)

— TIpoBEpKa KadecTBa MPOTrPaMMHOTO O0OECHEeUEHHUs, CaMOCTOSATEIbHO
pa3pabOTaHHOTO MPEANPUATHEM (B TOM YHKCIIE M IyTEM aHaIN3a UCXOJHBIX KOJOB U
MIPOEKTHOM JTOKYMEHTAallUHM K HEMY), BBISIBJICHUE OIIHOOK, KOTOPbIE MOIYT CTaTh
NPUYUHON cOOEB, HECAHKIIMOHMPOBAHHBIX MPOHUKHOBEHUMN, pa3pylICHUsI U YTEUKU
uH(bOpMAIK U IPYTUX UHIIUICHTOB;

— wu3yueHue paboTel ceTH (cereBOro Tpaduka, 3arpy3Kd pasiIMuHBIX
CEerMEHTOB CETH U IIp.);

— TpPOBEACHHE C LENbI0 TECTUPOBAHMUSI MPOOHBIX, KOHTPOJIUPYEMBIX
«HApPYLICHWI» MHPOPMAUOHHON O€30macHOCTH (10 BO3MOXKHOCTH O€3 HaHECEHUs
peanbHOro BpeAa M BO BHepabouee BpeMsi), TaKMX KAaK aTaku TUNA «OTKa3 B
oOciyxuBanum» (DoS) miM NpoHUKHOBEHHE B OINpejesieHHble 0a3bl JaHHBIX U Ha
ONpENEICHHbBIE CEPBEPhl, a TaKXKE MCIOJIb30BAHUE PA3JIMYHBIX H3BECTHBIX
YSI3BUMOCTEM C 1IEJbI0 BBIICHEHUS KOHKPETHBIX IapaMETpOB OE30MaCHOCTH,
YCTOMYMBOCTHU M HAJICKHOCTH NMPOBEPSIEMON MHPOPMAIIMIOHHON CHCTEMBI.

Takke B mpouecce ayiuta MOXET ObITh MPOBEPEHO BEACHHE >KYpPHAIOB (JIOT-
¢aiinoB) MHGOPMAIIMOHHBIX CUCTEM W MPUMEHEHUE JAPYruX MHCTPYMEHTOB cOopa u
aHanu3a MHPOpMALMKM, HEOOXOAMMBIX Il OOecrnedeHusl TEeKYIIEero KOHTPOJA 3a
cobmoaeHueM TpeOoBaHUN HMH(POPMAITMOHHON OE30MacHOCTH M CBOEBPEMEHHOIO
pearupoBaHMs Ha HMHIMJEHTHI (CPEICTB OOHApYKEHHs BTOPKEHHM, aHAIM3aTOPOB
paboThl JIOKABbHBIX ceTe u mp.). MHpopmauus, HakomieHHas B Jjor-¢ainax 3a
BpEMSI HCIIOJIb30BaHUSI HWH()OPMALIMOHHBIX CHUCTEM, SBISETCS OJHUM M3 BaKHBIX
0o0OBEKTOB aHaluM3a B mpouecce ayauta. Ha ocHOBe 3THX JaHHBIX MOTYT OBbITh
CHEJIaHbl OLEHKH M BBIBOABl OTHOCUTEIBHO COOJIIOJICHHS] YCTAHOBJICHHBIX MPABHII
MCIOJIb30BaHUsl HH()OPMALIMOHHBIX CUCTEM, 3(PPEKTUBHOCTU HUCIIOJIb3YEMBIX CPE/ICTB
3alUThl MHQOpPMALMK, TOBEICHUS IOJIb30BATENe, a TakkKe O MOTEHIUAIBHO

BO3MOYKHBIX MTPOOIeMax.
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Tema 2.7 — Ayaut nHGOpMaIIMOHHON 0€30MaCHOCTH
(Ynpasienue nHGoOpMaMOHHON 0€30MaCHOCTHIO)

5 AHaaun3 undopmManumn

AHanu3 Bcell uH(OpMalMK, TOJYYEHHOM B TIPOIECCE O3HAKOMIICHUSI C
JOKYMEHTAIel, KOHTPOJIs (HaKTHMUECKOTO BBIMOJTHEHUS BCEX YCTAHOBICHHBIX
TpeOOBaHM, MOJIYUSHUS! CBEACHUI OT COTPYIHUKOB, U3YUEHUS! pabOThI anmapaTHbBIX
CPEICTB M MPOTrpaMMHOI0 OOecredeHus], MPOBEPKU (HU3MUECKOM 3aIUIEHHOCTH U
MPOBEJCHUSI MHCTPYMEHTAJIBHBIX MPOBEPOK JOKEH OBITH MPOU3BEACH C YYETOM
BBISIBICHHBIX PUCKOB M TOTpeOHOCTEW mpennpusitis B UHOOPMAIMOHHOU
0e3omacHOCTH. B yacTHOCTH, TakOM aHajau3 MPEIOJIaraeT BbISBICHUE KOHKPETHBIX
OCOOCHHOCTEM MPOrpaMMHBIX W  amllapaTHBIX CPEACTB, OU3HEC-TPOLEAYD,
OpPraHM3AIMOHHBIX TMPAaBWI M paclpeneseHnid (PyHKIMOHAIBHBIX 00s3aHHOCTEH U
MOJIHOMOYHMI, KOTOpble MOTYT HETaTUBHO TOBIMATH Ha  oOecredyeHue
MH(POPMALlMOHHON O€30MaCHOCTH, a TaKK€ OMNHMCAHWE MPUUYMHHO-CIIEICTBEHHBIX
B3aMMOCBSI3€I  MEXAY  BBIABICHHBIMH  OCOOCHHOCTSMH  (PYHKIIMOHHPOBAHUS
MPEANPUATUS U YBETUUCHUEM PUCKOB HapyIICHUS] HHPOPMAIIMOHHON O€30MaCHOCTH.
Bce uccnenoBaHHble 0OOCTOSITENBCTBA, BBISBICHHBIE HENOCTATKM M OCOOEHHOCTU
JIOJDKHBI OBITH 000O0IIEHBI, U TaKUM 00pa3oM JOJIAKHO ObITh COPMHUPOBAHO 0OIIIEE
NPEJCTaBICHUE O COCTOSHUM HH(OPMALMOHHONW O€30IacHOCTH Ha MpPENNpHUsITHH,
OTpaXeHbI OCHOBHBIE JOCTOMHCTBA W HEIOCTATKH JCHCTBYIOIIEH CHCTEMBI 3alllUThI
MH(POPMAIIMOHHBIX PECypCOB, a Takke O0003HAYeHBl OCHOBHBIE NPUOPUTETHI U
HaIpaBJICHUS €€ JATbHEUIIEro Pa3BUTHS U COBEPIIICHCTBOBAHUAL.

Pe3ynbTaThl aHanu3a MOTYT OBITh MPEACTABJICHBI KaK B BHJIE OOOOIIEHHBIX
KpaTkux  (GOPMYIHPOBOK, XapaKTePU3YIOIMIUX  3alMIICHHOCTh  MHGOpMAINH
npeanpuaTus (apecOBaHHBIX PYKOBOJICTBY M COOCTBEHHUKAM MPEANPHUATHSA), TaK U
B BHJE TEpeyHS KOHKPETHBIX 3aMEeUaHWi M TPEIIOKCHUH, OTHOCSIIUXCS K
OTIIETFHBIM ydacTKaM pPabOThl (aIpECOBAaHHBIX PYKOBOJUTENIO JIeTIapTaMEHTa
nHpOpMAITMOHHON  0€30MaCHOCTHU, PYKOBOJUTENIO  CIYyXObl ~ 0€30MacHOCTH,
(YHKIMOHATBHBIM JTUPEKTOPAM M PYKOBOJMTENSM CTPYKTYPHBIX TMOApa3aelICHUN
MNPEANPUATHS).

OxoHYaTeNbHBIM PE3yJbTATOM aHaIn3a U 0000IIEeHHS JaHHBIX, TOJTYYEHHBIX B

MIPOIIeCCe ayauTa, SIBISICTCS OTUYET (3aKIII0UEHNE), KOTOPBIN MOXET BKIIFOYATh B CEOS:
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Tema 2.7 — Ayaut nHGOpMaIIMOHHON 0€30MaCHOCTH
(Ynpasienue nHGoOpMaMOHHON 0€30MaCHOCTHIO)

— OIIEHKY COCTOsIHUA (YPOBHS) 3aIIMIIEHHOCTH UH(POPMAIMOHHBIX PECYPCOB
1 MTHGOPMAIIMOHHBIX CUCTEM;

—  3aKIIOYCHUS 0 MPAKTUIECKOM BBITIOJTHEHUN TpeOOBaHMIA,
MPETYCMOTPEHHBIX TOJUTUKON WHGOPMAIMOHHONW O0€30MacHOCTH TPEANPUATHS U
WHBIMHU TPEOOBAaHUSIMHU, U JOKYMEHTAMH;

— 3aKJIIOYEHHE O CTEeMEeHH  COOTBETCTBUS  (PAKTUYECKOTO  YPOBHSA
uH(POPMALIMOHHONW ©0€30MacHOCTH TPEeOOBaHUSIM OMpPEJEICHHBIX CTaHAAPTOB U
HOPMATHUBHBIX JOKYMEHTOB;

— TIPEIOKCHHUS 110 YCOBEPIICHCTBOBAHWIO IOJMUTHKHA HWH(POPMAITMOHHOM
0€30MacHOCTH W Pean3allii JTOMOJHUTEIBHBIX MTPAKTUICCKUX MEPOIPHUSATHH B ITOU
chepe (Kak OpraHU3aIMOHHBIX, TaK U TEXHUYECKHX), a TAKXKE O TeX MEepax, KOTOpbIe
HEOOXOMMO peannu30BaTh ISl TPOXOXKICHUS CcepTU(UKAIME HAa COOTBETCTBHE
OTIpeICNIEHHOMY CTaHAapTy (eciu MO pe3yibTaTaM MPOBEACHHOTO ayauTa CIeNIaH
BBIBOJI O TOM, YTO TEKYIIM YpOBEHb 3alMIIEHHOCTH MH(POPMAIMOHHBIX PECYPCOB
MIPEANPHUATHAS HE COOTBETCTBYET TaKMM TPEOOBAHUSM);

— 3aKJIIOYEHHWE O CTENEHW COOTBETCTBHUS  TMOJUTHUKA  O€30MacHOCTH
NPEANPUATAS U BCErO KOMIUIEKCAa Mep MO0 3amuTe HHPopManuu TpeOOBaHUSM
JEHCTBYIOIIETO 3aKOHOIATEIhCTBA M BEJJOMCTBEHHBIX HOPMATHBHBIX aKTOB;

— OIICHKA DSKOHOMHUYECKON 3(h(HEKTUBHOCTH BJIOKEHUNW B T€ WM HWHBIC
CpelcTBa 3aluThl HHPOPMAIIMH, a TAKKE OPraHU3AIMOHHBIE MEPONPUATUS (OTAa4U
OT HHUX);

— KOJWYECTBEHHAs (JCHE)KHAsI) OIEeHKA BO3MOYKHBIX TIOTEPh OT TE€X WJIM HHBIX
HapyIIEHUH, KOTOPhIE MOTYT MPOU30NTH TP CYIIECTBYIONIEM YPOBHE 0OCCTICUCHHUS
MH(pOpMAITMOHHON 0e30MacHOCTH, a TakKXKe pacyeT HEOOXOJUMBIX BJIOKCHUH,
KOTOpBIE HEOOXOAMMO OCYIIECTBHUTH [JIsl JOCTHIKCHHS OIPENCICHHOTO YPOBHSA
3aIUIIEHHOCTH.

Taxke WO pe3yapTaTaM ayauTa MOTYT  OBITb  COPMYITHPOBAHBI
JIOTIOJTHUTENIHHBIC PEKOMEHIAITNH, KACAIOIIINECS

— TepecMOTpa OTIAENbHBIX OM3HEC-TIPOIIECCOB U MPOLEAYD;
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Tema 2.7 — Ayaut nHGOpMaIIMOHHON 0€30MaCHOCTH
(Ynpasienue nHGoOpMaMOHHON 0€30MaCHOCTHIO)

—  COBEpIIICHCTBOBaHUs PaOOTHI C IEPCOHATIOM MTPEIITPHSTHS,

— BHEAPEHUS U WCIIOJIb30BAHUS COBPEMEHHBIX TEXHHUYECKHX (ITPOTPaMMHBIX
U arlapaTHbIX) CPeJICTB 00paOOTKHU U 3aIUThl UH(POPMAITUH;

— OpraHu3aryy padoThI MO 3anUTe HHHOPMAIIHH;

— BBIOOpPa TPHUOPUTETOB B TMPOIECCEe YCTPAaHCHHsI  CYIIECTBYIOIINX

HCOOCTAaTKOB.
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