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1 Merogonoruss ynpapjieHuss HWH(OPMANMOHHOW 0€30MACHOCTHIO
NOCTABIIUKAMH HH(OPMALMOHHBIX CHCTEM

B nmnocnenHee necAtuneTde — TMEpUOJ, KOIJAA MPOU3ONUIO MIUPOKOE
pacmpocTpaHEeHUE  aBTOMATHU3UPOBAHHBIX  WH(MOPMAIIMOHHBIX  CHUCTEM, HX
oObeMHEHUE B E€IUHYI0 TJOOAJbHYI0O CE€Th M MAacCOBO€ HCIOJIb30BAaHUE
MUJUTMOHAMHU TI0JIB30BATENCH OJHUX U TEX K€ KOMIIOHEHTOB MH(OPMAIIMOHHBIX
cUCTeM (ONEpPAlMOHHBIX CHUCTEM, amlMapaTHBIX IUIAT(HOPM, MPOTOKOJIOB OOMEHa
nH(opmariiueit), — 00IbII0€ 3HAYEHUE MPUOOPETIO TO, KaK MOCTaBIIUKHU MOT0OHBIX
YHUBEPCAIBHBIX IIATPOPM U KOMIIOHEHTOB (SIBIIIOIIMECS MHOTJA MPAKTUYECKU
MOHOIIOJIUCTAMH Ha ONPEJECICHHBIX CETMEHTaX PbhIHKA) OPraHU3YyIOT padoTy IO
MOBBIIIICHUIO  YPOBHS ~ MH(POPMAIIMOHHON  0€30MacHOCTH MO  Pa3IUYHBIM
HaIpaBJeHUSIM. YPOBEHb BIUSHUS TaKMX KOMIIAaHUM HA COCTOSIHUE Jen B cepe
UHGOPMAITMOHHON 0€30MacHOCTH HMHOT/IAa MOXET OBITh OYCHb 3HAYUTEIBHBIM —
Jaxke  OONBIIMM, YeM  MEXAYHapOAHBIX  OpTaHM3allMii ©U  HEKOTOPBIX
MPaBUTEIBCTBEHHBIX CTPYKTYP.

OcHOBHBIE 3314l OPraHU3ALMOHHON PabOThl KPYMHBIX (T.€. 3aHUMAIOLIUX
OO0JIBIIYIO JOJIIO PhIHKA) MOCTABIIMKOB MIMPOKO UCIIOJIBb3YEMbIX HH(OPMALIMOHHBIX
cucreM B chepe nHpopMarmoHHOM 6€30IaCHOCTH:

— 3aKpenuTh CBOM PHIHOYHBIE MO3UIIUN MyTEM CO3JaHMs OJarompusTHOTO
UMUJKa B IJa3aXx [OKynaTteJed W BCEero cooOliecTBa MOJIb30BaTeNel
UH(OPMAITMOHHBIX CHUCTEM;

— 3aHATh HOBBIC PHIHOYHBIC HHWINHW, TPEIBABIAIONINE Oojee CcTporue
TpeOOBaHMSI K YPOBHIO HHGPOPMAIMOHHON O€30MacHOCTH IO CPAaBHEHUIO C
MaCCOBBIM PBIHKOM (OaHKOBCKHI CEKTOP, MPABUTEIBCTBEHHBIE CTPYKTYPHI U JIP.);

— obecneunTh 3(G(HEKTUBHYIO WHTETPAIMIO TMOCTaBISEMBIX MPOIYKTOB B
pazuyHble UHPOPMAITMOHHBIE CUCTEMBI U OM3HEC-TIPOIIECCHI;

— u3bexarb OOBUHEHMI (B TOM YHCIE U CYyACOHBIX MCKOB) CO CTOPOHBI

HOTpG6PITCH€I>i, YbH I/IH(bOpMaI_II/IOHHBIe CHUCTEMBI MOTJIN OBl INOABCPIrHYTHCA aTaKaM.
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[Tpuembl U METOBI yIIpaBieHUs HH(OOPMALIMOHHON O€30MaCHOCTHIO Ha ATOM
YPOBHE B KaXJIOM CIIydae MOTYT OBITh Pa3IMYHBIMH M OTIPEACISIOTCS IS KaKI0U
KOMIIaHUH-TIOCTABIIMKA CIEAYIOIUMU OCHOBHBIMU (DaKTOpaMH:

—  XapakTepoM MPOAYKTOB, TIOCTABISEMBIX Ha PHIHOK;

—  COCTOSTHHEM (KOHBIOHKTYPO) pBIHKA UH(POPMAITMOHHO-
TEXHOJIOTHUECKHUX TPOJTYKTOB TAKOTO TUTIA M TIOBEJICHNEM KOHKYPECHTOB;

— TIONUTHUKOW TOCYAapCTBEHHBIX CTPYKTYp KaK B OTHOIICHHH BOIPOCOB
MH(POPMAIMOHHON O€30MacHOCTH BOOOIIE, TaK M B OTHOLIEHUHU OTAEIbHBIX
KOMITaHUM-TTOCTABITUKOB HH(POPMAITMOHHBIX CUCTEM, B HACTHOCTH;

— 3aJayaMM, UEISIMH M OCHOBHBIMH  CIIOCOOAMH  HMCIOJB30BAHUS
MOCTABJISIEMBIX ITPOIYKTOB MOJIb30BATEIISIMH;

— 00muM coctosiHueM el B chepe uHOOpPMAIMOHHONW OE30MaCHOCTH,
UHGOPMAIMOHHON KyJIbTYpOl, pa3BUTHEM U PACTIPOCTPAHEHUEM MPECTYIMHOCTH;

— ¢dopMUpyeMbIM OOIIECTBEHHHIM MHEHHEM B OTHOIIEHHWH BOIIPOCOB
nH(OPMAITMOHHON O€30MaCHOCTH U OTACIbHBIX KOMIAHUN-TIOCTABIIIHKOB.

OpranuzaimonHas pabora B cdepe uHGOpMAMOHHONW OE€30MAaCHOCTU Ha
YPOBHE TaKUX KOMITAaHUH pa3eisieTcs Ha JBa OCHOBHBIX ITO/I-HATIPABICHMUS:

— opraHuzaiys paboThl BHYTPpU KOMIIAHUH, CIIEIIMATIBLHO HAPABJICHHON Ha
obecnieueHre HHPOPMAITMOHHOI 0€30MaCHOCTH BHIMTYCKAEMbIX MTPOTYKTOB;

— OpraHm3anyisi  BHEUIHETO  B3aUMOJICHCTBUS C  MOTPEOHUTENSIMH,
napTHEpaMU, TOCYAAPCTBEHHBIMH CTPYKTYPaMU U IPYTUMHU yUACTHUKAMHU.

BryTpenusis opranuzanuonHas padoTa 1mo ooecredeHn0 HHPOPMaInOHHOM
0€30MacHOCTH  MPOW3BOJUMBIX M MPOJABa€MbIX  MPOAYKTOB  SIBIIAETCS
HEOTHEMJIEMOM  YacThl0  Mpollecca NPOEKTUPOBAHUSA, TMPOU3BOACTBA U
MapKETHHTOBOM TMOMJIEPKKH 3TUX MPOAYKTOB. OJHAKO TMPH 3TOM BBIIEISIOTCS
JIOTIOJTHUTENbHBIC CIENUATbHBIE MEPONPUSITHS, OCYIIECTBISIEMbIC OTACIBHO OT
OCHOBHBIX TIPOM3BOJICTBEHHO-COBITOBBIX TPOIECCOB B KOMITAHUSX — KPYITHBIX

IMPOU3BOAUTCIIAX I/IH(bOpMaIII/IOHHLIX CHUCTCM. HpI/IMepaMI/I TaKHUX CICHHUAJIBHBIX
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OpPraHM3AIlMOHHBIX  MEPONPUATHN  SBISETCS  CO3JaHUE  CIEIHUATbHBIX
HoJipa3esiecHui, Ybell OCHOBHOM 3a/ayeil sBJIAETCS KOHTPOJIb 3a YCTPAaHEHHEM
CYIIECTBYIOIIUX YA3BUMOCTEH U BBIIIOJIHEHUE COMYTCTBYIOMMX (DYHKIUMN, a TAaKKe
oOyueHue pa3pabOTUMKOB CIEHUAIbHBIM METOJaM pa3padOTKU HPOrPaMMHOTO
o0ecrieueHus U anmnapaTHbIX CPEACTB, HE COJAEPKAIIMNX YA3BUMOCTEH.

OcHoOBHBIE TTPHEMBI U METO/Ibl BHEIITHEH OpraHU3aIllMOHHON paboThI B cdepe
MH(POPMALIMOHHON 0€30MAaCHOCTH HAa YPOBHE KPYIHBIX KOMIAHUH—TIOCTABIIMKOB
MH()OPMAIMOHHBIX CUCTEM MOTYT OBITh CJIETYIOLIHE:

— opraHu3aius ~ MHGOPMAlMOHHOIO  OOMEHa C  IOJIb30BaTEIsIMU
BBIIIYCKAEMBbIX  MPOAYKTOB — TPOTPAaMMHBIX M  alllapaTHbIX  CPEJCTB
(MH(pOpMHUpPOBaHME O BBISBICHHBIX YSI3BUMOCTSIX M CHOCO0aX HX YCTpaHEHHS,
noJlydyeHrue HHPopMaIiu 00 ysI3BUMOCTSIX, BBISIBICHHBIX TOJIB30BATEISIMHE, a TAKXKE
JIPYTUX BO3HUKAIOLIUX MPo0IeMax);

— OpraHu3ainusi JeATebHOCTH B c(epe MOATOTOBKUA CHEUUATUCTOB
(cuctemMa  MOATOTOBKM  KBAIM(PUIUPOBAHHOTO  HMHXKEHEPHO-TEXHUYECKOTO
nepcoHaa, CHeHATM3UPYIOIIErocs Ha ONPEeNIEHHBIX MPOrPaMMHBIX MPOIyKTax
¥, B YaCTHOCTHU, Ha aJIMUHUCTPUPOBAHUH CPEJCTB 3aIIUTHI HHPOPMAITUH, CETEBBIX
OTIE€paIIMOHHBIX CUCTEM U T.I1.);

— opraHuzanus npodeccruoHaIbHbBIX KOH(epeHInid, KOTOpBIE
CIIOCOOCTBYIOT OOMEHY ONBITOM W HH(pOpMAaIMel, CBSI3aHHON C MOBBIILICHHEM
ypOBHSI HMH(OPMALMOHHOW OE€30MacHOCTH MPU HCIOJIb30BAHUU OMPEIEICHHBIX
IPOrpaMMHBIX U aNMapaTHBIX IaTPopM;

— OpraHm3allys B3auMOJICHCTBUS C MPaBUTEIbCTBEHHBIMH OpTaHU3AIUSIMU
(B TOM YHCIIE 110 BOIIPOCaM CEPTHU(PHUKALIMU MPOTPAMMHBIX U allllapaTHBIX CPEICTB
Ha COOTBETCTBHE TPEOOBAHUSAM HAIIMOHAJIBHBIX CTAHIAPTOB U MPaBUII);

— CO3JlaHM€ U MOJJEp’KaHUE CHUCTEeMbl CepTU(UKAIMU CHEIUATUCTOB,
OPUEHTHPOBAHHONW Ha OIpPEJEIECHHbIE NPOrpaMMHBIE NPOAYKTHI U alllapaTHbIE

CHCTCMBbI (B TOM YHUCJIC, OpraHru3anus B3aHMOHeﬁCTBHH CO CricuraJin3npOBaAHHBIMUA
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KOMIaHUSIMH, 3aHUMAIOIIUMUCS npohecCHOHATEHBIM TECTUPOBAHUEM
CHEIUAINCTOB U JIp.).

Opranuzanus WHOOPMALIMOHHOTO OOMEHAa C TMOJb30BATENIAMU TPOIYKTOB
SBJIIETCSI OJTHUM U3 HanOojiee Ba)KHBIX HAMPABICHUU NESITEIbHOCTH KOMITAHUMA B
JTaHHOM cdepe. DTa paboTa BKIIIOYAET B ce0s1 cOOp MHPOpMALIUU, €€ aHAITHU3, & TAKXKE
MPUHATHE PEIICHUH O TOM, HEoOXOoAuMO Jii MUHGOPMUPOBATH BCE COOOIIECTBO
I10JIb30BAaTENEH, KOTOPHIX MOKET KOCHYTHCSI BBISIBIIEHHAS! YSI3BUMOCTb, UJIA TOJIBKO
OTPaHUYEHHBIA KpPYTr JOBEPEHHBIX CHEIHAIMCTOB, HMEIONIMX HEOOXOAUMBIE
NOJIHOMOYMSL U aBTOpuTeT. JlanmpHeilime AeMcTBUs, KaK MpPaBUIIO, CBS3aHBI C
YBEIOMJICHHEM IIOJIb30BaTENEe O BO3MOXKHBIX CIIOCO0AX peleHus MpodseM
(MOTEeHIMANBPHBIX WM YK€ BO3HUKIINX) U HHPOPMUPOBAHHEM O BO3MOYKHBIX
NOCIIEACTBUSIX PEeaTU3alUuu YIpo3.

2 VYnpasienue HHGPOPMALMOHHOH 0€30MACHOCTHI0 MOCTABIIUKAMH
HH(GOPMAIMOHHBIX CHCTEM

2.1 Kopnopauusi Microsoft

Kopnopauus Microsoft siBasieTcss KpynHEHIIMM B MHUpPE MPOU3BOIUTEIEM
IPOrpaMMHOr0 0OECHEUYEHUsI — €€ MPOrpaMMHbIE MPOAYKThl PaCHpPOCTPaHEHBI 110
BceMy Mmupy. B uyactHocTH, Microsoft mpou3BOOUT M MOCTaBISIET CIEAYIOLIUE
OCHOBHBIE TPOIrPAMMHBIE CPEACTBA!

— OIEpalMOHHbIE CHCTEMbI i pabo4yMXx CcTaHUUi (TMOJIb30BATENbCKUX
NIEPCOHATIBHBIX KOMITBIOTEPOB) cemericTBa Windows;

— ONEpallOHHBIE CHUCTEMBI [UIsi CETEeBBIX CEpBEpPOB (BeO-cepBEPOB,
cepBepoB 0a3 JaHHBIX, (aiii-cepBepoOB U Jp.) — CTAPIIUE BEPCUM ONEPAIUMOHHBIX
cucteMm cemerictBa Windows;

—  ONEpaIlMOHHBIC CUCTEMbI JUii MHHHU-KoMIboTepoB (PDA) — cemeiicTBa
Windows CE u Windows Pocket PC;

—  CHelIHaM3UpPOBAHHbBIC (GyHKIIMOHATbHBIE CEepBEPHL: CEpBEPHI

pensunoHHbIX 0a3 maHHbIX (Microsoft SQL Server), Be6-cepsepsnl (IIS — Internet
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Information Server), cucTeMbl TOCTPOCHUS XpaHUIIUII TaHHBIX (Analysis Services)
Y HEKOTOPBIX JPYTHX;

— cpeacTBa pa3pabOTKU MPHIOKEHUH;

— TIOJIb30BATEIbCKUE MPOrPaMMHBIE MPOAYKTHI At miatgopmbl Windows:
BeO-Opay3ephl, TTOUYTOBBIC KJIMEHTHI, MpOorpaMMbl BepcTku B ¢dopmare HTML,
o(HCHBIE MPUITOKECHHSI, MyJIbTUMEIUITHBIC TIPUIIOKEHUS U IPYTHE.

Taxxe  kopmopamueit  Microsoft Opta  npuoOpeTeHa  KOMIAHUA,
3aHUMAIONIASICS IOCTABKAMU CUCTEM YIIPaBJICHUS MPEANPUATUIMH (CUCTEM KJlacca
ERP — Enterprise Resource Planning).

B cuwity Ttoro, yto mporpamMmHbBIMH TpoaykTamu Microsoft moisb3yercs
OOJBIIMHCTBO MOJIH30BATENICH MEPCOHANTBHBIX KOMIIBIOTEPOB (KaK YaCTHBIX, TaK U B
KOMMEPYECKUX W TPaBUTCILCTBCHHBIX OPraHMW3aIlMsAX), a Ha OCHOBE CEPBEPHBIX
nporpaMmMHbeIX  Tiatpopm  Microsoft  dyHKUMOHUpPYET ~— OOJBLIMHCTBO
MH(POPMAIIMOHHBIX CUCTEM, OOECIeunBarouX 00pabOTKy, XpaHEHHUE U Mepeaady
uHopmaruu (B TOM 4uciie U B ceTu VHTEpHET), opraHu3aloHHasi pabota 3Tou
Kopriopaiiud B cdepe uHPOpMAIMOHHOW O€30MaCHOCTH HMMEET TJI00aTbHOE
3Ha4YCHHE.

BuyTpennsis opranusaronHas pabora B cdepe HUHPOPMAIMOHHOM
0e30macHOCTH MPOIYKTOB Kopropanuu Microsoft Bkiitouaer B ceosi:

— TIPOBEACHHUE CHCIHAIBHBIX TPEHWHTOB WM JIOTIOJHUTEIBLHOTO OOyUYCHUS
pa3pabOTYMKOB  TPOTPAMMHOTO  OOECIEUEHHUs  CHCIHAIbHBIM  METOJaM,
00ecreunBaOIIUM HaAeKHOCTh U 0€30MacCHOCTh MPOU3BOJUMOIO MPOrPaMMHOTO
oOecnieueHrs (BKJIIOYas BHEAPEHHWE W  HCIOJB30BaHHME IS pa3pabOTKu
COOCTBEHHBIX MPOAYKTOB MeTojojoruu JKu3HeHHoro mnukia Oe3omacHoOu
pa3paboTKu);

— OpraHmzaIyio crenuanbHoro LlenTpa pemenus BOpocoB 6€30macHOCTH
(Microsoft Security Response Center, MSRC), ocHOBHBIMU 3afaqaMu KOTOPOTO

SIBIISIFOTCSI TIOCTOSIHHBIN C60p I/IHq)OpMaHI/II/I N ITOHUCK HOBBIX y}IBBHMOCTCﬁ, IMPUHATHUC
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MEp K YCTPaHEHHWIO BBISBICHHBIX VSA3BUMOCTEH, KOOpPAMHAIMS PabOTHI
pa3pabOTUMKOB M HEIOMYIEHUE MOSBICHUS PaHEee BBISIBICHHBIX YSI3BUMOCTEH B
HOBBIX ITPOJYKTaX B OyqyIIEM.

B opranuzanumonnoit ctpykrype Microsoft momumo MSRC cyiecTBytor erie
OJIHO TO/Ipa3/iesieHne, CIIeUATM3UPYIOLIEECs Ha PEIICHUH BOIPOCOB O€30MaCHOCTH
— IenTp 3ammTel OT BpeaoHOCHBIX mporpamm (Microsoft Malware Protection
Center, MMPC). On BkIIt0o4aeT B ce0sl HECKOJIBKO JIa00paTOPHil, PacONOKEHHBIX
M0 BCEMY MHPY, U 3aHHUMAETCAd UCCICAOBAHHEM BPEIOHOCHBIX IPOTPaMM,
o0OecrieynBaeT METOJMYECKYI0 TMOIJIEPKKY pa3pabOTKH Pa3IMYHBIX CPENCTB
samuThl (Takux, kak Windows Live OneCare, Windows Defender, Malicious
Software Removal Tool), a Taxke y4acTByeT B MpOIEAypax pearnpoBaHUs Ha
BO3HUKHOBEHHUE HOBBIX yTp03 0€301aCHOCTH.

OCHOBHBIMM  HalpaBJICHUSIMM  BHEIIHEW OpPraHU3alMOHHOW  pabOThI
kopriopaiuu Microsoft B cepe nndopmaiionHoi 6€30MacHOCTH SIBJISIFOTCSL:

— CcHCTeMaThyeckoe HWH(POPMUPOBAHUE TMOJIH30BATEIEH OMEPAIMOHHBIX
cucteM Windows (a Takke APYruxX MPOrPAMMHBIX MPOJAYKTOB) O BBISBICHHBIX
YSI3BUMOCTSIX M paclpoCTpaHeHre HHOOPMALIUKU O TOM, KaK 3TH YSI3BUMOCTH MOTYT
OBITh MU YCTPAHECHBI;

— peanuzanus MOporpaMMbl YOPEXKAAIOMUX 3alllUTHBIX JEUCTBUUA —
Microsoft Active Protections Program (MAPP);

— ToAJepXKKa OOy4deHUs TOJIb30BATEICH MPOTPAMMHBIX TMPOAYKTOB (B
OCHOBHOM aJIMUHUCTPATOPOB CEPBEPHBIX IIATHOPM);

— pa3paboTka 1 nojaaepkKa MeTo0710ruu JKM3HEHHOT 0 ITMKJIa 0€3011acHOM
paspabotku — Microsoft Security Development Lifecycle (SDL);

— mapTHepckas mnporpamma Microsoft Security Partners — IlaptHepsr
Microsoft B cdepe 6e30macHoCTH;

— Government Security Program (GSP) — IIporpamma o0GecrnedeHus

0€30MacHOCTH MPABUTEIILCTB;
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— opraHmzanys KoH(EpeHIHH MO Pa3IuYHbIM aClEeKTaM HCIOJIb30BaHUS
IpOrpaMMHBIX poAyKToB Microsoft;

— OpraHmzalys crenuanbHoro (GoHaa 1y 60psObI C Xakepamu;

— OpraHm3aiys IEHTPAIU30BAHHOW CepTU(UKAIIMK CBOMX MPOIYKTOB B
rOCy/IapCTBEHHBIX OpraHax;

— TpOBEJEHHE COOCTBEHHON KOH(EPEHIUH 110 OE30MaCHOCTH.

1) Opranuzanus wuHOOPMHPOBAHHS IIOJB30BATElICd O  BBISBICHHBIX
YSI3BUMOCTSIX — CTPOUTCS Ha OocHOBE T.H. bromnereneid bezonmacHoctu ("Security
Bulletin"), BeImycKkaeMbIX ¢ ONpeAeNeHHOW MEPUOJUYHOCTBIO, a TAKKE MO Mepe
BBIXO/Ia CIICIIMATBHBIX OOHOBIICHUH, YCTPAHAIOMINX BBISBICHHBIC YI3BUMOCTH (T.H.
"3amat", patches). Ilopsaok Bblycka 3THX OIOJIJIETEHEN, UX COACPKAHUE U IPYTHe
BOIPOCHl PErYJIUPYIOTCS CIELUUATbHBIM OPraHU3alMOHHBIM JTOKYMEHTOM —
[Ipouenypoii Beimmycka bromnereneit bezonmacHoctu (Security Bulletin Release
Process). Taxke B paMkax 3TOM pabOThl OpraHu3oBaH cOOp uH(Opmauu 00
ySI3BUMOCTSIX, BBISIBISIEMBIX TIOJIb30BaTeNsIMH: Ha VHTepHeT-caliTe KOMIaHHUH
pa3MellieHa crennaibias GopMa, 3alI0JIHUB KOTOPYIO, KaXK IbIN KEITAIOIMINI MOXKET
COOOIIUTH O HOBBIX CAMOCTOATEIBLHO OOHAPYKEHHBIX YSI3BUMOCTSIX B IPOTPaMMHBIX
IPOAYKTaX.

2) Ilporpamma ymnpexaaroIlux 3amUTHBIX jaericTBuii — Microsoft Active
Protections Program (MAPP) — mpeacraBisieT co0OW CHCTEMY YCKOPEHHOTO
UH()OPMUPOBAHUS PA3pabOTUMKOB CUCTEM O€30MaCHOCTU (AaHTUBHUPYCOB, CHUCTEM
OOHapy>KeHUsI U IPEIOTBPAILICHHS BTOPKEHMIT) O BHOBB BBISIBICHHBIX YSI3BUMOCTSIX.
JlaHHas mporpamMma peaau3yercsl JJis TOro, 4TOObl CTOPOHHHE pPa3pabOTUYUKU
cucTeM Oe30MacHOCTH MOIJIM He JOKUIAThCs BbIXOJa odepeaHoro bromneTens
be3omacHocT M Kak MOMHO paHbllle HayaThb pa3paldaThiBaThb MEXaHU3MbI
HEUTpaJIM3alMy HOBBIX YS3BUMOCTEH Ha OCHOBE CBOUX IIPOIPAMMHBIX PELICHUM.

Jyst yaacTusi B JaHHOM MPOTpaMMe JIOMyCKAIOTCs pa3padOTUYNKKA CUCTEM 3aIUTHI HA
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OCHOBE IIporpamMMHBIX miatgopm Microsoft, kimeHTckas 6a3a KOTOPBIX COCTABIISAET
He MeHee 10000 nmonp3oBaTenei.
3) INomnepxkka CHUCTEMBI oOyJeHHS MOJIB30BATENCH u
aJIMUHUCTPATOPOB pEaTU3YETCsl HECKOJIBKUMH OCHOBHBIMH CIIOCOOaMU:

— LIeJIeHANpaBJIeHHas MOATOTOBKA U OMYOJMKOBaHHE YYEOHBIX MOCOOMUIA,
CIPAaBOYHHUKOB, CTaTeH M APYTUX yU4eOHBIX MaTEPHAJIOB, COJIEPKAIINX MOSICHEHUS,
NOILIArOBbI€ MHCTPYKLMH, MPUMEPHl KOHQUTYpaluu U CLEHApUU JUIs YCTAaHOBKH
IPOrpaMMHBIX MPOJIYKTOB, B TOM YHCII€ U TaKUE, KOTOPbIE JTOJKHBI O0ECIEUUTh
pelieHre BOnpocoB MHPOPMAITMOHHOM 0€301TaCHOCTH;

— OpraHM3alysi ¥ METOINYECKas MOAIEpPKKa CUCTEMBI TPOPECCUOHATBHOTO
oOyueHuss M CepTUPHUKAIUU CIEUUATUCTOB IO PAa3IMYHBIM POrPaMMHBIM
IPOIYKTaM (B TOM UYHKCIIE aIMUHUCTPATOPOB CETEBBIX ONEPALMOHHBIX CHCTEM, 0a3
JaHHBIX M JAPYTUX CEPBEpPHBIX MPOAYKTOB, Takux Kak Internet Security and
Acceleration Server). Takas mnojaep:kka BKJIOYaeT B ceOs cepTU(UKAUIO
npernojaBaresieil ydeOHbIX LEHTPOB, CEPTU(PUKALMIO CAMHUX YUYEOHBIX LIEHTPOB, a
TaKK€  YCTAaHOBJICHHME  NApTHEPCKUX  OTHOLIEHWH €  OpraHu3alusMHu,
3aHUMAIOUUMUCA  TPO(PECCHOHANBHBIM  OOy4Y€HHEM U  MPO(PECCHOHATBHBIM
TECTUPOBAHUEM aIMUHUCTPATOPOB U pa3pabOTUMKOB UH(POPMALIMOHHBIX CUCTEM;

— TpoBeleHHE  OeCIUIaTHBIX  CEeMHHApOB Uil  aJIMUHUCTPATOPOB
OINEepPalMOHHBIX CUCTEM, TOCBSALIEHHBIX BOIIPOCaM oOecrieueHHs] HHPOPMALIMOHHON
0e30macHOCTH (B YaCTHOCTH, (PYHKIMOHAJIHHBIM BO3MOKHOCTSIM T€X HWJIM HHBIX
IPOrpaMMHBIX MPOAYKTOB, 00ECIIEUNBAIOLINM PEIICHUE ONPEAEICHHBIX BOIIPOCOB
3alUThl HHPOPMALIUH).

4) OnaHUM U3 HalpaBJICHUH HHPOPMALIMOHHON U METOIUUECKOMN MOIACPIKKH
coo0IIecTBa CHEUUATUCTOB SBISETCS NPOABMKEHUE U TOMYJSpU3aIUs Cpeau
pa3pabOTUMKOB HH(DPOPMAIMOHHBIX CHCTEM METOAO0JOTUU JKU3HEHHOro LHKIa
OesonacHoii paspabotku — Microsoft Security Development Lifecycle (SDL).

I[aHHa}I MCTOA0JIOTUsA IMMPEACTABIACT coboit Ha6op YHHUBCPCAIbHBIX MCTOJUYCCKHX,
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TEXHUYECKUX M OPraHU3allMOHHBIX PEKOMEHAALMN U MPUEMOB, B COBOKYIMHOCTH
00eCleYnBaOIINX  CYIIECTBEHHOE  TIOBBIIIEHHWE  YPOBHS  0O€30MaCHOCTH
paspabateiBaemoro [10. Tak, mo yrtBepkmenmio Microsoft, mociie BHempeHUs
JAHHOM METOJOJIOTUM €M yJajJoch CHU3UTH OOIllee YHUCIO YSI3BHUMOCTEH,
BbIsIBJIEHHBIX B SQL Server B TeueHue Tpex JIET MOCIE BBITYCKa MPOIyKTa Ha PBIHOK,
Ha 91% (eciu B MS SQL 2000 65110 BhIsiBIICHO 34 ysi3BuMocTH, To B MS SQL 2005
— BCEro 3 ysI3BUMOCTH).

[IponBukeHHe  JaHHOM  METOJNOJIOTMM B CpeAe  pa3padOTUMKOB
MH(POPMAILIMOHHBIX CUCTEM BKJIIOYAET B CEOs:

— OIyOJIMKOBaHUE U MOCTOSIHHOE Pa3BUTHE CAaMOW METOJI0JIOTHH;

— opranuzaiuio npodeccuonanpHoro coobmiectsa (SDL Pro Network),
KOTOpO€ OOBEOUHSET KOHCAJITHHTOBBIE KOMIIAHMA W y4eOHBIE IIEHTPHI,
CHEeLMATTU3UPYIOLIUECS Ha BOIIpocax 0€301acHOCTH;

— pa3paboOTKy W pacnpocTpaHEHHUE INa0JIOHOB ISl Cpedbl pa3padOTKu
Visual Studio, noanepuBaroniyux BbIOJIHEHUE TTOJOKEHUN METOI0JI0TUH.

5) Microsoft Security Partners — mporpaMma MOCTPOSHHSI MapTHEPCKUX
OTHOIIICHUH C Pa3TUYHBIMU HE3aBHCHUMBIMU KOMITAHUSIMU, paboTaroumu B cepe
uH(popmanmoHHou Oe3omacHOCTU. [laHHas mporpaMMa pa3BUBAETCS IO HECKOJIBKUM
CaMOCTOSATEIbHBIM HAIPABJICHUSIM:

— Antivirus Partners — IlapTHepcTBO B CO3JaHMM aHTUBUPYCHBIX H
3alIUTHBIX TPOTpaMM, a TaKke B OOMEHE aKTyalbHOW WHGpOpMaIueil 0 HOBBIX
BUpYCax, BO3/ICUCTBYIOIINX Ha pa3ianuHble NpoayKTel Microsoft. B aToit mporpamme
y4qacTByloT Takue ¢upMbl, Kkak Symantec, JluamorHayka, JlaGopatopus
Kacnepckoro, Panda Software u qpyrue (Bcero okosio 20 pa3audHbIX KOMIaHUH);

— Anwsac SecurelT — mapTHEpcTBO ¢ pazpaboTunkamMu pemeHuid B cdepe
6e3onacHoctu (VeriSign, Trend Micro, Symantec u 1ip.) o coBMecTHOM pa3paboTke

HOBBIX CPEJICTB B JaHHOU o0sacTu. UneHsl ajbsiHca nmoiyvatoT ot Microsoft u npyr
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OT JpyTa 3aKPBITYIO HH(OPMALIMIO O HOBBIX pa3paboTKax, MO3BOJISIONLYIO CO3/1aBaTh
UHTETPUPYEMBIE U B3aMMOACHCTBYIOIINE PEIICHHUS;

— ISA Server Partners — mapTHepcTBO C pa3pabOTYMKaMU MPOTPAMMHBIX U
anmapaTHBIX pEUICHUH, aJanTUpOBaHHBIX s miaTdopMmel Internet Security and
Acceleration Server;

— Microsoft Windows Rights Management Services Partners -
[lapTHEpcTBO ¢ KOMIAHUSMU-PA3paOOTUYUKAMH MPOTPAMMHBIX  MPOJIYKTOB,
pa3paboTUMKaMHM  ammapaTHbIX CPEACTB MJIEHTU(QUKAUUU UM  CHUCTEMHBIMU
WHTETpaTOpaMu B BOIpocax 0oJiee MOJHOTO HCIOJIb30BaHUA (PYHKIIMOHAIBHBIX
Bo3MoxkHOCcTe OC Windows, CBsI3aHHBIX C yIIpaBICHUEM [IpaBaMu MOJIb30BaTeNeH
U JIOCTYTIOM K MH(OPMAaLMOHHBIM pecypcaM. [laHHast mporpamma BKJIIOYaeT B ceOs
Tpu Kareropuu naptHepoB: HeszaBucumbix nocraBmukoB [10, Pa3paborumkos
UHPPACTPYKTYpHBIX perieHnid 1 CUCTEMHBIX UHTETPAaTOPOB.

6) Government Security Program (GSP) — Ilporpamma oOecriedcHHs
0€30MacHOCTH MPAaBUTENBCTB — MPEACTABIAECT COOOM MHUIMATUBY IO Mepenaye
[IPaBUTEIBCTBEHHBIM  CTPYKTYypaM  pPa3JM4YHbIX CTpaH HCXOJHBIX  KOJOB
IPOrPaMMHBIX TPOIYKTOB (TIaBHBIM 00pa3oM, ONEPAIMOHHBIX CUCTEM) JJIS TOTO,
YTOOBI Y CTICIIHAIIUCTOB U SKCIEPTOB ObLIa BO3MOXHOCTh YOSIUTHCS B OTCYTCTBUU
CYLIECTBEHHBIX M3BSIHOB B 3TOM HPOrpaMMHOM oOecrieueHuH. Takod aHaiu3
JOJDKEH JlaTh OCHOBaHMS JUIsl TPU3HAHUA JTHX MPOrPAMMHBIX MPOIYKTOB
HAJIS)KHBIMUA C TOYKH 3peHHs] HH(DOPMAITMOHHON 0€30MacHOCTH U, TAKUM 00pa3oM,
pacUIMpUTh BO3MOXKHOCTH WX NPUMEHEHMS Pa3MYHBIMU OpraHU3aALMsIMU (Kak
MPaBUTEIbCTBEHHBIMU, TaK M YacTHbIMM). TakKe mpenanoiaraercs, 4ro 3Ta
nporpaMma JI0JKHa MOMOYb YCTPAHUTh UMEIOIIUECS HEJOPAOOTKU B IPOTPAMMHOM
o0ecCIeyeHn U PACIIMPUTh NapTHEPCTBO MexAy Microsoft U mpaBUTEenbCTBAMU
pa3iIMuHBIX cTpaH B cdepe 3ammThl HHPopMmanuu. B paMkax mnporpammsl
YYaCTBYIOIIMM B HEH SKCIIEPTaM TaKXKe MPEAOCTABIIAECTCS JOCTYI K TIOKYMEHTALIUH,

CIIpaBOYHBIC MaATCpualibl, CICHOHUAJIbHBIC CpEACTBA JIAd pa6OTBI C HCXOAHBIMH
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KOJaMH U MOJJIEP’KKa CO CTOPOHBI criennanuctoB Microsoft. B nannyro nmporpamMmmy
BKJIIOUYEHBI 0K0J10 60 cTpaH (B Tom uncie u Poccus B mune @®CTIK), orBevarommx
ONpENENECHHbIM TpeOOBaHMUSIM K 3allUTe MpPaB Ha MHTEIUIEKTYaJIbHYIO
COOCTBEHHOCTb.

OnHoil W3 BO3MOXHBIX NPUYMH Hayaja peaju3aldd 3TOW MPOrpaMMbl
SBWJIOCh TO, YTO HEKOTOPBIE MpPaBUTENbCTBA (Hampumep, ['epmanuu) 3asBUIA O
BO3MOYKHOM IIEPEXOJE MPABUTEIBCTBEHHBIX W MYHULMIAJIBHBIX YYPEKICHUN Ha
aIbTEPHATUBHBIE ONEpPALMOHHBIE CHCTEMbl (Takue Kak, Hampumep, Linux), s
KOTOPBIX JOCTYIIHBI MCXOJHbIE KOJbl. Pa3BuTHE 3TOM TEHAEHUMHU B IEPCIEKTUBE
MOTJIO IPUBECTHU (U OTYACTH YK€ IIPUBEIIO) K OMPECICHHON TOTEPE PHIHKOB COBbITA
npoaykuuu Microsoft.

7) llentpanu3oBaHHass cepTU(UKAIMS TPOTPAMMHBIX TPOJIYKTOB B
rOCyJapCTBEHHBIX OpraHax sBiseTca Uil Koprnopauuu Microsoft ogHumM u3
HaIpaBJIeHUI pealn3alii KOHLEMINHA Pa3BUTUS 3aUIUIICHHBIX WH()OPMAIIMOHHBIX
CUCTEM W  MPEANOJaraeT BO3MOXHOCTb  MCIOJB30BaHUS  IPOTrPaMMHOIO
oOecrieyeHusi STOM KOMMIAaHUU B WH(OOPMAIMOHHBIX CHUCTEMaX, K KOTOPBIM
OPEIbSABISIOTCS O0cOOble TpeOOBaHUS C TOYKM 3PEHHUS HAJEKHOCTH U
uHdopmarmonHon Oe3zonacHocT. Tak, ceptudukanus PCTIK omeparmoHHBIX
CUCTEM M CHUCTEM YympaBieHus O0a3aMM JaHHBIX, MOCTaBisgeMbIXx Microsoft,
NIO3BOJIWJIA KCIIOJB30BAaTh 3TH MPOrPAMMHBIE NPOAYKTHl B aBTOMATHU3UPOBAHHBIX
CUCTEMaxX yyeTa W KOHTpPOJIS SJIEpHBIX MaTepuaoB Ha NpeanpusaTusx MuHaTtoma
P® u B npyrux opranuzanusax. [lepBelii mpoekT mo cepTu@uKauud NpOoAYyKTOB
Microsoft B Poccumn 6bu1 Hauat B 1996 romy u mpojoikancs Ha TPOTSKEHUU
MIPUMEPHO TPEX JIET C YYACTHUEM HE TOJIBKO CIIENUAIUCTOB | 'octexkomuccuu PO u
Microsoft, Ho u mpencraButeneii Munatoma P® u MuHuCTEpCcTBa YHEPTETUKH
CIIA.Takxe Microsoft Bemer paboTy mo cepTudUKAUMU HEKOTOPHIX CBOMX
npoaykToB Ha coorBerctBue craHnapTty Common Criteria for Information

Technology Security Evaluation — yHuBepcanpbHOMY cTaHmapty oOecredeHHs
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UHPOPMAIIMOHHON  0€30MacHOCTH, O(HUIMATBFHO TMPU3HABAEMOMY MHOTUMU
roCyJapCTBaMH.

Kondepennus mo 6e3omacuoctu BlueHat mpoBoauTcs ¢ 2005 roga nBakibl B
roj Juis oOMeHa MHEHHSIMH U HJISSIMU 110 Pa3IMYHbIM BOIIPOcaM MH(OPMAITMOHHON
Oe3onmacHocTH. B Hel yd4acTBYIOT TOJBKO CHEIMAIKMCTBI, TMpUTJIallaeMble

KoMITaHue Microsoft.
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2 Kopnopanus Cisco Systems

Kommanus Cisco Systems, ocHoBaHHast B 1984 rogy rpyImoi crnenuaiicToB
CtoH(pOPACKOTO YHHUBEPCUTETA, B HACTOSIIEE BPEMsI SBISETCS MUPOBBIM JIUJCPOM
B TIPOM3BOJICTBE 00OpYyIOBaHUs Mg ceTed mnepenaur AaHHbIX. Ha ocHoBe
000py0BaHUsl, MPOU3BEICHHOIO ATOM KOMITAHUEH, (DYHKIIMOHUPYIOT II100aJbHbIe
CeTH IepeJauM JAHHBIX, a TAK)KE CETH MHOTHX MPABUTEIHCTBEHHBIX OPTraHU3AINi U
KPYIHBIX KOMIIAHU.

B cBa3u ¢ TeM, 4TO 00OpyAOBaHHE 3TOW KOMMIAHUU OOECIIEUYNBAET
(GYHKIIMOHHMpPOBaHHUE OOJIBIIMHCTBA Hanboyiee 3HAUMMbIX U OTBETCTBEHHBIX CETEH
nepeJaud JaHHbIX, €€ OpraHMu3allMOHHAas TMOJAJIEp)KKa pEIIEHUs BOIPOCOB
MH(OPMAIMOHHOW O€301aCHOCTH UMEET II100anbHOE 3HAaUCHHE.

B uncino OCHOBHBIX HampaBieHUIl OpraHU3aIMOHHOM pabOThl KOMIAHHUU
Cisco BXOsT:

— MoAJAepXkKa ceTh 00pazoBaresibHbIX LHEHTPOB — CereBast Akanemus Cisco
— TpU Pa3IUYHBIX YYEOHBIX YUpEeXIEHHUSAX M mnpeanpusatusx. Padora CereBbix
AkanemMuil 1o BceMy MHpY OO€cleYMBaeT IMOATOTOBKY CIIELHUAIUCTOB IO
aJIMUHUCTPUPOBAHUIO CETEH M OO0ECNeUeHUr0 CeTeBOM O€30MmacHOCTH U
LHEHTPAJIN30BaHO MOJACPKHUBACTCS TOJOBHBIM O(HCOM, KOTOPBIM OCYIIECTBIISET
MOJITOTOBKY TpEeroAaBaTeliel, MpeoCcTaBIseT yuyeOHble MaTepualbl, BEAIET y4eT
CIIyIlIaTeNe, OCYIIECTBISIET 3K3aMEHAI[MOHHOE TECTUPOBAHUE BBITYCKHUKOB,
BBIMKICHIBAET MEXKAYyHapoaHble cepTudukatel U T.4. B Poccun QyHkumoHUpyeT
0oxee 50-tu CereBrix Akagemuii Cisco;

— OpraHMzalsi W KOOpPAMHALMSA pPAaOOThl IOCTABIIMKOB Pa3IMYHBIX
KOMIIOHEHTOB MH(GOPMAallMOHHON WHQPACTPYKTYphl Ha OCHOBE IPOTPAMMBI
Network Admission Control (NAC) — Ymupasnenue doctynom B Cerb. B pamkax
JaHHOW MporpaMmMbl, MHUIMHPOBaHHONM B 2020 rogy COBMECTHO C BEAYIIUMHU
nocTtaBmukamMu aHTUBUPYcoB (Network Associates, Symantec u Trend Micro) u

HallEJICHHOM Ha pelIeHue pa3IMyYHbIX MpodsieM WH(POPMAIMOHHOM 0€30MacHOCTH,
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Cisco muaHWpyeT peajn30oBaTh HOBBIC TEXHHUYECKHE PEIICHHUA M TOIXOAbl K
oOecrieyeHnt0 MHGOPMAIIMOHHON 0€30MacHOCTH, OCHOBaHHbIE Ha COOCTBEHHOM
ceTeBOM 00opyAoBaHMHM. B  dYacTHOCTH, Koomepauuss C TOCTaBIIUKAMU
MPOrPaMMHBIX TPOAYKTOB B paMKax JJaHHOW MNPOrpaMMbl JOJKHA TO3BOJIMTH
ABTOMATHUYECKU YIPABIATh MOAKIIOYEHUEM KOMIIBIOTEPOB, HE OTBEYAIOIIUX
OTIpeICIICHHBIM TPEOOBAHMSM (TIOJTUTHKAM) HH()DOPMAITMOHHONW O€30MTaCHOCTH;

— opranuzanus pabotsl Cisco Product Security Incident Response Team
(PSIRT) — I'pymnmisl pearnpoBaHusl Ha WHIMICHTHI, CBSI3aHHBIC ¢ 0E30MACHOCTHIO
npoaykTtoB Cisco. OCHOBHOM 3ajaueld 3TOro MOApa3ieNieHus SBISETCA COOp
uH(OpPMAIIMU O BBISBJIEHHBIX YSI3BUMOCTAX, MX aHAJIU3, a TaKXKe KOOPJAHHAIIUS
paboT Mo MX yCTPAaHEHHIO U MPEAOTBPAIICHUIO HETAaTUBHBIX MMOCIIEICTBUM;

— pacmpocTpaHeHHE WH(POPMAIMA O BBIIBICHHBIX YSI3BHUMOCTSX M

npobaemMax ¢ 6€30MacHOCTHIO.
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