Tewma 2.6 — Upe3BbIvaitHble CUTYaIuu (MHITUACHTHI)
(ITnanupoBaHue U yrnpapieHHe HHOOPMALMOHHON O€30MaCHOCTHIO)

1 Opranm3anusi pearupoBaHUsi Ha  Ype3BblYailHble CHTyalUH
(MHIIMIEHTHI)

PearupoBanrie Ha BO3HHUKAIOUIME 4YpPE3BbIYAWHBIC CHUTYyallMH (MHIUICHTHI),
CBSI3aHHBIE C HApyIIEHUEM HH(OPMALMOHHOW OE30MaCHOCTH, SIBISIETCS TaKUM K€
BOXHBIM HAmpaBJICHHEM paboTbl, KaK U IMOCTPOCHHE CHCTEMbI 3alUTHl U
npeaoTBpanieHuss HapymeHuil. [1oq MHIIMAEHTOM, KaK MPaBHIIO, TIOHUMAETC KaKoe-
aM00 OTKJIIOHEHHE OT HOPMAaJbHOIO IpOLEcCa HCIHOJIb30BaHUS MH(POPMALMOHHBIX
pecypcoB U (PyHKIMOHUPOBAHUS MH(POPMALMOHHBIX CUCTEM, MOBJEKIIEE yIepO s
OTIpe/ICNICHHBIX HH(MOPMAIMOHHBIX aKTUBOB MPEANPUATHS WIM HEMOCPEACTBEHHO
CO3/arolIee Yrpo3y HaHECEHHUsI TAKOro yuiepoa.

UpesBbluaiiHag  curyanuss  (MHOUAEHT), CBA3aHHas C  HapyLIEHUEM
nH(}OpMAITMOHHON 6€30MaCHOCTH, MOKET OBITH 00YCIIOBIICHA:

— pa3pyLIUTEIbHBIM BO3JCHCTBUEM HA BECh HMYIIECTBEHHBIM KOMILIEKC
NPEANPUATAS NPU BO3HUKHOBEHMHM CTHUXMUHBIX (PAKTOPOB (HABOJIHEHHUE, MOXKap,
3eMJIETPSCEHWE M TMp.) WIM LEJCHANPaBI€HHOM HamajgeHuu (MOJpbIB, IOJHKOT,
pas3pylIeHue 31aHui U IOMEIICHUH | TIp.);

— HETaTUBHBIM BO3JCWCTBUEM HCKIIOYUTENIIBHO Ha HMH()OpPMalMOHHBIE
pecypcbl  mpeanpusATds  (KaKk  IpaBUIIO,  OCYIIECTBISIEMBIM  YAQJIEHHO, C
HCIIOJIb30BAaHUEM TEIEKOMMYHUKALMOHHBIX KAHAJIOB).

B o01eMm ciydae opraHu3aliOHHbIE MPOIEAYPHI (PErIaMEHThI) pearupoOBaHUs
Ha Ype3BbIYalHbIE CUTYallMH JOJKHBI BKIIIOYATh B CEO5I:

— perjlaMeHThl aJbTEePHATUBHBIX MPOLECCOB 00paboTKK MH(pOpManuu (B TOM
qucie, BO3MOXXHO, WU 0€3 HUCHOJIb30BaHUSI CPEACTB aBTOMATH3allMU) Ha MEPUOJ
BBIXO/Ia U3 CTPOS OCHOBHBIX MH(OPMALIMOHHBIX PECYPCOB;

— ONpeJleJIeHUe TPYIIl MepCOoHalIa, OTBETCTBEHHBIX 32 BBIMOJHEHUE TEX WU
MHBIX (YHKIMI B cllydae BO3HUKHOBEHHUSI YPE3BBIYANHOW CHUTyallMd, a TaKkKe
ONpENEICHUE MPOLEAYP B3aUMOAECHCTBUSA MEXAY I'pylNIaMyd U OTIAEIbHBIX TPYyNI C

PYKOBOJICTBOM MPEANPUATHS;
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— TEXHUYECKYI0 U OpPraHU3allMOHHYIO JTOKYMEHTAaIlHMI0, HEOOXOIUMYIO IS
BOCCTAaHOBJICHHMSI HH(OPMAIMOHHBIX CHUCTEM U JIAaHHBIX TIOC]IE Ype3BbIYANHOU
CUTyalluH;

— TIOPSIIOK  XpaHEHHWs apXUBHBIX  (pPe3epBHBIX) KOMUW  JaHHBIX U
IPOrpaMMHBIX TPUIOKEHUH 00pabOTKM JaHHBIX B MECTax, 3allUIICHHBIX OT
MEXaHMYECKUX BO3ACHCTBHM, KpaxK, HABOJHEHUH, MTOKApPOB U TP. (B T.4., BO3MOXKHO,
B MECTaX, TEPPUTOPHATHHO YJAJICHHBIX OT OCHOBHBIX MECT XpaHEHHUsS U 00pabOTKU
uHpopmanun);

— CONJIAIICHUSA C TMOCTABIIMKAMHM IPOTPAMMHBIX W allapaTHBIX CPEJICTB,
BXOJSIIUMX B HWH(MOPMAIMOHHYIO HWHDPACTPYKTYpy NPEANPUSITHS, O CPOYHOU
MOCTaBKE KOMIIOHEHT, BBIIICANIUX M3 CTPOsi W TPeOYyIONIMX 3aMEHbl B cCllydae
YpE3BBIYAHOW CUTYAlIUH.

[Iporiecc pearnpoBaHusi Ha TAKOTO poja WHIMJCHTHI BKIIIOYAET B Ce0s YEThIpE
OCHOBHBIX 3Tamna:

1) OOGHapykeHHE HallaJICHHS.

2) Jlokanu3aius HammaaeHusI.

3) HneHntudukamnus HanaIaroInX;

4) OueHka ¥ TOCIHCAYIOIIMKA aHAJIWM3 Mpolecca HamaJeHUs H  €ro
00CTOSITEIHCTB.

2 O0Hapy:KeHHMe aTaK U pacno3HaBaHUe BTOPKEeHUIH

OOHapyXeHue aTak U pacrno3HaBaHHWE BTOPKEHUH, KaK TPABUIIO, SBISETCS
VH)XCHEPHO-TEXHUYECKOW  3aJadei, pemaeMod MNpu IOMOLIM  CHEUUAIBHBIX
MPOTPAaMMHBIX M WHOT/IA allllapaTHBIX CPeACTB. B "acTHOCTH, OOHApYKEHUE MOXKET
OCYIIIECTBJISITHCS Ha OCHOBE aHaJIM3a CETeBOro Tpaduka u )KypHaJoB (j0r-Ghaijos), B
KOTOPBIX  (PUKCUPYIOTCS ~ pa3iuuHble  JelcTBUA.  OOHapy>KeHHE  MOXKET
OCYIIECTBJISATHCS HA OCHOBE T.H. CUTHATYpP — (hOpMaIM30BaHHBIX HA0OPOB MPU3HAKOB
ONpENICJICHHBIX BHUPYCOB, THUIIOB aTak W mp. Takxke, OYEBUAHO, HCTOUYHHUKOM

I/IH(bOpMaLII/II/I O HAPpYIICHUAX ABJIAIOTCA COO6H_ICHI/I}I T0JIb30BaTelIell 00 OTKJIOHCHHSIX
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B paboTe MHGOPMAIIMOHHBIX CUCTEM U TOSIBJICHUE SIBHBIX HEraTHUBHBIX MOCIIEICTBUN
POU3OIIEAIINX HAPYIIEHUH.

Jlist obecniedeHusl CBOCBPEMEHHOTO OOHAPY)KEHUS HAPYIICHUN MPEANPUITHE
JOJKHO OpPraHU30BaTh MOCTOSHHYIO (IIPU HEOOXOAMMOCTH — KPYIJIOCYTOUYHYIO)
paboTy CIEeNUATUCTOB, OTBEYAIOIINX 32 pa3penieHue WHIUICHTOB. [IJIst 7TOr0 MOXKET
OBITH BEIOPAH OJMH M3 BO3MOXHBIX TTOJIXO0JIOB.

1) OpranHuzanusi COOCTBEHHOW JCKYPHOH  CIYXOBbI, COCTOSINEH W3
KOMIIETEHTHBIX CHEIUATUCTOB, HECYIIMX IMOCMEHHOE JEXKYPCTBO M OCHAICHHBIX
CpelcTBaMu MOOUIIBHOM CBSI3H.

2) llpuBieueHWe CTOPOHHEH OpraHU3aAIMM, CHCIHATU3UPYIOMICHCS Ha
OKa3aHHMH MOAOOHBIX YCIIYT.

[Ipu 5TOM COTPYIHUKH NPEANPUSTHS TOJDKHBI 3HaTh HOMEpa TeaehOHOB U
HHBIE CIIOCOOBI CBSA3H, MPU MOMOIIM KOTOPHIX OHM MOTJIM Obl ONEPAaTUBHO COOOIIATh
JEKYPHBIM CIIEMAIMUCTaM 000 BCEX MPOUCIIESCTBUSIX. BaXKHOCTh OpraHu3aluu Kak
MOHO 0Oo0Jiee OomepaTuBHOIO MHGOPMHUPOBAHUS CHEIUATUCTOB MO O€30MacHOCTH H,
COOTBETCTBEHHO, KaK MOXHO 00Jjiee OMepaTUBHOTO pearupoBaHUsi 0OYCIIOBIICHA TEM,
YTO OOHApYXEHUE HalaJeHUs U HAyajo MPOTUBOJCHCTBUS B TO BpPeMs, KaK camo
HaraJeHue elle NpoaoHKaeTcs, B OOJIBIIMHCTBE CIIy4aeB MOKET ObITh Topa3fo Ooiee
(D PEeKTUBHBIM, YEM pearupoBaHUE MOCIC OKOHYAHUS HaAIaICHHUS.

BrisBiieHre HapylieHUN MOXKET OBITh OCYIIECTBIEHO HE TOJIBKO MO SBHBIM
MpU3HAaKaM, TakUM KaKk  COOOUIEHUS  MOJb30BaTeledl 0  IpeKpalieHuH
(GYHKIMOHUPOBAHUS  OTAENBHBIX  DJIEMEHTOB  HMH(DOPMAIMOHHBIX  CHUCTEM,
OJTHOBPEMEHHOE HCITOJIb30BAHNWE OJHOW YUYETHOM 3amicH Ha HECKOJBKUX Padodmx
CTAaHLMSIX WM SBHOE OOHApYy>XKEHHE BHUPYCOB B JaHHBIX, IE€peaBacMbIX IIO
JOKAJIbHOW CETHM, HO M IO HEKOTOPhIM KOCBEHHBIM IpU3HAKaM (aHOMAaJIbHbIM
SIBJICHUSIM ), KOTOPBIE B OTJICJIbHBIX CIydasiX MOTYT CBHIETEILCTBOBATH (2 MOTYT U HE
CBHJIETEIIbCTBOBATh) O HapyuieHusX. [IpuMepamu Takux KOCBEHHBIX CBUETEILCTB
MOTYT OBITb:

— HCHOJIb30BaHUE HMH(POPMALMOHHBIX CHCTEM WU OIPEACIICHHbIX YUYETHBIX

3aIcell B HeXapaKTepHOe BpeMs (PaHO YTPOM, MO3HO BEYEPOM U IIp.);
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— pe3Koe HeXapaKTepHOE TMOBHIIICHWE Harpy3ku Ha WHQPOPMAIMOHHEIC
CHCTEMBI WJIA UX OTJCIIbHBIC JIEMCHTHI (CETMEHTBI CETH, XPaHWIUIIA JAHHBIX U TIP.);

— W3MEHECHHE  XapakTepa  TOBEACHHWS  TOJIb3oBaTele  (Hampumep,
MOCJIEA0BATEIILHOCTH OIIPELICIIEHHBIX JNEUCTBUN npu HCIIOJIb30BAHUU
UH()OPMAIIMOHHOM CHUCTEMBI) U TIP.

Jist  Gomee 3¢ ¢dEeKTUBHOTO aHaM3a TaKUX KOCBEHHBIX TMPU3HAKOB W
WHTEPIPETAIMA  PA3IMYHBIX (PAKTOB CIENUATUCTaM II0 pPEardupoBaHUIO Ha
MHIUJEHTH MOXET TMOHAJ00UThCS aHaNU3 (PYHKIIMOHAIILHOCTH HH(GOPMAIIMOHHBIX
CUCTEM H® B3aUMOJICHCTBHE aHAJIUTHUKOB JeHapTaMeHTa WHOOPMAIMOHHON
0€30MacHOCTH € TOJIL30BaTENAMU (M3y4eHHE 0COOCHHOCTEN uX paboTel). Takxke mms
aBTOMATU3AIlMM TAaKOTO aHaju3a MOTYT OBITh HCIIONB30BAaHBI  CIICIIHATLHBIC
MIPOTPaMMHBIEC CPEICTBA, ABTOMATHYECKH OCYIIICCTBIISIONTNE CTATUCTUICCKAN aHAIIN3
CETEeBOTr0 Tpaduka W JPYrHUX 3JIEMEHTOB HHGOPMAIIMOHHONW HWHQGPACTPYKTYphl U
CUTHAIM3UPYIOIINE TP OOHAPYKECHUU aHOMATHHOW aKTUBHOCTH, ISl TOTO YTOOBI
aIMUHUCTPATOPHI MOTJIM TTPOBECTH TAJIbHEUIITNN KaueCTBEHHBIN aHAJIN3 BBISBIIEHHBIX
OTKJIOHCHUN U TpU HEOOXOAMMOCTH MPEANPUHATh aKTUBHBIC OTBETHBIC JCHCTBUA. B
1eJoM, pa3paboTka W COBEPINICHCTBOBAHHWE TAaKWX CPEJCTB aHajiW3a B COCTaBe
KOMIUJIEKCHBIX ~ CHCTEM  OOHApy>XEHUs  BTOPKEHUW  SABISETCS  OJHHM U3
MEePCIICKTUBHBIX HANIPABJICHUHN Pa3BUTHUS CPEICTB 3aIUTHI HH(DOpMAITUH.

Takum oOpa3oMm, OCHOBHOW 3ajJadyeil Ha HayaJdbHOM JTale pearupoBaHUs
SBJISICTCSI OTIPEJICTICHUE XapaKTepa HapYIICHUN U JIOCTOBEPHOE YCTAHOBJICHHE TOTO,
YTO BBISBJICHHBIC aHOMAaJbHBIC COOBITHS, JIEHCTBHUS M XapaKTCPUCTHUKH SBJISIOTCS
JIEHCTBUTENILHO HAPYIICHUSAMH, a, HANpUMep, HE TMPOSBICHUEM OCOOCHHOCTEH
PabOTHI MPOTPAMMHOTO 0OCCIICUSHHS.

OgHuM W3 BaKHEWIINX OpPraHW3AIlMOHHBIX acCMEKTOB peardpoBaHUS Ha
WHIIAJEHTHI (M, B YaCTHOCTH, HAa OTJEIbHBIC CUTHAIBI O HEKOTOPBIX MPOUCIIECTBUSX )
SBJISICTCSI TO OOCTOSITENBCTBO, YTO MOXKET IMPOUCXOJUTH OOJiee MM MEHEe 4YacToe
MOCTYIIJICHUE JIOKHBIX CUTHAJIOB (omMOOYHBIX WIH CHEIUATBHO

CIOPOBOLIMPOBAHHBIX) O HEKOTOPBIX IMPOUCIIECTBUAX, W PEaKUUs IepcoHaIa
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aenapraMeHTa MHGOPMAIIMOHHON O€30MacCHOCTH CO BPEMEHEM MOXET IMOCTENEHHO
ociabeBath (Tak K€ Kak, HaIpuMep, MOXKET MPUTYNUTHbCS BHUMAHUE MPU YACTHIX
JIO)KHBIX Cpa0aThIBaHUSAX OXPAHHOW CHrHajnu3aluHu). B 4YacTHOCTHM, HO OLEHKe
HEKOTOPBIX CHEHHUAMCTOB, B cpeaHeM B 90% ciydyaeB, Korja IOJIb30BaTENH
COOOIIAIOT O TOM, 4YTO, MO MX MHEHHIO, KOMIBIOTED 3apak€H BHPYCOM, OHH
ommubaroTcs. B CBA3M € 3TUM NpU OpPraHW3alyy pearupoBaHUs HAa WHUUIACHTHI
HEO0OXOIUMO YAEIUTh 0cO00€ BHUMAHUE MCUXOJIOTMUYECKON MOATOTOBKE MEepCoHaa,
OTBEYAIOILET0 33 pEarupOBaHUE, a TAK)KE IO BO3MOXKHOCTU aHAIIM3UPOBATH IPUYUHBI
MOSIBJICHUS TAKUX JIOKHBIX CUTHAJIOB Y MPEIOTBPAIATh UX B JAJbHEUIIIEM.

Takke 3HAYMMBIM BOINPOCOM OpraHM3alUMy pabdOThl C MOJIb30BATEISIMU B
CUTyalUsAX PEarupoBaHUsl HA WHIUICHTHI ABJISETCA TO, YTO B3aUMOJCHCTBUE MEXKIY
[OJIb30BATEISIMA M TPYNIAMH pEarupoBaHus, a TaKXe pa3jMYHbIX TPYIIII
pearpoBaHus MexAy coOOi MO BO3MOXXHOCTH HEOOXOJMMO OCYIIECTBIATH IO
CIIELIMAJIBHBIM 3aLUIIEHHBIM KaHajlaM CBS3U.

3 Jlokanu3anus M ycTpaHeHHUe MoCcJaeICTBUii

Jlokanu3anus W yYCTpaHEHHME TIOCIEICTBUM SBISETCS OCHOBHBIM JTalloOM, B
pamMKax KOTOpPOro, COOCTBEHHO, OCYIIECTBJISIETCSl pearupoBaHue Ha MHUUACHT. Ha
JTOM JTare IPOUCXOIUT:

— ONpeleNieHue KOHKPETHBIX IMapaMeTpoB HapyuleHus (HamaieHus), ero
xapakTepa (KOHKPETHBIX CETMEHTOB CE€TH, CEpBEpPOB, IpyNN pabouuX CTaHIMM,
MPUIOKEHUH, 3aTPOHYTHIX HANAJECHUEM );

— T[PEABAPUTEIBHBIA  aHAIWM3  JCHUCTBUM  HapylIUTENsd MW CLiEHapusd
MIPOU30MIEIIIETr0 (MIPOUCXOAIIET0) HANaJACHUs, aIropuTMa padoThl MOSBUBIIETOCS
BHUpYCa U IIp.;

— OJIoKMpOBaHWE JCHCTBUMU HapywuTens (€ciau HapylleHHe SBISIeTCS
JUTSIITIMCS)

— OnokupoBaHue (TIOJHOE WM YaCTUYHOE) paboThl HMHQPOPMAIMOHHOM

cucteMbl (cepBepa, 0a3bpl JaHHBIX, CETMEHTA CETU W Mp.) C LEJIbI0 HEIOMYIIEHUs
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JAJIbHEHIINX  Pa3pyLIUTENbHBIX  JEHCTBUM, pacHpOCTPAHEHUS BPEIOHOCHBIX
IporpaMM WIN yT€YKU KOH(UIECHINATIBHON HH(pOpMALIHHL.

[Ipekpamienne HamaJeHWss ¢ BOCCTAHOBIIEHHE HOPMAJIbHOM  pabOTHI
MH(POPMAILIMOHHBIX CHUCTEM MOXET NOTPeOOBATh CKOOPIMHUPOBAHHBIX EHCTBUI HE
TOJIBKO CaMHUX COTPYJHUKOB JenapTaMeHTa HHPOPMALIMOHHON 0€30MacHOCTH, HO H:

— cnemquamuctoB  UT-mompasneneHnii, OTBEYArOMX 334  aTaKyeMbIE
MH(POPMAILIMOHHBIE CEPBUCHI;

— T0JIb30BaTENE aTaKOBaHHBIX MH()OPMAIIMOHHBIX CHCTEM,;

— pEeANpUATHA-NIAPTHEPOB, HMEIOIIMX OTHOIIEHWE K  AaTaKOBAaHHBIM
MH()OPMaALIMOHHBIM pECYpCaM;

— pa3pabOTYMKOB M NMOCTABIIMKOB aTAKOBAHHBIX HH(POPMALIMOHHBIX CUCTEM;

— IIOCTaBUIMKOB  TEIEKOMMYHHMKAallMOHHBIX  YCIyr, 4Yepe3  KOTOPBIX
OCYUIECTBJISIETCS aTaKa,

— CTOPOHHUX KOHCYJIFTaHTOB, CIEHUAIU3UPYIOIINXCS HA COOTBETCTBYIOIIUX
npoOsemMax HHPOPMaAITMOHHOM 0€30MMacCHOCTH.

OmuuM u3 Hambojee BaXXHBIX OOCTOSITENBLCTB PAOOTHI Ha JAHHOM JTare
ABIIIETCS TO, KaKUMH TOJHOMOYMSAMHM 0O0JajaeT CHeUUalucT (JIeXKypHBbIN),
OTBEUAIOLINI 3a pearupoBaHue Ha MHIMAEHTHL. B dacTHOCTH, HEOOXOIUMO 3apaHee
MPEAYCMOTPETh BO3MOKHOCTH OINEPATUBHOIO CAMOCTOSITEIBHOIO OTKJIIOUEHHUS TeX
WIM MHBIX WH(GOPMALMOHHBIX CEPBHCOB CIEUUAIUCTAMHU IO pPEarMpoBaHUIO Ha
HMHIMICHTHI (CaMOCTOSITENIbHO, JIMOO uepe3 cooTBeTcTBytolee U T-moapasnenenue).
Oco0yr0 BaXXKHOCTh UMEET CIIOCOOHOCTh OTBETCTBEHHBIX CIELHUAIUCTOB ONEPATUBHO
OLICHUTh CUTYaIMIO, IPOBECTH €€ aHaIu3 (B OOJIBIIMHCTBE MPAKTUYECKUX CUTYyalUn
3TO HE0OX0AUMO OyJAeT JAesiaTh MO HEMOJHBIM JaHHBIM O HamaJaroled CTOpPOHE) U
IOPUHATHh pEHIeHHE O NPHUOCTAHOBKE pabdOThI TeX WM HMHBIX HHPOPMAIMOHHBIX
CEpPBUCOB, 0 BBISIBJICHUS W YCTpPaHEHUS yIpO3 W/WIM BBEIEHUS B JCHCTBHE
JOTIOJTHUTENbHBIX CPEJICTB MPOTHUBOACUCTBUS BTOp>KEHUAM. [Ipyu MPUHATHUM TaKOro
pelieHrss HeoOXOUMO YUUTHIBaTh (KaK MPaBUJIO, HA OCHOBE SKCIIEPTHBIX OIEHOK)

KaK BO3MOXKHBINA yIIepO, KOTOPBI MOXET ObITh BbI3BaH BBISBJICHHBIM HAPYILICHUEM,



Tewma 2.6 — Upe3BbIvaifHbie CUTYAIUU (MHITUACHTHI)
(Ynpasnenue napopMannoHHON 0€30MaCHOCTHIO)

TaK U BO3MOXHBIA yIIEpO OT OCTAaHOBKM HH(MOPMAIIMOHHBIX CEPBUCOB, KOTOpas
(ocTaHOBKa) MOKET OBITH OCYILECTBIICHA C IEJNbI0 MPEJOTBpAICHUS yiiepda ot
JNEHMCTBUM HAIANAONIEd CTOPOHBL. XapaKTEpHBIM IPUMEPOM TAKOM CHUTYyallUH
ABJISIETCA HAMAJCHUE HA CUCTEMY JJIEKTPOHHOM TOPIOBJIM, KOTJa Halajaaronias
CTOPOHAa MOXET HAHECTH Cephe3HbId yiepO (MOXUTUTHh KOHPHUACHUIUATHHYIO
UH(POPMAIIMI0O YYAaCTHUKOB TOPIOBBIX CJHIEJOK, CAMOCTOSTEIBHO COBEPIIHUTH
HE3aKOHHBIE C/ICJIKK OT UMEHHM YYaCTHUKOB TOPrOBOM CHCTEMBI M TIp.), @ OCTAHOBKA
CepBHUCa C LENbI0 MPEIOTBPAILICHHS TaKOro yiiepOa MOXKET NPHUBECTH K MOTEpsM,
CBSI3aHHBIM C YIYIIEHHOM BBITOJAONH OT HECOBEPLIECHHBIX CHEIOK M YIIEpOOM st
JEI0BOM peryTauuu. /[pyruM nmpuMepoM TaKOM CUTYallMU SIBISETCS PEarnpOBAaHHE
Ha pacmpejeieHHbIe ataku Tumna "oTkaz B oOciyxuBanuu" (Distributed Deny of
Service, DD0S), yacTo ocyiiecTBIsieMble Ha cepBepbl B ceTh MHTepHeT, Koraa
MOKET OBITh HEOOXOAMMO Ha HEKOTOPOE BPEMSI MTOJIHOCTHIO OTKIIFOUUTH CEPBEP KaK B
yiepO MoJib30BaTeNsM, TaK U B yIIepO BiajenbliaM MH(OPMAaLMOHHBIX PECYpCOB,
PacnoJIOKEHHBIX Ha CEpBEpE.

OCHOBOI 711 NPUHATHUSI PELIEHU MOXET ObITh 3apaHee CHOPMHUPOBAHHBIM
nepeyeHb (CIpaBOYHMK) BO3MOXKHBIX OCHOBHBIX HMHIIMJIEHTOB M IPU3HAKOB
HapyleHU! (MPOHUKHOBEHUI), B KOTOPOM MOKET OBbITh NPHUBEACHA OLIEHKA PUCKOB
CyMMapHbIX TIOTEPb U PEKOMEHJIOBAHHBIE ACHCTBUS ISl KAKIOTO TUIA HAPYIICHHUM
(B TOM 4uCIIe U MEpeUYeHb CUTYyallui, KOrJa HE0OX0IMMO OCYLIECTBUTh OTKIIOUEHHE
CEpPBUCOB BO H30€XKaHUE YTEUKH WJIM HAPYIICHHUS IIEJIOCTHOCTH HH(POPMALINH,
SBJISTFOITIEICST HAanOoJiee KPUTUIHOM TSl BCEH ACSITEIIBHOCTH TIPEATIPUSTHSA ).

4 NUnentudukanus HANAAAOIEr0

Nnentudukaus  Hanagaromero (MM HCTOYHHMKA  PaCIpOCTPaHEHUS
BPEJOHOCHBIX IPOrpaMM) SIBJISIETCSI Ba)KHBIM IIIarOM B IPOLIECCE pPEarupOBaHUS,
CIEAYIOIIMM HEMOCPEACTBEHHO 3a JIOKajnu3alued HamajaeHus. B ciydae ecin
HaIlaJIeHUEe OCYIIECTBISIOCh M3 JIOKAJBbHOM CETH NPEANpUATHSA, NPU HaJIEKAIEM
COONIOICHUM BHYTPEHHHMX PEXHUMHBIX TpaBUJI dTa 3agada MOXKET OKaszaTbCs

OTHOCHUTEJIBHO JIeTKOH. B ciIy4dac €CJIM HallaaACHHUC OBLII10 COBCPIICHO M3BHC, 3aaa4a
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UACHTU(UKAMY HaNaJaloluX NPUHLUUINAIBHO YCIOXKHSIETCS W B HEKOTOPBIX
CUTyalusX Mpo0semMa CTaHOBUTCS MIPAKTUUECKH HEPA3PEIINMOil.

Kak npaBusio, it oOHapyeHHsI HICTOYHMKA HaIaJeHUs] HEOOXOAUMO:

— JIETaJbHO U3YYMUTh BCE TEXHUUECKUE ACIIEKThl HAlaJCHMUS;

— TPOBECTH KAuyeCTBEHHBIM aHajaM3 Ipolecca HaMaJeHUs B KOHTEKCTE
(GYHKIIMOHUPOBAHMS aTAKyEeMOM CUCTEMBI 3alIUThl HHPOPMAIIUH;

— OpraHM30BaTh B3aUMOJEHCTBUE CO CTOPOHHMUMH OPraHHU3alUsIMU, KOTOPBIE
MOTYT COACMCTBOBATh B UACHTU(UKALIMY HANIAJAIOIIETO.

Opnnoit u3 Hanbojee BaXKHBIX 3aJlay aHaIu3a Mpollecca HamaJeHUsl SBISIETCS
YCTaHOBJICHHE TOW MH(OpMaLMU, KOTOpas ObUla M3BECTHA HAMAJAIOIIMM JI0 HaJaia
HaIlaJIeHUsI U KOTOPOM OHU BOCIIOJIB30BAIMCH JUIsl OCYIIECTBIEHUS 3TOr0 HalaJICHUs.
B wacTHOCTH, B IpoIlecce TAKOr0O aHaJIW3a C ONPENEICHHON CTENEHbI0 YBEPEHHOCTU
MOKHO YCTaHOBHTb, UTO JI0 Hauaja HalaJeH!sl 3JI0yMbIIIJIEHHUKAaM ObUIM U3BECTHBI:

— wuHpopManusi O CTPYKType M COCTaBe arakyeMol HH(OpMalnOHHON
CUCTEMBI (MCIIOJIb3yEMbIE POTPAMMHBIE U aNMapaTHBIE CPEACTBA, UX APXUTEKTypa U
UCIIOJIb3yEeMbI€ HACTPOUKN);

— CBEACHMS O pexume padoThl OpraHu3aluud U (PYHKIHOHUPOBAHUS
OTIEIBHBIX 3JEMEHTOB HWH(GOPMAIIMOHHONM cucteMbl. CBeleHHsT O perjiaMeHTe
HEKOTOPBIX OM3HEC-TIPOLIECCOB MPEATIPUATHS;

— KOHKpETHble WACHTU(UKALMOHHBbIE JaHHble (MMEHa IMOJIb30BaTeENeH,
MapoJin), He0OXOAUMbIE NJiIsi MPOHUKHOBEHUSI B MH(MOPMALMOHHYIO CUCTEMY W/WIIU
npaBuia (arOPUTMBbI) UX T€HEpaIUu.

O0006111eHNE BCeX ITUX CBEJCHUI MOXKET MOMOYb YCTAHOBUTH, KAKUE KOHTAKThI
OBbLIM y HaIaJaolIMX C aTaKyeMol KoMmaHuel (a Kakux He ObLI0), U, COIMOCTaBIISAS
(bakThl, a TaKKe MOJIb3YSACh METOJOM HCKIIOYEHHS, MMOCTAPAThCS OIPAaHUUYUTHh KPYT
JUL, KOTOPbl€ MOTEHUHUAIBHO MOIJIA ObITh MPUYACTHBI K OpraHU3alMHU JaHHOTO
MHIWJEHTA.

B cBoto ouepenp, MpoBeIeHUE TAKOTO aHaIKM3a OyJeT BO3MOXKHO TOJIBKO B TOM

ci1y4dac, €CJIn BCC I/IH(bOpMaIII/IOHHI)IC CHUCTEMBI M CHUCTCMbI 3allIHNTHI I/IH(I)OpMaHI/II/I
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HACTPOEHBI Ha/JIeKaluM o0pa3oM (B YaCTHOCTH, B HUX BEAYTCSl BCE HEOOXOAMMBIE
CUCTEMHBIE JKypHajbl) U CUCTEMHBIC JIaHHbIE HE ObUIM IOBPEXAECHBI B IPOLIECCE
HaIa/ICHU.

BTopbiM BaXHBIM HalpaBJIEHUEM OPTaHU3ALIMOHHON U aHAJTMTUYECKON pabOThI
IpU YCTAaHOBIEHUH (MACHTU(DUKAIINKM) HAMAJAIOMIUX, COBEPIIMBIIUX HaMaJcHHUE
U3BHE, SIBIISICTCS B3aMMO/ICIICTBHE C aJIMHUHHUCTPATOPaMHU CUCTEM
(TENEKOMMYHUKAIIMOHHBIX CETEeH, KOMIBIOTEPOB, HCIOJb30BAaBIIMXCS B KauecTBE
MIPOKCU-CEPBEPOB, W Tp.), C HCIHOJB30BAHUEM KOTOPBIX OBUIO OCYIIECTBIEHO
HanajaeHue. [logxoapl K TakoMy B3aMMOJAECHMCTBHIO B Ka)KJJOM KOHKPETHOM CIlIydae,
CKopee Bcero, OyayT WHANBUAYAIbHBIMU U MOTYT 3aBUCETh OT TOJUTHKHU PACKPBITHS
nH(pOpMaIu aAMUHUCTPALIMM TOW CETH WU y3Jia, Yepe3 KOTOPBIM OCYIIECTBIISIACH
ataka. Taxke MOTyT ObITh HPEINPUHATH ACUCTBUS ISl TOTO, YTOOBI B CyleOHOM
MOpsAAKEe WJIM C TPHUBJICYCHHUEM [PAaBOOXPAHUTENBHBIX OpPraHoB  0053aTh
aJIMMHUCTPALIMA TaKUX CETEH M Y3JIOB MPENOCTaBUTh HEOOXOAUMYIO MH(pOpMAIUIO,
CBSI3aHHYIO C MPOMU3OILEIINM HaNaJCHUEM.

[Tporecc naeHTUGUKALIMN JTOJDKEH MO BO3MOXKHOCTH MPOBOAHUTHCS C YUETOM
TOTO, YTO BIIOCJICACTBUU HEOOXOAMMO OyJeT HCIOIb30BaTh HMHGOPMAIUIO O
HalaJarwlMX Kak J0Ka3aTelIbCTBO B YIrOJOBHOM Ipouecce. B wacTHocTH, Tpu
CHATUU (KOMHPOBAHHWU) HEOOXOIUMBIX JOr-(aijoB ¢ aTaKOBAHHBIX KOMIIBIOTEPOB
NPEJCTAaBUTENISIMA  [TPABOOXPAHUTENIbHBIX OpPraHoOB, BEAYLIMMH CJEICTBHE IIO
JAHHOMY JeJy, JTOJDKHBI OBITh COOJIOJEHBI BCE MpolieccyajabHble (POPMaIbHOCTH,
MPEeyCMOTPEHHBIE YTOJOBHO-TIPOLIECCYaIbHBIM 3aKOHOJATeNbcTBOM. OaHON U3
0COOEHHOCTEN MpOLEAYyphl U3BATHA J10KA3aTEIbCTB Yy MOTEPIEBIICH CTOPOHBI B 3TOM
cllydae SIBJISIETCSl TO, YTO TOHSTHIC, MPUCYTCTBYIONIME MPH W3BATHHU, TOJKHBI 10
BO3MOXXKHOCTH UMETh XOTs Obl OOIlee MNpeACTaBICHHWE O CMBICIE MPOU3BOIUMON
npoueaypsl. Takke Ha ATOM d3Tane MpPU HEOOXOAMMOCTH MOXKET OBITh MPOBEACHA

TCXHHUKO-KPUMHHAJIUCTHYCCKAA SKCIICPTU3a KOMIIBIOTCPHBIX CHUCTCM.
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5 OneHka U aHAJIU3 NMPoLlecca HANAJAeHHUs U ero 00CTOSATEIbCTB

OaHuM M3 3aKIIOYUTENIbHBIX IIaroB MPOIEcca pearupoBaHUs HAa WHIUACHT
SIBJISICTCS] OIIEHKA W aHAJIN3 TIPOIlecca HAMAJACHUS B €ro OOCTOSTENBCTB. DTOT aHAIH3
HEO0OXOIUMO TMPOBOJIUTH B KOHTEKCTE ILieNied W 3ahady (PYyHKIHMOHUPOBAHUS BCETO
NPEANPUATHAS, C YYETOM PE3yJbTaToB paboOThl 10 UACHTHU(GUKAIWKN  JIHII,
COBEpIIMBIIKX HamajaeHue. OCHOBHbBIC 3aJja4l aHAMTUYECKOW pabOThl HAa JTAHHOM
JTamne:

—  aHaJImM3 1eJled ¥ MOTHBOB, HallaJaBIINX;

— a”anu3 (PyHIaMEHTAIbHBIX (OPTaHU3ALMOHHBIX U TEXHUYECKUX) MPUYUH,
KOTOpbIE CJeNialii HamaJeHue BO3MOXKHBIM U YCHEHIHBIM (€CIM OHO OBLIO
YCHEIIHBIM);

— aHaJIM3 MOCIEACTBUH (B TOM YHUCJIE U JOJTOCPOYHBIX) HaMaJACHUs JJIS BCEH
NEATEIbHOCTU MPEIPUSATHS;

— aHajgu3 MW OIlIeHKa paboThl TEpPCOHajda ¢  B3aMMOOTHOIIECHUH C
NpeanpUATASIMU-TIApTHEPAMU (B TOM YKCJI€ U C MOCTaBIIMKaAaMU WH()OPMAIIMOHHBIX
CUCTEM U CPEJICTB 3aIUThl THHOPMAIIHIH).

PesynpTaToM aHanmza JOHKHBI OBITH BBIBOJBI, KOTOPHIE MOTYT TOCIY>KHUTh
OCHOBOM ISl OPraHU3a{MOHHON PabOThI B pa3IMYHbIX HAIIPABICHUSX:

— KOPPEKTUPOBKA U YTOUHEHHE TOJUTHUKA MHPOPMAIMOHHON OE30MacCHOCTH
MPEaPUATHUS;

— TMPOBEICHHUE JOMOJHUTEIBHOW pabOoThl C TMEPCOHAIOM MPEANPHUSTUS
(HaKa3aHus, TOOIIPEHMS, JOTIOJHUTEILHOE 00yUeHHUE U TIp.);

— TIPOBEJCHHE JOIMOJHHUTEILHON paboThl C TEPCOHATIOM JemapTaMeHTa
nH(pOpMAITMOHHOM 0€30MTaCHOCTH MIPEANPUATHUS, a TaKke nepcoHanoMm U T-ciayxko;

— TMEePecMOTp  B3aUMOOTHOIIEHWH ¢  KOHTpareHTaMu  MNPearpUsTUs
(moxynartensiMu, mnocraBiiukamu, naptHepamu nmo HUOKP wu np.), umerommmu
JIOCTYTI K €ro 3anuiiaeMon nHpopMauu wiv HHOOPMaIIMOHHBIM CUCTEMaM;

— TPUBJCYEHHE CTOPOHHUX  KOHCYJIBTAHTOB 1O  HMHGPOPMAIMOHHOMN

0€30MacHOCTH U CHEIHAIMCTOB 10 CPEACTBAM 3aIIUTHl HH()OPMALIUK;
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— UVHUIMHMPOBAHUE TEXHUYECKOTO IEPEOCHAIIECHHUS OTJENbHBIX YYacTKOB
MH(POPMAIIMOHHON UHPPACTPYKTYPbI IPEATPUATHSI.

Takum o00pa3oM, aHaaM3 M BCECTOPOHHAS OIICHKA HWHIUJCHTOB SIBJISAETCA
OTIIPaBHOW TOYKOM I peaju3aluu KOMIUIEKCa Mep IO COBEPLICHCTBOBAHUIO
cUcTeMbl oOecrieueHns UH(PpOpMalMOHHOW 0e30IacHOCTU Ha npeanpustuu. Bee atu
Mepbl JOJDKHBI B OyAYIIEM CHHU3UTHh BEPOSITHOCTh AHAJOTMYHBIX HHIMICHTOB, a
TaK)K€ YMEHBIIUTh BEPOSITHOCTh HAHECEHMs CYIIECTBEHHOIO yiiepOa B ciyyae UX
MTOBTOPEHUS.

BaxHOH cocTaBIIIONIEeH aHAM3a HAMAIeHNUs TaK)Ke SIBIIAETCS OLEHKa yiiepoa
OT MPOU3OLIEAIIEIO HAPYIIEHUs! MH()OPMALMOHHOW Oe30MacHOCTU. YepO MOXKeET
OBITh OLIEHEH OJHOBPEMEHHO C HECKOJBKHMX TOYEK 3PEHHUS M 3aBUCUT OT Xapakrepa
BO3HUKILIEH BHEMITaTHOM cutyauuu. Hambonee mnpocThIM Al KOJIMYECTBEHHOM
HSKOHOMUYECKON OLIEHKH SIBJISETCS MPsMOW yuliepO: 3aTpaThl Ha BOCCTAHOBJICHHE
yTpauyeHHOH nH(pOopMaIK (MOTyT ObITh paCCUUTAHBbI HA OCHOBE TPYAOEMKOCTH paboT
[0 BOCCTAaHOBJICHHMIO HH(OpPMAMM U JaHHBIX O CpeAHENH CTOMMOCTH pabouero
BpEMEHU COOTBETCTBYIOILIUX CHEUATUCTOB), 3aTpaThl Ha 3aMeHy
CKOMITDOMETHPOBAHHBIX MapoJied, KOJOB M KIIOYEH, CTOMMOCTb ITOBPEXKICHHOIO
obopynoBaHus, MmTpadHBIC CAHKIMK 3a pas3rialmieHue KOH(PUISHIMAIBHOM
uH(popmanuu (eciiv Takhue CaHKUWHU, HApUMEp, ObUTM MPEAYyCMOTPEHBI JOTOBOpaMU
C NOAPSAYMKAMH, IMOCTAaBUIMKAMM WIH 3aKa3uuMkaMu) W 1p. Takxke B OLEHKe
HY)KJlaeTcd yNyUleHHash BBIFOJa, KOTOpas MOXKET ObITh CBfi3aHAa Kak C
HETMOCPEJICTBEHHBIM  IpeKpalieHueM (MPUOCTAaHOBKOM, 3aMeIJIEHUEM) TEeKYIIUX
onepauuid MPEANpPUATHs, TaK U C JOJITOCPOUYHBIM (MEPCIEKTUBHBIM) HETaTHBHBIM
BIIMSIHUEM BO3HUKILEH BHEIITATHOM CUTyallud — MOTEPEN JOBEPHs K MPEANPHUATHUIO,
OpPUBOIAIIEH K OTTOKY 3aKa3uMKOB, (OPMHUPOBAHHMEM HETaTHBHOIO HWMUKA
npennpusitust u 1p. OTACTBHO TakXe MOXET ObITh OLIEHEHO MaJeHUE PHIHOYHOU
CTOMMOCTU TPEANPUATHS — €ro akuui (eciiu pedyb HAET O NPENNpPHUSTHU, AKIUU
KOTOPOI'0 KOTUPYIOTCSI HA OMPKEBOM PBIHKE).

Hauboee cii0)XHBIM U1 OLEHKHU SIBIISIETCS MOPAJIbHBIN yliepO U MOCIeICTBUSA

OT pa3riamieHuss WHPOPMAIMK JUYHOTO XapakTtepa (HampuMep, CBEJICHUH,
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COCTaBIISIONINX BpadeOHyI0 TaiiHy). KOHKpeTHBIE CyMMBI MOpajIbHOTO yIiepOa, Kak
NPaBHJIO, MOTYT OBITh YCTAHOBJICHBI IO pE3yJIbTaTaM CYIEOHBIX Pa3OMpaTEeNbCTB C
OTIECTBHBIMHU JIUIIAMH, KOTOPBHIM TakKoW ymepO ObUT HaHECeH, W00 TMPOIEIyp

JOCYZ€OHOT0 yperyJIupoBaHus KOH(MIMKTOB (HAa OCHOBE TpeOOBaHUN MOCTPaJaBIINX

JIWII).

6 3akiI0uNTEIbHBIE ITANBI MPOLIECCA PearuPOBAHMS

3aKIIIOUMTENIPHBIM ~ ATAllOM  MpOIlecca pearupoBaHMS TakKe  SBISACTCS
YCTpaHCHHE HETaTUBHBIX TIOCICACTBUNM HANaJACHUS — JIOKaJW3amus yiiepoa,

MPUYUHEHHOTO MPOU3O0NISAINM HapylIeHneM. JTa paboTa MOXKET BKJIIOYaTh B ceOs:

— CMEHY CKOMIIPOMETUPOBAHHBIX MAPOJIEH OTEIbHBIX MO0JIb30BaATEICH;

— TMEepPEYCTaHOBKY TMOBPEXKJICHHBIX OINEPAIMOHHBIX CHUCTEM, a TaKxke
MOBPEKJIEHHOTO MPOTPAMMHOTO 00eCTIIeUEH NS,

— BOCCTaHOBJICHHE HApYIICHHOW KOH(pUTrypanuu (HaCTpOEK) MPOrpaMMHOTO
oOecrieueHus U ONePallMOHHBIX CUCTEM;

— BOCCTaHOBJIEHHE MOBpekAcHHON nHpopmaluu (6a3 faHHBIX, (aIOB), KaKk
U3 paHee CO3JaHHBIX PE3EPBHBIX KOIUM, TaK U JPYTUMHU CIIOCOOaMHU.

B nporecce BoccTaHoBIeHUST pab0TOCTIOCOOHOCTH MH(POPMAIIMOHHBIX CHCTEM
Ha HEKOTOpPOE BpeMsi MOTYT OBITh 3aJCHCTBOBAaHBI pPE3¢pBHBIC (AJIbTCPHATHBHEIC)
anmapaTHble U TPOrpaMMHbBIE TIIaTGHOPMBI.

Kpome TOro, HeoOXOOUMBIM  3aBEpIIAIOIIMM  IIArOM  MOXKET  OBITh
JOTIOJTHUTENbHAS HHPOPMALIMOHHAsA paboTa, KOTOpas MOXKET B ceOsl BKIIIOUYATh:

—  PacChUIKY MOJB30BaTENIsIM WH()OPMAIIUU O TIPOU3OUIEANINX HHIICHTAX (B
BUJIC CTICIUATILHBIX MUCEM U OIOJIJIETEHEH );

— TIepeladyy HEKOTOPhIX CBEACHUW O HaMaJeHUHM B CPEJACTBA MacCOBOH
uHdopmanuu;

— TMepenady CBEJACHUW O HAaMaJCHUU KPYMHBIM TPYIIaM pearupoBaHHsS Ha
WHIIMJICHTBI, CBSI3aHHBIE C MH()OPMAIIMOHHOM 0€30MaCHOCTHIO (TaKUM KakK, HalpuMmep,
CERT/CC), a Takxke B HAayYHO-HCCIEAOBATEIbCKUE IICHTPHI, 3aHUMAIOIINECS

npobyieMaMu 3aIuThl HHOpPMAIUY;
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— JIOTIOJTHUTEJbHYIO ~ MHQOPMAllUOHHYI0  pabOTy C  MOCTaBIIMKaMHU
UH(OPMAIIMOHHBIX CHUCTEM M MOAPSTYMKAMH, OCYIIECTBISIBIIMMU HX TIOCTaBKY,
BHEJPEHUE U HACTPOUKY.

C ToukM 3peHus pacnpenesacHusi 00sS3aHHOCTEN MO BBIMOJHEHUIO OTAENIbHBIX
GyHKUMII B pamMKax Ipollecca pearupoBaHUsT HAa HHIMACHTHI, OJHUM U3
(G ()EKTUBHBIX W JTOCTATOYHO MIMPOKO HCIOJB3YEeMBIX IOJAXOJ0B K OpraHU3alud
pearupoBaHus Ha WHLMJICHTHI SIBJISIETCS MOCTPOCHHUE LIEHTPAJIU30BAHHOM CUCTEMBI
pearupoBaHus Ha MHIUMACHTHI, KOTJIa OJHA TpYyIIa pearupoBaHusl OOCITYKUBAET
HECKOJIBKO TOJAPA3NACICHUN WIH TPEaNpUusITAd. B 4YacTHOCTH, TakoW MOAXO.
peanu3zoBad B MunucrepctBe oOoponbl CIIIA (oH ObL1 omucaH B OAHOW U3
MPEABIAYIIUX JICKIUMA), TJ€ HECKOJBKO IIEHTPAIIM30BAHHBIX T'PYIIN pearupoBaHUs Ha
VHIIHICHTBI 00CITy>KUBAIOT MHOKECTBO BOMCKOBBIX NOAPA3AECICHUN.
[lenTpanu3oBaHHbIE TPYIIBI PEaripoOBaHUSI MOTYT CO3JAaBaThCS NIl OOCITYKUBaHUS
Pa3JIMYHBIX NPEANPUATHI U OpraHU3alMil. ITO MOTYT ObITh KOMIIAHUU, BXOJSIINE B
KPYIIHBIA XOJIIUHT, OpPTraHHU3alliH, BXOJAIIME B OJIHY HCCIEI0BATEIbCKYIO CETh,
YHUBEPCUTETH U HCCIEI0BATEIbCKUE OpraHu3alldd OJHOM CTpaHbl, KIHUECHTHI
MOCTABIIMKA ONPEACIICHHBIX TPOIYKTOB WX YCIYT U T.1. [ 00beIuHEeHUs yCUIIUNA
pPa3NUYHBIX TPYNN pearupoBaHust ObUT CcO37aH croenuanbHbii  Dopym Tpynn
pearupoBaHHMs Ha WHIMACHTHI M oOecriedeHus OesomacHoctu (Forum of Incident
Response and Security Teams, FIRST), ©Ha wuHTepHET caiiTe KOTOPOIrO

(http://www.first.org/) MoKHO HaWTH TIOJHBINA CITUCOK €ro y4acTHUKOB. [Ipu 3TOM Bee

(GyHKLIMH 110 pearupoBaHUIO HE MOTYT ObITh MEpeAaHbl B [ICHTPATU30BAHHYIO TPYIIITY
pearupoBaHus — B KaXIOM KOHKPETHOM cllydyae HEOOXOIUMO JETallbHO
pasrpaHUYUTh TOJHOMOYHMSA, OTBETCTBEHHOCTh M  (YHKUHMH, BBINOJIHSIEMbIE
IOPEeNNpUsITHEM CaMOCTOSATEIbHO, M (PYHKIIMH, BBITOJHSEMbIE HEHTPAaTU30BaHHOU
rpynnou. JIoroBOpEeHHOCTh MEXAY LEHTPAJIUW30BAHHOW TPYIION pearupoBaHus U
Ipynmnoil pearnpoBaHus (CHelHAIMCTaMU MO O€30MacHOCTH) CAMOr0 MPEeANpUSTUS
JOJDKHA TpeAycMaTpUBaTh HE TOJBKO pa3rpaHUYeHUE (PYHKIMHA, HO U OMNHCHIBATH

OCHOBHBIC ITPpOLCAYPbI BSaI/IMO,HefICTBI/ISI B IIpoLeECcCe p€arnpoBaHud HAa MHOUACHT.
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